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IMPLEMENTATION OF ARBITRARY BITNESS PERMUTATIONS IN ONE OF THE 

CLASSES OF LINEAR STRUCTURES 

Abstract: Speed of transformation and simplicity of implementation are one of the key contributors in permutation researches. 

The paper reviews the implementation of arbitrary bitness permutation in the field of computer engineering on one of the classes of 

combination structures of linear complexity from the number of variables – one-dimensional cascades of structural units. The fact 

that the reflection formed by the specified linear structure is completely the same as the reflection of the corresponding Mealy finite 

state machine as a prototype of the structural module of the cascade is used. This allowed us to explore the properties of structural 

units and the cascade as a whole in the context of the concepts of the theory of digital automata. The implementation of arbitrary 

bitness permutations is based on usage of the connected graphs for state table and on usage of unique combinations without repeats 

for each row of output table. The purpose of this permutation is to convert large volumes of data in fast and simple way using 

hardware or software with the ability to be used in multiple areas of researches. The study of providing the bijectivity of the 

reflection and the equivalence analysis of permutations was performed. The algorithm of construction of finite-state machines for 

implementation of direct and inverted permutations is shown, as well as examples of state and output tables construction. Examples 

of hardware implementation using field-programmable gate arrays are given. The size of state and output tables for the software 

implementation is estimated. The number of unique bijective reflections and amount of key information for the investigated 

permutation in cryptographic transformations has been estimated. The theoretical speed of transformations of the bijective reflection 

is estimated for both field-programmable gate arrays and software implementation according to the modern indicators of types of 

computing devices memory speed. The practical verification of processing speed is made with software implementation. Areas of 

application of the investigated arbitrary bitness permutation are proposed. 

Keywords: permutation functions; structural synthesis of finite state machines; Mealy machine; bijective reflection; field-

programmable gate arrays 

Introduction 

Permutations (substitutes) are considered as 

functions of a single variable that provide a bijective 

reflection of input data at the output. Permutations 

are used when considering theoretical questions in 

different sections of mathematics (e.g. finite group 

theory, finite fields, combinatorics, etc.), and in 

practical development (for example in cryptographic 

transformation). Despite the considerable results of 

studies of permutations in mathematics [1], in 

computer engineering the implementation of 

substitutions has been studied to a lesser extent. In 

mathematics it is ordinary to characterize 

permutation by its degree – the number of elements 

of the input (output) set. In computer engineering, 

permutation can be characterized by the bitness 𝑏 of 

the binary input data. In this case the degree of 

permutation is 2𝑏. The purpose of the work is

creation and research of hardware and software 

means for implementation of permutations of 

arbitrary bitness. The problem is cost optimization 

and processing time while ensuring that the values 

of the result bits depend on all the input data bits, or 

at least on all previous input data bits. The usage of  
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such implementation of permutation gives the 

prospect of increasing efficiency in creating various 

data transformations in one or another criterion set. 

Analysis of recent scientific publications and 

achievements 

Hardware implementation methods of limited 

bitness permutations have been investigated in a 

number of papers [2-4] in particular [3] and [4] have 

the implementation results for any 8-bit 

permutations, as well as for 8-bit permutations class 

with special properties, both made on field-

programmable gate arrays (FPGA). The software 

implementation of permutations of a limited bitness 

is simple and is used in cryptographic 

transformations [5-6]. The considered papers 

investigate the “permutation-implementation” 

approach: one or another class of permutations is 

formed and then the implementation of permutations 

of this class is determined. [7] proposes 

“implementation-permutation” approach to the 

implementation of permutations, which could be 
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described as follows: determines the linear 

complexity combinational structure from the bit of 

the input data, one-dimensional cascade of 

structural units (OCSU), and defines the 

classification of such structures: the classes of the 

simplest, simple, complex, unidirectional, 

bidirectional and regular. 

Obviously, it is theoretically possible to 

implement permutations of arbitrary bitness with 

OCSU. This raises the following tasks: what should 

be the structural unit (SU) and how many and what 

permutations can be implemented on the OCSU of 

the appropriate class? In general, these problems 

are not solved. 

The [8] shows that with the simplest 

unidirectional regular OCSU, 48 different 

substitutions of arbitrary bitness (with 2𝑏 degree) 

(𝑏 > 1) can be implemented by changing the SU. 

850 simple substitutions with 2𝑏 degree (𝑏 > 1) 

can be implemented on the simplest bidirectional 

regular OCSU, as presented in [9]. The significant 

increase in the number of different permutations 

with a slight complication of OCSU allows 

predicting the effect-tiveness of further 

complications. 

 

Problem formulation 

This paper discusses the implementation of 

 

arbitrary bitness permutations in the class of 

unidirectional complex regular OCSUs. The 

structural unit of the cascade consists of two 

combination schemes: the first one implements the 

value of signals at the primary outputs, and the 

second one implements the value of the signals at 

the side outputs. The inputs of both combination 

circuits receive signals from the primary and side 

inputs of the SU (Fig. 1) Obviously, this class of 

OCSU implements the reflection of the input data, 

which is the same with the reflection of the input 

sequences of the corresponding Mealy finite-state 

machine (FSM or FSA – finite-state automata). 

This allows us to use the automata theory [10] to 

solve the following problems: 

1) define combinational circuits for the 

signals’ formation at the outputs of the SU and 

implementation of permutations of arbitrary bitness 

(bijective reflections) on the OCSU; 

2) define conditions for different OCSUs to 

implement the same permutations; 

3) determine the number of different 

permutations that can be implemented on the 

OCSU of the selected class; 

4) define inverted SU, that would provide the 

implementation of inverted permutation for given 

direct SU. 

 

 
 

Fig. 1. Unidirectional OCSU for 𝐹(�̇�𝑟) permutation implementation  
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Research Results 

Terminology 

Suppose we have a finite set of symbols called 

the input alphabet 𝑋 of dimension 𝑛: {𝑥1, 𝑥2, … , 𝑥𝑛}, 

a finite set of symbols called the output alphabet 𝑌 

of dimension 𝑛: {𝑦1, 𝑦2, … , 𝑦𝑛}, a finite set of states 

𝑆 of dimension 𝑚, a state transition function 

𝑓�̇�(𝑥, 𝑠): 𝑆 × 𝑋 → 𝑆, the output transition function 

𝑓�̇�(𝑥, 𝑠): 𝑆 × 𝑋 → 𝑌 and the initial state 𝑠0 ∈ 𝑆. 

In the case when the machine is considered as a 

SU prototype, the input and output alphabets are the 

same, the values of 𝑛 and 𝑚 are degrees of two and 

the functions of outputs and states are implemented 

by the corresponding combination circuits. We will 

assume that state and output functions are fully 

defined. We will also assume that the machine is 

connected graph, which means, that it does not 

contain unreachable states and none of its states is 

equivalent to another [10]. In addition, an initial 

value is set at the side inputs of the first OCSU 

design module. This value corresponds to the initial 

state of the machine (Fig. 1). 

Let us denote the set of all sequences of length 

𝑟 from the elements of the input alphabet by �̇�𝑟 and 

by 𝑌𝑟 for the output one. The Mealy machine 

(respectively OCSU) maps the set �̇�𝑟 to the set 𝑌𝑟 of 

OCSU (�̇�𝑟 → �̇�𝑟). 

 

Reflection bijectivity analysis 

Machine implementation of the permutation 

(according to OCSU) means the implementation of a 

bijective reflection (�̇�𝑟 → �̇�𝑟) at any value of 𝑟. In 

other words, different sequences of �̇�𝑟 correspond to 

different sequences of �̇�𝑟. 

To eliminate the ambiguity of the permutation 

(bijective reflection) of arbitrary bitness, which is 

implementation by the FSA (or OCSU), we will 

hereafter denote it as 𝐹(�̇�𝑟). 

Two sequences of characters considered 

different if they differ at least in one character. If 

machine’s reflection is not bijective for some 𝑟, it 

will not be bijective for any 𝑟1 > 𝑟. 

The loss state is called the state 𝑠𝑙 for which 

exist 𝑥1, 𝑥2 ∈ 𝑋, where 𝑥1 ≠ 𝑥2 and 𝑓𝑜(𝑠𝑙 , 𝑥1) =

𝑓𝑜(𝑠𝑙 , 𝑥2). Taking this into account, the following 

theorems are given. 

Theorem 1. The machine’s reflection 𝑓𝐴: �̇�𝑟 →

�̇�𝑟 is bijective on �̇� if and only if the machine 𝐴 does 

not contain loss states reached from the initial state 

𝑠0 in 𝑟 steps [11-12]. 

Theorem 2. In order for OCSU to implement 

the 𝐹(�̇�𝑟) permutation, it is required and sufficient 

that, for any signal at the side inputs of the SU, at 

the primary (not side) outputs, the combination 

circuit implements any substitution of the values of 

the signals at the primary inputs. 

The bitness of the 𝐹(�̇�𝑟) permutation is 𝑏 =

𝑟 𝑙𝑜𝑔 𝑛. The degree of permutation is 𝑛𝑟. 

 

Equivalence analysis 

Let 𝑝(𝑠) be some permutation of elements of 

the 𝑆 set and let 𝑝−1(𝑠) be the inverse permutation, 

that is, 𝑝(𝑝−1(𝑠)) = 𝑝−1(𝑝(𝑠)) = 𝑠. 

Theorem 3. If for any machine 𝐴 we create an 

automatic machine 𝐴1 with the same alphabets 𝑋, 𝑌, 

𝑆 and with the following functions 𝑣𝑜(𝑥, 𝑠) =

𝑓𝑜(𝑥, 𝑝(𝑠)), 𝑣𝑠(𝑥, 𝑠) = 𝑝−1(𝑓𝑠(𝑥, 𝑝(𝑠))), and with 

the initial state 𝑠0𝐴
= 𝑝−1(𝑠0), then machines 𝐴 and 

𝐴1 will be equivalent. 

Prove. Let 𝑥 symbol be the input of 𝐴 and 𝐴1. 

𝐴1 machine generates 𝑣𝑜(𝑥, 𝑠) = 𝑓𝑜(𝑥, 𝑝(𝑠)) output 

symbol, and 𝑣𝑠(𝑥, 𝑠) = 𝑝−1(𝑓𝑠(𝑥, 𝑝(𝑠))) state. In 

the first iteration, the initial state of the machine 𝐴1 

is 𝑠0𝐴
= 𝑝−1(𝑠0). So, we have 

𝑣𝑜(𝑥, 𝑠) = 𝑓𝑜(𝑥, 𝑝(𝑠)) = 𝑓𝑜 (𝑥, 𝑝(𝑠0𝐴
))

= 𝑓𝑜(𝑥, 𝑝−1(𝑠0)) = 𝑓𝑜(𝑥, 𝑠). 

𝐴1 will go into the state 

𝑝−1 (𝑓𝑠 (𝑥, 𝑝(𝑠0𝐴
))) = 𝑝−1 (𝑓𝑠 (𝑥, 𝑝(𝑝−1(𝑠0)))) =

𝑝−1(𝑓𝑠(𝑥, 𝑠0)). 

The same happens for any number of the 

following input characters. Thus, both machines 

implement the same reflection, which means, they 

are equivalent [10]. 

Thus, in the OCSU class under consideration, 

there are 𝑚! OCSUs that implement the same 𝐹(�̇�𝑟) 

permutation, which is important when estimating the 

number of different permutations. 

 

Structural unit construction algorithm 

The basic algorithm for construction output 

tables is as follows. Output table rows are states. A 

random number generator is used to get a random 

character from the set of outputs. The generator 

produces the next output symbol. The character is 

added to the row of the table that does not contain 

this character. If the character produced by the 

generator exists in all rows, it is skipped. The 

algorithm ends when all rows are filled. The basic 

algorithm for forming the state table is as follows. A 

random number generator is used to get a random 
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state from the set of states. Produced states are 

placed in the free cells of the state table. The 

algorithm ends after all cells in the state table are 

filled. If we want to get the connected graph, then 

the respective connectivity checks must be 

performed. If machine happens not to be a connected 

graph, the state table construction algorithm repeats. 

Direct reflection state and output tables 

generation algorithm code snippet using C#: 

InitialState = _random.Next(M); 
for (int i = 0; i < M; i++) 
{ 
  StateMatrix.Add(new List<int>()); 
  OutputMatrix.Add(new List<int>()); 
  for (int j = 0; j < N; j++) 
  { 

 StateMatrix[i].Add(_random.Next(M)); 
  } 

  while (OutputMatrix[i].Count < N) 
  { 

 int y = _random.Next(N); 
 if (!OutputMatrix[i].Contains(y)) 
 { 
 OutputMatrix[i].Add(y); 

 } 
  } 
} 

So, let’s consider the example of the machine 

for 𝑚 = 12 and 𝑛 = 8. 

In each cell of the output table (Table 1) is one 

of the symbols of the output alphabet, and in each 

cell of the state table (Table 2) is one of the states. 

The numeration of state and output table is 

made from top to bottom, starting with the first state 

and ending with the last one. The numeration of 

columns of conversion tables and exits is from left 

to right, starting with the first character of the input 

alphabet and ending with the last. 

Table 1. Output table of 𝐹(�̇�𝑟) FSA

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8

𝑠1 𝑦1 𝑦4 𝑦6 𝑦7 𝑦2 𝑦5 𝑦3 𝑦8

𝑠2 𝑦6 𝑦3 𝑦4 𝑦8 𝑦5 𝑦7 𝑦2 𝑦1

𝑠3 𝑦4 𝑦8 𝑦3 𝑦6 𝑦2 𝑦5 𝑦1 𝑦7

𝑠4 𝑦1 𝑦3 𝑦8 𝑦4 𝑦5 𝑦7 𝑦6 𝑦2

𝑠5 𝑦1 𝑦7 𝑦6 𝑦3 𝑦2 𝑦5 𝑦4 𝑦8

𝑠6 𝑦3 𝑦1 𝑦6 𝑦5 𝑦4 𝑦8 𝑦7 𝑦2

𝑠7 𝑦4 𝑦7 𝑦3 𝑦1 𝑦6 𝑦2 𝑦5 𝑦8

𝑠8 𝑦4 𝑦1 𝑦8 𝑦5 𝑦2 𝑦6 𝑦3 𝑦7

𝑠9 𝑦5 𝑦7 𝑦4 𝑦8 𝑦2 𝑦3 𝑦6 𝑦1

𝑠10 𝑦4 𝑦1 𝑦7 𝑦8 𝑦5 𝑦2 𝑦3 𝑦6

𝑠11 𝑦6 𝑦3 𝑦2 𝑦1 𝑦5 𝑦4 𝑦8 𝑦7

𝑠12 𝑦6 𝑦2 𝑦7 𝑦1 𝑦3 𝑦8 𝑦5 𝑦4

Table 2. State table of 𝐹(�̇�𝑟) FSA

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8

𝑠1 𝑠1 𝑠12 𝑠5 𝑠11 𝑠4 𝑠11 𝑠5 𝑠4

𝑠2 𝑠7 𝑠11 𝑠4 𝑠4 𝑠8 𝑠12 𝑠8 𝑠3

𝑠3 𝑠10 𝑠12 𝑠1 𝑠7 𝑠10 𝑠5 𝑠9 𝑠6

𝑠4 𝑠6 𝑠7 𝑠1 𝑠5 𝑠8 𝑠8 𝑠10 𝑠7

𝑠5 𝑠11 𝑠12 𝑠5 𝑠3 𝑠4 𝑠7 𝑠10 𝑠4

𝑠6 𝑠9 𝑠7 𝑠3 𝑠9 𝑠3 𝑠6 𝑠3 𝑠6

𝑠7 𝑠8 𝑠8 𝑠8 𝑠9 𝑠11 𝑠7 𝑠7 𝑠1

𝑠8 𝑠10 𝑠2 𝑠11 𝑠5 𝑠6 𝑠1 𝑠4 𝑠12

𝑠9 𝑠7 𝑠2 𝑠8 𝑠6 𝑠2 𝑠12 𝑠12 𝑠10

𝑠10 𝑠9 𝑠10 𝑠12 𝑠11 𝑠12 𝑠7 𝑠2 𝑠9

𝑠11 𝑠9 𝑠11 𝑠12 𝑠1 𝑠10 𝑠9 𝑠1 𝑠11

𝑠12 𝑠4 𝑠12 𝑠9 𝑠4 𝑠5 𝑠6 𝑠5 𝑠5

Software implementation of reflection 

�̇�𝑟 → �̇�𝑟 reflection implementation algorithm

code snippet using C#: 

int state = InitialState; 
var outputs = new List<int>(); 
for (int i = 0; i < r; i++) 
{ 
  outputs.Add(OutputMatrix[state][input[i]]); 
  state = StateMatrix[state][input[i]]; 
} 
return outputs; 

It’s easy to see simplicity of implementation 

when using conversion tables, which can be stored 

in either the memory or processor cache and high 

speed of direct and inverse transformations. 

Note that in general case it may be necessary to 

reformat the result in �̇�𝑟. 

Inverted reflections 

In computer engineering, the usage of direct 

permutations is in many cases accompanied by the 

inverted permutations. The inverted bijective 

reflection �̇�𝑟 → �̇�𝑟 (inverted permutation 𝐹−1(�̇�𝑟)) is

defined as 𝐹−1(𝐹(�̇�𝑟)) = �̇�𝑟 and is implemented by

the inverted machine. The inverted machine is 

determined based on the direct machine. 

Inverted permutation 𝑭−𝟏(�̇�𝒓) FSA

implementation construction algorithm 

The output function is generated using 

following algorithm. The symbols of the direct 

machine’s output table (Table 3) are rearranged for 

each state 𝑠 independently from other states. For 

each output table cell from left to right that 

corresponds to 𝑦𝑎 output alphabet character we put

𝑥𝑏 input alphabet character, that was responsible for

the current symbol 𝑦𝑎 in the direct permutation
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output table. Indices 𝑎 and 𝑏 can have any value or 

can be the same. 

State table (Table 4) is generated based on the 

inverted machine’s outputs function and direct 

machine’s output table. The symbols of the direct 

machine’s state table are rearranged for each row 

independently from other. In the cell corresponding 

to the 𝑦𝑎 output alphabet symbol from left to right

we put 𝑠𝑏 state that has the same coordinates in the

state table as the corresponding to 𝑦𝑎 output symbol

inverted permutation output table’s symbol 𝑥𝑏.

Indices 𝑎 and 𝑏 can have any value or can be the 

same. 

Inverted reflection state and output tables 

generation algorithm snippet using C#: 

InitialState = directMachine.InitialState; 
for (int i = 0; i < M; i++) 
{ 
  StateMatrix.Add(new List<int>()); 
  OutputMatrix.Add(new List<int>()); 

  for (int j = 0; j < N; j++) 
  { 

 for (int k = 0; k < N; k++) 
 { 
 if (directMachine 
 .OutputMatrix[i][k] == j) 

 { 
 OutputMatrix[i].Add(k); 
 StateMatrix[i].Add( 
   directMachine.StateMatrix[i][k]); 

 break; 
 } 

 } 
  } 
} 

Inverted bijective reflection �̇�𝑟 → �̇�𝑟 formation

algorithm is completely the same as previous 

algorithm for direct machine. The difference is only 

in the usage of appropriate tables. 

Table 3. Output table of 𝐹−1(�̇�𝑟) FSA

𝑦1 𝑦2 𝑦3 𝑦4 𝑦5 𝑦6 𝑦7 𝑦8

𝑠1 𝑥1 𝑥5 𝑥7 𝑥2 𝑥6 𝑥3 𝑥4 𝑥8

𝑠2 𝑥8 𝑥7 𝑥2 𝑥3 𝑥5 𝑥1 𝑥6 𝑥4

𝑠3 𝑥7 𝑥5 𝑥3 𝑥1 𝑥6 𝑥4 𝑥8 𝑥2

𝑠4 𝑥1 𝑥8 𝑥2 𝑥4 𝑥5 𝑥7 𝑥6 𝑥3

𝑠5 𝑥1 𝑥5 𝑥4 𝑥7 𝑥6 𝑥3 𝑥2 𝑥8

𝑠6 𝑥2 𝑥8 𝑥1 𝑥5 𝑥4 𝑥3 𝑥7 𝑥6

𝑠7 𝑥4 𝑥6 𝑥3 𝑥1 𝑥7 𝑥5 𝑥2 𝑥8

𝑠8 𝑥2 𝑥5 𝑥7 𝑥1 𝑥4 𝑥6 𝑥8 𝑥3

𝑠9 𝑥8 𝑥5 𝑥6 𝑥3 𝑥1 𝑥7 𝑥2 𝑥4

𝑠10 𝑥2 𝑥6 𝑥7 𝑥1 𝑥5 𝑥8 𝑥3 𝑥4

𝑠11 𝑥4 𝑥3 𝑥2 𝑥6 𝑥5 𝑥1 𝑥8 𝑥7

𝑠12 𝑥4 𝑥2 𝑥5 𝑥8 𝑥7 𝑥1 𝑥3 𝑥6

Table 4. State table of 𝐹−1(�̇�𝑟) FSA

𝑦1 𝑦2 𝑦3 𝑦4 𝑦5 𝑦6 𝑦7 𝑦8

𝑠1 𝑠1 𝑠4 𝑠5 𝑠12 𝑠11 𝑠5 𝑠11 𝑠4

𝑠2 𝑠3 𝑠8 𝑠11 𝑠4 𝑠8 𝑠7 𝑠12 𝑠4

𝑠3 𝑠9 𝑠10 𝑠1 𝑠10 𝑠5 𝑠7 𝑠6 𝑠12

𝑠4 𝑠6 𝑠7 𝑠7 𝑠5 𝑠8 𝑠10 𝑠8 𝑠1

𝑠5 𝑠11 𝑠4 𝑠3 𝑠10 𝑠7 𝑠5 𝑠12 𝑠4

𝑠6 𝑠7 𝑠6 𝑠9 𝑠3 𝑠9 𝑠3 𝑠3 𝑠6

𝑠7 𝑠9 𝑠7 𝑠8 𝑠8 𝑠7 𝑠11 𝑠8 𝑠1

𝑠8 𝑠2 𝑠6 𝑠4 𝑠10 𝑠5 𝑠1 𝑠12 𝑠11

𝑠9 𝑠10 𝑠2 𝑠12 𝑠8 𝑠7 𝑠12 𝑠2 𝑠6

𝑠10 𝑠10 𝑠7 𝑠2 𝑠9 𝑠12 𝑠9 𝑠12 𝑠11

𝑠11 𝑠1 𝑠12 𝑠11 𝑠9 𝑠10 𝑠9 𝑠11 𝑠1

𝑠12 𝑠4 𝑠12 𝑠5 𝑠5 𝑠5 𝑠4 𝑠9 𝑠6

Hardware implementation using FPGA 

Regular unidirectional OCSU is a combination 

circuit where each SU implements 𝑑 + 𝑤 boolean 

functions from 𝑑 + 𝑤 variables, where 𝑑 = 𝑙𝑜𝑔 𝑛, 

𝑤 = 𝑙𝑜𝑔 𝑚. In modern FPGA [13], any boolean 
function of 6 variables can be implemented on a 

single lookup table (LUT). If 𝑑 + 𝑤 < 7, then 𝑑 +
𝑤 LUTs are required to implement a single SU, and 

𝑟(𝑑 + 𝑤) LUTs are required to implement the 

OCSU reflection (�̇�𝑟 → �̇�𝑟). Two 5-variables
functions can be implemented using one LUT. 

Then for 𝑑 + 𝑤 < 6 (e.g. = 2, 𝑤 = 2) the SU is 
implemented using two LUTs, and byte 
transformations are implemented using 8 LUTs. 

The 8-inputs circuit is implemented using 4 

sequentially connected SUs, each with 2 inputs and 

2 outputs (Fig. 1). In this way, the byte reflection is 

implemented. The number of different byte 

reflections is equal to the number of different SUs, 

considering graph’s connectivity of the machines 

and their equivalence. According to (1), the number 

is over 20 million, but the number of different 8-bit 

permutations is much larger: 1.26887E+89. 

However, there is a problem of permutation’s 

belongings, which are implemented on four such or 

other SUs, given the requirements for one or 

another application, which is the subject of further 

research. 

Let 𝑡𝐿𝑈𝑇 be the delay of one LUT. Then the

processing speed is 𝑟𝑡𝐿𝑈𝑇 .
An example of a unidirectional OCSU is 

shown in Fig. 1. 

SU’s state and output tables size estimations 

An alphabet of length 𝑛 requires 𝑑 = 𝑙𝑜𝑔 𝑛 bits 
for each character. Dimensions of state and output 

tables are 𝑛 × 𝑚. 𝑤 = 𝑙𝑜𝑔 𝑚 bits are required to 
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store the current state. Thus, the total amount of 
memory for the presented function is 

𝑄 = 𝑛𝑚𝑑 + (𝑛𝑚 + 1)𝑤. 
The results of this calculation are presented in 

Table 5. The value of 𝑄 accurately reflects the 
amount of memory required in the case of software 
implementations. In the case of bit-stream 

implementation for FPGA debugging, 𝑄 can be 
considered as the lower bound. 

Table 5 provides a visual representation of the 
volumes of data for SU formation. We see that large 

values of 𝑛 and 𝑚 require terabytes of data, which 
complicates hardware implementation but is not a 
problem for modern software implementations.

Table 5. Memory amount required for the FSA software implementation 

𝑛 𝑑, bits 𝑚 𝑤, bits 𝑄, bytes 𝑄, MB 𝑄, GB 
8 3 8 3 48 0,00005 0,00000005 

16 4 16 4 257 0,00024 0,00000024 

64 6 64 6 6145 0,00586 0,00000572 

64 6 128 7 13313 0,01270 0,00001240 

128 7 128 7 28673 0,02734 0,00002670 

128 7 256 8 61441 0,05859 0,00005722 

256 8 256 8 131073 0,1250 0,00012207 

256 8 512 9 278529 0,266 0,00025940 

1024 10 1024 10 2621441 2,50 0,00244141 

1024 10 2048 11 5505025 5,3 0,00512695 

4096 12 4096 12 50331650 48 0,04687500 

16384 14 16384 14 939524098 896 1 

16384 14 32768 15 1946157058 1856 2 

65536 16 65536 16 17179869186 16384 16 

65536 16 131072 17 35433480194 33792 33 

1048576 20 1048576 20 5497558138883 5242880 5120 

1048576 20 2097152 21 11269994184707 10747904 10496 

2097152 21 2097152 21 23089744183299 22020096 21504 

2097152 21 4194304 22 47278999994371 45088768 44032 

4194304 22 4194304 22 96757023244291 92274688 90112 

4194304 22 8388608 23 197912092999683 188743680 184320 

8388608 23 8388608 23 404620279021571 385875968 376832 

8388608 23 16777216 24 826832744087555 788529152 770048 

16777216 24 16777216 24 1688849860263940 1610612736 1572864 

16777216 24 33554432 25 3448068464705540 3288334336 3211264 

Bijective reflections number estimations 

Obviously, the number of reflections of any 

length is determined by the number of different SUs 

and depends on the initial state and the number of 

different states and output functions. Thus, the 

number of possible permutations 𝐹(�̇�𝑟) is

𝑂(𝑛, 𝑚) = 𝐿𝑓𝑠
𝐿𝑓𝑜

𝑚,

where: 𝐿𝑓𝑠
 is the number of state functions; 𝐿𝑓𝑜

 is the

number of output functions and 𝑚 is the initial states 

number. 

Output table’s number is calculated as 

𝐿𝑓𝑠
= 𝑚𝑛𝑚 ,

which is any case of a state table without any 

restrictions. The development of the adjusting 

parameters of this number is the subject of further 

research and can be considered as the number of 

connected graphs, in accordance with the accepted 

restrictions. 

Using the formula for the number of possible 

connected graphs with 𝑚 vertices of A001349  

sequence [14], the number of state functions is 

reduced to 

𝐿𝑓𝑠
= 1 + 𝑙𝑜𝑔 ∑

2
𝑚(𝑚−1)

2

𝑚!
𝑘𝑚

∞

𝑘=0

. 

Given this sequence, the number of conversion 

functions can be represented by the following range 

1 + 𝑙𝑜𝑔 ∑
2

𝑛(𝑛−1)
2

𝑛!
𝑘𝑛

∞

𝑘=0

≤ 𝐿𝑓𝑠
≤ 𝑚𝑛𝑚.

Output functions number 𝐿𝑓𝑜
 is calculated as the

variation of output table rows, each of which has 𝑛! 
variants according to the bijectivity requirements at 

𝑚 possible places [15]. That is 

𝐿𝑓𝑜
= 𝐴𝑛!

𝑚 =
(𝑛!)!

(𝑛!−𝑚)!
,33333 

where 𝑚 ≤ 𝑛!. 
Taking this into account the number of 

𝐹(�̇�𝑟) permutations can be approximated as
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(1 + 𝑙𝑜𝑔 ∑
2

𝑚(𝑚−1)
2

𝑚!
𝑘𝑚

∞

𝑘=0

)
m(𝑛!)!

(𝑛! − 𝑚)!
≤ 𝑂(𝑛, 𝑚) ≤

𝑚𝑛𝑚+1(𝑛!)!

(𝑛! − 𝑚)!
. (1) 

Note that the number of different permutations 

𝐹(�̇�𝑟) will be at least 𝑚! times smaller, according to

Theorem 2. 

Software implementation processing speed 

estimations 

To convert one character of the input sequence, 

three operations must be performed: two memory 

reads using indices from state and output tables and 

status change. The index is determined by the value 

of the current state and the input alphabet character 

as stated above. Status change is a memory write 

operation. Since no calculations are used, the direct 

and inverse transformations times are directly 

proportional to the speed of used memory (CPU 

cache levels L1, L2, L3, L4, random-access memory 

(RAM), read-only memory (ROM), external device, 

etc.). 

Let’s denote the speed of performing one 

operation with memory as 𝑣 (MB/s). 

Then the conversion time 𝑇 of the input 

message with the length 𝑟 of the input alphabet is 

calculated as 

𝑇 = 4𝑣𝑟, 
where: the factor 4 consists of one read operation 

from state table, one read operation from output 

table, one read operation of the current state and one 

write operation of the new state. 

Table 6 lists the memory capacity and 

maximum speed of different types of memory 

according to recent studies [16]. The amount of 

storage should be considered when evaluating the 

permutation appliance in accordance with Table 5. 

Table 6. Speed and volume of memory types 

Memory type Volume Speed 

L1 cache 128 KB 700 Gbps 

L2 cache 1 MB 200 Gbps 

L3 cache 6 MB 100 Gbps 

L4 cache 128 MB 40 Gbps 

RAM Gigabytes 10 Gbps 

ROM Terabytes 160 MB/s 

Table 7 shows the permutation processing time, 

depending on the type of memory, bitness of the 

input alphabet and the number of states. For cases 

when the maximum amount of memory at the time 

of article writing exceeds the requirements of Table 

5, the time is marked by *.

Table 7. Theoretical time of permutation processing 

𝑟 𝑇 L1, ns 𝑇 L2, ns 𝑇 L4, ns 𝑇 L5, ns 𝑇 RAM, ns 𝑇 ROM, ns 
8 4,26E-02 1,49E-01 2,98E-01 7,45E-01 2,98E+00 4,66E+01 

16 8,51E-02 2,98E-01 5,96E-01 1,49E+00 5,96E+00 9,31E+01 

32 1,70E-01 5,96E-01 1,19E+00 2,98E+00 1,19E+01 1,86E+02 

64 3,41E-01 1,19E+00 2,38E+00 5,96E+00 2,38E+01 3,73E+02 

128 6,81E-01 2,38E+00 4,77E+00 1,19E+01 4,77E+01 7,45E+02 

256 1,36E+00 4,77E+00 9,54E+00 2,38E+01 9,54E+01 1,49E+03 

512 2,72E+00 9,54E+00 1,91E+01 4,77E+01 1,91E+02 2,98E+03 

1024 5,45E+00 1,91E+01 3,81E+01 9,54E+01 3,81E+02 5,96E+03 

2048 1,09E+01 3,81E+01 7,63E+01 1,91E+02 7,63E+02 1,19E+04 

4096 2,18E+01 7,63E+01 1,53E+02 3,81E+02 1,53E+03 2,38E+04 

8192 4,36E+01 1,53E+02 3,05E+02 7,63E+02 3,05E+03 4,77E+04 

16384 8,72E+01 3,05E+02 6,10E+02 1,53E+03 6,10E+03 9,54E+04 

32768 1,74E+02 6,10E+02 1,22E+03 3,05E+03 1,22E+04 1,91E+05 

65536 3,49E+02 1,22E+03 2,44E+03 6,10E+03 2,44E+04 3,81E+05 

131072 6,98E+02 2,44E+03 4,88E+03 1,22E+04 4,88E+04 7,63E+05 

262144 1,40E+03 4,88E+03 9,77E+03 2,44E+04 9,77E+04 1,53E+06 

524288 2,79E+03 9,77E+03 1,95E+04 4,88E+04 1,95E+05 3,05E+06 

1048576 5,58E+03* 1,95E+04 3,91E+04 9,77E+04 3,91E+05 6,10E+06 

2097152 1,12E+04* 3,91E+04 7,81E+04 1,95E+05 7,81E+05 1,22E+07 

4194304 2,23E+04* 7,81E+04 1,56E+05 3,91E+05 1,56E+06 2,44E+07 

8388608 4,46E+04* 1,56E+05 3,13E+05 7,81E+05 3,13E+06 4,88E+07 
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Appliance 

The proposed implementations of permutations 
can be used in data compression [17], combination 
circuits optimization [8; 18], non-algorithmic 
implementation of encoders and decoders of fault-
tolerant coding [19] and to increase efficiency of 
algorithms’ software implementation [20]. The studied 
permutation has a wide range of applications and can 
theoretically be used in any device that requires, for 
example, high speed encryption and decryption. 

Results comparison with existing counterparts 

The effectiveness of the proposed solutions 
follows from the comparisons with known results. 

In hardware implementations, for example, byte 

permutations in our case, it is enough to use 𝐶 =
8(𝑑 + 𝑤)/𝑑 LUTs, at the same time, the best 
implementations of the byte substitutions proposed in 

[4] require 19 LUTs. If we take 𝑑 = 4, 𝑤 = 2 (𝑛 =
16, 𝑚 = 4), then we have 𝐶 = 12 LUTs. If we want 
to implement two boolean functions with 5 variables 

and take 𝑑 = 2, 𝑤 = 2 (𝑛 = 4, 𝑚 = 4), we will have 

𝐶 = 8 LUTs. 
About time characteristics of software 

implementations. In [21], the implementation of 
high-bitness permutations using simple 
transformations in Galois fields is considered. The 
theoretical speed calculations are substantially 
inferior to those given in Table 7, since in our case 
we achieve speed of up to one million Mbps. There 
are no experimental results in [21]. 

Table 8 shows the results of the experiments 

(processing time 𝑇𝑟 and processing speed 𝜗𝑟) for the

implementation of the bijective reflections for the 𝑑 =
𝑤 = 8 (𝑛 = 𝑚 = 256) case, and the 𝑟 value actually 
corresponds to the number of bytes of the file. The 
experiments were performed using DDR3 RAM and 
an Intel Core i7-6700K processor. 

Experimental time of processing is lower than 
theoretical (especially when converting small amounts 
of data), because in modern multi-threaded operating 
systems it is difficult to gain monopoly access to 
system resources, especially cache when processing 
long-length files. 

In [5] experimental data of time of cryptographic 
transformations by the “Kalyna” standard are given. 
The best results have a speed of about 2500 Mbps. 
Speeds in Table 8 in general exceed the results of 
“Kalyna”. However, it should be noted that the 
conditions for conducting the experiment in [5] 
actually correspond to theoretical calculations. This is 
evidenced by usage of a cache that contained only one 
block (16 to 64 bytes) of the original message and 
encrypted only that block (in fact, electronic code 
book (ECB) mode). In our case, the theoretical 
speed is more than one million Mbps. 

Table 8. Permutation’s software 

implementation processing time and speed 

𝑟 𝑇𝑟 ОЗП, ns 𝜗𝑟, Mbps
1024 3,06E+04 255,00 

2048 3,46E+04 451,26 

4096 4,26E+04 732,92 

8192 5,14E+04 1216,55 

16384 7,54E+04 1657,00 

32768 1,18E+05 2110,82 

65536 2,09E+05 2396,50 

131072 3,94E+05 2541,13 

262144 7,65E+05 2615,53 

524288 1,50E+06 2672,66 

1048576 3,06E+06 2612,61 

2097152 5,78E+06 2769,95 

4194304 1,17E+07 2743,38 

8388608 2,12E+07 3023,83 

Conclusions and prospects for further 

research 

The obtained results allow conversion of files 

of any finite length. The number of different 

transformations increases faster than the exponent of 

the 𝑛 and m parameters and does not depend on the 

file size. For example, at 𝑛 = 𝑚 = 8 (bitness of the 

SU data is only 3), the number of different 𝐹(�̇�𝑟)

permutations are estimated to be at least 1050. 

The studied implementation of the permutations 

provides good performance, although it does require 

memory space for the conversion table and the 

outputs. The results show that, in terms of the 

required amount of data, the output and state tables 

can be embedded even in the processor cache to 

provide high-speed conversion. 

The subject of further research is the analysis of 

the strong cryptography of the proposed 

implementations of arbitrary bitness permutations 

and comparison of results with block cipher 

algorithms (it is clear that the studied function is 

faster, but has worse strong cryptography values, but 

it is not clear how much values will deiffer) and 

development of algorithms for different levels of 

cryptanalysis. 

The prospect of further study may also be the 

consideration of a class of bidirectional OCSUs (Fig. 

2 and Fig. 3), which are not considered in this paper 

because of too high memory requirements for large 

graph sizes. 

Regarding providing bijection reflection in 

bidirectional SUs. For two states in both directions 

theoretically and practically the question is solved 

[9]. For more than two states, the solutions are not 

yet known. 
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Fig. 2. Bidirectional OCSU for permutation 

Fig. 3. One element of bidirectional OCSU for permutation 
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РЕАЛІЗАЦІЯ ПІДСТАНОВОК ДОВІЛЬНОЇ РОЗРЯДНОСТІ В ОДНОМУ ІЗ 

КЛАСІВ ЛІНІЙНИХ СТРУКТУР 

Анотація: Швидкість перетворення і простота реалізації є одними з ключових факторів підстановок. У статті 

розглянуто реалізацію підстановки довільної розрядності в області комп’ютерної інженерії на одному із класів 

комбінаційних структур лінійної складності від кількості змінних – одновимірних каскадів конструктивних модулів. 

Використано той факт, що відображення, яке формує вказана лінійна структура, повністю збігається з відображенням 

відповідного скінченного автомата Мілі як прототипу конструктивного модуля каскаду. Це дозволило досліджувати 

властивості конструктивних модулів та каскаду в цілому у розрізі понять теорії цифрових автоматів. Реалізація 

підстановок довільної розрядності полягає у використанні приведених автоматів для таблиці станів і використанні 

унікальних комбінацій без повторів для кожного рядку таблиці виходів. Метою реалізації даної підстановки є швидке 

перетворення даних великих об’ємів з можливістю застосування в кількох напрямках досліджень при простій реалізації на 

апаратному або програмному рівні.  Виконано дослідження забезпечення бієктивності відображення та проведено аналіз 

еквівалентності відображень. Показано алгоритми формування автоматів для реалізації прямих та обернених 

підстановок, а також приклади формування таблиць переходів та виходів. Наведено приклади апаратної реалізації на 

програмованих логічних інтегральних схемах. Виконано оцінку об’єму таблиць переходів та виходів для апаратної та 

програмної реалізації. Виконано оцінку кількості унікальних бієктивних відображень. Проведено теоретичну оцінку 

швидкості бієктивних відображень при реалізації на програмованих логічних інтегральних схемах, а також при програмній 

реалізації згідно з сучасними показниками швидкості видів пам’яті обчислювальних пристроїв для кожного виду. Наведено 

експериментальну оцінку, а також проведено практичну перевірку швидкості перетворення за допомогою програмної 

реалізації. Запропоновано області застосування досліджених реалізацій підстановок довільної розрядності. 

Ключові слова: функції підстановок; автомат Мілі; бієктивне відображення, програмовані логічні інтегральні схеми 
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РЕАЛИЗАЦИЯ ПОДСТАНОВОК ПРОИЗВОЛЬНОЙ РАЗРЯДНОСТИ В ОДНОМ ИЗ 

КЛАССОВ ЛИНЕЙНЫХ СТРУКТУР 

Аннотация: Скорость преобразования и простота реализации являются одними из ключевых факторов 

подстановок. В статье рассмотрены реализацию подстановки произвольной разрядности в области компьютерной 

инженерии на одном из классов комбинационных структур линейной сложности от количества переменных – одномерных 

каскадов конструктивных модулей. Использован тот факт, что отображение, которое формирует указанная линейная 

структура, полностью совпадает с отображением соответствующего конечного автомата Мили как прототипа 

конструктивного модуля каскада. Это позволило исследовать свойства конструктивных модулей и каскада в целом в 

разрезе понятий теории цифровых автоматов. Реализация подстановок произвольной разрядности заключается в 

использовании приведенных автоматов для таблицы состояний и использовании уникальных комбинаций без повторов для 

каждого строке таблицы выходов. Целью реализации данной подстановки является быстрое преобразование данных 

больших объемов с возможностью применения в нескольких направлениях исследований при простой реализации на 

аппаратном или программном уровне. Выполнены исследования обеспечения биективности отражения и проведен анализ 

эквивалентности отражений. Показано алгоритмы формирования автоматов для реализации прямых и обратных 

подстановок, а также примеры формирования таблиц переходов и выходов. Приведены примеры аппаратной реализации 

на программируемых логических интегральных схемах. Выполнена оценка объема таблиц переходов и выходов для 

аппаратной и программной реализации. Выполнена оценка количества уникальных биективных отражений. Проведено 

теоретическую оценку скорости биективных отражений при реализации на программируемых логических интегральных 

схемах, а также при программной реализации согласно современным показателям скорости видов памяти 

вычислительных устройств для каждого вида. Приведены экспериментальную оценку, а также проведено практическую 

проверку скорости преобразования с помощью программной реализации. Предложено области применения исследованных 

реализаций подстановок произвольной разрядности. 

Ключевые слова: функции подстановок; автомат Мили; биективное отображения, программируемые логические 

интегральные схемы. 
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