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ABSTRACT

The paper presents the demand for the spread of payment systems. This is caused by the development of technology. The open
issue of application of payment systems - fraud - is singled out. It is established that there is no effective algorithm that would be the
standard for all financial institutions in detecting and preventing fraud. This is due to the fact that approaches to fraud are dynamic
and require constant revision of forecasts. Prospects for the development of scientific and practical approaches to prevent fraudulent
transactions in payment systems have been identified. It has been researched that machine learning is appropriate in solving the
problem of detecting fraud in payment systems. At the same time, the detection of fraud in payment systems is not only to build the
algorithmic core, but also to build a reliable automated system, which in real time, under high load, is able to control data flows and
effectively operate the algorithmic core of the system. The paper describes the architecture, principles and operation models, the
infrastructure of the automated fraud detection mechanism in payment systems. The expediency of using a cloud web service has
been determined. The deployment of the model in the form of automated technology based on the Amazon Web Services platform is
substantiated. The basis of the automated online fraud detection system is Amazon Fraud Detector and setting up payment fraud
detection workflows in payment systems using a customizable Amazon A2l task type to verify and confirm high-risk forecasts. The
paper gives an example of creating an anomaly detection system on Amazon DynamoDB streams using Amazon SageMaker, AWS
Glue and AWS Lambda. The automated system takes into account the dynamics of the data set, as the AWS Lambda function also
works with many other AWS streaming services. There are three main tasks that the software product solves: prevention and
detection of fraud in payment systems, rapid fraud detection (counts in minutes), integration of the software product into the business
where payment systems and services are used (for example, payment integration services in financial institutions, online stores,
logistics companies, insurance policies, trading platforms, etc.). It is determined that the implementation of an automated system
should be considered as a project. The principles of project implementation are offered. It is established that for the rational
implementation of the project it is necessary to develop a specific methodology for the implementation of the software product for
fraud detection in payment systems of business institutions.
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INTRODUCTION increasingly faced with such risks. Such risks can be
identified as the risk of fraud. The consequence is
that consumers do not receive the ordered goods or
services, lose money from their accounts. From the
business point of view, this is reflected in financial
losses, a decrease in customer loyalty, which leads
to a complete loss of customers.

In Ukraine in 2020, losses from business fraud
amounted to more than UAH 1 billion. Moreover,
Ukraine is almost 50 % ahead of the United States in
the percentage of fraudulent transactions (10,000
transactions), and this gap is only widening,
indicating that not only the industry as a whole
needs new solution, but they are especially needed in
Ukraine. To prevent this, we need to transform
approaches and tools for monitoring, detecting and
controlling illegal actions in payment services.
Without a doubt, the best way to fight fraud is to
prevent it. Therefore, it is advisable to develop
© Khlevna lu. L., Koval B. S., 2021 scientific and practical approaches to prevent

fraudulent transactions.

The digital transformation of  society
contributes to the autonomy of customer
transactions. Visits to financial institutions are
becoming less frequent, and payment systems and
services are in increasing demand.

This is facilitated by the growing number of
online payments, services for the integration of such
payments in financial institutions, online stores,
logistics companies, insurance policies, trading
platforms, etc. This is due to the ease of use, high
speed of financial transactions, simplicity,
transparency, control over payments. But, in
addition to the advantages of modern payment
systems and services, there is a risk — not
maintaining the integrity of transactions. Businesses
and consumers of goods and services are
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LITERATURE REVIEW

Using the data [1] such fraud mechanisms have
been revealed: social engineering; card-to-card
transfers; transfers via online banking; interception
of access to mobile banking; counterfeit mobile
banking; purchases using Apple Pay and Google
Pay; embezzlement via SMS-banking. It has been
established that the main type of fraud in the
banking sector is payment card fraud. The paper
presents some methods of combating fraud and
establishes the advantage of wusing modern
technologies, which are based on models and
methods of fraud detection. The main essence of the
works [2-3], [4-5] is the classification of models of
fraudulent operations by different methods. It is
advisable to use this approach for fraud detection
methods that have been observed previously. The
paper [6] forms the approach, according to which a
transaction is marked as fraudulent if it deviates
from the usual customer behavior. This is based on
the assumption that attackers will behave very
differently than the account owner. The approach to
risk management of fraud with payment systems,
which involves a combination of the presented
approaches, defined in the works [7-8]. Given the
above, it is advisable to first develop and define a
model of user behavior, and then detect fraud.
Various methods and algorithms can be used to
solve this problem. It is worth noting the study
presented in [9] — the lack of an effective and
accurate algorithm for fraud, which would be the
standard for all financial transactions. Each
technique has its advantages and disadvantages. In
addition, approaches to fraud are dynamic and
require constant revision of forecasts, and this is due
to the fact that each business in which possible
fraudulent schemes are unique and must rely on its
own corporate system. An example of the
application of unified models of methods under the
conditions of specific institutions is presented in the
paper [10]. From the standpoint of the application of
algorithms for detecting fraudulent transactions in
specific businesses, it is appropriate to apply a set of
systematic methods of forecasting, detection and
control of fraudulent transactions in financial
systems, which in [11] were called the fraud
detection technologies. Models, methods and
algorithms of machine learning are the basis of such
technology. The disadvantage of this work is that it
does not present the adaptation of the developed
model into a software product. However, the market
presents a large number of automated systems aimed
at preventing fraud, which are called anti-fraud
systems [13]. The literature is dominated by
information about comprehensive systems for

detecting bank fraud. At the heart of such systems
are analytical platforms that allow you to implement
logic in individual segments. Typically, such
systems are used in the banking sector. The
examples of such systems are: ARIC White Label by
Featurespace, FICO Application Fraud Manager by
FICO, FRAUD-Analysis by BSS, IBM Safer
Payments by IBM, Fraud and Security Intelligence
(SAS FSI) [13-14].

The paper [15-16] presents the principles of
operation of systems aimed at identifying
instruments of banking fraud. Examples of such
systems are: Digital Banking Fraud Detection,
WebSafe, IBM Trusteer Rapport, ThreatMetrix,
Group-IB Secure Bank, etc.

There are highly specialized systems for
detecting signs of bank fraud such as FPS.Bio,
SmartTracker.FRAUD.

As well, there are mixed systems for
counteracting  bank  fraud: RSA  Adaptive
Authentication and  Transaction ~ Monitoring,

B1.ZONE Cloud Fraud Prevention.

The use of such systems is usually associated
with additional costs. In addition, the experience of
using ready-made software products shows that such
products are not aimed at the concept of detecting
local business fraud based on specific available data
for an individual company. The implementation of
an automated fraud detection system is much
broader than the choice of system, and should take
into account the range of tasks from the
implementation of ideology among employees,
formalization of procedures for collecting and
storing information to changes in organizational
structure and distribution of team roles. This is to
some extent reflected in the work [17]. But in the
work, there is no description of the automated
system. The specialized automated system does not
aim to compete with the presented ones, but, on the
contrary, will complement their functions.

FORMULATION OF THE PROBLEM

The problem that this work tries to solve is that
although there are already built models and
algorithms of machine learning, which allow to
solve the problem of fraud detection in payment
systems, however, in today's world and in modern
conditions (given the large data flows , high load,
requirements for optimization and performance of
the system) it is not only necessary to build a model
as, but also to properly implement it in the
application environment, so that the resulting
software product meets all the requirements of the
modern world. That is, the problem of detecting
fraud in payment systems is not only to build the
algorithmic core, which, based on input data, can
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isolate fraud, but also to build a reliable, durable
automated system that can manage in real time,
under high load, data flows and efficiently operate
the algorithmic core (previously implemented
models) of the system. Such a system should be
aimed at the specific conditions of the individual
business and is of both scientific and practical
interest.

THE AIM OF THE STUDY

Creation of an automated system that is able to
analyze the incoming data flow (transactions) in real
time and classify them into 2 classes: regular or
fraudulent. Propose principles that will take into
account the corporate characteristics of companies in
detecting fraudulent transactions.

In accordance with the set goal the following
research tasks are formed:

— develop the life cycle of the built software
product;

— identify technical problems in the
development of an automated system and suggest
their solutions;

— evaluate the implementation of the developed
automated system in business.

The result will be the presence of a prototype of
an automated system, which will indicate its
architecture, software infrastructure, interfaces, etc.

RESEARCH RESULTS

The identification and configuration of the
infrastructure required to build an automated
fraud detection system in payment systems. The
proliferation and growth of automated systems, the
transition from spontaneous automation to the
planned development of corporate IT systems, the
use of design and business-oriented technologies
have created the preconditions for the detection of
fraudulent transactions.

It is established that the development of
automated technology to prevent fraudulent
transactions is accompanied by difficulties
associated with:

— the model choosing;

—deployment of the model in the form of
automated technology;

— introduction of automated technology in the
practice of using business institutions.

CHOICE OF MODEL

In solving this problem, the authors rely on
their own research, which is presented in the paper
[12].

The following transaction attributes were used
to develop the model:

step — displays the unit of time in reality. The
transactions in the dataset were completed within
743 hours. That is, “1” — the first hour of
observation, “743” — 743rd hour of observation;

type — type of transaction (cash replenishment,
cash withdrawal, transfer of funds to the account,
payment for goods or services, money transfer);

sum — transaction sum;

nameOrig — the client who
transaction;

oldBalanceOrig — the client's initial balance
before the transaction;

newBalanceOrig — customer balance after the
operation;

nameDest — identifier
recipient of the transaction;

oldBalanceDest — the initial balance of the
recipient;

newBalanceDest — the balance of the recipient
after the operation;

isFraud — indicates if the transaction is a fraud
(1) or not a fraud (0).

Thus, an analysis was made of a set of banking
operations performed by individuals independently -
for example, by means of mobile banking, card or
terminal — i.e. those operations that were not
performed with the help of a bank or other
controlling body. It should be noted that the models
and the automated system must take into account the
dynamics of the data set.

DEPLOYING THE MODEL IN THE
FORM OF AUTOMATED TECHNOLOGY

It is advisable to implement a system that is
built into the overall automated structure of the
company. Therefore, it is proposed to build a cloud
web service, which will be fully dedicated to the
business process of data analysis and interpretation
of the result: whether the transaction is suspicious or
not. Cloud technologies help businesses significantly
accelerate their response to challenges such as scale
and availability, and significantly optimize costs.
Development and operation specialists create a user-
friendly environment between developers and
businesses to increase efficiency, shorten the
development cycle and bring the product to market
faster. This combination allows to achieve
significant changes in the approach to the
development of cloud technologies, to respond more
quickly to the needs of the enterprise, to consistently
integrate the acquired knowledge, to significantly
reduce the cost of a number of processes: from
testing to deployment [18].

The advantages include:

initiated the

(identifier) of the
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— scalability: delivering rapid growth by
increasing resource efficiency and data center
capabilities;

— improved productivity: providing flexible
infrastructure to accelerate market entry by
eliminating isolated processes;

— rapid cost optimization by reducing or
eliminating infrastructure resource losses

— reduce time to market: Cloud migration
reduces the time spent building IT infrastructure.

The next step was to choose a platform. The
Amazon Web Services (AWS) deployment solution
has been found to be the most complete and widely
accepted cloud platform in the world, offering more
than 200 full-featured data center services
worldwide. Millions of customers — including
dynamic startups, major businesses and leading
government agencies — use AWS to reduce costs,
become more flexible and innovate faster [19].

The AWS platform was chosen from the
standpoint of assessing its benefits, particularly:

— ease of use — the AWS platform allows you to
quickly and securely host both existing and new
applications based on the SaaS model. You can use
the AWS management console or the Web Services
API with detailed documentation to work with the
AWS application hosting platform;

— flexibility — AWS allows you to select the
operating system, programming language, Internet
application platform, database and other necessary
services. That is, this platform provides a virtual
environment for downloading the software needed to
detect fraud. This simplifies the process of migrating
the necessary applications and preserves the ability
to create new solutions;

— cost-effectiveness — payment is made only for
computing power, storage capacity and other
resources used without long-term contracts or prior
commitments;

— reliability — this platform is the virtual basis

AWS Lambda

()

Amazon APl Gateway

Amazon Kinesis
Data Firehose

of the multibillion-dollar Internet  business
Amazon.com, the quality of which is confirmed by
the practice of use;

— scalability and high performance - AWS tools
such as Auto Scaling and Elastic Load Balancing
provide scalability. Thanks to Amazon's extensive
infrastructure, you have access to computing and
storage resources just when you need them.

— security — AWS takes an integrated approach
to security and infrastructure strengthening,
including physical, operational, and software tools.

Implementation of the automated fraud
detection system using cloud technologies.

The concept of implementation of an automated
automated fraud detection system (Payment
Transactions Fraud Detection — PTFD) in payment
systems with the help of AWS platform is next. The
solution is to deploy a machine learning model (ML)
and an example of a transaction data set to teach the
model to recognize fraud patterns [20]. Previously
implemented models can learn independently, which
will allow them to adapt to new, unknown patterns
and patterns. It is appropriate to use this solution to
automate the detection of potentially fraudulent
activity and to send this activity for verification.

The PTFD system allows you to run automated
transaction processing on the example of a data set
or on your own data set. The diagram (Fig. 1) shows
the deployment architecture. This solution includes
the AWS CloudFormation template, which deploys
an example of a set of credit card transactions
contained in the Amazon Simple Storage Service
Recycle Bin (can be replaced with any transaction
data set), and an instance of Amazon SageMaker,
which trains a controlled and unmanaged learning
model. Data set and deploys two endpoints. Based
on the application data, a continuous stream of
transaction classification requests is generated. The
generated queries run the AWS Lambda function,
which processes transactions from a sample dataset

anomaly detection

Amazon SageMaker
(random cut forest)

Amazon S3 bucket
(model and data)

fraud detection

..

Amazon SageMaker
(xgboost)

Amazon S3 bucket
(results)

optional

|

Amazon QuickSight

Fig. 1. Basic architecture of the automated fraud detection system in payment

systems (PTFD) based on [21]
Source: [21]
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and calls two Amazon SageMaker endpoints.
Endpoints assign an anomaly estimate and predict
whether these transactions are fraudulent based on
trained ML models. Amazon Kinesis Data delivers
processed transactions to another segment of
Amazon S3 for storage. Once you've uploaded
transactions to Amazon S3, you can use analytics
tools and services, including Amazon QuickSight, to
visualize, report, query, and analyze in more
detail [22].

Amazon Fraud Detector can perform low-delay
fraud predictions, allowing the fraud detection
system to dynamically adjust customer interactions
in real-time fraud detection models. But suppose if
you want to generate fraud predictions for a series of
events after the fact of the fraud itself; you may not
need a low-delay response and you need to evaluate
events on an hourly or daily schedule. How to do it
with Amazon Fraud Detector?

One approach is to use the Amazon S3 event
message to run a lambda function that handles the
CSV event file stored in Amazon S3 when the file is
loaded into the S3 input segment. The function runs
each event via Amazon Fraud Detector to generate
predictions using a detector (ML model and rules)
and loads the prediction results into the original S3

segment. The following diagram (Fig. 2) illustrates
this architecture.

You can also strengthen the system by using
Amazon A2l, a machine learning service that
simplifies the creation of workflows using the
machine learning models needed for human
validation. Amazon A2l provides the ability to
review developers, eliminating undifferentiated hard
work associated with creating review systems
performed by people, or managing a large number of
reviewers. The high-level solution is summarized in
the following architecture [23].

The workflow consists of the following stages
(Fig. 3.):

1. The client program sends information to the
Amazon Fraud Detector endpoint.

2. Amazon Fraud Detector predicts a risk
assessment (ranging from 0 to 1,000) for input using
a historical learning machine learning model. A
score of 0 means that there is no risk of fraud, and a
score of 1,000 indicates that the risk of fraud is
maximum.

3. If the risk assessment for a particular
forecast falls below a predetermined threshold, no
further action is taken.

CSV file A

Fig. 2. Architecture of the automated fraud detection system with start of the

classifier with an arbitrary interval [21]
Source: [21]

Amazon Fraud Detector

Transactions with high risk
score sent for human review

i

@

Fraud Detector
Model end point predicts
risk score

|
©O)

Client application
Sends input
transaction data

Training data

Continuous model
improvement

Results store to
Amazon S3

®

Client application

Transactions with low risk
score sent immediately to
client application

Fig. 3. Real-time fraud detection automated system architecture and

integration with client applications [21]
Source: [21]
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4. If the risk assessment exceeds a
predetermined threshold (for example, 900 points),
the Amazon A2I cycle starts automatically and sends
predictions for human verification to the Amazon
A2l. Employees of the company can be private
personnel. They open the Amazon A2l interface,
review the case and make a decision (approve, reject
or send it for further verification).

5. The result of approving or rejecting a private
workforce is stored in the Amazon Simple Storage
Service (Amazon S3). With Amazon S3 it can be
sent directly to the client program.

The following steps are required to configure
the solution:

1. Training and deployment of the model in
Amazon Fraud Detector using historical data.

2. Configure the Amazon A2l cycle for staff
using Amazon Fraud Detector.

3. Using the model to predict the
assessment for given new input data.

4. Customize Amazon AZ2|
cycles.

Also, to complete the process, consider a
solution to detect fraud (anomalies) using the
services Amazon DynamoDB Streams and Amazon
SageMaker, which will complement the previous
implementation and work consistently with it [24].

This solution has the following advantages:

— make better use of available resources to
detect anomalies. For example, if you use Amazon
DynamoDB streams for disaster recovery (DR) or
for other purposes, you can use the data in that
stream to detect anomalies. In addition, the backup
storage is usually low. Low awareness data can be
used for training data.

— automatic retraining of the model with new
data on a regular basis, without user intervention.

— simplify the use of the built-in algorithm
Amazon SageMaker Random Cut Forest. Amazon

risk

workflow and

Source Table

@ DynamoDB stream

SageMaker offers flexible distributed learning
options that adapt to specific workflows in a secure
and scalable environment.

The stages by which data passes through the
architecture (Fig. 4.) are as follows:

1. The DynamoDB source captures changes and
saves them in the DynamoDB stream.

2. AWS Glue's task is to regularly retrieve data
from the DynamoDB target table and perform
training with Amazon SageMaker to create or update
model artifacts on Amazon S3.

3. AWS Glue also uses an updated model on
the Amazon SageMaker endpoint to detect
anomalies in real time based on the Random Forest
classifier.

4. The AWS Lambda function analyzes data
from the DynamoDB stream and calls the Amazon
SageMaker endpoint to draw conclusions.

5. The Lambda function warns user programs
after anomalies are detected.

The fraud detection system will look like the
final one, after combining all the previous
subsystems (Fig. 5).

Thus, 2 artifacts will be transferred to the
entrance to the system under development:

— implemented an algorithmic model for
detecting fraud (its code), which will be static
throughout the life cycle of a single implementation.

— an input set of transaction data that will be
dynamic and will change and adapt to the current
situation.

In general, the initialization and operation of
the system will be implemented in 3 steps:
Construction, Training and Placement. After all
these 3 steps have been successfully completed, an
API access point will be created, with which you can
communicate with the implemented automated
system.

Target Table

. |
e /
Appllcatlons

=

Messaging/
Notification

@ Fanout

)

l l @ Detected

@ Deploy Model

o

Automate
by AWS Glue

Updat [ ] l]
@uotarel B
[ T

Anomaly
Score

<l

Amazon SageMaker

Endpoint

Fig. 4. Architecture for detecting anomalies in transaction data flows using the

implemented automated system [21]
Source: [21]
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AWS Cloud

Source |I

code

i ¢l

Amazon
ECR

AWS
CodeCommit

AWS

AWS
CodePipeline CodeBuild

Amazon S3

AWS
Lambda

Build

Model
artifacts

Train Deploylendpoint

&

Createimodel

Lambda  Approval Lambda
gate

AmazoamoDB I%?I

Model metadata for
audit tracking

Batch transform

Train Deploy

Fig. 5. Architecture of the full cycle automated fraud detection system [21]
Source: [21]

As a result, we get a software product that
solves the problem:

1. Prevention and detection of fraud in
payment systems, because a fully managed solution
based on machine learning, which is used to detect
fraud. It includes all the tools needed to create,
deploy, and manage fraud detection models. In just a
few clicks, you can get analytics data that will
increase the efficiency of the model through the use
of business rules. These rules allow you to control
the operation of the model, as well as deploy the
results of its work in the form of predictive user-
friendly APIs.

2. Detection of fraud in minutes. The system
automates the complex stages of creating machine
learning models to detect fraud. Any action, from
data validation to model deployment, can be
performed without machine learning knowledge and
programming skills. This allows you to get machine-
learning fraud detection models that can be
implemented in minutes, not months.

3. Satisfaction of any business needs, because
it uses a one-of-a-kind machine learning product that
contains patterns of fraudulent actions obtained on
the basis of analysis of the data provided. This
allows you to create unique fraud detection system
settings, optimized for specific business scenarios.
This approach provides very high recognition
accuracy, reducing the number of false positives.

APPLICATION OF THE AUTOMATED
FRAUD DETECTION TECHNOLOGY INTO
THE PRACTICE OF BUSINESS
INSTITUTIONS

The introduction of an automated system
should be considered as a project.

When  implementing  the  project  of
implementing an automated fraud detection system
in payment services, it is recommended to operate
with the following principles:

— the operation of the automated fraud detection
system must be documented in the business
organization;

— systematic assessment of fraud risks and
determining the effectiveness of automated
technology;

— the automated system should improve fraud
detection algorithms;

— investigation of fraudulent transactions.

The costs of the project of implementation of
the automated fraud detection system can be
estimated through the costs of organizational,
technical and methodological indicators:

X = Siy + S + S,

Xm — estimation of total costs for the project of
implementation of the automated system of fraud
detection;

S& _ organizational costs for the project of
implementation of the automated system of fraud
detection;

S;, — technical costs for the creation of an automated
fraud detection system and a project for its
implementation;

Sk — methodological costs for the project of
implementation of an automated fraud detection
system.

Organizational costs are associated with the
formation of the organizational structure of the
project [25]. The introduction of the developed
automated system is appropriate in assessing the
technological maturity of the business. It is proposed
to use research as such an assessment [26]. Such an
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assessment is needed because a number of
organizational measures are required for a
systematic fraud detection process. Such measures
are proposed to be implemented in terms of
automated business security strategy (development
and implementation of strategic vision documents
and priorities in the formation of business security
policy, corporate security standards, monitoring the
implementation of business security policy strategy,
automated product promotion strategy, etc.).

Technical costs are costs that are associated
with the production costs of software development,
as well as with the monitoring and control of the
operation of the fraud detection information system.

Methodological costs are related to the
development of the automated system development
methodology and the implementation project
methodology.

Summarizing the above, it can be argued that
the implementation is based on the development of a
specific methodology for implementing a system for
detecting fraud in payment services in financial
institutions [27].

CONCLUSIONS

The automated system for detecting fraud in
payment systems has been implemented: its

architecture, principles and models of operation have
been described, and the infrastructure has been set.
The paper demonstrates the detection of online fraud
using Amazon Fraud Detector and the configuration
of human fraud detection workflows using a
customizable Amazon A2l task type to verify and
confirm high-risk predictions. There is also an
example of how to create an anomaly detection
system on Amazon DynamoDB streams using
Amazon SageMaker, AWS Glue and AWS Lambda.
In addition, it is possible to adapt this example to a
specific use case, as AWS Glue is very flexible
based on the user's script and allows you to add new
data sources. Other types of data sources and
streams can be used in this architecture, as the AWS
Lambda feature also works with many other AWS
streaming services.

It is proposed to consider the process of
implementing an automated system in business as a
project. It is established that for the rational
implementation of the project it is necessary to
develop a specific methodology for implementing a
system for detecting fraud in payment services in
financial institutions, which is a prospect for further
research.
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ABSTRACT

Y po06oTi mpeACTaBICHO MOMHUT MOIIUPEHHSA IUIATDKHUX CHUCTeM. Take MOIIMpEHHS IOB’sS3aHEe i3 PO3BHUTKOM TEXHOJIOTIH.
BHOKpeMIICHO BifIKpUTE IHTAHHS 3aCTOCYBaHHs IUIATDKHMX CHCTEM — IAaXpaicTBo. BcTaHOBICHO, IO HE icHye e(eKTHBHOrO
ITOPUTMY, KU OU OyB CTaHAAPTOM IS BCiX (DiHAHCOBHX YCTAHOB IIPH BUSBJIEHHI, 3a100iranHi maxpaicrsa. Lle mos’s3aHo i3 THM,
[0 MiIXOAW 0 LIaxpaicTBa € AMHAMIYHUMH Ta BUMAararoTh IOCTIHHOI mepepoOKH MPOrHo3iB. BU3HAUe€HO NMEPCIIEKTHBH PO3BUTKY
HAYKOBO-TIPAKTHYHUX MiIXOJIB IONEpeDKEHHS IaxXpaiChKUX OIeparii mpy 3aiCHeHH] TpaH3akuiil. BeTaHOBIEHO, IO MaIIMHHE
HaBYaHHS € JIOPSYHUM Y PIllICHHI 3a/1ad BUSBJICHHS IIAaXpaicTBa y IUIaTDKHUX CHCTeMax. AJle BUSBIICHHS IIaxpaiicTBa B IUIATHKHUX
CHCTEeMax II0JisIrae He TUTBKH B ITOOYIOBI caMOT0 alrOpUTMIYHOTO siApa, aje il y moOyaoBi HaliiHOT aBTOMaTH30BaHOI CHCTEMH, SIKa
B PEeXHMMi peabHOrO Yacy, 3a YMOBH BHCOKOI'O HAaBaHTa)KCHHS, 3/aTHA KepyBaTH IIOTOKaMH JaHHMX Ta e(pEeKTHBHO OIlepyBaTH
AITOPUTMIYHUM SIIPOM CHCTEMH. Y pOOOTI ONHCAaHO apXiTEKTypy, NPUHOWNHN Ta MOAETl (YHKUIOHYBaHHS, iHQPACTPYKTYpY
ABTOMATH30BaHOI CHCTEMH BUSBJICHHS IIaxXpaiicTBa B IUIATDKHUX CHCTeMaxX. BH3HAYeHO NOLINBHICTH 3aCTOCYBAaHHS XMapHOTO BeO-
cepBicy. OOTpyHTOBaHO PO3TOPTAaHHS MOJENI Yy BUIVIAAI aBTOMAaTH30BaHOi TexHoJorii 6a3i mmatgopmu Amazon Web Services.
OCHOBOIO aBTOMAaTH30BAaHOI CHCTEMH BUSBICHHS OHJIaWH-maxpaiictBa € Amazon Fraud Detector i HanmamtyBaHHS poOOYHX MPOIIECIB
MepeBipKH IIaxXpaiicTBa B IUIATIXHUX CHCTEMax 3a JOIMOMOTOI0 HAaCTPOIOBAHOTO THUITy 3aBmaHHA Amazon A2l mis mepeBipku i
MiATBEPDKSHHS IIPOTHO3IB 3 BUCOKMM pU3MKOM. HaBeneHo IpHKiIa  CTBOPEHHS! CHCTEMH BUSIBIICHHS aHOMaJil Ha MOTOKax Amazon
DynamoDB 3a gonomororo Amazon SageMaker, AWS Glue Ta AWS Lambd. ABromari3oBaHa cHCTeMa BpaxOBY€ IHHAMIiYHICTh
Habopy naHuX, ockimbk GyHkuiss AWS Lambda Takox mpaitioe 3 6araTbMa iHIINMH NOTOKOBHMH ciaykO6amn AWS. Bruokpemiieno
OCHOBHI TPH 3aBJaHHs, sSKi BHpILIye NPOTPaMHUH NPOAYKT: 3aM00IiraHHsS Ta BUSBICHHS IIAXpaicTBa B IUIATDKHHX CHCTEMax,
BUSIBJICHHA IIaXpaicTBa 3a JiYeHI XBIIHHH, IHTErpamis MporpaMHOro NpoayKTy y Oi3Hec, e BUKOPUCTOBYIOThCA IUIATIKHI CHCTEMHU
Ta cepBicH (HAaNpHKJIal, CepBiCH iHTerpamii MmiaTexiB y (iHAHCOBHX yCTaHOBAX, iIHTEpHET-Mara3mHax, JOTICTHYHHX KOMIIaHIfX,
CTPaxOBHX IIOJicaX, TOPrOBUX MaiiJaHYMKaX, TOLIO). BH3HA4eHO, IO BHPOBA/DKECHHS aBTOMATH30BAHOI CHCTEMH JOPEYHO
PO3IIISAAATH SIK MPOEKT. 3aNPONIOHOBAHO HPHHILIUITY BIIPOBA/DKEHHS MPOEKTY. BCTAHOBICHO, 10 AJIs PaIliOHAIBHOTO BIIPOBAKEHHS
MIPOEKTY MOTPIOHO PO3POOHTH KOHKPETH30BaHY METOJOJIOTI] BIIPOBAKEHHSI HMPOrPaMHOTO MPOIYKTY BHSBIICHHS IIaxpaicTBa y
IUIATIKHUX CHCTEMaX Oi3HECOBUX YCTAHOB.

KorouoBi ciioBa: BUsBIICHHS IIaxpalicTBa; MallMHHE HABUAHHS; aBTOMAaTH30BaHa CHCTEMa; XMapHi 00YHCIICHHSI; BEITUKI JaHi;
00po0OKa JaHuxX
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