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ABSTRACT

Reliable protection of confidential data processed in critical information infrastructure elements of public institutions and
private organizations is topical task today. Of particular interest are methods to prevent the leakage of confidential data by localizing
informative (dangerous) signals that both carry an informative component, and have a signal level higher than predefined threshold.
The increase in signal energy from personal computers is caused by increasing of its transistors switching speed. Modern passive
shielding methods for secured computers, similar to the well-known program TEMPEST, require either costly and large shielding
units or technological simplification by using of low-cost fragmentary shielding of computer’s individual elements. Therefore,
localization of side electromagnetic radiation produced by personal computer is needed. The paper presents a cost-effective approach
to reducing the level of computer’s electromagnetic radiation by passive method. The radiation are localized and measured by its
estimation on personal computer’s elements, namely unshielded communication lines between video processor and a monitor,
fragments of electric tracks on motherboards, etc. During experiments authors used ad-hoc miniature electric (ball antenna) and
magnetic (Hall sensor) antennas connected to selective voltmeters. This approach significantly reduces the cost of equipment and
measurements as well as requirements to analytics’ qualification for improving computer’s protection. Also, the alternative approach
for computer protection is proposed. The approach is based on image content protection by distorting the image on the monitor
instead of reducing electromagnetic radiation caused by signals from the monitor. The protection includes image scrambling using
Arnold transform that randomly “shuffle” the lines in each frame.
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INTRODUCTION Widespread implementation of advanced
hardware technologies in PCs, for example high-
speed data transmission systems, complicates the
problem of SEMR localization. The reason is the
increasing of signal energy (power) produced by PC
elements due to corresponding growth of transistor
switches frequency. This is explained by well-
known effect that a transistor consumes energy only
at the time of transition from one logic level to
another, while power consumption at other time (e.g.
cut-off state) is absent, so it has nothing to emit.
That is, a more powerful PC emits a larger signal
that complicates its protection from SEMR.

The paper is aimed at investigation of SEMR
produced by PC’s installed components. Solving of
this task allows determining an element of
computers with the highest energy of produced
SEMR and reference frequencies of generated
electromagnetic radiation. This makes possible using
of local (fragmentary) shielding of such elements
without usage of costly shielding the whole PC or its
motherboard. Also, this introduce opportunity to
usage of cryptography-based methods, namely
Arnold transform based image scrambling, for

Reliable protection of confidential data (CD)
that are circulated in critical information
infrastructure (CII) elements of public institutions
and private organizations is topical task today.
Special attention is paid to prevention attacks on ClI
elements, in particular personal computers (PCs) [1].

Currently, PCs are widely used in automated
systems (AS) for CD processing, for example as a
part of information processing unit (IPU). Ensuring
the protection of PCs from unauthorized influence
during an information attack requires usage of
methods and equipment for estimation the degree of
PCs resistance (robustness) to both cyber threats and
the impact of physical signals and fields.

A common approach to PC protecting from CD
leakage is to use passive protection methods. These
methods are aimed at reduction of informative
signals level, through the integrated application of
methods of IPU shielding, filtering and grounding.
Special interest is taken at shielding of side
electromagnetic radiation (SEMR) produced by any
component of PC.
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between PC components, namely graphics
processing unit (GPU) and a monitor.
RELATED WORKS

Design and implementation of integrated

information protection system (I1IPS) for CIlI of
agencies and organizations require carrying out
special investigation to assess the PCs protection
level to attacks [2]. The results of investigation
allow selectin appropriate methods and equipment
for computer upgrade with the aim of decreasing
SEMR level, produced by computer’s components.
This electromagnetic radiation can include parts of
informative (dangerous) signals that have been
confirmed in the numerical studies of G. Yadli [3].

The special investigation of PC to assess its
protection level is resource-intensive procedure and,
generally, this task is not related to developers of
IIPS. The solution of this task is complicated by the
emergence of advanced technical solutions for
general-purpose PC, such as high-speed data
transmission between PC’s components. In general,
the search for effective methods to counteract CD
leakage by its processing in information processing
unit (IPU), such as PC, is topical task today.

In addition, there is a need to determine the
feasibility of high costs for secure PCs creation.
Therefore, the study of PC’s passive protection
effectiveness as well as performance analysis of
advanced device controlling modes (interaction with
hard drives, connection, GPU) can make possible
effective and low-cost PC’s protection.

THE SCOPE OF THE RESEARCH

The paper is aimed at development of methods
for imaging signals preprocessing for prevention
unauthorized access to CD even in case of
interception of generated SEMR by an attacker.

To achieve this goal, the following tasks were
considered and solved in the work:

1) Experimental estimation of SEMR produced
by typical PC by processing video data and its
displaying at monitor;

2) Review of modern methods for counteracting
to CD leakage by an attacker unauthorized access
both to the graphic data bus, and interception of
SEMR created by the given buses;

3) Development of graphic data preprocessing
method for prevention unauthorized access to CD in
case of SEMR interception by a malefactor.

The object of research is the processes of
information processing in typical PCs, as well as the
generated SEMR. The subject of the research is
modern methods of increasing PC protection from
unauthorized access to CD by intercepting and

analyzing of SEMR generated by data processing
systems.

STUDY OF THE ELECTROMAGNETIC
RADIATION LEVEL FOR PERSONAL
COMPUTERS

The PC protection methods can be divided into
active and passive ones. Passive methods are aimed
at reducing the level of physical signals containing
CD, while active methods are used to mask these
signals by increasing the level of interference
(noises). It should be noted that passive methods are
the main protection methods, while active methods
used only when a given degree of IPU protection is
not achieved by passive methods.

The most widespread methods of passive
protection include [4, 5]:

1. The use of autonomous or stabilized power
sources for IPU;

2. The use noise reduction filters in power
supply circuits of IPU, as well as lighting and socket

network lines within the controlled zone and
allocated rooms;
3. Grounding and shielding of IPU’s

components, shields of connecting lines.

These methods can be used both individually
and in combination, while IPU’s grounding is
mandatory.

Usually, the implementation of TPU’s shielding
is based at closing the PC in a shielding case. The
design, construction and maintenance of shielding
systems are an expensive procedure in general case.
However, it does not guarantee achieving protection
level defined by technical requirements. Therefore,
the question of new protection methods expediency
that considerably reduces protection cost and term of
works is raised.

Representation of graphical information on a
monitor screen is one of the most dangerous
functions of the PC in terms of the possible
formation of information leakage channels [6, 7],
which threatens 1IPS as a whole. Before being
shown on a monitor, the digital image data is
processed by the PC’s central processing unit. Then
preprocessed data are copied from RAM to a GPU’s
memory. A digital image is created in the video
memory to be played back on the screen. Then, the
graphical data is transmitted from video memory to
a digital-to-analog converter, where it is converted
into an analog form and only then enters the monitor
with a cathode-ray tube (CRT). With the advent of
liquid crystal displays (LCDs), the need for digital-
to-analog signal conversion disappeared. But this
element is still present in some video cards in case
of connecting analog monitors via a VGA connector.
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The monitor displays graphical data in the form
of dots (picture elements, pixels). These pixels form
a single image that is updated from 50 to 120 times
per second, depending on the type of display and the
data provided by GPU. CRT-based monitors update
the display with lines, while LCDs update each pixel
as a separate (independent) element.

From the theoretical point of view, the sources
of SEMR on a video card can be: conversion circuits,
the area near the connector between the monitor and
the system unit, memory and GPU itself. The
experimental studies of SEMR level generated
during PC working were performed in the work to
test mentioned theoretical assumptions.

The measurement was carried out in two stages:
the preparation and measurements ones. At the first
stage, the SEMR levels in the video circuit were
measured during PC’s monitor operation in the test
mode.

The general scheme of measurements is shown
at Fig.1 [8, 9], [10]. The experiment’s results make it
possible to determine SEMR frequencies that are
related to a PC.

Al'5-0 or AIR 3-2
antennas

SMV 11 or SMV 8.5
selective voltmeters

Personal computer
motherboard

Fig. 1. General scheme of measurements of side
electromagnetic radiation of personal computer

components
Source: results of study [7]

Typical antennas Al 5-0 and AIR 3-2 (Fig. 1)
are used as a sensitive element of the receiver [11].
These antennas meet the regulatory documents of
Ukraine requirements in the domain of information
technical protection. Selective voltmeters are used as
the measuring unit of the receiver, namely: SMV-11
for the frequency range up to 30 MHz and SMV 8.5
for the frequency range up to 1 GHz. A sign of the
informative signal carrier frequency presence during
test is a sound signal. Based on the results of the first
stage, a list of frequencies with the corresponding
signal levels and the type of antenna used to obtain
these signals is formed.

At the second stage, the position of the PC
element with the highest level of SEMR at certain
frequencies is determined. In this case, the PC is
configured in the same test mode, as in the first stage.
The measuring equipment is tuned to one of the
frequencies, which was determined at the previous
stage as dangerous (signal energy at this frequency
significantly exceeds the signal levels at other
considered frequencies).

In contrast to the previous stage, an ad-hoc
antenna is used for these studies. A Hall sensor is
used to register the magnetic field from ring-shaped
sources at low frequencies, while a small ball (point)
for tracking of electrical field relative strength is

used. The relative levels of signals near individual
elements of the PC’s motherboard are determined
with a point antenna.

It should be noted that signal’s exact parameters
(magnitude and frequency) are not needed, while we
are looking for the places with the strongest SEMR
in comparison with other elements of the board. This
can be achieved by changing the mutual positions
for PC’s components and receiving antenna to find
out the maximum value of the magnetic and
electrical components of the electromagnetic field.
Therefore, it makes no sense to calibrate the antenna
for estimation exact parameters of SEMR sources
parameters.

Considered procedure is repeated for all
frequencies according to the list of frequencies
obtained at the first stage. The distance varies from 0
to 2-3 cm, and the angle of the antenna varies from
0° to 90°.

It should be noted that the proposed method
allows not only localizing a SEMR sources, but also
the  relationships  between  them  through
electromagnetic fields. Also, several additional
parameters are checked, namely characteristics of
SEMR influenced at a motherboard busses, mutual
influences between these busses, locations of field
concentrators on bends of traced conductors and on
electronic components, directions of radiation,
places of field formation separately by magnetic and
electrical components.

Based on the proposed method results, graphs
of the SEMR level dependence on frequency for
certain PC’s elements are constructed (Fig. 2).

The measurement results (Fig. 2) illustrate the
signal levels and frequencies at which the test signal
is detected. According to the experimental results,
three dangerous places were identified: the GPU,
video memory and the area of the connector, while a
monitor screen has relatively small SEMR level. The
identified SEMR sources can be protected either by
creating separate shielding units, or preprocessing of
transmitted signals with cryptographic methods.

Radiation level, dB
.
60

\\‘ A / \ f\ A
B AN AR A

AT EERVAWA
SR AR

YRV
= Y 5 H ) >
50 11007 1501 2001 2501 3001 3501 4001 4501 5001 5501 6001 6501700 T750 1

Frequency, MHz

MONILOT = o == power cable  ssesessess connector

= « = power cable

processor

Fig. 2. The dependency of the radiation level on

frequency for each element of the video path
Source: experimental studies of the authors
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Thus, the development of video signals
preprocessing methods to reduce the likelihood of
access to CD by interception of generated SEMR is
of special interest.

PROPOSED METHOD FOR VIDEO SIGNALS
PROTECTION AGAINST INTERCEPTION

Given the considered results of experimental
research, it is of interest to develop methods of
graphic data protection that taking into account the
features of data exchange between the GPU and
monitor. Solving the problem is complicated by
presence on modern market of various types of
video data transmission  protocols  whose
characteristics differ significantly.

One of the most common video data
transmission protocols are the following [12, 13],
[14, 15]:

e DVI (Digital Video Interface) — one of the
most  widespread protocols for video data
transmitting to displays, including LCD monitors.

e HDMI (High Definition Multimedia
Interface) — the common protocol for transmitting
both video and audio data, in particular high-
definition video.

e DisplayPort — the widespread protocol for
high-definition video transmission for LCD monitors,
in particular multiplexing various video streams
using a single cable.

e MHL (Mobile High-Definition Link) — the
protocol for video and audio data exchange between
mobile devices, such as smartphones and tablets, and
display devices (TVs, monitors). The protocol is
based on combining the functionality of HDMI and
USB protocols for the formation of a digital data
stream from a mobile device and further processing
of this stream on a display device.

The DVI interface has been widely used in last
decades as the primary method of transmitting
graphics data from a video processor to a monitor.
The protocol is based on usage of Transition
Minimized Differential Signaling (TMDS) method
for data streaming [16]. The TMDS is based on
utilization of three channels for data and service
information with a bandwidth up to 3.96 Gbps per
channel in simplex mode, and up to 7.92 Gbps in
duplex mode. The achievable resolution for the DVI
is up to 2560x1600 pixels (30 Hz frame rate,
simplex mode), or 3840x2160 pixels (30 Hz frame
rate) for duplex mode.

The HDMI interface is used today for
multimedia data exchange for PC (between GPU and
a monitor) and Hi-Fi devices (digital receivers,
audio amplifiers, TVs) [17]. The multimedia data
transmission is carried out using five pairs of

conductors and separate (unshielded) conductors for
service data exchange. Audio and video data are
transmitted using four pairs of wires, while the fifth
pair can be used to multiplex Ethernet data protocols
(up to 100 Mbps) for connected devices. Also, the
HDMI offers extensive capabilities for additional
data transmission (control signals of connected
devices, HDMI CEC), as well as the protection of
multimedia data from unauthorized copying using
High-bandwidth Digital Content Protection (HDCP)
technology [18].

The DisplayPort is one of advanced interface
for connecting display devices (monitors, TVS) to a
PC. The main difference between this protocol and
HDMI is the increase of channel bandwidth (up to
25.92 Gbps for DisplayPort 1.4, and up to 18.00
Gbps for HDMI 2.0) without introducing significant
changes to the hardware [19]. Both HDCP
technology and additional methods, such as DPCP
(Display Content Port Protection) technology based
on the use of AES encryption method with a 128-bit
key, are used for data protection [19]. Like the MHL
interface, the DisplayPort makes it possible to
perform multiplexing of multimedia and digital data
streams as well as transmit up to 100 watts of power
to the connected device via a single cable.

The MHL interface was proposed in 2010 to
expand the transfer of multimedia data from mobile
devices to monitors and TVs using USB hardware.
The interface is based on multiplexing and
compression of data on the mobile device side, and
subsequent demultiplexing and error correction on
the display device side. Today, the MHL protocol is
widely used to connect mobile devices to
monitors/TVs, as well as data exchange with car
multimedia systems.

It should be noted that the considered protocols
provide opportunities for data protection against
unauthorized copying during transmission between
connected devices. As an example, we may mention
HDCP based on mutual authentication of connected
devices as well as end-to-end data encryption [18].
The authentication protocol is used by mutual
verification of HDCP-transmitter and HDCP-
receiver.

The protocol uses cross-checking of a set of
built-in secret keys via next three stages [18]:

e Establishing a shared secret;

e Sent message to HDCP-repeater about key
selection vectors and connected HDCP-recipients;

¢ Initialization of HDCP cipher parameters to
encode the frame contents that transmitted from a
graphics adapter to a monitor.

Each HDCP device is stored a unique set of
forty 56-bit device private keys (DPK) and a
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corresponding 40-bit key selection vector (KSV)
[18]. During data exchanging, the devices create a
shared secret based on mentioned keys that is used
as a symmetric key to decrypt HDCP data.

The HDCP encryption procedure consists of
bitwise addition (XOR) of a data stream with a
pseudo-random sequence generated by the HDCP
cipher. The HDCP cipher updates the shared key
every 56 bits, which complicates the task of cipher
hacking.

The HDCP technology provides mutual
authentication of connected devices to counteract
unauthorized data transmission to third-party users,
and it is characterized by high cryptographic security
of messages protection methods [18]. However, this
technology requires licensing and it is adapted for
use only with multimedia data. This limits usage of
HDCP to protect the open lines of communication
between a GPU and a monitor when transmitting
only graphics data.

For overcoming this limitation, method of
graphic data protection was proposed. The method is
based on modifying the protocol of data
transmission from a GPU to a monitor, namely
preliminary “mixing” (scrambling) of the current
frame content to counteract its recovery by an
attacker in the case of SEMR interception.

The proposed frame content preprocessing is
carried out in several stages. At the first stage,
scrambling of frame’s rows is performed using a
pseudo random number generator. The generator’s
parameters are part of the secret key, which is shared
between a GPU and a built-in monitor’s processor.
Then, the image’s rows are rearranged in the video
memory according to the generated sequence.
Finally, the rows are sent to the monitor, whose
signal processor restores the original sequence of
image’s rows.

In the general case, the resistance of the
proposed method to hacking when intercepting rows
of the current frame by a third-party user is L!,
where Ly is the number of rows for current frame.
However, this estimate can be significantly reduced
by taking into account high correlation of adjacent
rows brightness values. This leads to decrease the
complexity of the brute force search up to
O(Lxlog(Lx)) — the difficulty of sorting the image
rows by the criterion of adjacent pixels brightness
correlation. To overcome this limitation, we propose
to use frame pre-scrambling using the Arnold
transform (AT) [20, 21, [22, 23]:

@iﬂ:m°d[R2x2X®‘ij,MD}szz=G ;j (1)
G =5 2) 0

where: X, y are pixel’s coordinates in frame Dyy,
respectively; mod() is modulo operation; i is the
number of the current iteration of AT.

It should be noted that period of PA, namely
the number of iterations (1) after which the original
image is restored, nonlinearly depends on frame Dyy
size, which complicates estimation of message
parameters [24, 25], [26, 27]. The number of
iterations of the PA can be used as the secret key of
scrambling in this case.

The example of image pre-processing using the
AT (15 iterations) is shown at Fig. 3.

It should be noted that even usage of relatively
small number of AT iterations allows bringing a
processed image into a pseudo-random signal
(Fig. 3).

The AT can be applied to images that have an
equal number of rows and columns (L.=Ly). In the
general case, the Ly and Ly depend on the monitor
parameters that limit direct applying of PA to the
current frame.
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Fig. 3. Example of grayscale image preprocessing
using Arnold transform (15 iterations):

a —the original image; b — processed image

Source: computer modeling by authors

To overcome this limitation, we proposed to
use the following image preprocessing procedure:

e Selection of sliding window (SW) size w
that will be used for AT applying to frame content
(I<w<min(Ly,Ly));

e Pseudo-random selection of k positions of
SW (coordinates (xi, Vi), 1<i<k, 1<x<(Ly-w),
1<yi<(L,-w)) for frame content scrambling;

e Application of AT to frame’s pixels within
each SW position by gradual applying of each
sliding window.

Restoration of frame view is performed by
applying of inverse Arnold transform for each
sliding window.

It is worth noting that the selection of sliding
windows positions can be performed as follows:

e By taking into account the current frame
content (for example, applying of AT only for SD
displayed as text or image);
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o Pseudo-random selection of frame’s rows /
columns according to uniform distribution.

Pseudo-random selection of the SW position
can lead to reprocessing of the frame’s pixels several
times if the positions of the sliding window overlap.
In this case, the complexity of frame content
restoration in the case of interception of the current
frame by an attacker can be estimated as difficulty of
a complete search of the possible size and mutual
positions of the SWs for the current frame

F =o((|_x —w) (L, —w) - fey (W))’ C)

where far(w) is a function for estimating the number
of AT iterations by processing of a matrix of size
wxw elements.

For additional improvement of frame recovery
complexity, a frame can be pre-divided into non-
intersecting blocks. Then, the AT with the
predefined number of iterations is applied to each of
the blocks.

The advantages of proposed approach include:

e Pseudo-chaotic view of obtained results
complicates the restoration of original frame by an
attacker — significant variation of individual pixels

“trajectory” movement at each stage of
transformation;
e The phenomenon of pixels mixing

(interleaving) within a frame - increases the
robustness of the preprocessed frames to the
removal / change of a set of pixels;

e The possibility of wusing a more
technological approach to ensure the PC security at
the stage of motherboard assembling, without
applying of special features, namely: shielding of a
separate board or the system block as a whole, usage
of special tracing of conductors, design of protective
filters for PC units, special design of grounding
circuit, etc.

o Simplification of existing PCs
modernization for secure working by taking into
account the requirements of 1IPS;

¢ Reduction of metal consumption by PC
boards, which leads to decrease the probability of
random antennas appearance in the form of
additional large metal screens, in the presence of a
reactive component in the “screen-ground”
connections. Also, this leads to increase the
probability of SEMR irradiation out of predefined
frequency range, where shielding units can obtain
features for receiving and retransmitting generated
SEMR.

e Reducing the cost of creating a PC in a
protected design;

o Objectivity of protective equipment usage
by taking into account of intervention into design
and location of PC components.

DISCUSSIONS

The effectiveness of proposed approach was
analyzed by full-scale experiments using mentioned
ad-hoc antennas. Obtained experimental results
allow estimation spectral parameters of captured
SEMR signal for a test PC (Fig. 2). Then, the
inconsistent  refinements of monitor  signal
processing unit was performed. The improvements
mimic the operating system operations to form an
almost arbitrary sequence of frame’s rows, which
are displayed on the monitor screen.

Updated test PC was used during repeated
measurements with mentioned ad-hoc antennas.
Measurements of the spectrum components were
performed with an electric ball antenna. Obtained
results allow us to state that the spectrum of the
SEMR signal (Fig. 2) is indeed distorted. Moreover,
the envelope of the spectral components (Fig. 2)
becomes more linear, i.e. the spectral “image” of the
PC is destroyed.

Indeed, it is too early to talk about the degree of
original spectrum distortion for the final quantitative
conclusions. To do this, it is necessary to accumulate
statistics of such distortions that allows determining
mathematical indicators of distortions, such as the
entropy quality factor of spectrum components
randomness, the variance of the spectrum envelope
nonlinearity, etc. Nevertheless, we can say that
observed distortions have a positive trend in terms of
monitor security.

In addition, proposed method complicates
synchronization of SEMR interception within single
frame duration. This is also a positive factor. The
stability of frame restoration security increases
according to the considered exchange protocols in
comparison with the case of direct data transmission.
It depends on the algorithm for determining the
sequence of frame’s rows, which is displayed on the
screen at the moment. Final conclusions can be
drawn after examining the operation of a large
number of monitors of different types.

CONCLUSION

It should be noted that degree of frame spectral
distortion (Fig. 2) still requires the definition and
provability of such a definition. To do this, the
entropy quality factor of the randomness of the
spectrum envelope must be determined. Also,
obtained spectrum (Fig. 2) is selected from a set of
similar graphs obtained for different PCs, and does
not allow to make these calculations. It turned out
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that spectrum envelope is linearized after mixing the
frame rows, and this gives hope that repeating these
experiments on different images on the screen will
suggest that the spectrum envelope ceases to be non-
correlated with specific computer and any image
displayed on the screen.

In addition, considered method of identifying
PC components as a source of SEMR allows an
individual approach to the analysis of security for
each element of PC system and the development of
appropriate methods for its protection. This means
either an improvement of small objects shielding, or
the development of an operating system with the
described specific sweep of frames content on the
screen. This can increase the security of PC without

the need for comprehensive use of passive or active
security techniques.

According to the results of research, the cases
have been identified that proved possibility of
hardware implementation of proposed solutions. It
allows obtaining the effect of smoothing the
steepness of SEMR pulses fronts by corresponding
reducing the power of irradiation.

In general, proposed approach is rational and
simplifies the procedure for designing IIPS for AS,
namely reducing abilities of a PC to create SEMR
leakage channels. This makes possible PC protection
improvement by only introduction of a secure
operating system with the proposed methods.
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AHOTAIIIS

3a0e3nedyeHHI0 HagifHOro 3aXUCTy KOH(IASHIIHHIX JaHUX, 0 IUPKYIIOIOTH B €IeMEeHTaX KpUTUYHOI iH(opManiitHoi iHdpa-
CTPYKTYPH JIep>KaBHUX YCTaHOB Ta MPUBATHUX OpTaHi3alliid, ChOTOHI € HAaJ3BUYaHO aKTyalbHO Ta BXKINBOIO 3aaa4ero. OcoOnuBuit
iHTepeCc MPUBEPTAOTh METOAM IIONEPEeUKEHHSI BUTOKY KOH(MITEHIIHHNX NaHWX 332 PaXyHOK JOKaji3amil «HeOe3NeUHNX CHUTHATIB)
TOOTO TaKWX, SIKi 3TiTHO BU3HAYEHHSAM B TEXHIYHOMY 3axHCTi iH(opmamii HecyTh B co0i iHGOPMATHBHY KOMIIOHEHTY I OZHOYACHO
MaloTh PiBEHb CHTHANY OUIBIINI, HDK JTO3BOJIEHMH /Ul HeOEe3MeYHNX CHUTHAIIB B HOPMAaTHBHHX JOKYMEHTaX TEXHIYHOTO 3aXHCTY
indopmanii. IlinBuieHHs eHeprii CUTHAJIB BiJl MEPCOHATEHUX KOMI'IOTEPIB 3yMOBJIEHO HApOIIyBAaHHSIM IIBHIKOCTI ITEPEMHUKaHb
ioro TpaH3UCTOpHUX KimouiB. CydacHI NAacHBHI METOAW EKpaHyBaHHS, Taki, SIK NMPH CTBOPEHHI IEPCOHATBHUX KOMI'IOTEPIiB B
3aXHUIIEHOMY BHKOHAHHI (aHANIOTiYHO sK B Bigomii mporpami TEMPEST) BumaraioTh, a0 BENHKHX BUTPAT HPH EKpaHyBaHHI
BEMUKUAX (YHKLIIOHATPHUX OJOKIB KOMITIOTepa, ab00 ManuxX BHUTpPAT 1 TEXHOJOTIYHOTO CHPOUICHHS IpH (parMEeHTapHOMY
€KpaHyBaHHI HOro OKpeMHX MajiX 3a PO3MIpOM eleMEHTIB. BiamoBimHO, € HEOOXigHICTP TOYHOTO BH3HAYEHHS MICI JKEpel
NMOOIYHNX ENEKTPOMArHiTHUX BUIIPOMIiHIOBaHb. TOMY aBTOpM BHKOPHCTOBYBAJIM MiHIaTIOpPHI CaMOpOOHI aHTEHH 1 eJIeKTPUIHHX
(KyJpKOBa aHTEHA) 1 MarHITHUX (JaT4uK XO0JUIa) OB, IO MiIKITI0YEH] O CEIeKTHBHUX BOJLTMETPIB. IIpH TakoMy Mifxoi 3HAYHO
CKOPOYYIOTBCSl BUTpAaTH Ha TEXHIKy, BapTiCTh po0iT, KBamidikaiiro KaJapiB NpH JOBEICHHI MEPCOHAIBFHOTO KOMIT'IOTepa 10
3aXHMIICHOTO BUKOHAHHA. To0TO, HaBemeHMM B POOOTI € EKOHOMIYHO BHTITHMMA MiAXig 10 3MEHIIEHHS piBHA MOOIYHUX
CJIIEKTPOMATHITHUX  BHIIPOMIHIOBaHb IIEPCOHATBHOTO KOMIT'IOT€pa MACHBHHUM  METOJOM. TOOIYHHX  €JIEeKTPOMArHiTHHX
BUNPOMIHIOBaHb BU3HAYAIOTHCS MPHUIIBHO BiJl OKPEMHUX EIEMEHTIB EPCOHATBHOTO KOMIT I0TE€Pa, HEEKPAHOBAHUX JIiHIH 3B’ 3Ky MiXK
BiZICOIPOLIECOPOM Ta MOHITOPOM, ()parMeHTiB Tpac €ICKTPUYHHUX NOPLKOK Ha Iuiartax Ta iH. HaBemeHwii, TakoX, albTepHATHBHUN
MIJXiZ, TP SKOMY BEIEThCS He CTIIbKM 0OopoTh0a 3 CHUTHaJaMM BiJl MOHITOpa, CKUIBKH 3 3aXHCTOM 3MICTYy 300pakeHb HIIIXOM
CIIOTBOPEHHSI 300pa)kKeHHS Ha MOHITOpi. BUKOPHCTOBYIOThCSI METOIM CKPEMOIIOBAaHHS 300pa)KEeHHS 3 BUKOPHCTAHHSIM IIEPETBOPEHHS
ApHoJB/1a, CIPSIMOBaHI Ha BUMAIKOBE «IIEPEMilIlyBaHHI» CTPOK B KOXXHOMY KaJpi.

Kunrouogi ciioBa: mobivHi €JeKTpOMarHiTHI BUIIPOMIHIOBAaHHS; KPUIITOIIEPETBOPEHHS; BiIe0300paXkeHHs; iHpopMais 3
0OMEKEHHM JTOCTYIIOM
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