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MOIUNPUKALUA OTKPBITOI'O ITPOTOKOJIA ABTOPU3ALIUN
JJIA BEPUOUKALIUU 3ATTPOCOB

AHHOmayua. Asmopusayus nonb308amens 8 COYUATbHLIX CEMAX Nopoxcoaem npoodieMy 3auumel uHgopmayuu
om cmopoHHux npunodxcenuli. /[na ee peutenus obviuno npumensemca npomoxon OAuth, emecme ¢ mem, paspabomka
UHMeEPHeM-NpUNoNHCeHUll mpebyem makdice u obecneyeHus 3auumel OaHHwix, ymo omcymemsyem ¢ OAuth eepcuu 1.0,
6 uacmuocmu, 05 3anpocos, omauyHvlx om URL-encoded. B 0annoii cmamve npeonazaemca Moouguxayus npomoxo-
na OAuth, knaccog u anzopumma 2eHepayuu NOONUCYU, 0OECNe UBAOWasl NOOOEPIICKY NOONUCU TH0ObIX 3ANPOCOB.
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MODIFICATION OF OPEN AUTHORIZATION PROTOCOL
FOR VERIFICATION OF REQUEST

Abstract. User’s authorization social networks create a problem of protection of information from third-party ap-
plications. To solve it is commonly used protocol OAuth, however, the development of Internet applications, and also
requires the protection of data that is not in the OAuth 1.0, in particular for requests other than the URL-encoded. In
this paper we propose a modification of the protocol OAuth, classes and signature generation algorithm, which provide
support for the signature of any requests.
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MOIPIKALIA BIIKPITOIO MPOTOKOJIY ABTOPU3ALIIT
JUISI BEPUDIKALIT -3ATIMTIB

AHomayia. Asmopuzayis Kopucmysaua 8 COYIAIbHUX Mepedcax NopooxuCcye npobnemy zaxucmy iHgopmayii 6io0
cmoponnix 0ooamxie. [[ns ii piuenns 3azsuuai 3acmocogyemocs npomokon OAuth, pazom 3 mum, po3podka inmep-
Hem-000amKig 8uMazae maxodc i 3abesneyenns saxucny oanux, wjo giocymus 6 OAuth eepcii 1.0, 30kpema, ons 3a-
numie, giominnux 6i0 URL-encoded. V oaniit cmammi npononyemuvcsi moougpixayis npomoxony OAuth xknacie i anco-
pummy eeHepayii nionucy, wo 3abe3neyye niompumKy nionucu 6y0b-aKux 3anumis.

Kniouoei cnosa: cepsep, Java, OAuth, REST API, cmapmdon, iOS, android

BBeagenne Omnako mpu wuccinenoBanuy mpotokoida OAuth ObLT
Be3zomnacHocTh JAaHHBIX HGOGXOI[I/IMLI JJIs1 BBITIOJTHE- BBISBJIEH HCOOCTATOK, BaKHIOanOLHHﬁCﬂ B TOOOCPKKE
HUS OTlepalyii aBTOpM3alMy, 4ToOBbl NaHHble ObuM 3a-  moamucu Tonbko st URL-encoded 3ampocos.

LIUILEHbl OT HECAHKLIMOHUPOBAHHOTO noctyna. B cinyuae Lean pa6oTsbl
OTPAHUYECHHOTO TPEIOCTABJICHUS TAKOBOTO OOBIYHO WC- Lenpto paboThI ABISIETCS KOHIENTyallbHAS U aJTro-
MOJIb3YIOTCA OTKPBIThIE MPOTOKOJIbI aBTOPU3ALIMU. pUTMHIYECKas MOAeNb Bepu(UKALMK Tela 3armpoca ¢ JIo-

CaMbIM pacnpOCTPaHEHHbIM OTKPBITHIM MPOTOKO-  ObIM KOHTEHTOM 3a c4eT MOoAM(UKALMU MPOTOKONIA
noMm aBropuzaumu seisiercss  OAuth, mnossonstommii  OAuth 1.0a, pacmmpsiiomieit coznanHyro panee OAuth
MPeNOCTaBUTh TPEThbell CTOPOHE OrpaHUuYeHHbIH AocTyn K O6ubnuorteky[1] ans ¢peiimBopka JAX-RS 2.0 [2 — 3] Ge3
3aIlMLIEHHBIM pecypcaM 0e3 HeoOXOOMMOCTH MepefaBaTh  MOTepH BOZMOXKHOCTH MOAAEPKKHM cTaHgapTHoro OAuth.

ell (TpeTbell CTOPOHE) JIOTMH U Mapoiib. Hanpumep, mosb- Oco0eHHOCTH peaJu3alM¥ TMOAMUCH 3alpoCcoB
30BaTellb, KOTOPBI XOUET MpenocTaBuTh cepBUCY coun-  OAuth-cepBepa
aJIbHOM CETU AOCTYII K KHUI'€ KOHTAKTOB CBOETO IIOYTOBO- Baxmnoii gacteto OAuth 1.0a sBngeTcs peannzanys

r0 aKKayHTa, He JOJDKCH COO0IIaTh CeTH CBOW Mapoibh oT  momnwcu 3ampoca. CornmacHo crnenudukammm OAuth [1]
MoYTEl. BMecTO 3TOro OH MPOXOIUT aBTOPW3ALMIO HEMO-  MOJNKCH MOXKET OBITh peann3oBaHa TpeMs aJropuTMaMu:
CPEICTBEHHO B MOUYTOBOM cepBHce U ¢ paspemenns Bia- RSA SHAI, HMAC SHAI u o0braHBIM TekcToM. [lo-
JeTblia WM aAMUHUCTPATOpa CEpPBHCA TOJIydaeT MOJHO-  CIEAHWII BapWaHT HE SABJSEeTCS 0e30MacHBIM, TaK Kak
MOYHS JIOCTYTIa K aIpeCHOM KHUTE. KJIFOYM MOTYT OBITh TMepeXBauyeHbl 3JI0YMBIILIEHHUKOM.

B pabore [1] Oblna aHoHCHpOBaHa cepBepHas, jerko  Mcnonb3oBanue SSL 2.0 mudpoBaHus U MPOBEPKH cep-
Monudumpyemas u uHTerpupyemasi ononmoreka OAuth, Tudukata cepBepa Ha CTOpOHE KIMEHTa SBISETCS

noaaepxusaroinas nporokons OAuth 1.0a u xAuth. HaWydlIUM, Tak Kak MeHblle APYrMX BapHaHTOB I1O-
TpeOIAET BEIYUCTUTENBHBIE PECYPCHI.
© Cypxos C.C., Maptsiiok A.H., Huarpamma UML peanmsauum noanuck  OAuth
Muneiiko U.T., 2015 npeacTaBieHa Ha puc. 1.
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D OAuthSignatureMethod
name() String
sign(String, OAuthSecrets)

ify(String, O

PLAINTEXT()
name() String
sign(String, OAuthSecrets)
verify(String, OAuthSecrets, {
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Moaudukauus npoueaypbl reHepalyy NOANUCH

H3MeHeHMe MpOTOKOJIAa 3aKIH0YAeTCsl B M3MEHEHUU
CTPOKH, WCTIONB3YIoLIeics s Bepupukanmuu. B Havgaib-
HoM BapuaHTe nobasistorcst URL-encoded entity, B u3-
MeHeHHOM MeTone ucrnonbdyercsi Bektop URL-encoded
napaMeTpoB U Bce JaHHbIe entity [10].

MoauduuyupoBaHHbIii alrOPUTM TFeHepaLuy MOANH-

CH IOKa3aH Ha puc. 3.

Loop through a
parameters in oAuth
Header

Append parameter/
value to signature
string

Verify
EntitySignature

Append generated
HASH of POST
Entity

Append Consumer
Secret

Generate SHA-1
Hash for result
string

Puc. 3. MonuduunpoBaHHblil anropuT™ reHepaluum
MOAMKCH

JlaHHO® M3MEHEeHUe pacluMpseT BO3ZMOXKHOCTHU MpU-
MEHEeHUs] MPOTOKONAa, HO BepU(ULUPYET BeCh KOHTEHT,
Jaxe IJIsl TeX 3arpocoB, T/Ie 3TO He 00s13aTeNbHO.

Jnst ynpaBiieHHs! IOATMCHIO TeJla 3armpoca BBOAUTCS
3aroJIoBOK, B KOTOPOM OTIpenessieTcsi HeoOXOIMMOCTh
TIOATMCH 3ampoca M Tepenaercs OyjeBo 3HaueHWe, HC-
TOJTb3yeMOe ISl COTJIACOBaHMS BepH(rKauy KIMEeHTa 1
cepBepa, 9To TpeOyeTcs Bepu(uKaIiyei Tea 3ampoca.

CpaBHeHHe BpeMeHH Bepu(HKaLUU MPU Pa3HbIX
AJIMHAX 3ampoca

Jlna ycTaHOBJIEHMS PEKOMEHOyeMOW IJIMHBI Tesa
3ampoca, MpU KOTOPOM MCIOIb30BaHWE BepUUKALMU
ABNAETCS AOMYCTUMBIM, OB pa3paboTaH TeCT, KOTOPbIH
s 40 motokoB paccuuthiBaeT SHA-1 X311 Ha cityvaii-
HBIX (hparMeHTax.

Ilpn ompeneneHNN 3aBUCUMOCTH CPEIHETO0 BpPEMEHU
pacdeTa X3Ma OT JUTMHBI CTPOKH OBUTH MCTIONb30BaHBI Clle-
Iyrornue IUiHbI cTpok: 512Kb, 1Mb, 2Mb, 4 Mb, 8§ Mb.

B Xone skcneprMEHTaNbHOTO HCCIEIOBAaHMS Kaxk-
IyI0 CEKyHIy OOHOBISUIOCH CpeaHee BpeMs MojacdeTra
X311 B MUJUTHCeKYHIax 11t 40 MOTOKOB.

Pe3ynbTaThl Hccei0BaHMS MOKa3aHbl HA pUC. 4.
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Puc. 4. 3ameHeHue cpeHero BpeMeH! 1Ji pa3MepoB
xamupyemoii ctpoku 0,5; 1; 2; 4; 8 Mb

JIns u3y4eHus 3aBUCUMOCTH CPeIHEro BpeMeHH 00-
paboTKM OT pa3Mepa XdII OblIa IMOCTPOSHA aUarpaMmma C
KOHECYHBIM CPEIHUM BPEMCHEM pacueTa X3 IJIA Pa3HbIX
pa3MepoB cTpok (puc. 5).
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Puc. 5. CpenHee Bpems pacueTa xellei 1 pa3HbIX
pa3mepos ctpok 0,5; 1;2; 4; 8 Mb

[TomydeHHbIE pe3yNbTaThl MOKA3BIBAOT 3IKCIIOHEH-
UUATBHYIO 3aBHCHUMOCTB 2%, UTO TOBOPUT 00 yIOPOKAHHA
TIPOBEPKH COIECPKAMOTO 3arpoca Ha KaxkIblii MeraOaiT,
MO3TOMY PEKOMEHIYETCSI B 3ampocax, HMCMOJb3YHOIIUX
BepU(HUKALNIO, XPAHUTD Ba)KHbIE TaHHbIE.

Taxke MO’KHO OTMETHUTD, YTO MPUBEICHHOE OTPaHU-
yeHue pacnpocTpansiercss u Ha URL-encoded 3ampocsl,
HO Ha TNPaKTHKE A HUX OHO MEHEE CYIIECTBEHHO, IMO-
ckonbky B URL-encoded oObruHO He mepepatoTcs 00Jb-
mve 00beMBbl JaHHBIX.

BriBoabI

B pabore npencraBneHa MoamduKaLus MPOTOKOJA
OAuth, no3Bos01as UCIOJL30BaTh €r0 IS 3aLUThI TEJ
3ampocoB J00BIX (hopmaToB. Momndukanus 3HAYUTEIh-
HO pacIIvpuiio obaacTs npuMeHeHuns nporokona OAuth.

OKCINEPUMEHT ¢ OJJHOBPEMEHHBIM BhINOJIHEHNEM 40
3aMpocoB ¢ OONBIINM TEJIOM TMOKa3all, YTO C TOJTHOM Be-
pudrkanyeii Tena 3ampoca B IKCIIOHEHIMAIBLHON 3aBU-
cUMOCTH 2 BO3pacTaeT BpeMsl pacuera Xalia.

Hcnone3oBaHue DaHHOW MOAMGMKALMK HAaKJIaIblBa-
eT TpeOoBaHWE Ha CpPeJHMI pa3Mep 3ampoca, MpHu 00Jb-
LIOM 3aIpOCce MCMOJIb30BATh aJbTEPHATUBHBIE PEIICHHUS.
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