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One of the most important cryptographic structures, which is the basis of modern
information protection systems, is cryptographically protected generators of pseudo-
random key sequences, which are used in a wide variety of tasks, starting from the
creation of initialization vectors, key information, and formation of the
steganographic path, ending with their operation as the most important basic
component of full-fledged stream cryptographic algorithms. Many of the available
today algorithms of pseudo-random key sequences generators are characterized either
by a quite complex software implementation structure or by insufficient cryptographic
security, which makes urgent the task of developing effective cryptographically
protected pseudo-random key sequences generators with a high level of stochastic
quality. This paper proposes a scheme for an efficient pseudo-random key sequences
generator based on a cellular automaton, as well as on such many-valued logic perfect
algebraic constructions as [V-sets of quaternary bent-sequences with the maximum
level of nonlinearity distance. The proposed generator is characterized by a significant
complexity of the relationship between the output bits of the pseudo-random sequence
and the elements of the short key on the basis of which they are generated, which
determines the high level of its cryptographic security, while the number of protection
levels of the proposed generator is easily scalable if necessary. Having only two binary
linear feedback shift registers in the proposed scheme makes it adaptable to software
implementation. The research performed made it possible to establish that the pseudo-
random sequences generated by the proposed generator correspond to all stochastic
tests from the NIST set, which makes it possible to recommend it for use in practice.
Keywords: pseudo-random key sequences generator, bent-sequence, cellular
automaton.

Introduction and statement of the problem

The pseudo-random key sequences generator (PRKSG) is one of the most
important cryptographic structures, which finds its numerous applications in modern
information protection systems: starting from the generation of various initialization
vectors, ending with full-fledged use as the main element of a stream ciphers, or in units
for determining the steganographic path in steganographic algorithms. Such a
considerable demand for PRKSG leads to significant attention of modern researchers to
the problems of developing PRKSG, which is characterized by high cryptographic
security, high stochastic quality of generated pseudo-random sequences, as well as
significant performance.

Despite the fact that today there are many methods for estimating the stochastic
quality of a PRKSG, the set of NIST [1] stochastic tests is generally accepted, so the
compliance of PRKSG with these tests is an indicator of its high stochastic quality.

Today there are many schemes for PRKSG construction, among which a special
place is occupied by PRKSG based on perfect algebraic constructions. Thus, the work [2]
presents a scheme of the PRKSG based on linear feedback shift registers (LFSR) and dual
pairs of bent-sequences, which is characterized by the correspondence with a set of
stochastic tests [3], as well as a set of NIST stochastic tests, as it was proved in [4].
Nevertheless, despite the high cryptographic and stochastic quality of the PRKSG [3], it
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is not devoid of disadvantages related to the fact that the use of LFSR is not always
desirable on modern devices during the software implementation of the PRKSG and may
lead to a decrease in its overall performance. This circumstance led to the creation of a
modification of this PRKSG [5], based on the application of cellular automaton [6], which
allowed a significant increase in its performance, however, as shown in [4], it reduced the
level of stochastic quality of generated pseudorandom sequences, which complicates its
application in practice.

As the performed research shows, this shortcoming can be eliminated by using
such many-valued logic perfect algebraic constructions as the quaternary bent-sequences,
the definition of which was proposed in [7].

The purpose of this paper is to develop a high-speed, stochastically, and
cryptographically high-quality PRKSG based on cellular automaton and IV-set of
quaternary bent-sequences.

Quaternary bent-sequences

The basis for the development of the proposed modification of the generator of
pseudorandom key sequences is bent-sequences of quaternary logic, which were first
defined in [7], after which the research of their full class was performed in [8]. Let us
introduce the basic definitions we need.

Definition 1 [9]. A mapping {0,1,2,3...¢—1}' ={0,1,2,3..,¢—1} is called a

function of a g-valued logic (hereinafter referred to as a g-function).

The most common way of defining a g-function is the truth table. In addition to
the way of representation of g-functions with help of the truth tables over the alphabet
{0,1,....,q—1}, exponential truth tables presented above the alphabet

2n

=k
z,=e ", ke{0,l,.,q—1} are also considered.

In the case of 4-functions, the alphabet of the considered vectors will consist of
the following values {0 1 2 3V iz, z, z, zlole+ &+ &+ &+,

Definition 2 [9]. The coefficients of the Vilenkin-Chrestenson transform of a
function of g-valued logic is the vector obtained by multiplying its truth table of length

N by a complex conjugate of the Vilenkin-Chrestenson matrix
Q,=AVy, (1)

while in the quaternary case, the Vilenkin-Chrestenson matrix is constructed in
accordance with the following recurrence rule

Ve Vi Vi Vi
Ve Ve+1 V,+2 V,+3

O St Rt ®
Vi Ve+3 V42 V,+1

where "+" is the addition operation, matrices }' are presented in symbolic form, i.e., the

summation is performed relative to indices z; .

Definition 3 [8]. For a Vilenkin-Chrestenson matrix of order N =g*, where q is

a prime, a bent-sequence is a sequence H =[h,,h, --,h,---,h, ] over the alphabet
o
hl.e{ejq },v=0,1,..,g—1 if it has a uniform absolute values of the Vilenkin-

Chrestenson spectrum, which can be represented in matrix form
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|QB(a))|=‘H-I7N‘=const, w=0,N—-1, 3)

where V), is the Vilenkin-Chrestenson matrix of order N over the alphabet
2n
j—v

hele? },q=0,1..,q9-1.

Since bent-sequences are unbalanced by their construction, for their practical
application in cryptographic issues, the concept of a g-set of bent-sequences is most often
used, the definition of which is introduced in [8].

Definition 4 [8]. A set of ¢ g-ary bent-sequences is called a g-set if the

concatenation of its truth tables is balanced, i.e., K’ =K' =...= K.

In [8], it is shown that the complete set of quaternary bent-sequences of length
N =16 and cardinality J =200704 can be classified into 4428 different IV-sets.
He proposed PRKSG scheme

In the proposed PRKSG scheme, two LFSR are used to form the initial state of
the cellular automaton with the number of states of each cell ¢ =4. The size of the used

cellular automaton is n =16, while the radius of the neighborhood is chosen as equal to
r = 2. The IV-set of quaternary bent-sequences is used as the evolution rule. After a given
number of steps of evolution =7 is performed, the data in the register of the cellular
automaton enters the pseudo-random bit generation block, which decides the value of the
output pseudo-random bit. The scheme of operation of the proposed PRKSG is presented
in Fig. 1.

K LFSR, M Cellular automaton
E U 11 12 a3 | @ | as A | @7 | @ | A9 | Ao | A1 | @1 | Q13 | Aua | A5 | A
Y LFSR X
2 Transformation rule
Bent- Bent- Bent- Bent-
sequence; sequence, sequence, sequence,

3 | @ | 3 | 3 | @ | @ | 3 | @ | A | @0 [ @y |38 | 33 | 3| A5 | g6

Pseudorandom Bit
Generation Block

Fig. 1. Scheme of the proposed PRKSG

Let us explain in specific steps the algorithms of the proposed PRKSG, the scheme
of which is shown in Fig. 1.
Initialization algorithm of the PRKSG

Step 1. Select 2 primitive irreducible polynomials f,(x) and f,(x), and to ensure

the best stochastic and cryptographic properties of the PRKSG, the degrees of the selected
polynomials must be mutually prime GCD(deg{f (x)},deg{f,(x)})=1.

Step 2. Construct on the basis of selected primitive irreducible polynomials LFSR
and LFSR», the initial states of which are considered as the cryptographic key of the
generator.

Step 3. In accordance with Definition 4, select the IV-set of quaternary bent-
sequences, which are a nonlinear element of the generator.

Algorithm for generating a bit of a pseudo-random sequence
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Step 1. Using LFSR; and LFSR, generate the next 16 bits of two pseudo-random
sequences, which must then be multiplexed into 16 elements of the quaternary sequence
[a1 a, a, a, as A, a, dg dy A,y 4, Q5 A3 Ay, ;s als] — the initial state of the cellular
automaton.

Step 2. The evolution rule is applied # =7 times to each element of the cellular
automaton sequence. For each element of the sequence a,,i=1,2,...,16, a triplet of

elements {a ;50 ymoars s 18 considered, where the element a4 determines

(i-1)mod16
the index of the quaternary bent-sequence in the IV-set, while the elements a, ;). 416>

determine the index of the element of the selected quaternary bent-sequence, the value of
which will be used in the next step of evolution.

Step 3. After t =7 steps of the evolution iterations of the cellular automaton, the
Jj -th bit of the pseudorandom sequence is calculated as

g; :[iahjmodl 4)

h=1

The results of testing

The results of testing of the proposed PRKSG are given for the following initial
data. The following primitive irreducible polynomials are used to construct LFSR and
LFSR:

)

[fl(x):x%+x46 +xP +x+1;

@) =x"+x" + 1%+ 0+ x4,
while the following initial states are selected

o, ={11111111111101011111110111111111111111111111
111111111110011111010110111010010110100};  (6)
a,={1001101011111001001110001011000}.

Thus, with other non-secret parameters, the value of protection levels number of
the PRKSG will be equal to ¥ =22 =2 which is considered as sufficient. It is
obvious that the value of protection levels number can be easily scaled, if necessary, by
choosing primitive irreducible polynomials for LFSR; and LFSR> of the necessary
degree.

The following set is selected as the [V-set of quaternary bent-sequences

H,=1{0331132333230113}; H,=1{3220301121111013}; %
H, ={3222302222103101}; H, ={3221020030012000}.

For the purposes of experimental research of the stochastic properties of the
proposed PRKSG, the 5 000 000 bits of pseudorandom sequence were generated based
on the initial data (5), (6), and (7), which were presented in the form of an image shown
in Fig. 2.
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Fig. 2. Graphical represetatlon of a pseudo-random equence generated by the
developed PRKSG

In the Table 1, we present the results of the research of compliance of the
developed PRKSG with NIST test set [1].

Table 1
The results of testing the developed PRKSG by the set of NIST tests set
No. Test P-value Pass rate
1 Monobit test 0.8279 v
2 Frequency within block test 0.9050 v
3 Runs test 0.6788 v
4 Longest run ones in a block test 0.3916 v
5 Binary matrix rank test 0.9980 v
6 DFT test 0.4676 v
7 Non overlapping template matching test 1 v
8 Overlapping template matching test 0.2565 v
9 Maurers universal test 0.1880 v
10 Linear complexity test 0.3440 v
11 Serial test 0.0490 v
12 Approximate entropy test 0.1002 v
13 Cumulative sums test 0.4000 v
14 Random excursion test 0.3192 v
15 Random excursion variant test 0.2170 v

Analysis of the data presented in Table 1 allows us to draw a conclusion about the
full compliance of the sequences generated by the developed PRKSG with the set of NIST
tests, which confirms its high effectiveness. We also note that the high degree of
complexity of the relationship between key elements and the generated gamma allows us
to draw a conclusion about the high level of cryptographic strength of the developed
generator. Thus, the developed generator can be recommended for use in practical
applications.

Conclusions

Let us note the main results of the performed research:

1. The scheme of an effective PRKSG based on a cellular automaton and I'V-set
of quaternary bent-sequences, including two LFSR, is proposed. The proposed scheme is
characterized by the simplicity of software implementation, as well as a high level of
cryptographic strength in terms of the complexity of the relationship between the
elements of the short key and the generated bits of the output sequence. The value of
protection levels number of the developed generator is easily scalable and in the

considered example is equal to W = 2", which is sufficient.
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2. Performed research of the proposed PRKSG showed its full compliance with
all stochastic quality tests of the NIST set, which is a confirmation of the high
effectiveness of the developed generator and allows us to recommend its use in practical
applications.
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ABTOMATY I BEHT-IOCJIJJOBHOCTEM BATATO3HAYHOI JIOT'IKHA
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OnHuM 13 HAMBOKIUBINIMX KPUNTOrpadidHUX KOHCTPYKTIB, MO JIGKHUTH B OCHOBI CyYaCHUX CHCTEM
3axucTy iH(popmauii, € KpunrorpadiuyHO 3axHINEHI TI'E€HEPaTOPH ICEBIOBHIAAKOBUX KIIIOYOBHX
MOCJIIIOBHOCTEH, sIKi 3aCTOCOBYIOTHCSI y HAHPIZHOMAHITHIIMX 33ja4axX, MOYMHAIOYM BiJl CTBOPEHHS
BEKTOPIB iHiMiaii3awii, KJI04oBoi iHpopMaii Ta GopMyBaHHS CTEraHOLUIAXY, 3aKIHIYIOYH 1X poOOTOI0 y
CKJIQJli TOBHOLIHHMX TIOTOKOBHUX KpUNTOrpadiuHUX ajJropuUTMiB, JUId SIKMX BOHHM CKJIAJaloTh
HalBa)XJIMBIMIMK KOMITOHEHT. HasiBHI Ha ChOTOIHINIHIN JEHb TeHEPAaTOPHU MCEBIOBUITAIKOBUX KIIFOUOBHX
MOCJIIIOBHOCTEH XapaKTepHU3yIOThCs ab0 JOCHTH CKIIAIHOIO JJIsl TPOTPaMHOI pealtialii cTpyKTypoto, abo
HEJO0CTAaTHHOIO KPUMTOTPahivHOIO 3aXHINEHICTIO, IO POOUTH aKTyaJLHOIO 33J]a4y PO3POOKH €PEeKTUBHUX
KpunTorpadiqHo 3aXUIIEHUX TeHePaTOPiB IICEBIOBUIAAKOBHX KIIFOUOBUX ITOCITIIOBHOCTEH, 110 BOJIOIIIOTh
BHCOKHM PIiBHEM CTOXACTHYHOI SKOCTi. Y JaHii CTaTTi 3alPOIIOHOBAHO cXeMy e€(hEeKTHBHOTO TeHepaTopa
MICEBJIOBUITAKOBUX KIIIOYOBUX TIOCIIIOBHOCTEH Ha OCHOBI KIITHHHOTO aBTOMAry, a TaKOXK TaKhuX
JIOCKOHANIMX anreOpaiuHuX KOHCTPYKIiH OaraTto3HadHoi JOTiKH, sk [V-Habopw dYeTBipKOBUX OEHT-
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MOCITIIOBHOCTEH, 110 BOJIOJIIOTh MaKCHMAaJTbHUM PiBHEM TUCTAHIIMHOT HETIHIMHOCTI. 3anmponoHOBaHUI
TEHEePaTOp XapaKTEPHU3YEThCS 3HAYHOKO CKIIAJIHICTIO B3a€MO3B’S3KY BHUXITHUX OITiB IICEBIOBHITATKOBOT
MOCITIZIOBHOCTI Ta €JIEMEHTIB KOPOTKOTO KJII0Ya, Ha OCHOBI SIKOTO BOHW TE€HEPYIOTHCS, IO OOYMOBIIOE
BHCOKHH piBE€Hb HOTO KpUNTOTpadidHOi CTIHKOCTI, IPHU IIOMY YHCIIO PiBHIB 3aXHCTYy 3aIIPOITOHOBAHOTO
TreHepaTopa € Jerko MacimTaboBaHUM B pa3i HeoOXigHocTi. HasBHICTB y 3aporoHOBaHi i CXeMi JIUIIIe TBOX
JIBINKOBHX PETICTPiB 3CYBY 3 JIiHIHHUM 3BOPOTHUM 3B’S3KOM POOWTH ii amanmToOBaHOIO 1O MPOrPaMHOT
peanmizanii. IlpoBemeHi JOCTIIHKEHHS JO3BOJIMIM BCTAHOBHTH, IO TEHEPOBAaHI 3alpOINOHOBAHUM
TeHEPaTOPOM IICEB/IOBHIIAIKOBI TIOCIIIIOBHOCTI BiIIIOBI1IAIOTH BCIM CTOXaCTHYHUM TecTaM 3 Habopy NIST,
IO JT03BOJISIE PEKOMEHIYBATH HOTO JIIsl BAKOPUCTAHHS HA MPAKTHIIL.

KarouoBi cioBa: reHeparop NCEBIOBHNAAKOBHX KIIOUOBHX IIOCIIIOBHOCTEH, OEHT-NOCIIZOBHICTS,
KIIITHHHUI aBTOMAT.
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