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Abstract

The study aims to analyze the existing regulatory and institutional
foundations for establishing financial security in Ukraine's energy
sector in the context of prospects for improvement and addressing
related challenges. The article examines the basic conceptual
principles of achieving energy security, including integration into
a unified European energy space, ensuring stable energy
independence, enhancing energy efficiency, and maximizing the
potential of renewable energy sources. The proposed model of
forming financial security in the energy sector and strategies for
diversification and collaboration between Ukraine and the
developed international community are critically evaluated. The
study identifies ways to optimize the institutional and regulatory
framework for financial security in the energy sector, including
modernizing energy infrastructure, harmonizing legislation with
European standards, and diversifying supply. The findings
conclude that Ukraine's integration into the European unified
energy space and robust investment support from the international
community are considered prerequisites for the intensive
development of Ukraine's energy sector.
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Introduction

Global challenges concerning energy security underscore the need to optimize the
institutional and regulatory framework to strengthen financial security in the energy
sector. In this context, attention should be given to energy supply diversification,
advancing energy independence, and intensifying renewable energy development
(Thaler and Hofmann, 2022). It is essential to position energy security as a critically
important area of managerial activity and to stimulate the formation of effective strategic
decisions. Ukraine is actively developing digital technologies in the energy sector, which
significantly increases financial security (Pecheniuk et al., 2022). In particular, the
national programme 'Digital Ukraine' is actively being implemented, which introduces
modern monitoring systems and digital management of energy networks.

Ensuring the financial stability of the energy sector plays a vital role in maintaining
stable socio-economic development and national security. The vulnerability of energy
systems poses significant financial and economic consequences, which have been
complicated and intensified during wartime in aspects such as price policy instability,
adverse external market conditions against the backdrop of geopolitical risks, and the
destructive impact of the industry on the environment and climate policy (Rogovyi et
al., 2021). These challenges necessitate transforming approaches to ensuring energy
security in Ukraine, emphasizing integration into the international market environment
(Stepanenko et al., 2023). This concept will enable the identification of the most
effective tools for the sustainable development of the energy sector and bring the
institutional and regulatory framework for financial security in the energy sector into
alignment with European legislative practices (Sutrisno et al., 2022). Ukraine's path to
diversifying its energy supply to guarantee energy security requires finding opportunities
to minimise dependence on monopolistic suppliers. This strategy promotes the
development of renewable energy while also advancing the country's oil and gas fields.
However, several challenges exist in the European context and at the national level:
geopolitical instability, infrastructural issues, a weak investment climate, and an
imperfect regulatory framework (de Rosa et al., 2022). Energy systems' vulnerability
has serious consequences, including geopolitical risks and price instability in the energy
sector. Understanding the specifics of strategies and approaches to implementing
financial security in the energy sector will allow the identification of the most effective
methods to ensure sustainable development.

The relevance of this study is driven by the need to develop financial and legal tools for
the sustainable management of natural resources and reduce the economy's dependence
on traditional energy sources (Taghizadeh-Hesary and Yoshino, 2020). Gaps in the
regulatory and institutional frameworks for achieving financial security in Ukraine's
energy sector must be identified. Financial and legal tools require particular attention.
The research findings will have potential practical significance regarding integration into
regional or national energy security and energy efficiency programmes.

Literature Review

The issue of ensuring financial security in the energy sector has been actively researched
by scientists in recent years. Stepanenko, Ovsiuchenko and Tokhtamysh (2023) state that
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energy security is a prerequisite for sustainable national development. In the works of
Medvid (2009) and Vashchenko (2022), the security concept combines the energy sector
diversification and the transition towards renewability. The publications of Tkachov
(2023) and Furman (2024), Rogovyi et al. (2020), and Rogovyi et al. (2021) examine
the functionality of financial security in guaranteeing resilience in the energy supply
sector under conditions of instability and crisis phenomena.

Several studies, such as Galkin et al. (2019), Batygin, Golovashchenko, and Gnatov
(2013), Shabala and Matiichuk (2023), and Khotian and Rozen (2022), explore the
functionality of management bodies and international cooperation in ensuring energy
security. Meanwhile, latsenko and Mohylna (2023) and de Rosa et al. (2022) analyze
the interdependence between energy resource availability, financial and economic
security, and the level of geopolitical conflict. The issue of assessing the level of
financial security in the energy sector amid active European integration processes is
studied in the works of Sutrisno, Nomaler and Alkemade (2022), lakovenko (2023), and
Thaler and Hofmann (2022).

Contemporary publications examine the role of alternative energy sources in the modern
business environment (Kothari, Ranjan and Singal, 2021), highlighting aspects of
sustainable development using innovative renewable energy technologies (Papadis and
Tsatsaronis, 2020). They also explore sustainable solutions for green financing and
investments in renewable energy projects (Ozili and lorember, 2024). They also analyze
the foundations for forming business models in the alternative electricity market (Lu et
al., 2020). Recent developments position the studied phenomenon as a priority for
sustainable economic development, converging societal, managerial, and business
efforts to achieve high decarburization goals soon (Qadir et al., 2021). Individual
researchers generalize the convergence issues between sustainable entrepreneurship,
innovation, and business models during the global transformation of socio-economic
processes toward minimizing environmental impacts and preventing climate change
(Polzin and Sanders, 2020).

The conceptual horizons of the studied issues are further expanded in the work of Wang,
Sun and Igbal (2022), who propose a model for encouraging renewable energy use in
businesses through managerial motivation and raising the level of environmental
awareness. Most cited researchers interpret the transition to renewable energy sources as
a foundation for reducing emissions, increasing resilience to climate change, ensuring
sustainable development within circular economic processes, and prospective strategic
greening of the energy sector.

Despite these significant achievements, the financial security of the energy sector
requires further exploration in the context of improving Ukraine’s regulatory and
institutional foundations. The study's relevance is due to the need to develop financial
and legal instruments for the sustainable management of natural resources and to reduce
the economy's dependence on traditional energy sources. This underscores the need for
extensive scientific research on this topic (Pecheniuk et al., 2022).

Challenges and prospects for financial security in Ukraine's energy sector demand
innovative institutional and regulatory support approaches. Several modern scholars
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(Rusch et al., 2023; Shen, Hu and Hueng, 2021) have studied the dynamics of
communication business models against the backdrop of the economy's digital
transformation. In the energy sector, positive development trends are expected in
resource optimization processes, establishing effective internal communication,
modernizing outdated systems, and adopting functional chatbots, mobile applications,
and interactive media products.

Researchers such as Yue et al. (2022) advocate optimizing communication in the
business environment through modern informational tools that ensure feedback based on
accessibility and openness principles. Shaikh et al. (2023) and Mhlanga (2020) findings
state that digitalization is identified as a fundamental element of market development.
Scholars emphasize that information modelling within the management paradigm can be
positioned as an effective tool for analyzing large volumes of data. However, the
functional characteristics of transitioning from traditional to renewable energy sources,
the analysis of the relevant tools, and the possibilities for improving the structural-
functional model of the process using innovative motivational strategies remain
underexplored, necessitating an expanded study of these topics.

This study aims to analyze the existing regulatory and institutional framework for
forming financial security in the Ukrainian energy sector from the perspective of
improving and mitigating related challenges.

Materials and Methods

During the study, a comparative analysis was used to assess the regulatory and
institutional framework for ensuring financial security in Ukraine's energy sector, with
an emphasis on environmental aspects. Based on an understanding of global trends and
practices, the study compares the evolution of regulation in Ukraine with European
standards, considering the contextual specifics of Ukraine's national regulatory
framework.

Data collection. The primary data sources include legislation, political documents, and
institutional reports from national and international bodies. Secondary data from the
scientific literature on energy policy, investment law, and financial security systems
supplement these. While the study focuses on Ukraine, relevant examples from the EU
and other jurisdictions are included to contextualise Ukraine's regulatory approaches
within broader global trends.

Sampling methodology. The research procedure included two main stages: data
collection and analysis. In the first stage, secondary data sources were utilised. These
were obtained by analysing industry statistical information, regulatory acts, and
publications. This sample size was justified in light of practical realities that needed to
be considered.

Research instruments. The unity of analysis and synthesis facilitated an objective and
adequate investigation of financial and institutional practices, reflecting the unity of
opposites about the interconnectedness of the particular and the general. The analytical
dissection of the system within the global concept into separate components enabled the
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identification of the structure of the studied object, its specificity, and the separation of
the essential from the non-essential, thereby enabling the classification of priority
technologies. In contrast to analysis, synthesis enabled the integration of individual
components and properties identified through analysis into a unified whole. This process
involved the meaningful combination of identical and essential elements towards
differentiation and diversity, synergizing the general and the particular into a cohesive
whole. The scientific abstraction method was used to form theoretical generalisations,
highlight key concepts and categories, and formulate research conclusions. Here, the
abstraction of potential feasibility was used as a mental distraction from the standard
properties of management technologies, concepts, and tools while simultaneously
highlighting the essential properties sought.

Data analysis. The data analysis was conducted using quantitative and qualitative
statistical analysis methods. Key factors influencing the financial security of the energy
sector were identified. Subsequently, an algorithm was developed to optimize
institutional and regulatory support for financial security in Ukraine’s energy sector. An
analysis of capital investments in energy production, processing, and supply from 2010
to 2022 was conducted. Data on capital investments and renewable energy growth were
obtained from official sources, including the National Commission for State Regulation
of Energy and Public Utilities (NKREKP) and Energy Map (2023). This analysis
synthesized annual growth data for renewable energy capacities in Ukraine. The findings
were used to draw conclusions and propose recommendations aimed at enhancing
institutional and regulatory support for financial security in Ukraine's energy sector.
These recommendations are intended to optimize the industry's resilience and
adaptability, particularly in light of environmental challenges and global energy trends.

Results

Financial security in the energy sector is positioned as a factor in ensuring a sustainable
and affordable energy supply for national needs. Sustainable financial-economic security
in energy focuses on modernising energy infrastructure, intensifying energy efficiency
and environmental sustainability, geopolitical interaction, and stabilising pricing policies
(Sutrisno, Nomaler and Alkemade, 2022; Thaler and Hofmann, 2022). Significant
factors affecting financial security in the energy sector (see Figure 1) enable the
development of effective strategies to protect its financial aspects of energy security.

Diversifying energy supply is a priority aspect of enhancing financial security in the
energy sector today. The European community views diversification as a strategic
priority, actively developing a network of alternative logistics and suppliers to minimise
dependency on industry monopolists. Ukraine's progress towards diversifying energy
supply and guaranteeing energy security requires promoting renewable energy
development, exploring domestic resources, and attracting foreign investments,
necessitating appropriate institutional and regulatory support.

The post-war recovery and sustainable development of the energy sector must emphasize
green energy as a significant factor in creating a unified, sustainable ecological-
economic space. Given the readiness of socio-political thought for change and the global
community's openness to financially supporting environmentally-focused projects, there
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is growing confidence in the practical accessibility and reality of changes towards
developing a sustainable environment. In this context, the directions of strict control and
the establishment of dynamic analytical monitoring systems in the energy sector gain
particular importance.

Financial security

— I

Social factors Environmental factors
A 4
Economic factors Geopolitical factors
v v
Technological and Regulatory and
technical factors political factors

Figure 1: Factors influencing the financial security of the energy sector
Source: author's conception

Significant changes have occurred in Ukraine's energy legislation recently, including
adopting European community practices and abandoning administrative-command
market regulation mechanisms. Given the new threats associated with full-scale war,
previously adopted mechanisms and instruments for institutional and regulatory support
have proven ineffective. Implementing successful practices to optimise the institutional
and regulatory foundations for financial security in the energy sector will establish a
unified, coordinated approach, set priorities, and introduce specific mechanisms for their
realisation (see Figure 2).

Priority legislative measures should establish the primary objectives for ensuring
relevant financial security at a particular stage of socio-economic development.
Identifying specific areas for improvement should be carried out at the level of strategic
management activities, which determine the future directions of energy legislation
development. The legislative and regulatory framework should enshrine management
mechanisms to ensure financial security, including guaranteeing strategic energy
reserves, specifying requirements for the protection of energy facilities and supply
security, and improving mechanisms for regulating foreign investments (de Rosa et al.,
2022; latsenko and Mohylna, 2023).

The primary drawback of Ukraine's energy legislation is the lack of a systematic
approach to ensuring financial security. Legislative frameworks are inconsistent across
sectors. The departmental approach creates contradictions with the legislation of related
industries, and the absence of a systematic vision leads to the misalignment of legislative
norms with national interests. Currently, there is a deep differentiation between the
strategic goals of state policy and their practical implementation in the direct activities
of market entities, which inevitably affects the state of financial security in this sector.
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Figure 2: Algorithm for Optimizing the Institutional and Regulatory Support of
Financial Security in the Energy Sector of Ukraine

An additional catalyst for qualitative changes is the redistribution of the energy market
and the implementation of energy-efficient and resource-saving measures, which, in the
context of wartime realities in Ukraine, have become necessary. These measures have
gained widespread acceptance in socio-economic processes and become a commonplace
phenomenon. The country's current approach underscores the prioritisation of
sustainable development directions, readiness for fundamental changes, and
participation in global socio-economic reorientation to reduce anthropogenic pressure
on the environment and prevent a large-scale ecological catastrophe.
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The financial security of the energy sector is determined primarily by the volume of
capital investments in the industry. According to official data (Energy Map, 2023),
capital investments in the extraction, processing, and supply of energy resources in 2022
amounted to 49.7 billion UAH, 49% lower than the 2021 figure of 97.04 billion UAH,
indicating the destructive impact of the ongoing war. According to analysts' calculations,
the dollar equivalent of investments in energy resource extraction and the production of
coke and petroleum products in 2022 was the lowest since 2010, at 798 million USD.
Investments in the supply of energy resources were the lowest in the last seven years, at
1.1 billion USD (see Figure 3).

- /\,/ A

0.5

N

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

=@=— Supply of electricity, gas and heat
Extractive industry

Production of coke and petroleum products

Figure 3: Capital Investment in Energy Production, Processing and Supply in 2010—
2022, USD bn (Energy Map, 2023)

Before the full-scale war, the installed renewable energy capacity was about 10 GW.
Most of its facilities were built before 2020 when the high "green" tariff was in effect.
By 2022, investments in the industry had exceeded $12 billion. After the start of the war,
many renewable energy facilities were located in occupied territories, regions with active
combat, and front-line areas. Overall, the large-scale war caused significant losses to the
industry, as evidenced by the more than twofold decrease in the share of renewable
energy in total electricity production (see Figure 4). Before 2022, this indicator was
13.4%, and now it is 5-6% (NKREKP, 2024).

The tools for ensuring the protection of national entities in the domestic energy market,
against the backdrop of Ukraine's implemented international commitments regarding the
liberalisation of internal energy markets, are currently fragmented (National
Commission for State Regulation of Energy and Public Utilities, 2023). It is also worth
highlighting the current legislation's inability to effectively counter threats to the
financial stability of the energy sector in the context of wartime threats — sabotage,
terrorism, and cyberattacks.
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Figure 4: Annual Growth of Renewable Energy Capacities in Ukraine, MW
(NKREKP, 2023)

Ensuring energy security is regulated at the departmental level without proper
coordination and alignment with other national priorities. Furthermore, no legislative
requirements exist for implementing an effective strategic planning system, critical
energy infrastructure cyber protection, or international collaboration for market stability
and transparency (Pecheniuk et al., 2022).

Reducing greenhouse gas emissions and mitigating the effects of climate change begins

with minimizing fossil fuel usage. This can be achieved by adopting alternative transport

and renewable energy sources, an efficient waste management system, and using

environmentally friendly building materials with low energy consumption. To optimise

financial security in Ukraine's energy sector, the following concepts should be

hlghllghted and supported by appropriate institutional and regulatory foundations:
Development of renewable energy sources to minimise dependence on imports and
monopolists and to ensure sustainable energy supply;

— Interaction in terms of sharing experience, practices, and technologies in the field of
energy efficiency, stimulating the development of alternative energy sources, and
modernising infrastructure;

— Investment activities in the format of financing projects to improve energy
efficiency, innovation progress, and modernisation;

— Intensification of integration into the single energy market and the development of
practical international cooperation;

— Implementing integrated international institutional and regulatory provisions to
ensure stability and transparency of the energy market, attracting the attention of
foreign investors.
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With the increasing dependence on digital technologies and the intensification of data
storage on digital platforms, cybersecurity is positioned as a top-priority issue. Digital
technologies now offer reliable solutions in this field, including encryption, artificial
intelligence-based intrusion, and threat identification systems. They securely protect
confidential information, strengthen protection against cyber threats, and prevent data
leaks, which is especially relevant in the energy sector. Accordingly, these innovations
must be embedded in the legislative framework.

The use of targeted digital technologies in the security field makes it possible to
minimize financial losses from cyberattacks and ensure the integrity of financial
systems. By allowing the automation of traditional risk management processes, they
reduce human error risks, and by operating in real-time, they ensure the effectiveness
and promptness of risk management actions. Blockchain technology guarantees
unprecedented openness, accessibility, and transparent accountability in financial
operations. With blockchain, it becomes possible to strengthen trust among stakeholders
and minimize financial fraud.

Diversifying energy supply sources is a priority aspect of intensifying energy security
today. Given Ukraine's European integration course, particular attention should be paid
to analyzing the European Union's successful practical experience in energy security.
The European community views diversification as a strategic priority, actively
developing alternative routes and supplier networks. This approach allows for
minimizing dependence on monopolists in the energy sector. The European Community
promotes diversification through intensive renewable energy development, reducing the
share of coal and nuclear energy, and implementing technologies for decommissioned
energy sources.

For successful integration into the single European energy space, it is advisable to adopt
standards, norms, and regulations that align with European norms, particularly in energy
efficiency, market competitiveness, and transparency. It is necessary to intensify
activities to diversify the energy supply through expanding cooperation and developing
new transport routes. An essential prerequisite for sustainable energy security in the
national space is the increase in energy awareness among society and the business sector,
stimulation of the implementation of energy-efficient technologies and reduction of
consumption, and enhancing the motivation for innovative activities in the energy sector.

Discussion

The analysis of the existing regulatory and institutional framework for ensuring financial
security in Ukraine's energy sector highlights the need to optimise the system for forming
financial security within the concept of flexible solutions to achieve the priority security
objectives of the energy sector. The limitations in this area include the complexity of
practically implementing European energy solutions within Ukraine's national socio-
economic context and the constraints on diversification processes. One of the leading
modern approaches to ensuring the financial stability of the energy sector is the concept
of identifying it as a systemic phenomenon, advocating for the expansion of energy
storage technology integration and its application in convergence with renewable energy
sources (Babuta, Oswald and Janjeva, 2020; Klijn and Koppenjan, 2020; Lin and Raza,
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2020). Some scholars consider optimizing the financial situation in the energy sector
through large-scale integration into the global market environment with its network of
renewable energy sources (Anwary, 2022; Bonavolonta and D’Angelo, 2021; Mandel
and Irwin, 2021). At the same time, representatives of another scientific school
(Dstergaard et al., 2020; Taghizadeh-Hesary and Yoshino, 2020) emphasize renewable
energy in terms of energy democracy and sustainable development to accelerate the
energy transition in developing countries.

Some contemporary scientists (Anton and Nucu, 2020; Khan et al., 2020; Liideke-
Freund, 2020) identify the main prerequisites for the formation and effective financial
development of the energy sector as those that create the basis for an effective
management paradigm of its functioning. Researchers (Kebede et al., 2022; Sabbagh,
2023; Tan et al., 2021) argue that the integration of European norms and requirements
into the energy system of countries actively developing towards European integration is
a farsighted strategy on the path to a sustainable development process.

Liu et al. (2022), while examining the recommendations of the UN General Assembly's
SDG-7 on enhancing energy efficiency, propose exploring various innovative financing
methods, including green financing, financial inclusion, and financial technologies. The
authors verified the empirical role of these financial instruments in the energy efficiency
of the E7 economies. The research results demonstrated a significant role for these
financing methods in energy efficiency, with green financing showing the highest
efficiency. The authors suggest reviewing the potential of financial technology
(FinTech) and financial accessibility parameters, mainly green bonds, to achieve energy
efficiency in the shortest possible time. The researchers also justify the need to develop
favourable energy policies for providing green financing to energy systems.

At the same time, Shahbaz et al. (2021) present in their research the existence of a long-
term relationship between renewable energy consumption and financial development.
The empirical data convincingly show that financial development drives the growth in
demand for environmentally clean energy sources. To achieve sustainable development
goals, the researchers argue that governments should implement incentives and tax
policies that increase enterprise demand for renewable energy sources and expand
investment opportunities through public-private partnerships.

Ahmad et al. (2021) emphasize that the development of digital technologies and artificial
intelligence has the potential to change energy supply radically. Intelligent software
should autonomously control integrating energy supply, demand, and renewable energy
sources into the energy network, optimizing decision-making and operations. The
researchers explore the aspects of using artificial intelligence in producing solar and
hydrogen energy, as well as managing demand and supply. Ahmad et al. (2021) argue
that machine learning and artificial intelligence will play a crucial role in the future
energy market, allowing for the maximum greening of energy production and
consumption processes.

Overall, among the prospects for optimizing financial security in the energy sector, the
following should be highlighted: the development of national potential in the context of
renewable energy sources with active support from the global community, which
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minimises dependence on imports and monopolists while ensuring sustainable energy
supply; integration into the unified energy market; active investment activity;
collaboration in exchanging experiences, practices, and technologies; and the
implementation of international developments in energy standardisation, regulatory, and
legislative policies.

Our study convincingly demonstrates that optimizing the institutional and regulatory
framework for financial security in Ukraine's energy sector is a priority for socio-
economic development and implementing energy and economic stability strategies.

Conclusion

The study aimed to analyse the existing regulatory and institutional framework for
ensuring financial security in Ukraine's energy sector in the context of prospects for its
improvement and addressing related challenges. This article explores the dynamics of
external and internal conditions that currently define the specifics of energy security and
necessitate a corresponding shift in the priorities of the paradigm of international
economic relations. It has been established that the instability of the socio-economic and
geopolitical situation, as well as the potential threat of risks and crises, requires the
optimisation of the regulatory and institutional framework for forming financial security
within the concept of flexible solutions to achieve the priority security objectives of the
energy sector.

Ensuring the financial security of the energy sector involves integrating into the
European energy space, achieving sustainable energy independence, enhancing energy
efficiency, and utilising renewable energy sources, as well as strategies for
diversification and cooperation between Ukraine and the developed international
community, require the optimization of the institutional and regulatory framework for
financial security in the energy sector. Financial security in the energy sector is complex
and requires activating the unified energy market, fostering international cooperation,
and harmonizing national legislation with European standards. Ukraine's integration into
the single energy space of the EU and investment support from the international
community are considered prerequisites for Ukraine's intensive progress during the post-
war recovery period. Prospects for further development of the research topic include
extended analytics of digital potential for modelling financial and economic security
strategies in the energy sector.
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