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In this work, the use of circular blocks for the detection and location of cloned regions was
investigated to improve the detection accuracy. The procedure to develop circular and
sector blocks in a digital image was presented. The modified method developed for the
detection and location of cloned regions allows locating a cloned region with the use of
circular blocks in a more accurate way.
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Introduction

Widespread use of modern digital cameras and digital image (DI) processing software
(such as Adobe Photoshop and GIMP) has lead to the emergence of image forgery hardly
detectable to the human eye. Since the tools of these graphic editors are rather easy to use, the
number of image forgeries has been increasing day by day. Digital images are of primary
importance in cyberspace and are used in the printed media, medicine, science, forensic
proceedings, etc. It is essential not only to detect forged regions, but to determine their
borders as accurately as possible. Therefore, solving the problem of accurate detection of
forged regions in digital images is an urgent issue.

Statement of the problem and purpose of the study

In this paper, we discuss cloning, one of the commonest methods used for digital image
forgery. In cloning, parts of the DI are changed with parts of the same image.

Implementation of this approach with graphics editors such as Adobe Photoshop and
GIMP generally involves the use of specific tools (Rectangular Marquee Tool, Lasso Tool,
Eraser Tool, etc.). The tools mentioned make it possible to create a cloned region of an
irregular shape.

In [1, 2], a method has been developed to detect and locate cloned regions using
standard blocks. For the purpose of methodology, a standard block means a square-shape
block of any size. Investigations performed with that method revealed that the 8 x 8 block has
the most favorable size among standard blocks. However, the results of the experiments have
shown that the use of standard blocks does not allow for proper accuracy in the size and
location (shape) of the detected forged regions.

To detect cloned regions more accurately, one should use the blocks of non-standard
shape.

The Purpose of the study was to investigate the potential for the use of circular blocks
in DI, and to develop a modification of the method for the detection and location of cloned
regions using circular blocks in order to improve the detection accuracy.

71



E. Lebedeva

The detection accuracy was assessed by the percentage ratio of the area of detected
cloned region to the actual area of cloned region. The actual area of cloned region was
determined as the difference between the original image and the forged image. The area was
measured in pixels.

To accomplish the purpose of the work, the following problems were to be solved:

1. To elaborate the procedure of obtaining circular blocks;

2. To modify the method for the detection and location of cloned regions in order to
use circular blocks;

3.  To use computational experiments to conclude whether it is expedient to use
circular blocks.

Procedure of obtaining circular blocks

Let us address the development of a circular block based on a square-shaped block
(Fig.1)

c d

Figure 1. Decomposition of a square-shaped block into: a — round 8x8 block; b — sectors of a
round 8x8 block; ¢ — round 16x16 block; d — sectors of a round 16x16 block

The brightness matrix S of a square-shaped DI block will be used as a basic one. The
brightness matrix L of a circular block is formed from the brightness values of marked pixels
(Fig. 1 a, c) of matrix S, whereas the values of non-marked pixels are zeroed. Aside from a
circular block, one can obtain sector-shaped blocks (Fig. 1 b, d). In this case, we will get four
sector matrices L, L,,L,,L,to be filled in a similar way, i.e., e.g., matrix L, will contain the
values of pixels of matrix S located in zone 1 (Fig. 1 b, d), whereas the values of other pixels
are zeroed.
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Method for the detection and location of cloned regions using circular blocks

Let us modify the basic method in order to use circular blocks for the detection and
location of cloned regions.

Briefly, the procedure of the method for the detection and location of cloned regions in
a DI using circular blocks is as follows.

1. Divide the brightness matrix Y of a DI into px poverlapping blocks

C={c,c,,...,C.}, Ucl. =Y, (here each block c, is obtained by a single-pixel right shift, left
i=1
shift, down-shift or up-shift of block ¢, ).
2. For a block pair considered, c,, ¢, i=L..s, j=itl..s obtain circular
subdivision blocks ¢, and c'j , respectively. For each subdivision:
3. Calculate the correlation coefficient & = Correlation(c],c’).

4. Analyze the value of correlation coefficient & to determine pairs of blocks ¢, and c;.

suspected for belonging to cloned regions and to a clone prototype.
Fig. 2 shows a sample of application of the modification method developed for the
detection and location of cloned regions.

Figure 2. Results of the application of the modification method for the detection and location
of cloned regions using the blocks of circular shape: a — original image, b — forged image, ¢ —
result of the detection using 8x8 square-shape blocks, d — result of the detection using 8x8
circular-shape blocks

To improve the accuracy of detection of clone borders, let us use not only circular
blocks, but also sector-shaped blocks (Fig. 1 b, d) within the process. In this case, briefly, the
procedure of the method for the detection and location of cloned regions in a DI using circular
blocks is as follows.

73



E. Lebedeva

1. Divide the brightness matrix Y of a DI into px poverlapping blocks

C={c,c,,...,c.}, Oci =Y, (here each block c, is obtained by a single-pixel right shift, left
i=1
shift, down-shift or up-shift of block ¢, ).
2. For a block pair considered, c,, ¢, i=l..,s, j=itl.,s obtain circular
subdivision blocks ¢, and c} , respectively. For each subdivision:

2.1. Calculate the correlation coefficient &' = Correlation(c],c')

2.2 Analyze the value of correlation coefficient 6’ to determine pairs of blocks c,
and c} suspected for belonging to cloned regions and to a clone prototype. If the suspected
blocks are not found, obtain sector-shaped blocks cl.k and cf , k=1,....4. For each
subdivision:

2.2.1 Calculate the correlation coefficient 5* = Correlation(c;,c})

2.2.2 Analyze the value of correlation coefficient 5* to determine pairs of blocks
c* and cf suspected for belonging to cloned regions and to a clone prototype.

1

Fig. 3 shows a sample of application of the modification method developed for the
detection and location of cloned regions using circular and sector-shaped blocks.

Figure 3. Results of the application of the modification method for the detection and location
of cloned regions using circular and sector-shaped blocks: a — original image, b — forged
image, ¢ — result of the detection using circular-shaped blocks, d — result of the detection
using circular and sector-shaped blocks

74



[HOOPMATHUKA TA MATEMATHUYHI METOA B MOJIEJITFOBAHHI = 2015 = Tom 5, Nel

The use of circular and sector-shaped blocks for the detection and location of cloned
regions allowed increasing the detectable area of cloned region, as compared to the use of
circular blocks only. E.g., regarding the images presented at Fig.3, the ratio of area of detected
cloned region to actual area of cloned region increased 1.34, 1.57, and 1.47 times, as
compared to the use of circular blocks only.

Hereinafter, by “using circular blocks” we mean
blocks”.

A computational experiment was performed to analyze the efficiency of the method
developed for the detection and location of cloned regions using circular blocks based on the
accuracy of detection of cloned regions. Within the experiment, the size of a cloned region
was arbitrarily selected depending on the specific image, and irrespective of the size of
subdivision blocks used in experiments. The cloned region boundary was subjected to
blurring to get the improved visual embedding into the image. After application of cloning
technology, the forged digital image obtained was saved using lossless format. The results of
the experiments are presented in Tables 1 and 2.

3

‘using circular and sector-shaped

Table 1.
Accuracy of the detection of a cloned region with blurred boundaries using the square-
shaped and circular blocks

Percentage ratios of area of detected cloned region to actual
Types of subdivision area of cloned region
Max Min Average
Blocks of square shape 69.17 32.13 47.51
Blocks of circular shape 74.69 49.66 63.42

Table 2.
Evaluation of the accuracy of the cloned region detection with the method developed by
means of a relative mean error of the area of detected cloned regions

Types of subdivision Relative mean error of the area value (%)
Blocks of square shape 52.49
Blocks of circular shape 36.58
Conclusions

A procedure was developed to obtain circular blocks based on a square-shaped block of
the DI matrix. A method for the detection and location of cloned regions was modified in
order to use circular blocks. A computational experiment was performed to analyze the
efficiency of the method developed for the detection and location of cloned regions using
circular blocks based on the accuracy of detection of cloned regions. The experiment showed
that the ratio of area of detected cloned region to actual area of cloned region increases more
than 1.3 times, and relative mean error of the area value decreases 1.44 times, as compared to
the use of square-shaped blocks. The results obtained prove that it is expedient to use circular
blocks for the detection and location of cloned regions.
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BUKOPUCTAHHSA KPYTJIMX BJIOKIB JIJIsI BUSABJIEHHS OBJIACTI ®AJTbCUPIKAIII B
OUPPOBUX 30BPAKEHHAX
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OnechKuii HAITIOHATBFHUHN TOTITEXHIYHUHN YHIBEPCUTET
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VY crarTi KOCHIIDKY€EThCS BUKOPUCTaHHS KPYIJIMX OJIOKIB MpPW BUSBICHHI Ta JIOKasmi3amii
oOmnactell KJIOHYBaHHS MUl MiZABMIIEHHS TOYHOCTI BMSBJICHHS KIJIOHOBaHMX oOiacTel.
HaBoanTbest MeTonuka oGy J0BH KPYTIINX i CEKTOPHHUX OJIOKIB Y HU(POBUX 300paKEHHSX.
Po3pobiiena Moxndikanis METOAY BHSBICHHS Ta JIOKadi3auii objacTell KIOHYBaHHS, IO
JI03BOJISIE OUTBII TOYHO JIOKATi3yBaTH KJIOHOBaHY 00JAacCTb 3 BHKOPUCTAHHSM KPYTJIHMX
OJI0KiB.

KurouoBi cnoBa: danpcudikamis 300pakeHs, BUABICHHS (anbcudikamii, KIOHyBaHHS,
Kpyriuii OJI0K.

HCITIOJIB30BAHUE KPYTIJIBIX BJIOKOB JJIs1 BBISABJIEHUS OBJIACTH ®AJIBCUPUKALINHN B
OUPPOBBIX N30BPAKEHUAX

E. I0O. Jlebenena

Onecckuii HAITMOHATBHBIN TOTUTEXHUIESCKUI YHUBEPCUTET
mp. HleBuenko, 1, Onecca, 65044, Ykpauna; e-mail: whiteswanhl@yahoo.com

B craTbe uccnemyercs UCMOJIb30BaHUE KPYTIIBIX OJOKOB IPH OOHAPYKEHUU U JTOKATH3AIUN
oOnacTel KIIOHMPOBAaHUS ISl TOBBIIICHHS TOYHOCTH OOHAPY)KCHUS KIOHHPOBAHHBIX
obnacreit. [IpuBOAUTCS METOIUKA TIOCTPOCHHUS KPYTJIBIX U CEKTOPHBIX OJIOKOB B IIUPPOBBIX
n3o0paxkeHusx. Pa3paboTana MomupHKaIus METoJa OOHAPYXKCHUS U JIOKAIHA3AIUU
obnacTeil KJIOHHUPOBaHHS, YTO TO3BOJSIET 0OJiEe TOYHO JIOKAJIHM30BATh KIOHHPOBAHHYIO
00J1aCTh ¢ UCTIONTL30BAHUEM KPYTIIBIX OJIOKOB

KimtoueBbie cnoBa: (danbcudukanms w3oOpakeHudd, oOHapykeHUs (HaabCUPUKAIIH,
KJIOHMPOBaHUE, KPYIJIbIi OJIOK.
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