IHOOPMATUKA TA MATEMATHUYHI METOAU B MOJIEJTFIOBAHHI = 2016 = Tom 6, Nel

VK 621.391.1 Informatics and Mathematical Methods in Simulation
Vol. 6 (2016), No. 1, pp. 38-45

CONSTRUCTING OF MINIMAX CLASS OF PERFECT
BINARY ARRAYS OF ORDER N =6 FOR MULTI-CHANNEL
CRYPTOGRAPHIC INFORMATION TRANSFER SYSTEM

N.I. Kushnirenko, V.Y. Chechelnytskyi, L.A. Kuznetsova

Odessa National Polytechnic University,
av. Shevchenko, 1, Odessa, Ukraine, 65044; e-mail: natalka_kni @ukr.net

This paper presents a method for constructing of the minimax class of perfect binary arrays
with order N = 6. Maximum peak level of the two-dimensional periodic cross-correlation
function between perfect binary arrays of minimax class has been evaluated. Power of the
minimax class has been determined. Development of method is based on analysis of
structural and correlation properties of thinned matrices. Paper proposes the method for
single-channel and multi-channel cryptographic information transfer systems design. These
systems are based on codes designed on the basis of minimax class of perfect binary arrays.
Limits on the number of channels in multi-channel system determined. The method for
overcoming of these limitations proposed.
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Introduction

At the present time the heightened attention is paid to the effective application of perfect
binary arrays (PBAs). Such structures can be used to solve problems of information security,
error-correcting coding, radar and other related areas that directly reflected in contemporary
scientific papers. PBAs have attractive correlation properties and allow simple technical
implementation of devices for their formation and processing.

As shown in [1] the new classes of error-correcting codes can be built on the basis of
the PBAs. Such codes have attractive properties and a number of advantages in comparison to
many well-known codes, including BCH codes. Moreover, these codes can be processed
using majority decoding. On the other hand, the PBA classes have a very large power which
riches billion of arrays depending on the order of PBAs. Owing to this the PBAs can find
wide application in the cryptographic information transfer systems design [2-3].

Properties of PBAs of order N =2*, where k is arbitrary integer, and algorithms for their
constructing are well known and widely discussed in domestic and foreign papers. However,
PBAs of order N =3-2" require detailed consideration. There are no known algorithms for
constructing of PBAs classes of these orders with desired properties, such as minimax class
and classes with constant level of cross-correlation.

The aim of the research

Search of the minimax class on the basis of complete PBA class is fairly complex
computational task. The aim of this study is to develop a constructive algorithm for formation
of the minimax class of PBA with order N =6 based on the properties of the PBAs and their
thinned matrices.
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The following problems must be solved to achieve this:

. consider the structural and correlation properties of PBAs’ thinned matrices;

. determine the imbalance parameter for PBA of order N =6 and its influence to
PBA construction;

. formulate and substantiate rules for formation of minimax class of PBA with
order N =6;

. determine magnitude of side lobe of two-dimensional periodic cross-correlation
function and power of minimax class for PBAs of order N =6;

. evaluate the effect of inversion and cyclic shift of rows and/or columns of any

PBA from minimax class on magnitude of side peaks of two-dimensional periodic cross-
correlation function between the given PBA and the rest of the PBAs in this class;

. evaluate the effect of the thinned matrices location in PBAs on formation of
minimax class.

Main Body

Minimax class contains all possible combinations of different PBAs for which the two-
dimensional periodic cross-correlation function (2D PCCF) between any two PBAs P°(N)
and P'(N) from this class has minimum modulus of maximum peak. Such class is known as

M(N) - class of PBAs [1].

The two-dimensional periodic autocorrelation function (2D PACF) of PBA always has
peak of value N*. Level of interfering signals or level of maximum 2D PCCF peaks (p) for
PBAs of minimax class required for correct detection of PBA in receiver under the influence
of signals constructed on the basis of PBAs is given below

p<N?/2. (1)

As stated in [4], each PBA P(N) by its thinning in spatial coordinates can be presented

as four thinned matrices of order N /2.
For example, for an arbitrary array P°(6)

———t—+
——+—++ )
Oey— | +—++++
Pr6)= 4y _—ii-
+—++++
++4+———

the thinned matrices are given below

B R R e e
AQ)=|+++|, BB =|-++]|, CO)=|+—-+]|, DB)=|—-+—].
+++ —++ ++ - + - -

It was found that for PBA of order N = 6 there is a finite number of thinned matrices of
order N/2 = 3 [5], whose 4! = 24 permutations lead to the construction of the PBA. Such
structures are shown in Table 1.
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Table 1.
Thinned matrices of order N/2=3
A, (3) AQ3) A,(3) A,(3) AQ3) A(3)
[———] _+++} [+++] _+++} [———] [———]
+++ - ++4+ - +++ -
| +++) EXE: |——— | ——- |——— |+
B,(3) B,(3) B,(3) B,(3) B,(3) B,(3)
[—++] _+—+} [++—] #——} [—+—] [——+]
—++ +—+ ++- +—- —t - o
| —++) | +-+ |++— | +-— | —+—] ——+]
Cy(3) ¢, (3) G, (3) C,(3) C,(3) G,(3)
[—++] _+—+} [++—] _+——} [—+—] [——+]
+—+ +4+— —++ -t -+ +—=
| ++— | —++ | +—+) | ——+ | +—— -+
D,(3) D,(3) D,(3) D,(3) D.(3) D,(3)
[++—] _—++} [+—+] _——1 [+——] [—+—]
+—+ +4+— —++ -t -+ +——
| —++) |+ -+ | ++— | +-—— | —+— -+
The 2D PACFs for thinned matrices from Table 1 are given in Table 2.
Table 2.
2D PACFs of thinned matrices of order N/2=3
TY_PGS of A,(3), AQ), B,(3), B,(3), G,(3), €0, D,(3), D,(3),
thinned A3, 43, | B®,BOA, | GO, GO, | DO, DA,
matrices - = - = — _ _Z _
A(3), A03) B,(3), B,(3) ¢ @3), GO D,(3), D,(3)
2D PACF 999 9-3-3 9-3-3 9-3-3
of thinned | R,=|-3-3-3 R,=[9-3-3 R.=[-3 9-3 R,=|-3-3 9
matrices -3-3-3 9-3-3 -3-3 9 -3 9-3

Statement 1. Value of elements imbalance in thinned matrices of order N/2=3

A=K -K7 =N,

where K and K2 is number of symbols +1 and -1 respectively, is given below

AA(3) = AB(:“J) = A(:‘(3) = AD(3) = N / 2 = 3 .

A A A A, =—N/2=-3.

a3 2B T 23 TP T

If the element imbalance of PBA has a positive value such a PBA is called direct. For
the negative value of the element imbalance the PBA is called inverse.
Property 1. The PBA can be constructed from three direct matrices and one inverse and
vice versa. Only in this case element imbalance of resulting PBA is equal to A =+6.
For development of minimax class constructing method the 2D PCCF calculated for
P'(N) u P*(N) PBAs will be used. It is denoted as follows

B(N)=|p,.|- (3)

n

where m=0,N, -1 — numbers of 2D PCCF rows; n=0,N,-1 — numbers of 2D PCCF
columns.
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Elements of 2D PCCF (3) between PBAs P'(N) and P?(N) are calculated using an
equation
N-1 N-1

bm,n = z Zpil,_jpi2+m,_/+n ’

i=0 j=l
where p/. — elements of P'(N) PBA; p’, — elements of P’(N) PBA; while values i+m

and j+n are calculated modulo N.

The following task must be solved for construction of minimax class. Suppose that an
arbitrary PBA is given. It will be used as the base PBA for minimax class formation.

Let use for our purpose the PBA (2). It is known [4] that for new PBA constructing
from thinned matrices of the base PBA the next methods can be used:

. cyclic shifts of rows and/or columns of thinned matrices;
= inverse of thinned matrices elements;
. permutation of thinned matrices.

Consider all these methods in detail.

2D PCCF between the base PBA of size 6x6 and PBA with cyclically shifted rows
and/or columns of thinned matrices was analyzed. It was found that magnitude of 2D PCCF
side lobe maximum peak is 24 and it contradicts (1).

Consider an inverse of PBA’s thinned matrices elements. Base array (2) consists of
thinned matrices

AQR)B(3)C(3)D(). 4)

Property 1. Can be accomplished if PBA will be formed without thinned matrices
permutation and using the following rules

P’(6) = A(3)B(3)C(3)D(3), P'(6) = A(3)B(3)C(3)D(3),

P*(6) = A(3)B(3)C(3)D(3), P’ (6) = A(3)B(3)C(3)D(3), (5)
P*(6) = AB)B(B3)C(3)D(3), P*(6) = AB3)B(3)C(3)D(3), |

P%(6) = A(3)B(3)C(3)D(3), P (6) = A(3)B(3)C(3)D(3).

Calculation of 2D PCCF between all PBAs constructed on the basis of rules (5) gives
the following combinations of PBAs for which the maximum magnitude of 2D PCCF side
lobe is p=+12

P°(6) = A(3)B(3)C(3)D(3)
P'(6) = A3)B(3)C(3)D(3) 6)
P*(6)= A3)B(3)C(3)D(3)
P*(6)= A3)B(3)C(3)D(3)

However, more combinations from (5) can lead to appropriate maximum peaks.

Property 2. The inverse of one PBA from minimax class does not lead to increasing of
2D PCCEF side peaks for given PBA and other PBAs from minimax class.

Other combinations can be obtained by replacing each row in (6) with its inverted form.
The expression (6) is a combination of direct thinned matrices for which the 2D PCCF has
maximum peaks no greater than p==+12 and this expression it taken as a base.

Further research allowed revealing of the following property.

Property 3. Cyclic shift by rows and/or columns of one PBA from minimax class does
not lead to increasing of 2D PCCF side peaks for given PBA and other PBAs from minimax
class.

The matrices (7) are constructed on the basis of rule (6).
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Maximum magnitude of 2C PCCEF side lobes between PBAs from (6) is not greater than
o =*12 which is acceptable (1) for a minimax class.

[———+—+] [———+—+]
——t -+ o
Oy | +—F+++]| plgy|+—F++++
PrO= 3 T332 PO= 203770
F— F—t
R ———t++
- - - - (7
—t——— =t
—++++— —++++—
2gy | FH+H—+—| piey_|———+—+
PrO)= i i PO= Tt
+++—t— ———t—
-4+ —+] | +—++—+]

Evaluate an effect of thinned matrices permutation in the PBA P'(6) on 2D PCCF
between P°(6) and P'(6).Permute thinned matrices B(3) and C(3) in PBA P'(6)

AQB)C(3)B(3)D?3) ®)

and calculate 2D PCCF for PBAs P°(6) and P'(6)

S i 200 8 0 8 0
e BN s B KRR R

0 | +—F++++ 1 | +++—++ |- —

PO= 1o | PO=22505502) BO=1 916 08 0-8] ®)
R P4 40 8 0-4 0
L o 04 0 4 0-8

Two thinned matrices A(3) and D(3) keep initial locations (4) and (8). Magnitude of

2D PCCF maximum peak (9) is quite high. It can be concluded that for the creation of new
PBAs for the minimax class the thinned matrices should not be repeated in their places. It is
possible, for example, in case of following thinned matrices permutations

AB)BB)C(3)D(3),
AB)C(3)D(3)B3),
AQB)D()B(3)CQ).

2D PCCEF for these thinned matrices presented in Table 3.

The above approach and the properties of thinned matrices of PBA with order N =6
allow creation of a stepwise algorithm for constructing of minimax arrays on the basis of any
arbitrary base PBA.

Algorithm

Step 1. Construct by any known method the base PBA of order N =6 and present it in
the form of thinned matrices of order N /2 =3 by thinning in the spatial coordinates.

Step 2. Calculate 2D PCCF for each matrix.

Step 3. Taking into account the Property 1 determine which of thinned matrices is

inverted in relation to the other. Denote inverted matrix as D(3) and other as A(3), B(3) and
C(3)in any order.
Step 4. Construct PBAs using equations
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AB)BB)C(3)D(3), AB)BB)C(R)D(3), AB)BB)C(3)D(3),
AB)BB)C(3)D(3),  AB)DB)BB)C(3), AB)DB)B3)CA),
AB)DR)B(B)C(3), AB)DR)BB)C(3), ABR)CB)DB)BA),|
AB)C(3)DB)B(3), ARB)CB)DR)B(3), AB)C(3)D3)BE).
Table 3.
Two-dimensional periodic cross-correlation functions
PBA 1 PBA 2 2D PCCF
A3)B(3)C(3)D(3) A3)C(3)D(3)B(3)

. . 812 8 0 8 O]
-t oot 8 —4 4 4 -4 8
R PR -4 04 0-412
+——++- ——++—-+ 8 8-4-4-4-4
+—++++ +++++-—

i s [EELEE
AQR)B(3)C(3)D(3) AQB)D3)B(3)C(3)

. . 8 -4 8 -4 8 8]
-t T TT 12 8 0-4 04
R PR -4 8-4-4-4-4
fo—t+— — -t 0 8 0—412 -4
+—-—+4+++ +4++—+— 4 -4 -4 8§ -4 -4
At B 0 812-4 0 -4

AQR)C(3)DB3)B(3) AQR)DB3)B(3)C(3)

o N 8 8 8-4 84
-t T 4 0 8 0-412
IR R 4 84 444
—— - — -t 4 0-412 8 0
+++++— +—++++
P T IEEREE

Thus, it was found that the power of PBA minimax class is ¥,,(6)=12 perfect binary
arrays, while the magnitude of the maximum peak is p=+12.

Minimax class of PBA is given in Table 4.

Table 4.
Minimax class of PBA with order N =6
—— -+ —— -+ —t +—4++++
——t— 4+ ++—+—— — 44 ++— — 44 ++—
+—4+++ +—++++ ++4+—4— —— -+
+—— 44— — 4+ ——+ ++——++ ++——++
+—4+++ +—4++++ ++4+—4— ——— -+
++4+——— ———t++ +—4++—+ +—4++—+
—t—t—— ! I i + ++4+++—
— 4 —4— +——+—+ —— 44+ —— 444+
++4+—++ +4+4+—++ +—4+4+- ————+
——t 4 ++———+ — 4 —++ — 44—+ +
+—4++++ +—++++ ++4+—4- —— -+
- —4+ +4+—+—— — 44— — 44—
—— =+ —_——— =+ —t———— +—4+++
++4+——— ——— 4+ +—4++—+ +—4++—+
++4+—++ +++—++ +—F++— —4———+
++——F— ——t - +——+++ +——+++
++4+++-— ++4+++- +—4+—++ —t—+——
+——+—+ +——+—+ —— 4+ —— 44+
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It is possible to develop a new class of multiparametric error-correcting M(n)-codes of
length n=N? on the basis of minimax class of PBA. Their properties and procedures of
coding and decoding studied in [1].

It is assumed that the encoder and decoder of authorized users utilize for coding and
decoding of each next symbol the same PBA from the equivalence class. Such PBA is
constructed on the basis of one PBA (base PBA) from minimax class by means of cyclic
shifts of rows and/or columns. Base PBAs are operatively changed for each symbol according
to some algorithm, which managed by a secret key. It is this array determines a code word of
M(n)-code which will be applied for the transmission of next message.

An attacker is not able to determine which PBA from minimax class determined
parameters of message transmission in system. Only fact of message transmission can be
revealed. Thus, it is possible to create a single-channel cryptographic information transfer
system on the basis of single PBA of minimax class. For all other PBAs from minimax class
similar systems can be built.

Due to the fact that the signals based on the PBA of the minimax class are the minimax
as well, they have a minimal impact on the other signals, which are built on the basis of other
PBAs from minimax class. Therefore, the single-channel cryptographic information transfer
systems can be used to transmit information in a single communication channel on condition
that all the signals are constructed on the basis of the same minimax class. The number of
channels of multi-channel cryptographic information transfer system is determined by the
power of minimax class of PBAs.

Hypothetically, it is clear that with the growth of the PBA order the power of minimax
class and number of channels in multi-channel cryptographic information transfer system
grows as well. However, the redundancy of M (n)-code which is used for a single character of

the original message transmission increases correspondingly. Thus, it is possible to provide
any desired number of channels in a multi-channel cryptographic information transfer system
by reducing the transmission rate, since the growth of minimax class power causes an increase
of M (n)-code redundancy.

Conclusions

This paper presents an algorithm for constructing of minimax class of PBAs with order
N =3-2% which can become the basis for creation of recurrent algorithms for constructing of
M(N)-classes for PBAs of arbitrary orders.

A method of constructing a single-channel cryptographic information transfer system
proposed. It is shown how a multi-channel system can be organized. Limits on the number of
channels in this information transfer system determined. The way and cost of an increase in
number of channels discussed.
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MOBYJIOBA MIHIMAKCHOI'O KJIACY JJOCKOHAJIUX JIBINKOBUX PEIIITOK IOPSIJIKY N=6
JIUISI BATATOKAHAJBHOI KPUIITOTPA®IYHOI CUCTEMU MEPEJAYI IH®OPMAIIIT

H.I. Kymnipenko, B.S1. Yeuensuunpkuii, JI.A. Ky3nernosa

Opecrkuil HalliOHATBHAHN TONITEXHIYHAN YHIBEPCUTET,
mpocnekt llleBuenka, 1, Oneca, 65044, Ykpaina; e-mail: natalka_kni @ukr.net

VY poboTi mpezacraBieHO MeTOX MOOYNOBH MiHIMAKCHOTO KJIacy IOCKOHAJIHMX ABIMKOBHX
pemiTok nopsnky N=6, BCTaHOBIIEHa HOTO IOTYXHICTh, BU3HAYEHO PiBEHh MAaKCHMAaIbHUX
MiKiB JBOBHMIPHOi MEPIOAWYHOI B3a€MOKOPEIAMIHHOI (QYHKII MK JOCKOHATNMH
IBIAKOBAMH peIIiTKaMH MiHIMakcHOTo kiacy. JlaHuii metom po3poOneHHii Ha OCHOBI
aHai3y CTPYKTYPHHUX 1 KOpEJSILiHHUX BIACTUBOCTEH MPOPIHKEHUX MATPUIb JOCKOHAIUX
JBIAKOBHX PEIIITOK. 3alIPONOHOBAHO METO]] MOOYIOBH OJHOKAHAJIBHOI 1 GaraTokaHaIbHOT
kpuntorpadivyHux cucreM nepenadi iHdopmanii Ha OCHOBI KOJIB, sIKi po3poOieHi Ha 0a3i
MIHIMaKCHOTO KJIacy JIOCKOHaJIMX JBIMKOBUX peliTok. HaBeneHo oOMexXeHHs Ha KijbKiCTh
KaHaJIiB 0araToKaHaJIbHOI CUCTEMH 1 3a3HaYCHUIT CIIOCIO MO0TaHHS LIMX OOMEKEHB.
Kuro4oBi ciioBa: MiHiMakCHUIH KiTac, JOCKOHANA ABIMKOBA pelIiTKa, MPOPiIKeHa MaTPHUIIA,
KOPeKTYBallbHI KoM, KpunTorpadiuyHa cucreMa repeadi indpopmarii, 3axuct iHpopmarii

INOCTPOEHME MUHUMAKCHOTI'O KJIACCA COBEPIIEHHBIX TBOUYHbIX PEHIETOK
MOPAJAKA N=6 JJISI MHOI'OKAHAJIBHOU KPUIITOI'PA®@UYECKOU CUCTEMBI IIEPEJJTAYN
NHO®OPMAIINN

H.U. Kymaupenko, B.S. Ueuensunnkuid, JI.A. Ky3nenosa

Opecckuii HAIMOHANBHBIA TOJTUTEXHUYECKUN YHUBEPCHUTET,
npocnekt leBuenko, 1, Onecca, 65044, Ykpauna; e-mail: natalka_kni @ukr.net

B pabore mpeacraBieH MeETOJ NOCTPOSHHMS MHHHUMAKCHOTO Kjlacca COBEpPLICHHBIX
JBOMYHBIX PEIIETOK Mopsjka N=6, yCTaHOBJEHAa €ro MOIIHOCTb, ONPEACICH YPOBECHb
MaKCUMAJIbHBIX IHKOB JIBYMEPHOW NEPHOJMYECKON B3aHMMHOKOPPEISLMOHHOW (YHKLUH
MEX]y COBEpIICHHBIMH JIBOMYHBIMH PEIICTKaMH MUHUMAaKCHOrO Kiacca. JlaHHBII MeTox
pa3paboTaH Ha OCHOBE aHallM3a CTPYKTYPHBIX U KOPPEIALHOHHBIX CBOHCTB HPOPEKEHHBIX
MaTpUll  COBEPIICHHBIX JBOMYHBIX  pELICTOK. I[IpemsiokeH MeToJ  IOCTPOCHHUS
OJHOKAaHAJBHOM W  MHOTOKAaHAaJbHOM  KpHOTOrpaduueckod  CHCTEMBl  Iepeladu
nHpopMalnK Ha OCHOBE KOJIOB, KOTOPbIE MOCTPOEHBI Ha Oa3ze MuHUMakcHoro kiacca CJIP.
HpI/IBe)IeHI)I OrpaHUYCHUA Ha KOJIUYECTBO KaHAJIOB MHOT'OKAaHAJIbHOM CHCTEMBI U YKaszaH
croco0 MPeoJ0ICHUS 3TUX OTPAHUICHHH.

KaioueBble cjoBa: MUHHMAakCHBIH  KJacc, COBEpLICHHAs JBOMYHAs pelIeTKa,
MIPOPEXKEHHAs MAaTPHIA, KOPPEKTUPYIONIHE KOABI, KpUITOTpadruecKas CUCTeMa HepeIadn
nH}opmanny, 3amuTa HHGOPMALIH
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