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Abstract. In the course of the work we investigate dependences of iterative fixed points of nonlinear
maps on the function properties and prime number properties. Dependences of the length of period of the
iteration processes and randomness measure for pseudorandom sequences are analyzed according to the

nature of used parameters.
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Introduction

Many scientific papers raise a question: "What
processes can be called chaotic?" Various important
and simultaneously opposing tasks, namely theoreti-
cal and applied go with it. Up to now, there is no
answer to the question — how to define the concept
of randomness accurately and constructively, i.e.
axiomatically. The lack of an answer creates great
problems in such areas as probability theory, random
processes, dynamic systems, and others [1, 2, 3, 4].
Processes that formed and occur in these areas are
analyzed and interpreted as chaos. In this case many
paradoxes arise, which are interpreted differently
and sometimes they reveal the essence of the pro-
cesses. In the theory of functions emerging of
Weierstrass function at the time attracted great inter-
est within the mathematical society. This was an ex-
ample of nondifferential at no point function and
behavior of the function was not predictable. A
number of applied sciences at the same time require
computer models of random sequences, dynamic
information protection systems and constructive
models of complex dynamic systems [5].

In modern science random number generators
are of fundamental importance. They allow to gen-
erate sequences of numbers, that simulate random-
ness with certain degree of approximation to a given
distribution law. Construction of random number
generator enable to construct the concept of a formal
and constructive definition of randomness, which is
essential and necessary for modern probability theo-
ry, mathematical statistics and random processes. On
the other hand, computer simulation of the processes
of formation pseudorandom sequences (PRS) should
be organized in such a way that will enable to gener-
ate near-random sequences that are absolutely un-
predictable and, therefore, nonperiodical. However,
issue of truly random sequences remains as open.
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An independent research direction, which is
commonly called as deterministic dynamic systems,
has been formed apart from previously mentioned
research areas. It is based on the study of the dynam-
ics of iterative fixed points. Iterative cycles or orbits
are considered as chaos. Dynamic systems that be-
long to deterministic class of systems appear as a
consequence of an approximation of complex pro-
cesses in the physical and mental world. And in the
mathematical world dynamic systems are pseudo
generators per se, that are created without purpose.
However, they can be used as generators of pseu-
dorandom sequences. The obtained sequences can be
applied in cryptography for the formation of initial
parameters of different algorithms, such as keys,
initial vectors, etc. Another area of application of
iterative processes is asymptotic methods and itera-
tive procedures of computer simulation of compu-
ting for designed technical devices, search for ex-
treme values of iterative processes and various ap-
plied fields, such as economics, processing and
analysis of large data sets and machine learning the-
ory.

It should be noted that in case of deliberately
created generators of PRS and in case of dynamic
systems it is necessary to take into account proper-
ties of iterated function. Main characteristic of these
generators is the length of the iteration process peri-
od. Meanwhile, properties of the set of numbers on
which given generators are built are not taken into
account.

Prime numbers are of considerable interest
when iterative processes are examined, because they
are indecomposable into simple factors. For compo-
site numbers of a large value the iterative cycle
length can be significantly reduced.

Among a large number of PRS generators, a
linear congruential method is often used, because it
uses integer operations [5]:

(ax, +b) =I1(modm),
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where a,b,m — constants with m >0 and x, is speci-

fied. One of the varieties of this method is also used
— a multiplicative congruential generator with a re-
cursion step:

(cx,) =1(modm),

Where initial value X, and assumed to be relatively

prime to the numberm. The linear generator with
some restrictions on the parameters will generate a
sequence (x,) with full periodm and the multipli-

cative generator will generate a sequence with full
period m—1. Necessary conditions for obtaining the
maximum length of the period were formulated by
Lehmer [6]:

A linear congruential generator has a period m
if and only if next conditions are implemented:

1) GCD(b,m)=1,
2) pla-1, if p—prime numberand p|m,
3) 4la-1,if 4/m.

Next, a multiplicative congruential generator
has a period m—1 if and only if next conditions are
implemented:

1) m- prime number,

2) c is a primitive root modulo m [7], that is

¢™ =1(modm) and foranyn<m c¢" #1(modm).

For instance, one of the implementations of the mul-
tiplicative congruential generator uses Mersenne
numbers, which allow comparatively fast calcula-
tions and provide a sufficiently long period length.
The iterative dynamic process of this type is given in
paper [8] and has the following form:

Xns1 = ((20%° —2%%)x, ) modMg, L)

Considering mentioned above and other meth-
ods of generating pseudorandom sequences, we can
observe a direct connection with prime number theo-
ry. The nature of the prime numbers affects the be-
havior of functions, so it is important to consider not
only the behavior of the function per se, but also the
influence of the properties of numbers that are cho-
sen as parameters. Some prime numbers also do not
provide the longest cycle length; this circumstance
refers to those numbers that belong to certain num-
ber classes. Such numbers include Fermat,
Mersenne, Wagstaff prime numbers and their vari-
ous generalizations [5]. For an arbitrary choice of
prime number it is transpired, that there is a set of
large prime numbers on which generators provide
sequences where the cycle length is insignificant and
clearly not chaotic. Although on adjacent prime
numbers the cycle length is commensurable with
dimension of the prime number. If these properties

of prime numbers are not taken into account, the
choice of such an exceptional prime number can
lead to very significant errors in cryptography, pseu-
dorandom number generation and incorrect conclu-
sions in computer simulations of iterative processes
in the examined technical devices, as well as in time
series analysis.

1. Computer analysis of iterative processes in
nonlinear maps

In this paper we analyze processes occurring in
maps that are presented as examples of simple non-
linear dynamic systems. These maps are generally
represented in the following form:

1
©X,, X, <—

Xny1 = f(xn): 1’
@o(l-x,), X, 25

where @ € (0;+) and, ifw=2, then the system
takes segment [0,1] into itself. In this case, the peri-

odic points are dense on the segment and the map
shows randomness. However, due to errors in round-
ing, the transition to a family of integer maps was
performed. We examine chaotic processes in four
types of nonlinear integer maps:

X =ty (x) = 2Xn, 4X, <p @
n+1 1\*n p—2Xn, 4Xn2p
2X,, 2X, <P
Xnaq =t (X,) = 3
n+1 2( n) {p_xn, 2Xn2 p ()
2X,, 2X,<p
Xne1 =ta(Xy) =4, " " 4
T {an—p, 2X, > p
4x,, 4x,<p

Xni1 =14 (Xn) = { (5)

4x,(modp), 4x,>p’

where p — prime number. Despite the simplicity of
these maps their iterative cycles, based on prime
numbers, have properties that support the above
stated conjectures. According to them, not only
properties of maps determine the structure of itera-
tion cycles, but also the properties of numbers from
their domain of definition can have a decisive influ-
ence on the structure and radically change it. It is
worth to mention, that map (2) algebraically equiva-
lent to map (5). But the map (3) does not satisfy the
Fermat’s little theorem since for any prime number p
the number (p—1)/m, is a fraction, where m, —
period length for map (3). The above maps form cy-

cles for which the length of the period m is equal to
(p—1)/2 or some functionp(p). Set of prime
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numbers p where length of period is m=(p—-1)/2
is considered as number class P, [12]. It should be

noted that there is an infinite set of prime numbers
for which the length of the period is significantly
smaller than the dimension of the number. Table 1
shows the behavior of the triples of some consecu-
tive prime numbers, where the first and third num-

bers belong to the class P, or number that provide

large cycle length of sequence, while for the second
number the length of the period is incommensurably
smaller than the number dimension itself, and the
PRS obtained for a given number forms a simple
structure. Hereinafter, the calculations were per-
formed with the help of Wolfram Mathematica 11.0.

Table 1
The lengths of PRS obtained with the maps (2, 3 4, 5)

position number m;, my, my, my,
1 126729749 63364874 95047311 126729748 63364874
2 126729751 707 1037 707 707
3 126729803 63364901 95047352 126729802 63364901
1 134396909 67198454 100797681 134396908 67198454
2 134396921 415 614 830 415
3 134396947 67198473 100797710 134396946 67198473
1 148587941 74293970 111440955 148587940 74293970
2 148587949 142 193 284 142
3 148587953 37146988 55717993 74293976 37146988
1 150327407 75163703 112745555 75163703 75163703
2 150327409 457 655 457 457
3 150327421 75163710 112745565 150327420 75163710
1 153500129 38375032 57557317 76750064 38375032
2 153500131 723 1054 1446 723
3 153500141 76750070 115125105 153500140 76750070
1 164511349 82255674 123383511 164511348 82255674
2 164511353 41 49 41 41
3 164511371 82255685 123383528 164511370 82255685
1 168410987 84205493 126308240 168410986 84205493
2 168410989 162 227 324 162
3 168411029 84205514 126308271 168411028 84205514
1 172384627 28730771 43099174 57461542 28730771
2 172384633 483 719 483 483
3 172384637 86192318 129288477 172384636 86192318

In this table columns m; show the period

length for the corresponding mapt,, where n —
number of the corresponding map.
Map t;
8x 10

6x107
= 4x107

2x107

<

0
0 10 20 30 40
iteration number

Considering the behavior of individual prime num-
bers, Fig. 1, 2 show the internal structure of the it-
erative process in the maps for the number

164511353, which has a short period length:
Map t2

1.5x10%

1.0x 10%

)

5.0x10

0 10 20 30 40
iteration number

Fig. 1 The PRS structure based on the prime number 164511353
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Map t3

1.4x108
1.2x10%
1.0 x 10%
5 8.0x 107
6.0x107
4.0x107
2.0 x 107

0 10 20 30 40
iteration number

Map t4

1.4x 10%
1.2x 108
1.0x 10%
58.0x 107
6.0x107]
4.0x107
2.0x 107

iteration number

Fig. 2 The PRS structure based on the prime number 164511353

As it can be seen in Fig. 1, 2, the number con-
tains the exponential component at the initial stage,
so the number 164511353 cannot be used to gener-
ate PRS. In order to obtain a sequence close to the
chaotic one, the 9th Mersenne number is used in the
multiplicative congruential generator (1), which al-
lows to escape the initial exponential component in
sequences formed with maps (2,3,4,5) using the
number 164511353. It should be noticed that the
choice of a large number does not allow us to escape

8L W

0
10000 10050 10100 10150

the exponential components inside the sequence, as,
for instance, in the sequence generated with map (5)
on the interval [21 — 34]. At the same time, for the
number that precedes 164511353 and the next prime
number, the length of the period is commensurate
with the dimension of these numbers, which may
indicate chaotic nature of the iterative process. Fig.
3, 4, 5, 6 show parts of the iterative processes based
on the number 164511349, which is the preceding
number for 164511353.

W

I

A o ————w—

10200 10250 10300 10350 10 400

iteration number

Fig. 3 Structure of part of the PRS [10000 - 10400] for map (2) based on number 164511349

1.5x 10%

1.0x 10%

5.0x107 ’

MW
A

Map t,

|

—_—

H

:

10 000 10050 10 100 10150 10200 10250 10300 10350 10400
iteration number

Fig. 4 Structure of part of the PRS [10000 - 10400] for map (3) based on number 164511349
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1.5x 108
1.0x10%
5.0%107 j

0
10000

10050 10100 10 150

Map t3

i)

10300 10350 10400

10200 10250

iteration number

Fig. 5 Structure of part of the PRS [10000 - 10400] for map (4) based on number 164511349
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5.0%107 N

)
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10050
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Map ty

P
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|

10300

N

10200 10250 10400

number iteration

Fig. 6 Structure of part of the PRS [10000 - 10400] for map (5) based on number 164511349

For a given number the internal structure
demonstrates some degree of chaos, and, on the oth-
er hand, it contains systematic exponential compo-
nents. However, the approximation to 1 at certain
iterations for the maps (2, 3, 4) leads to the appear-
ance of exponential components that resemble to
components at the beginning of the sequences for
the number 164511353, thus the sequence for the
map (5) shows the greatest degree of randomness,
since it does not contain periodic exponential com-
ponents. For a more fundamental analysis of se-
guences, formal measures of randomness are re-
quired [9].

Particular attention is attracted to prime num-

bers of a special kind, such as generalized Gaussian-
Map t;

2.0x10°

1.0x10°

500 000

0 10 20 30 40 50 60
iteration number

Mersenne prime numbers p for which the number
(@+D)P -1)(@-i)° -1)

is also prime one. There are sequences that have a
simple structure with exponential components that
repeat with a certain frequency and are slightly dif-
ferent in amplitude. These numbers completely vio-
late the randomness conditions imposed on PRS. It
is proved that such an internal regular structure is
characteristic of the Mersenne, Wagstaff numbers
and their various generalizations. Fig. 7, 8 show the
structure of the PRS for the generalized Gaussian-
Mersenne prime 4327489.

Map t:

4x10¢

3x10°

1x10°

0
0 10 20 30 40 50 60 70
iteration number

Fig. 7 Sequences with exponential components based on 4327489
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Map t3

4x10°

3x10°

2x10°

1x10°

0 20 40 60 80 100 120
iteration number

Map t4

4x10¢

3x10°

1x10°

; |

0 10 20 40 50 60

30
iteration number

Fig. 8 Sequences with exponential components based on 4327489

2. Statistical methods for randomness esti-
mation of the iterative processes

This section demonstrates methods for analyz-
ing the quality of the generated PRS [9] [10]. The
first group is connected with the search for regulari-
ties, which make it possible to reproduce the se-
guence over its segment. In this case, the basic re-
guirements for the sequence are reduced to the ab-
sence of relatively simple interelement dependencies
in it. For example, it is necessary to check the corre-
lation between the elements of the sequence. This

problem consists in performing an autocorrelation
Map 1,
0.6) ,.7,
0.4
0.2
0.0 —
-0.2
-0.4
-0.6

Autocor.

Lag

Fig. 9 Correlation for the PRS generated
by map (2)

Map 13

Autocor.

-0.6
0 5 10 15 20 25 30

.ag

Fig. 11 Correlation for the PRS generated
by map (4)

For prime number 164511349 the autocorrela-
tion values calculated for a part of the sequence con-

taining 200000 numbers and are shown in Fig. 13,
Map #,

0.015

0,010 === mrm e

0.005

0.000| ——

-0.005

—0.010 === mme e

-0.015
0

Autocor.

Fig. 13 Correlation for the PRS generated
by map (2)

analysis, namely, the construction of a correlogram
that shows the value of the correlation coefficient for
various shifts (lags) of the original sequence. To es-
timate the randomness measure in the sequence, the
autocorrelation statistics should be close to zero and
not exceed the level of 0.01 to regard the sequence
as chaotic and thereby random. The data obtained
for the number 164511353 and shown in Fig. 9, 10,
11, 12 show that the correlation for a given number
fluctuates at the level of 0.5 and, consequently, this
number absolutely does not satisfy the requirements
imposed to the PRS.
Map 7,

0.6

04 o

0.2

0.0
-0.2
-0.4
-0.6

0 5 10 15 20 25 30

Lag

Autocor.

Fig. 10 Correlation for the PRS generated
by map (3)

Map #4

Autocor.

-0.6
0 5 10 15 20 25 30

Lag

Fig. 12 Correlation for the PRS generated
by map (5)

14, 15, 16 and closer to 0. Thus, this sequences show
a large degree of randomness, but still does not satis-

fy the requirements of randomness.
Map 1,

0.015

0,010 =-==rmmgmmrmmrm e

0.005

0.000
-0.005 !
0010 == s
-0.015

(

Autocor.

Fig. 14 Correlation for the PRS generated
by map (3)

414

MopenioBaHHS JUHAMIYHHX CUCTEM


Оператор
Пишущая машинка
414


ISSN 2221-3805. EnekrpoTexHiui Ta koM toTepHi cuctemu. 2017. Ne 25 (101)

Map 13
0.10
- 0.05
fg 0.00
< _0.05

~Eg 5 10 15 20 25 30
Lag
Fig. 15 Correlation for the PRS generated
by map (4)

The obtained data for correlation make it possi-
ble to assume that a more acceptable result is
achieved by using numbers which period length is
commensurable with the dimension of the number
itself.

The second method is aimed to estimate the sta-
tistical properties of sequences, for example, the fre-
guency imbalance, which makes it possible to pre-
dict its further values from the known interval of the

sequence. Proceeding from this, the requirements are

Map 1,
25000

20000

215000

ney

eque

= 10000

5000

0

4x107 6x107 8x107

intervals

Fig. 17 Histogram for map (2) based on 164511349

0 2% 107

Map 13
25000

20000

215000

ney

ue

£
= 10000

5000

0

1.0x10* 1.5x 10

intervals

Fig. 19 Histogram for map (4) based on 164511349

Map 1,

0 5.0x107

25

20

S

frequency

0

4x107  6x107  8x107 1x10°

intervals

0 2% 107

Fig. 21 Histogram for map (2) based on 164511353

Map 14
0.06
0.04
S 02l s sy a
200 e e e
Z-0.02
-0.04
—-0.06
0 5 10 15 20 25 30
Lag
Fig. 16 Correlation for the PRS generated
by map (5)

advanced to consistency, so that the statistical prop-
erties of the sequence correspond to the properties of
the truly random sequence, in particular, the fre-
qguency of occurrence of its elements should be
evenly distributed in the sequence. Fig. 17 - 24 show
the frequency distribution of the PRS elements ob-
tained on the basis of successive prime numbers
164511349 and 164511353, in the form of a histo-
gram for estimating the correspondence to the uni-
form distribution:

Map 1,

30000

25000

ney

"20000

frequen

2 15000

10000

5000

0

1.0x 10 15x10%

intervals

0 5.0x107

Fig. 18 Histogram for map (3) based on 164511349

Map 1,
25000

20000

15000

frequency

10000

5000

0

1.0x10* 1.5x10%

intervals

0 5.0x107

Fig. 20 Histogram for map (5) based on 164511349

Map 1,

frequency

1.0x10% 1.5x10* 2.0x10%

intervals

0 5.0x107

Fig. 22 Histogram for map (3) based on 164511353
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Map 13

0 . . . . .
2.0x 10%4.0 x 106.0x 108.0 x 101.0x 10%1.2x 1094 x 10

Fig. 23 Histogram for map (4) based on 164511353

As can be seen on the histograms for the maps
(2, 4, 5) the frequency distribution for the sequences
obtained on the basis of the prime number
164511349 is close to the uniform distribution. This
is true for any primes that belong to the class Ps;

hence, these numbers have the best statistical prop-
erties for use in PRS generators.

Since, analytical proof of some of the necessary
properties is possible only for certain classes of se-
guences to justify the properties of sequences there
are a wide range of different statistical tests that al-
low us to reveal regularities [9]. Since the maps con-
sidered in this paper generate integer sequences, to
further testing them on a statistical test, all the ele-
ments of the sequences are converted to binary form.
One of the tests is a runs test, which is primarily
concerned with detecting an unusual (nonrandom)
number of runs of zeros or ones in a binary se-
guence. The steps in computing the test statistic (the
pr-value) are as follows [10]:

1. Compute the proportion of ones in the se-

quence:

0

n=(g +---+g,)/n,

where n — length of the sequence and ¢, —

individual bits of the sequence;
2. Compute the statistic:

Vo= r(k)+1,
where r(k) =0, if & =¢.,, and r(k) =1

otherwise;
3. The pr-value is given as:

B V, -2nn(l-m)
Pr= erfc( 2\/§nn(1—n) ]’

where erfc — complementary error function
and it is defined as

B 2 (o g2
erfc(x)—ﬁ jxe dt.

4. If pr>0.01, then we conclude the sequence

is random.
The generator's construction must ensure that
obviously weak sequences do not appear at the out-
put, for which it is also necessary to analyze the

Map 74

2.0x 104.0x 106.0 x 108.0 x 107.0 x 10%.2 x 10%.4x 10°
intervals

Fig. 24 Histogram for map (5) based on 164511353

properties of the numbers on which the generator is
built.

Since analyzed in this paper maps for genera-
ting PRS are simple iterative maps sequences ob-
tained on the basis of any arbitrary chosen numbers
can not satisfy the randomness conditions. However,
the value of pr will lead to a conclusion about which
numbers possess better statistical properties. Table 2
shows the results of the runs test for the prime num-
bers 164511349 and 164511353.

0
0

Table 2
Runs test results
Bl b map pr-value

map (2) 3.6989-10*
map (3 1010

164511353 PG 5.3161:10 ‘
map (4) 8.8828-10"
map (5) 8.8828-107
map (2) 1.4904-10~7
map (3 10431

164511349 p(3) 6.2335-10 i
map (4) 5.2501-10"
map (5) 2.0217-107

The results of the runs test show that, although
both sequences do not satisfy the chaotic conditions,
a sequence based on the number 164511349, which
belongs to the class P,, allows to obtain a larger de-

gree of randomness.
Conclusion

The results obtained in this paper show that best
possible fit to randomness conditions for generating
PRS by nonlinear dynamic maps require to take into
account the properties of the set of numbers on
which the pseudorandom number generator is built.
The best possible fit to randomness conditions for
generating PRS can be obtained using prime num-
bers for which the length of the period is commen-
surable with the value of the number itself (class P»),
since the internal sequence structure on the basis of
such numbers does not contain simple periodic com-
ponents and exhibit behavior closer to random and,
thereby, chaotic.
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KOMIIBIOTEPHOE MOJEJTUPOBAHUE NPOUECCOB ®OPMHPOBAHUS XAOCA B
HEJIMHEUHBIX TUHAMHNYECKHUX OTOBPA’KEHUAX

I'. H. Boctpos, A. O. XpuHeHKO
Ooecckuii HAYUOHATBHBIL NOAUMEXHUYEeCKUL YHUBEPCUNem

Annomauyusn. B pabome paccmompervl npobiemsl, 603HUKAIOWUE NPU MOOTUPOBAHUU POPMUPOBAHUS
Xaoca 8 HemuHelHvblX OuHaMu4eckux omobpaxcenusix. Mccredosana 3a8ucumocms UmepayuoHHbIX Heno-
OBUIICHBIX TMOYEK HEJIUHEIHBIX OMOOPaxdcenull, ¢ OOHOU CMOPOHLL OM CEOUCME (PYHKYUL, a ¢ OpPy2oll CMOopo-
HbL OTH CBOLICME NPOCMBbIX Yucen. Paccmompenul 3agucumocmu OIunbl nepuooa umepayuoHHo20 npoyecca u
Mepbl CIYHAUHOCMU 051 NCEBOOCTYHAUHBIX NOCIE008AMENbHOCMEN HA OCHO8E NPOCbIX YUCEIL.

Knrouesvie cnosa: xaoc, ncesdocuyuatinvie nocied08amenbHOCMU, HeluHelHble OUHAMUYECKUE 0moo-
Padicenus, Cmamucmuyeckue mecnul, RPOCmbvle Yucid.
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