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Unbalance, uncertainty, multicriteria are typical signs of a market
economy that is always accompanied by risks. Entrepreneurship and risk
are organically interconnected phenomena in a market economy [1].

In most works of these scientists, some aspects of the essence of
identifying the risk, its estimation and minimization of negative
influence are investigated.

The purpose of this work is to combine the experience of leading
scientists in the field of detection, risk assessment and minimization of
its negative impact on the construction of a unified methodology, which
will be based on the latest research by leading foreign scientists, but, in
turn, take into account the features of the domestic economy, existing
subjective and objective problems.

Most foreign and domestic scholars tend to the Standard AS/NZS
Risk Management Standard 4360:1999

According to this standard it is necessary:

— establish the context of risk;

— identify and analyze risk factors;

— assess the likelihood and consequences of the risk factors;

—to develop measures of influence on risks;

— monitor and share information about the risk management process.

Various approaches have been proposed in the foreign literature to
try to meet the challenges of complex system risk analysis. Some of the
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most interesting are two theories [2]:

— Functional Resonance Accident Model/Functional Resonance

Analysis Method (FRAM);

— System Theoretic Accident Model and Processes (STAMP).

The key elements of FRAM used for risk analysis are [3]:

1. Identify and describe essential system functions

2. Assess variability for each function

3. Assess how the variability of multiple functions can be coupled
and lead to non-linear outcomes (what is referred to as functional
resonance).

4. Identify countermeasures STPA analysis has the following
structure (based on Leveson [4], and Leveson et al. [5]):

1. Identify the accidents to be considered, the system level hazards,
safety constraints and functional requirements.

2. Create a model of the functional control structure for the system in
guestion.

3. Identify the potential unsafe control actions (unsafe control of the
system).

4. Determine how each potentially hazardous control action from
step 3 could occur, i.e. the scenarios leading to unsafe control.

Methods of identifying of risk

Each individual risk should be analyzed from the point of view of
how it affects the company. The management of the company should
identify the company's goals and the most important risks that prevent
them from achieving through the following measures, methods and
techniques:

—working meetings and interviews;

— brain storm;

— questionnaires;

— a graphic representation of cost-creation processes, including the
definition and representation of business processes and cost-creation
chains, as well as external and internal factors affecting them;

— comparison with other organizations;

— discussion with management [6].

There are many methods, each of which helps to obtain information
on the characteristics of individual risks inherent in certain activities.
Therefore, it is advisable to use a set of methods to solve a task.

Some methods are based on the analysis of statistical, financial,
managerial and other accounting documents of the enterprise, others
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require direct inspection of sources of danger. There are methods that
are more suitable for post-event than for pre-existing situations. Some
risk detection methods are based on quantitative analysis, while others
use only qualitative approaches. However, all of them are aimed at one —
to identify and describe the risks that exist in the organization.

So, to the basic methods of obtaining the source information:

— standardized questionnaire;

— consideration and analysis of primary documents of management
and financial reporting;

—analysis of quarterly and annual financial statements;

— drawing up and analyzing the chart of the organizational structure
of the enterprise;

— compilation and analysis of the technological flows of production
Processes;

— inspection visits to production units;

— consultations of specialists in a certain technical field [7];

— examination of documentation by specialized consulting firms;

— SWOT analysis (external threats and opportunities).

Table 3.1 and fig. 3.1 show an example of the identification of risk
by NNEGC "Energoatom" [8].

Methods of estimation of risk

As soon as risk factors are identified, the possible consequences of
these events and the probability that they will occur will be assessed. At
the planning stage, it is necessary to decide in advance how to assess the
implications and probability (ie, what scale to use).

Consequences. An assessment of the potential consequences of a
particular event may be hampered by the fact that the consequences vary
widely, or the event itself occurs several times over a period of time.

Such difficulties should be taken into account and developed in an
appropriate way that takes them into account: for example, consider the
worst case scenario over, let’s say, 12 months.

An assessment of the impact of an event on an organization should
take into account the financial implications, the impact on organizational
sustainability and the goals of the company, the impact on the political
and regional situation of the organization (on an example of Odessa
cable plant: fig. 3.2 — 3.4) [9].

In general, the probability of an event is estimated, not taking into
account the measures that the company can take in order to reduce this
probability.
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Table 3.1

An example of risk identification by NNEGC ""Energoatom

No. The type of Descrl.ptlon Consequences  |Probability | Losses
risk of risk
1 2 3 4 5 6
| Thefallof the | ncreaseinthe
Financial . cost of nuclear : .
! risks hryvnia fuel in national High AR
exchange rate
currency
2 | Credit risks Low level of High level of loans Medium High
payments
Increased costs for
3 Fln_ancml High inflation eqm_pment and Medium Mediu
risks services due to m
higher prices
. Fuel shortage Loss of
Strategic marketable . .
4 - for nuclear Medium High
risks products. Reduced
power plants C
ompany Income
Loss of generating
capacity. Loss of
. marketable
No prolongation roducts
Strategic  |of the operation P ) .
5 . . Reduced revenue Low High
risks of NPPs in the
roject period for the company.
P ' Increased costs
due to
decommissioning
. Fuel shortage Loss of
Strategic marketable . .
6 - for nuclear Medium High
risks products. Reduced
power plants
Company Income
Political
dependence on the
Non-fulfillment | ruling power.
7 Strgteglc of 3 paclfage;s - Slow_developmgnt High Medium
risks Corporatization. | or its absence;
Low investment
attractiveness of
the Company.
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Table 3.1 (continued)

1 2 3 4 5 6
Change the dChaInge the
Strategic course of the evelopment .
8 risks compan vector of the High Low
pany Company. Loss of
development rates
. Low wages for .
9 Ope(atlonal highly skilled Outflow of Medium Mediu
risks personnel m
personnel
Decrease in
Technogeni production due Loss of
10l ¢ riskgs to hardware marketable High Mediu
failure affects |products. Reduced g m
load, personnel |Company Income
errors
. The degradation | Economic losses
Strategic . . .
11 risks of the education | of the Company High High
system
The impossibility
. . Reduced . ;
12 Fm_ancml creditworthiness to pay on “F“e and Medium 2l
risks in full its m
obligations.
Long-term
process of Lowering your
Strategic | coordination of . gy . Mediu
. . investment High
risks investment m
- performance
projects of the
Company
. Demotivation of
25| Other risks L outflow with Medium
satellite cities o m
critical
competencies

In the pure form, the probability is estimated, taking into account that
all possible measures will be taken to avoid the risk or reduce its
likelihood.

Target approach means that certain risk factors are set for
probabilities that reflect the company's management's view. If the net
probability and target differ, then it is worth looking at the risk profile.
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¢ Credit risks

“ 1 ®  Operational risks
’ ®  Market risks
(") @ Strategic risks

Probability of risk implementation

»  Technogenic risks
e Financial risks

Other risks

Degree of loss

Figure 3.1. Map risks based on the results of the identification and

evaluation

RISK PASSPORT Ne PR-02/FinDir

(an identification number)

Name of risk Operational risks

Division

Financial Director
(the unit that identified the risk)

The risk owner The financial director ...

Responsible person

(position, surname, initials, signature)

(responsible supplier of information on risk, surname, initials, signature)

Sources of risk

Number

Name

1

accidental errors of personnel.

Unforeseen losses of the enterprise due to technical errors and failures, deliberate and

The passport was made by Financial Director

(position, surname, initials, signature)

Figure 3.2. lllustration of risk passport, which uses the leading
enterprise of the production of communication cables in Ukraine and
one of the leading cable plants in the CIS countries — Odessa cable plant

(page 1)
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EVALUATION OF RISK SOURCES

Source of risk number Ne 1

Name of source of risk: Unforeseen losses of the enterprise due to technical errors and

failures, deliberate and accidental errors of personnel.

Evaluation of risk sources

Date of evaluation August 21, 2017.

Probability of occurrence (Pg), point

The magnitude of the loss (1g), point

1 2 3 4 5 1 2 3 4 5
Weakly Little . Almost Aofi . . .
probable probable Probable | Very likely possible Minimum Low Medium High maximal

Risk index (R=PqIg) 3 point (s)
Degree of impact of the source of risk Level of source of risk
1<R<4 | 5<R<8 | 9<R<10 [12<R<16]20<R<25 1<R<4 | 5<R<10 | 12<R<25
Ignorable | Slight [ Moderate | Essential | Critical Acceptable | Justified | Unacceptable

Treatment of the source of risk based on the evaluation results

[ Decrease | [ Adoption | [ Avoid | [ Transfer | [ Other |

Figure 3.3. lllustration of risk passport (page 2a)

Measures for managing the source of risk

Name of event Responsible Timing Resources

1. Carrying out of personnel training in the part of Financial According to -
working with primary data and evidence of the Director the training
achieved results (records), as well as for ensuring Responsible plan
interchangeability person
2. Testing of staff Flr_lanmal 1 time per year

Director
3. Assessment of the competence of staff Fmanmal 1 time per year

Director

Monitoring results

Monitoring date November 30, 2017.

Probability of occurrence (Pg), point

The magnitude of the loss (Ig), point

1 2 3 4 5

1 2 3 4 5
Weakly Little . Almost . . . .
probable probable Probable | Very likely possible Minimum Low Medium High maximal
Risk index (R=PqIy) 2 point (s)
Degree of impact of the source of risk Level of source of risk
1<R<4 | 5<R<8 | 9<R<10 [12<R<16[20<R<25 1<R<4 | 5<R<10 | 12<R<25
Ignorable | Slight | Moderate | Essential | Critical Acceptable | Justified | Unacceptable

Treatment of the source of risk based on monitoring results

[ Decrease | [ Adoption | [ Avoid | [ Transfer | [ Other |

Figure 3.4. lllustration of risk passport (page 2b)
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Methods of minimization of risks negative influence

The most common methods of risk management to minimize its
impact are [6; 7]:

—avoiding or rejecting risks;

— taking risks for yourself;

— prevention of damage;

— reduction of losses;

— insurance;

— self-insurance;

— transfer of risks (other than insurance).

Avoiding or rejecting risks — the choice of an alternative with the
lowest risk level. Refusal to implement a project or enter a new market.

Taking risks for yourself — coverage of losses due to the company's
own financial resources. This can be about planned risk taking and
unplanned. In the latter case, the risk manager is uncertain whether there
is any kind of risk at all or he could not detect it.

Prevention of damage — carrying out measures aimed at reducing
their probability.

Reduction of losses — impact on risk by reducing the likelihood of
risk realization and / or reducing negative consequences in case of future
risk.

Insurance — reducing the participation of the firm itself in
compensating the damage by transferring it (insured) to the insurance
company (insurer) of liability.

Self-insurance — creation of own insurance funds intended to cover
losses, such as funds of insurance and reinsurance companies.

Transfer of risks (other than insurance) — transfer or partial transfer
of risk to the other party, allowing to reduce the negative impact on the
achievement of the company's objectives. It should be borne in mind
that reputation risk cannot always be transferred.

Methods of transferring risk are different from insurance. This group
includes hedging, leasing, guarantee.

Hedge — is an investment to reduce the risk of adverse price
movements in an asset. Normally, a hedge consists of taking an
offsetting position in a related security, such as a futures contract [10].

The lease allows the lessee to transfer the risk of becoming an
outdated property leased to its owner. An example of a risk transfer
method other than insurance is also the so-called guarantee agreement.
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Conclusion

The main goal of risk management is to eliminate or minimize its
negative impact on the results of the enterprise's economic activity, based
on forecasting a risk event and implementing risk management measures.

It is important that risk management is an integral part of the processes
of continuous planning and business management. The strategy of an
enterprise should identify the main risks, their possible impact on the
activities of the enterprise, the probability of occurrence of risks and
appropriate management tools.
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