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SIMULATION ALGORITHM FOR IMPLICIT AUTHENTICATION OF THE USER OF
THE MOBILE DEVICE BASED ON FUZZY INFERENCE SYSTEM

Abstract — In connection with frequent cases of violations of user privacy of mobile devices in this article the algorithm of an implicit
authentication of the user based on the fuzzy inference system. The proposed algorithm that allows to calculate the total score based on certain
actions of the user of the mobile device and the limit value in real time; runs in the background and ensures high accuracy of the system with
timely detection of unauthorized access to your mobile device. The data for the experiment were collected from different users of mobile devices
with Android operating system.
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Opnechkuil Hal[lOHAJIBHUMN MO TEXHIYHUH YHIBEPCUTET

MOJIEJTIOBAHHS AJITOPUTMY HESIBHOI AYTEHTU®IKAIII KOPUCTYBAUYA
MOBLILHOI'O MPMCTPOIO HA OCHOBI CUCTEMM HEUYITKOI'O JIOTTYHOT'O
BUBOY

Anomayis — YV 36's3Ky 3 uacmumu 6Uunaokamu GUHUKHEHHS NOPYUeHb KOHPIOeHYIIHOCMI OaHUX KOPUCMY8A1i8 MOOIIbHUX NPUCMPOis, 6
Oauill cmammi po32a0aEmMbCsl ANCOPUMM HESGHOI AymeHmu@IiKayii makux KOpUCmyeauie Ha OCHOBI CUCMeEMU HEeUiMmKO20 J02IYHO20 BUBODY.
3anpononosano ancopumm, KUt 00360TAE PO3PAXOGYEAMU 3a2abHULl 6aN HA OCHOBI NEGHUX Oill KOPUCHY8AYad MOOGIIbHOZO NPUCMPOIO §
epanuune 3HAYEHHS. 6 PedCUMi PeanbHo20 HAcy, Npayioc y (DOHOGOMY pedicumi ma 3abe3neuyc GUCOKY MOUHICMb po6Omu cucmemu npu
CBOCYACHOMY GUAGNEHHI HECAHKYIOHO08AH020 Odocmyny 00 MOOibHO20 npucmpolo. [awi 01s excnepumenmy 0y10 3i6pano 6i0 pisHux
Kopucmyeauie MoOLIbHUX npucmpois 3 onepayitinoio cucmemoio Android.

Introduction. In modern society, with the development of information technologies the use of mobile devices (MD)
becomes an integral part thereof. MD is widely used by users for communication, everyday tasks, increase workflow
efficiency, conducting financial transactions, storage or transmission of confidential information etc. As a result,
increasing daily the number of malicious programs that threaten the security and privacy of user data. With the aim
of preventing such threats of the modern MD is equipped with a system of user authentication. Traditionally used
for this purpose is a PIN or password. Simple passwords are easy to break-and difficult — inconvenient to use.
Statistics research [1] showed that most users choose simple passwords. In addition, a high risk of unauthorized
access to the MD is provided by the fact that users leave their accounts in the public domain.

Problem. Popular in recent year’s biometric user authentication MD [2] on the basis of his fingerprints, voice, iris
recognition eyes or face in General is gaining popularity in Europe and America [3]. However, it can be violated. As
an alternative, the algorithms for implicit user authentication MD, which will protect the MD against unauthorized
use and at the same time ensure maximum convenience to its user.

Analysis of recent researches and publications. For example, in [4-6] proposed algorithms based on learning
patterns of user behavior or environment. The results of MD with the use of such algorithms are high, but the
maintenance of the balance between accuracy, adaptability and practicality remains a problem. In [7] investigated
the algorithm for the authentication of the user, given its daily interaction with the MD.

The purpose of the research. To improve the accuracy of the algorithm due to its modernization through the use of
fuzzy inference system, which will allow to make rational decisions in conditions of uncertainty and incompleteness
of information (fig.1).
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Fig 1. The scheme of the process of implementation of fuzzy inference

The results of the research. For the implementation of the algorithm implicit user authentication MD creates a
model of its information profile, which takes into account the list of actions that execute them with MD: receiving
incoming and outgoing SMS messages, incoming and outgoing calls, history of visited web pages and history of
WI-FI network. Based on this, formed the membership function. The process of the algorithm implicit
authentication is shown in fig. 2.
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Fig. 2. Block diagram of the algorithm implicit authentication

Special module monitoring of user actions fixes the membership functions and calculates the result for the
corresponding action (for example, occurrence of an incoming or outgoing SMS messages). The result is formed
thus: the distance between the current and previous result, and the distance between the current result and the
threshold values of the input variables. Processing the input data in the system allows you to obtain crisp output
value indicating the level of full rights of the user of the MD. Knowing this level and the threshold value, the system
determines whether the user is to be tested for implicit authentication.

Model information user profile of MD is:

Features:(f,, f,, f50- 1) (1)

Functions : (S,,5,,S;,...,S,) )

Thus, the total number of points received according to the model information of the user profile may be represented
as:

Membership function:

AS=3" S(f) G

Since the algorithm works on the basis of processing user actions, the statistical score is calculated for each activity
separately. After that, the overall result is used to calculate the threshold value.

Thresholdi = Ehreshold (ASi’ T]’l?‘eShOldi_]) , “)



where F, . .. specifies the algorithm used to calculate an appropriate threshold value, which then starts

processing module evaluation, which gives the result of implicit user authentication MD.

Information, the user profile includes a list of actions [8], which describe its current behavior and are used to
generate the total score.

Table 1. The distribution of scores for each user action MD

Contact list Top 5 Duration, min.
Incoming call 4 6 10
Outgoing call 5 7 8
Incoming SMS 4 6 -
Outgoing SMS 6 6 —
History WI-FI — 12 —
Browser history — 5 -

As shown in table 1, the score of each object is calculated on the basis of various conditions. Top 5 of the table is
obtained taking into account the total number of occurrences of "and". Long talk time user of MD is likely the basis
of authorized use, and this is taken into account when calculating points for incoming/outgoing calls. Score 5 is
assigned to each actions, if it is in the Top 5.

The calculation of the limit values is based taking into account a standard deviation and an exponential moving
average.

Threshold, = mean—(standart _deviation)
Threshold, = a.- ASBA,_, +(1—a)-Threshold, ,,t

where ASBA is the average number of points per block.

)

The system uses the average score of the current block as an input parameter. The new threshold value used for
decision at the next chunk, and is calculated as follows:
i=k+b
(X" as)
i=k !
b

The new threshold value is used to determine the threshold of the next block from A4S, ,., toA4S,,,, . The

ASBA = (6)

optimal values of the parameters (size of block —b , factor — & and the length of experiment in days —/ ) are taken
ash=6,a=0,2,1=5

As shown in figure 2, the system fuzzy logic is integrated into the algorithm implicit authentication as a critical
component. First, membership functions of input values to determine the distance between the current and previous
result and a distance between the current result and threshold are three kinds of "negative", "medium" and "positive"
as shown in figure 3.
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Fig. 3. Membership functions for determining the distance between the current and previous result, and the distance
between the current result threshold value and output function

The initial value of the function is "breaking", "unknown" and "valid". In addition, five types of input features —

"highly negative", "negative", "average", "positive" and "highly positive" are shown in figures 4 and 5. Based on

figure 4, figure 6 added another two types of membership function, the result of which is shown in figure 7.
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Fig. 4. Membership functions for determining the distance between the current and previous result, the distance
between the current result and the threshold, and source function
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Fig. 5. Membership functions for determining the distance between the current and previous result, the distance
between the current result and the threshold, and source function
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Fig. 6. Membership functions for determining the distance between the current and previous result, the distance
between the current result and the threshold, and source function
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Fig.7. Membership functions for determining the distance between the current and previous result, the distance
between the current result and the threshold, and the source function with the changes

The rule base formed on the basis of fuzzy outputs in the form of "if-then" [9] as shown in table 2, 3 and 4.

Grade _strenght = lz Rule? (7)
Defuzzify process is carried out using the method of center of gravity.
_[ x- y(x)dx
Centroid =*— 8)
_[ y(x)dx
N
where S denotes the support of Y(X), which in turn is a result of changes in the source function.
Table 2. Matrix of rules for figure 3
The distance between the current result and the previous / the distance between Neeative | Average | Positive
the current result and the threshold value g £
Negative Violation | Unknown | Positive




Average Unknown | Unknown | Positive

Positive Unknown | Positive | Positive

Table 3. Matrix of rules for figures 4 and 5

The distance between the current result and the previous and the distance between the HN| N | Avg | P | HP
current result and the threshold value

HN Vn [Tlo| U |U| U
N Vn | U | U | V|V
Avg H | U V |V] V
P uj|uj| VvV |V]|V
HP u|uj|] Vv |V]|V

where Vn — «violation», U — «unknowny, V — «valid», HN — «highly negative», N — «negative», Avg — «average», P
— «positivey and HP — «highly positivey.

Table 4. Matrix of rules for figures 6 and 7

The distance between the current result and the

previous and the distance between the current result HN N Avg P HP
and the threshold

HN DV DV PV U U

N DV PV U PVa PVa
Avg PV U PVa PVa PVa

P U U PVa A A

HP U PVa PVa A A

where DV — «definitely a violation», PV — «possible violation», U — «unknown», PVa — «possibly valid», A —
«acceptabley.

To verify the effectiveness of the proposed algorithm, implicit authentication, studies were conducted of two users
of MD in a few weeks. Data about user 4 behavior and was obtained from MD Samsung Galaxy AS with Android
operating system version 4.4.4, the data of the user B from the MD Samsung Galaxy S3 with Android operating
system version 4.2. The essence of the experiment lay in the fact that the user 4 and perform authentication in the
normal mode, and a user B in a simulated unauthorized access. The example is shown in figure 8 (membership
functions used from figure 6).
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Fig. 8. Example of a standard authentication method,

user a and unauthorized user access

The threshold value for confidence level is set to 30 seconds. The constant change of the result and the threshold
value reflects the user behavior of the attacker [11]. Thus, as soon as we introduce a new distance between the
current and previous result, and the distance between the current result and the threshold value, the system fuzzy
inference calculates the threshold level of confidence [10]. When the system evaluates the trust level below the




threshold, the user is perceived by the operating system of MD as an attacker. The efficiency of identifying the
attacker is evaluated by examining two factors — the number of calculations before the first unauthorized access was
detected and the actual duration in minutes (to the first detection of cracking).

For user A, event 1. A malicious user uses MD, but inactive (fig. 8 (a)): connects to a previously unused WI-FI
network, browsing unknown browser sites and calling on previously unused and not listed in phone book numbers.

For user A, event 2. More active use of MD after was subjected to standard authentication by the owner (fig. 8 (b)).
For the user B. Unauthorized access made at 21:15:00 MD was stolen in the subway (fig. 8 (c)).

Figures 9-11 present the results of experiments conducted to assess the accuracy and the detection of the user-the
attacker with the help of the developed authentication algorithm based on fuzzy inference system.
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Fig. 9. The results of the experiment for user 4, event /
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Fig. 10. The results of the experiment for user 4, event 2
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Fig. 11. The results of the experiment for user B
The recognition rate of user A and user B is in the range from 90% to 100% for Housiana and triangular
membership functions. The optimal threshold value is taken 35.

Table 5. The comparison of the effectiveness of the algorithm for user 4, event /

Housian | Triangular membership | Housian memk;[c; ?:l?iguils;c tion
(5,5,3) function (5,5,3) (5,5,5) p 5p5)
The recognition rate of the user 98,05% 98,62% 97,99% 96,58%
The number of calculations before the
. 12 12 5 5
first unauthorized access
Spent time 115 min 115 min 67 min 67 min
Table 6. The comparison of the effectiveness of the algorithm for the user B
Housian | Triangular membership | Housian memk;[c; ?:l?iguils;c tion
(5,5,3) function (5,5,3) (5,5,5) p 5p5)
The recognition rate of the user 96,44% 97,72% 97,68% 96,48%
The number of calculations before the
. 6 9 6 4
first unauthorized access
Spent time 35 min 77 min 35 min 15 min

Conclusions. Thus, the proposed algorithm for implicit user authentication keeps the protection of his MD from
unauthorized access. System fuzzy inference is transparent, adaptive and requires no user interaction. Experiments
were conducted to study the effectiveness of the proposed authentication algorithm using real data collected from
two users of different MD.
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