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POWER-ORIENTED CHECKABILITY AND MONITORING OF THE CURRENT
CONSUMPTION IN FPGA PROJECTS OF THE CRITICAL APPLICATIONS

Abstract. The article is devoted to the problem of checkability of the circuits as an essential element in ensuring the functional
safety of informational and control safety-related systems that monitoring objects of increased risk in the energy, transport, military,
space and other industries to prevent accidents and reduce their consequences occurrence. The key role of checkability in the trans-
formation of fault-tolerant structures used in such systems into fail-safe ones is noted. The problems of logical checkability are
shown, including the problem of hidden faults, inherent for safety-related systems in the modern design of its components using ma-
trix structures. It was proposed to supplement logical checkability with other forms, among which the most promising are power-
oriented checkability, supported by the successful development of green technologies in FPGA (Field Programmable Gate Array)
DOI://10.15276/aait.02.2019.2design. The problems of limited accuracy in the assessment and measurement of temperature,
which manifested themselves in the development of thermal testability and thermal methods for monitoring circuits, are noted. The
lower and upper power-oriented checkability of the circuits is determined by the current consumption parameter. Analytical esti-
mates of the lower and upper checkability of the circuits by current consumption were obtained considering the peculiarities of their
design on FPGA using modern CAD (Computer-Aided Design) using the example of Quartus Prime Lite 18.1. The threshold values
of consumption currents in the methods of monitoring circuits for detecting faults in the chains of common signals and short-circuit
Sfaults within the framework of the lower and upper checkability are estimated, respectively. Experiments have been performed, to
evaluate the lower and upper power-oriented checkability of the circuits and threshold values for the presented monitoring methods,
using the example of a scalable circuit of the shifting register, designed for FPGA. The dependences of the power-oriented lower and
upper checkability of the circuits on the occupancy of the FPGA chip are shown.

Keywords: safety-related system; FPGA (Field Programmable Gate Array) design; power-oriented checkability, monitoring of
current consumption, short-circuit fault, common signal

Introduction
In case of its deficiency, the accumulation of

The most important application of information
technologies is the monitoring of high-risk objects,
which are widely represented in Ukraine and in the
world with powerful power plants, high-speed trans-
port, space and military systems. Information tech-
nologies of critical application, implemented in
computer instrumentation and control safety-related
systems, are a major factor in deterring the risks of
man-made disasters. However, the statistics of the
occurrence of accidents indicates the need to en-
hancement technologies to improve the functional
safety of critical objects.

Functional security is based on the use of fault-
tolerant structures at the system level and its indi-
vidual components. However, fault tolerance does
not guarantee functional safety if the required level
of checkability of circuit solutions is not ensured.
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hidden faults in an amount, exceeding the capabili-
ties of fault-tolerant circuits, is possible.

The problem is that the limitation in the accu-
mulation of hidden faults is provided mainly by
methods and means of logical checking, which iden-
tifies the fault by its manifestation in the form of
result error in the process of testing digital circuits or
in their on-line testing. The logical checking of digi-
tal circuits operates within the framework of its cor-
responding logical checkability, for which, at the
present stage of development of safety-related sys-
tems, there is objectively exist a problem of hidden
faults. To limit the accumulation of faults in safety-
related systems, it is necessary to supplement the
logical checkability with other forms.

The successful progress of green technologies
and FPGA design in the development of components
for safety-related systems identifies power-based
forms as promising.
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The aim of the work is to analyze the problems
of logical checkability that stimulate the develop-
ment of other forms, and, as a result, the develop-
ment of power-oriented checkability of FPGA pro-
jects and monitoring energy consumption of the
components of safety-related systems, based on it.

To achieve this goal, the following tasks are
solved.

1) A review of the current level of logical
checkability in critical applications and the reasons
for its limitations is conducted.

2) The concept of power-oriented checkability
is developed, its types that provide monitoring of
current consumption to detect faults in chains of
common signals and short-circuit faults, are deter-
mined and evaluated analytically.

3) Experiments are being conducted to evaluate
the power-oriented checkability of scaled FPGA pro-
jects using the example of a shifting register circuit.

Related works

The development and operation of informa-
tional and control safety-related systems is governed
by international standards in the direction of ensur-
ing functional safety of both the system and the criti-
cally control object to prevent accidents and reduce
losses in the event of their occurrence [1; 2].

The risk in the area of critical infrastructures is
estimated by the multiplication of the probability of
an incident and the cost of the consequences, which
are directly related to the quantitative and qualitative
development of control objects. Therefore, the con-
tainment of risks requires a constant decrease in the
probability of an accident, i.e. improve safety-related
systems in ensuring functional safety [3; 4].

Safety-related systems differ from conventional
computers in designing for operation in two modes:
normal and emergency. The functioning of the digi-
tal components of the system in these modes, as a
rule, differs by input data [5; 6].

In testing, the logical checkability of digital cir-
cuits is represented by testability, which is structural
in nature, i.e. determined only by the structure of the
circuit [7; 8].

In on-line testing, logical checkability gains de-
pendence on input data and becomes structurally
functional. In critical systems, structurally functional
checkability is converted to dual-mode, i.e. different
in normal and emergency modes due to different
input data [9].

Duplication of logical checkability in safety-
related systems occurs under conditions of low
structurally functional checkability of digital circuits
in normal mode. This leads to the problem of hidden
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faults that can accumulate in the circuits over the
course of an extended normal mode in the absence
of input data that manifest them. Accumulated faults
present a real threat to the fault tolerance of digital
circuits in emergency mode, since they can appear
on the emergency input data in an amount that ex-
ceeds their parry capabilities [10].

The lack of confidence in the fault tolerance of
the circuits is manifested in the use of hazardous
imitation modes, which, for the sake of increasing
checkability, recreate emergency conditions and of-
ten lead to them as a result of unauthorized switch-
ing by person or malfunction [11; 12].

In addition, a lack of confidence in digital cir-
cuit fault tolerance indicates an insufficient level of
their logical checkability, which does not allow
fault-tolerant solutions to provide functional safety
for digital components of safety-related systems.

The low structurally functional logical check-
ability of digital circuits in the normal mode is char-
acteristic of the current level of development of
safety-related systems in their components. The
main reason for this drawback is the design of digital
circuits using matrix structures: parallel adders and
shifters, an iterative array of multipliers and dividers
[13; 14].

Matrix structures, as they grow, reduce the con-
trollability and observability of internal connections
of the digital circuit and in this way significantly
reduce its testability, which is the upper limit of
structurally functional checkability, and that, in turn,
is the upper limit of two-mode structurally func-
tional checkability of the circuits [15].

At the present time, matrix structures dominate
in the development of computing. With all their
shortcomings, this dominance takes a protracted na-
ture, because in the past decades a powerful infra-
structure has been created in support of matrix struc-
tures. Methods of design of digital components,
modern CAD, element base, all of them are focused
on design using matrix structures [16; 17].

Therefore, the existing lack of logical check-
ability must be filled with the development of other
forms of checkability and appropriate control meth-
ods, among which it is advisable to single out pow-
er-oriented approaches.

The success achieved in the development of
green technologies and their use in modern CAD
systems, including FPGA design, testifies in their
favor [18; 19].

It should also be noted their advantages such as
improving the energy characteristics with the com-
plexity of the schemes, which favorably differs from
logical checkability, which in this case decreases. In
addition, power-oriented checkability is not limited
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to digital circuits as a logical form, but also applies
to hybrid and analog circuits [20; 21].

In power-oriented approaches to the develop-
ment of checkability of circuits and control methods,
the focus is on exploring the possibilities of detect-
ing faults in terms of power dissipation, which is
manifested in temperature estimates. This is due to
the availability of temperature measurement with
appropriate sensors in terms of price and their diver-
sity. Research and practice of use cover the areas of
circuit design in the direction of ensuring and improv-
ing thermal testability [22], as well as the develop-
ment of on-line thermal monitoring methods [23].

This direction is being developed in FPGA de-
sign. CAD systems that support FPGA design con-
tain utilities that simulate the circuits for their power
dissipation and the corresponding crystal tempera-
ture. FPGA chips use internal and external tempera-
ture sensors. However, at present time, the accuracy
of temperature assessment by the utility and meas-
urement by sensors is at the level of 0.5 °C. This
significantly limits the ability to detect circuit faults
in terms of power dissipation and temperature val-
ues. More accurate data on power parameters and
their change by faults can be obtained from simula-
tion results performed by utilities, as well as from
sensors in terms of current consumption, characteriz-
ing power consumption at a constant supply voltage
[24; 25].

Types of power-oriented checkability and
their evaluation

The checkability is based on the division of the
values of the monitored code or parameter into two
sets or two areas of possible and impossible values:
values that can be with the correct functioning of the
circuit, and values that occur only under the action
of a fault. Logical checkability operates with the
concept of a set of values of a controlled code, and
power-oriented checkability - with an area of values
of a monitored parameter. This area is represented
by a range of values, i.e. characterized by the small-
est and largest parameter value.

Quantitative assessment of checkability relates
the capacity of a set or the volume of a range of im-
possible values, i.e. their quantity, to the entire quan-
tity of possible and impossible values. This assess-
ment allows you to compare the circuits according to
their inherent ability to identify faults.

The code control method in the case of logical
checkability or the method of monitoring the values
of the controlled parameter in a power-oriented form
detects faults within the specified circuit capability.
In the case of power-oriented checkability, the abil-
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ity of the method to detect faults is also limited by
the measurement error of the parameter.

In the power-oriented checkability the parame-
ter is power for which the range of possible values
lies between two areas of impossible values: lower
and higher. Therefore, checkability is represented as
lower and higher, which are described using the
lower and higher areas of impossible values. Moni-
toring methods that detect faults in these areas of
impossible values are limited to the minimum and
maximum possible values of the parameter, respec-
tively.

Power can be represented in two manifesta-
tions: as consumed or dissipated.

The dissipated power is estimated from the
temperature indications, and, as noted above, is
measured with limited accuracy. The consumed
power is estimated by the current consumption, tak-
ing into account the constant voltage, and is meas-
ured with an error in hundredths of a percent. This
significantly brings the capabilities of the power
monitoring method to the power-oriented checkabil-
ity. The following describes the checkability and
power monitoring methods by current consumption.

Lower checkability, which characterizes the
ability to control faults that reduce current consump-
tion, in particular, faults in the chains of common
signals, can be estimated by the formula:

Cr=1Ipyw/ Ip maxs (1)

where Ip vy, Ip yax — minimum and maximum pos-
sible dynamic components of current con-
sumption, respectively.

The current consumption /r of a project on
FPGA consists of the sum of a dynamic /p and a
static /g components. The static component is deter-
mined by the consumption of chip components and
leakage currents, and the dynamic component is de-
termined by the activity of signals in a project. Anal-
ysis of lower checkability shows that it is related to
the dynamic component of the current consumption.
Faults in the chains of common signals can lead to
blocking of a part of the circuit by a violation of
synchronization or general control signals, that sig-
nificantly reducing the number of switching of in-
formation signals. This leads to a decrease in the
dynamic component of the current consumption.

To monitor common signals, the minimum
permissible threshold of the dynamic component
Ip v of the current consumption of the project is
important. The threshold is determined at zero activ-
ity of the project information signals, i.e. when dy-
namic power consumption is entirely determined by
the synchronization signals.
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During the operation of the FPGA project, the
consumed current sensor measures its value Iy,
which determines the dynamic component of the
measurement [, p = I, — I, where Ig — is the static
component, which is determined in the process of
preliminary modeling by the utility in the CAD sys-
tem. Simulation and measurement errors can slightly
increase the value of /;,p (by 0,01 % — 0,02 %).

The method of monitoring consumed current
detects faults in the chains of common signals when
the condition 7, p < Ip pyv 1S met.

The dynamic component /p 54y is determined at
the maximum possible switching frequency of in-
formation signals, which for the proper functioning
of the project should not exceed 100 % of the syn-
chronization frequency. For real projects, as a rule,
the activity of information signals is much less than
the activity of a synchronization signal, and ranges
from 10 to 20 %. The modeling of the parameters of
power consumption and heat dissipation of the pro-
ject is performed by the appropriate CAD tool for
the default activity of information signals at the level
of 12,5 % of the sync signal.

Higher checkability of circuit supports the con-
trol of faults that increase the current consumption,
which is typical for short-circuit faults, and can be
estimated by the formula:

Cu=Is— Ivax) | (Is — Luay), 2)
where: Ip, Iy Ly — bordering, maximum and min-
imum values of the possible current consump-

tion, respectively.

The current Iz is determined individually for
each project, based on the maximum possible signal
activity for it. This activity exceeds the bordering
values of the synchronization frequencies for the
correct functioning of the project and determines the
physically permissible limit of the dynamic current
consumption, the excess of which leads to violation
of the operating parameters of the chip, in particular,
the maximum temperature of the crystal.

The method of monitoring short-circuits for
power consumption consists in determining for a
particular project the maximum allowable (thresh-
old) value of the current consumed, achieved with
proper operation with the maximum possible activity
of internal and input / output signals. Obviously, in
the case of register schemes, this activity cannot ex-
ceed the synchronization frequency in the case of
proper operation.

Thus, the threshold value of the consumed cur-
rent fyax is determined based on two parameters of
the project:

e The maximum possible clock frequency of syn-
chronization signal;

¢ The maximum possible activity of the project
information signals, which for its proper func-
tioning should not exceed 100 % of the syn-
chronization signal.

The current yax 1s calculated when determin-
ing the energy parameters of the project in the proc-
ess of modeling in CAD, is reduced by the value of
the modeling error (0,01 %) and compared during
the operation of the circuit with the value of the op-
erating current /), of the circuit, that received from
the sensor. The method of monitoring the consumed
current detects a short-circuit fault when the condi-
tion [y, > Iy 1S met.

The I,y current is determined for the project at
the minimum, i.e. zero, input / output and internal
signals activity.

Experimental part

An experimental assessment of the checkability
that is energy-oriented in terms of the current con-
sumption parameter was carried out for the design of
a shift register with an inverter located at the output
of each bit.

A fragment of the shift register circuit for two
bits is shown in Fig. 1.
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Fig. 1. Shift register
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The implementation was carried out on FPGA
Intel Max 10 10MS0DAF67217G [26]. The simula-
tion was performed in the Quartus Prime Lite 18.1
CAD system [27]. The energy parameters of the de-
sign were estimated using the PowerPlay Power An-
alyzer utility [28].

The logical element, consisting of the logical
table LUT and the trigger, is the main architectural
component of the FPGA. The matrix of logic ele-

ments and switched connections between them
makes up to 85 % of the chip area. When imple-
menting a shift register circuit, each register bit oc-
cupies one logical element, which contains a trigger
used to save the bit value of the current bit, and the
LUT table to implement the inversion function of
the previous bit.

An example of placing two bits of a shift regis-
ter on an FPGA is shown in Fig. 2.
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Fig. 2. Placing two bits of the shift register on the FPGA

The checkability of the circuits by current consump-
tion for faults in the chains of common signals and
short-circuits was evaluated depending on the occu-
pancy of the FPGA chip. For this, the design of the
shift register was scaled by designing circuits with

an increase in bit width using 1 %, 10 %, 20 %,

40 % and 80 % of the total number of logic ele-

ments, which for the selected FPGA chip is 49760.
An example of a 40 % fill-up of an FPGA chip

is shown in Fig. 3.

Fig. 3. FPGA chip capacity example
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To establish the dependence of checkability of
common signals by current consumption from the
FPGA chip occupancy, the total current consump-
tion /7, as well as its dynamic 7 and static /; compo-
nents for cases of 0, 12,5 % and 100 % of the infor-
mation signals activity were obtained by modeling

using the Power Play Power Analyzer utility for
each scaled shift register design.

The values of checkability C; were calculated
by the formula (1) for each of the scaled design and
the cases when Ip 4y is set with the activity of in-
formation signals at 100 % and 12,5 %. The results
of the experiments are presented in Table 1.

Table 1. The results of experiments to assess checkability C;

Activity of infor- | Core current consumption, Checkability Cr, %
Percentage of mation signals in mA o o
used logical % from At IQO % act.1V1ty At 12,5 % ac'F1V1ty
clements synchronization J / of mformatlon of mformatlon
signal T s signals signals
0% 28,85 17,07 | 11,78
1% 12,5 % 31,99 20,20 | 11,80 41 85
100 % 53,98 42,08 | 11,89
0 % 80,75 68,77 | 11,98
10 % 12,5 % 110,61 98,51 | 12,09 22 70
100 % 319,64 | 306,72 | 12,92
0 % 141,02 | 128,82 | 12,21
20 % 12,5 % 201,08 | 188,64 | 12,44 21 68
100 % 621,55 | 607,38 | 14,17
0 % 251,81 | 239,17 | 12,64
40 % 12,5 % 371,98 | 358,86 | 13,12 20 67
100 % 1213,59 | 1196,72 | 16,88
0 % 450,48 | 437,04 | 13,43
80 % 12,5 % 690,76 | 676,31 | 14,45 19 65
100 % 2374,60 | 2351,20 | 23,40

The table shows a high level of power-oriented
checkability of common signals with a standard level
of activity of information signals and its decrease
with an increase in the chip occupancy and in the ac-
tivity of information signals.

The simulation performed using the Power Play
Power Analyzer utility determined the minimum Z,y
and maximum /[,y current values, as well as the
bordering current /p for each version of the scaled
design. Values were estimated by setting the maxi-
mum possible switching frequency of the design's

circuit signals. In this case, the crystal temperature
reaches the maximum permissible value of 100 °C.

The maximum synchronization signal fre-
quency, according to the estimates of the Power Play
Power Analyzer utility, was 250 MHz for all scaled
designs.

The results of the experiments are presented in
Table 2, where for each scaled design of the shift
register are given the corresponding values of the
maximum switching frequency of signals, consumed
currents /I, liy14x, Dy and the values of checkability
Cy, that calculated by formula (2).

Table 2. The results of experiments to assess checkability Cy

Percentage of Maximum switching Consumed current, mA
used logical .f"q“"“fcty of .St‘.g“alj’ , , , Checkability Cy, %
clements millions of transitions / sec. s VX N
1% 30000 443057 | 4928 | 25,10 99
10 % 6600 7708,30 319,64 80,75 97
20 % 3300 7863,57 621,55 141,02 94
40 % 1700 7972,12 1213,59 251,81 88
80 % 880 8102,73 2374,60 450,48 75
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The obtained results show a high level of pow-
er-oriented checkability of short-circuits and its de-
crease with increasing chip occupancy due to a de-
crease in the difference between the bordering /; and
the threshold /.4y current value.

Conclusion

The review of the current level of logical
checkability of digital circuits showed its shortcom-
ings in solving the problem of hidden faults, which
is important for ensuring the functional safety of
computer systems in critical applications. This con-
clusion substantiates the development of other forms
of checkability, among which the power-oriented
form receives substantial support from modern CAD
systems in the development of FPGA projects using
the achievements of green technologies.

The obtained estimates of the lower and upper
checkability showed the high potential of this form
for monitoring the current consumption of circuits in
order to detect hidden faults in the chains of com-
mon signals and short-circuits based on changes in
the consumed current beyond the limits of proper
operation.

The performed experiments confirmed the high
level of the studied lower and upper checkability of
the circuits in terms of the current consumption pa-
rameter in the conditions of different chip occu-
pancy.
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EHEPI'O-OPIEHTOBAHA KOHTPOJIEITPUJATHICTD TA MOHITOPUHTI'
CIHHOKUBAHOI'O CTPYMY B FPGA ITPOEKTAX
KPUTUYHUX TOJATKIB

Anomauia. Cmammio npuceésueno npoonemi KOHMPOIENPUOAMHOCH cXeM AK ICTNOMHO20 eleMenmy y 3a0e3nedenHi QyHkyio-
HAbHOI Ge3neKku IHPOPMAYIIHUX YIPABHAIOUUX CUCEM KPUMUYHO20 3ACMOCY8AHHA, WO SUKOHYIOMb MOHIMOpUHe 00'€Kmi niosu-
WeHo20 PU3UKY 6 eHepemuyi, Ha MPAHCHOPMI, Y GiliCbKOGIl, KOCMIUHILl Ma iHWUX 2any35X 0N 3ano0ieanHs aéapiil i 3HUIICeHHA ix
Hacniokié y pasi uHUKHeHHA. Biosnayaemovca knowosa ponv Konmponenpuoamuocmi 6 mpancghopmayii i0MoB0CMIUKUX CMPYKMYD,
AKI 6UKOPUCIOBYIOMbCSA 8 MAKUX CUCeMax, 8 6iomoeobesneuni. Ilokazani npobremu 102i4HOI KOHMPOIEnPUOAMHOCH, GKIIOYAIOYU
npobiemy npuxo8aHux HecnpasHocmell, NPUMAMAHHY CUCHEMAM KPUTMUYHO20 3ACMOCY8AHHA NPU CYYACHOMY NPOEKMYBAHHI ix
KOMNOHEHMIG 3 6UKOPUCIAHHAM MAMPUUHUX CIPYKMYP. 3anponoHosano 0ON0SHIO6amu 1024ty KOHMPONenpUOamHicms iHuumu
Gopmamu, ceped AKUX 00 HAUOIbUL NEPCHEKMUBHUX GIOHECEHA EHEPeO-OPIEHMOBAHA KOHMPOIENPUOAMHICMb, NIOMPUMAHA
yeniwnum pozeumkom 3senenux mexnonoeitt 6 FPGA (Field Programmable Gate Array) npoexmyeanui. Biosnaueno npobnemu
0OMedcenoi mouHoCmi 6 OYiHYI Ma GUMIPIOGAHHI MEMNEPAmypu, wo NPOSBUNUC 8 PO3GUMKY MEPMALbHOI MecmonpueoOHoCmi i
MepManbHUX Memooie MOHIMoOpuHey cxem. Busnauena nudichs i 6epxus enep2o-opieHMoOBaHA KOHMPOIENPUOAMHICMb CXeM No napa-
Mempy cnodcueanozo cmpymy. Ompumano aHamimudti OYiHKU HUICHLOI I 6EPXHbOI KOHMPOAENPUOAMHOCMI CXeM HO CHONCUBAHOMY
cmpymy 3 ypaxyeauuam ocoonusocmeti ix npoexmyeantns Ha FPGA 3 suxopucmaunnam cyyachux CAD (Computer-Aided Design) na
npuxnadi Quartus Prime Lite 18.1. Oyineni nopo2osi sHauenHs cmpymie ChOMCUBAHHI 8 MEMOOaX MOHIMOPUHEY CXeM O/ BUABLEHHS
HecnpasHocmell 6 JNaHYl02ax 3Aa2albHUX CUSHANIE | HeCnpagHocmeli KOPOMKO20 3AMUKAHHA 6 MedCax HUJMCHbOI i 6epXHbOi
KOHMPOIenpuoamuocmi, 8ionosiono. bynu nposedeHni excnepumeHmu 3 OYIHKU HUNCHLOL [ 6epXHbOI eHepeo-OpiEHmMOB8AHOT
KOHMPONeNnpUOAmHOCHi cXeM i NOPO2OBUX 3HAYEHb 0N NPeOCMABNIeHUX Memooie MOHIMOPUH2Y HA NPUKAAOl CNPOEKMOBAHOi HA
FPGA macumabosanoi cxemu 3cygHoeo pecicmpy. Tlokazaui 3a1esiCHOCME eHep20-0PIEHMOBAHOT HUNICHLOI | 6ePXHBLOI KOHMPOTIenpU-
damnocmi cxem 6i0 3anosniosarnocmi FPGA uina.

Kniouosi cnoea: cucmemu kpumuunozo sacmocyeants;, FPGA (Field Programmable Gate Array) npoexmysanms; enepeo-
OpicHmMOo8ana KOHMPOIENnPUOAMHICMb; MOHIMOPUHZS CNOICUBAHO20 CIPYMY; KOPOMKI 3AMUKAHHA, 3A2AIbHI CUSHANU
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Annomayusn. Cmamesi nocesiuena npoodieme KOHMpPOREeNnPUeOOHOCMU CXeM KaK CYWeCmeeHHO20 dNeMeHma @ obecneyeHuu
DyHKYUOHANbHOU 6e30NACHOCIU UHPOPMAYUOHHBIX YNPAGTSIOUWUX CUCHEM KPUMUYECKO20 NPUMEHEHUsl, GbINOJHAIOWUX MOHUMO-
PUHZ 00bEKMO8 NOGLIULEHHO20 PUCKA 8 IHEpeemuKe, Had MPAHCROpMe, 8 B0CHHOU, KOCMUYECKOU U OpYy2ux ompacisax O0jis npedomepa-
WleHus. asapuli U CHUICEHUsi UX NOCIe0Cmeuil 6 ciyyae 603HuKHOgeHus. Ommeuaemcsi Kio4eeas poib KOHMPOLENPUOOHOCMU 6
mpancgopmayuy OMKA30yCMOUYUBLIX CIPYKIMYP, UCNONb3YEMbIX 8 MAKUX cucmemax, 8 omkazobezonachwvie. Tlokasanvl npooiemvl
JI02UYeCKOU KOHMPOJLeNnpUu2oOHOCMU, 6KII0YAsi NPOOAEMY CKPbIMbIX HEUCNPABHOCMEll, NPUCYWYIO CUCIEMAM KPUMUYECKO20 npume-
HEHUsL NPU COBPEMEHHOM NPOEKMUPOBSAHUU ee KOMIOHEHMOS8 C UCNONb308AHUEM MAMpPUuyHblx cmpykmyp. IIpednosceno dononnsme
JI02UHECKYIO  KOHMPOAENPUOOHOCHb OpyeumMu  Qopmamu, cpeou KOMOpuIX K Haubosee NepcneKmueHblM OMHeCceHa 3IHep2o-
OPUEHMUPOBAHHASL KOHMPOJLENPULOOHOCHb, NOOOEPICAHHASL YCneuhbiM pazeumuem 3enenvix mexwonoeuii 6 FPGA (Field Program-
mable Gate Array) npoexmupoganuu. Ommeuervt npobIEMbL 02PAHUYEHHOU MOYHOCU 8 OYEHKE U USMEPEHUU MEeMnepamypbl, npo-
ABUGIUECS] 8 PA3GUMUU MEPMATLHOU MECMONPUSOOHOCIU U MEPMATbHBIX Memo008 MoHumoputea cxem. Onpeoenena HudiCHss U
6EPXHSISL IHEP2O-OPUCHIMUPOBAHHAS KOHMPOTIENPULOOHOCMb CXeM No napamempy nompebisiemo2o moxa. Ilonyuenvt ananumuyeckue
OYEHKU HUJICHEl U BePXHell KOHMPOLENnpUueoOHOCIU cXeM N0 NOMPedIsieMOMY MOKY C YYemom 0COOeHHOCmell UX npoeKmupo8anus
Ha FPGA c ucnonvsosanuem cogpemenuvix CAD (Computer-Aided Design) na npumepe Quartus Prime Lite 18.1. Oyenenvt nopozo-
6ble 3HAUCHUsL MOKO8 NOMPeOIeHUs. 8 MEeMOOax MOHUMOPUH2A cXeM OJisi OOHAPYICEHUST HEUCNPABHOCMEN 8 YeNnsiX 0OWUX CUSHALO08 U
HeUCnpagHocmell KOPOMKO20 3AMbIKAHUSL 8 PDAMKAX HUICHEU U BEepXHell KOHMPOIenpuecooHocmu, coomeemcmeenno. [Iposedenvl
IKCNEPUMEHMbL NO OYEHKE HUJICHEL U 8EePXHEll IHEP20-OPUCHMUPOGAHHOU KOHMPOIENPULOOHOCHU CXeM U NOPO2OBbIX 3HAYEHUN OISl
NPeOCmasNieHHbIX Memo008 MOHUMOPUH2A HA npumepe cnpoekmuposéannoi na FPGA macumabupyemoti cxemvl cO8U208020 peau-
cmpa. Tlokazanvl 3a6UCUMOCIU IHEPLO-OPUCHMUPOBAHHOU HUNICHEU U GepXHEell KOHMPOIeNnPUZOOHOCIU CXeM OMm 3aNONHAEMOCU
FPGA uyuna.

Kniouesvie cnosa: cucmemul kpumuueckoeo npumenenusi;, FPGA (Field Programmable Gate Array) npoexmuposanue; suepeo-
OPUEHMUPOBAHHASL KOHMPOLENPULOOHOCb, MOHUMOPUHE NOMPEOIIsLeMO20 MOKA, KOPOMKUE 3aMbIKAHUS, 00WUe CUSHAbL
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