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POWER-ORIENTED CHECKABILITY AND MONITORING OF THE CURRENT 
CONSUMPTION IN FPGA PROJECTS OF THE CRITICAL APPLICATIONS 

 
Abstract. The article is devoted to the problem of checkability of the circuits as an essential element in ensuring the functional 

safety of informational and control safety-related systems that monitoring objects of increased risk in the energy, transport, military, 
space and other industries to prevent accidents and reduce their consequences occurrence. The key role of checkability in the trans-
formation of fault-tolerant structures used in such systems into fail-safe ones is noted. The problems of logical checkability are 
shown, including the problem of hidden faults, inherent for safety-related systems in the modern design of its components using ma-
trix structures. It was proposed to supplement logical checkability with other forms, among which the most promising are power-
oriented checkability, supported by the successful development of green technologies in FPGA (Field Programmable Gate Array) 
DOI://10.15276/aait.02.2019.2design. The problems of limited accuracy in the assessment and measurement of temperature, 
which manifested themselves in the development of thermal testability and thermal methods for monitoring circuits, are noted. The 
lower and upper power-oriented checkability of the circuits is determined by the current consumption parameter. Analytical esti-
mates of the lower and upper checkability of the circuits by current consumption were obtained considering the peculiarities of their 
design on FPGA using modern CAD (Computer-Aided Design) using the example of Quartus Prime Lite 18.1. The threshold values 
of consumption currents in the methods of monitoring circuits for detecting faults in the chains of common signals and short-circuit 
faults within the framework of the lower and upper checkability are estimated, respectively. Experiments have been performed, to 
evaluate the lower and upper power-oriented checkability of the circuits and threshold values for the presented monitoring methods, 
using the example of a scalable circuit of the shifting register, designed for FPGA. The dependences of the power-oriented lower and 
upper checkability of the circuits on the occupancy of the FPGA chip are shown. 

Keywords: safety-related system; FPGA (Field Programmable Gate Array) design; power-oriented checkability, monitoring of 
current consumption, short-circuit fault, common signal 

Introduction 
 
The most important application of information 

technologies is the monitoring of high-risk objects, 
which are widely represented in Ukraine and in the 
world with powerful power plants, high-speed trans-
port, space and military systems. Information tech-
nologies of critical application, implemented in 
computer instrumentation and control safety-related 
systems, are a major factor in deterring the risks of 
man-made disasters. However, the statistics of the 
occurrence of accidents indicates the need to en-
hancement technologies to improve the functional 
safety of critical objects. 

Functional security is based on the use of fault-
tolerant structures at the system level and its indi-
vidual components. However, fault tolerance does 
not guarantee functional safety if the required level 
of checkability of circuit solutions is not ensured. 
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In case of its deficiency, the accumulation of 
hidden faults in an amount, exceeding the capabili-
ties of fault-tolerant circuits, is possible.  

The problem is that the limitation in the accu-
mulation of hidden faults is provided mainly by 
methods and means of logical checking, which iden-
tifies the fault by its manifestation in the form of 
result error in the process of testing digital circuits or 
in their on-line testing. The logical checking of digi-
tal circuits operates within the framework of its cor-
responding logical checkability, for which, at the 
present stage of development of safety-related sys-
tems, there is objectively exist a problem of hidden 
faults. To limit the accumulation of faults in safety-
related systems, it is necessary to supplement the 
logical checkability with other forms. 

The successful progress of green technologies 
and FPGA design in the development of components 
for safety-related systems identifies power-based 
forms as promising. 
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The aim of the work is to analyze the problems 
of logical checkability that stimulate the develop-
ment of other forms, and, as a result, the develop-
ment of power-oriented checkability of FPGA pro-
jects and monitoring energy consumption of the 
components of safety-related systems, based on it.  

To achieve this goal, the following tasks are 
solved. 

1) A review of the current level of logical 
checkability in critical applications and the reasons 
for its limitations is conducted. 

2) The concept of power-oriented checkability 
is developed, its types that provide monitoring of 
current consumption to detect faults in chains of 
common signals and short-circuit faults, are deter-
mined and evaluated analytically. 

3) Experiments are being conducted to evaluate 
the power-oriented checkability of scaled FPGA pro-
jects using the example of a shifting register circuit. 

Related works 

The development and operation of informa-
tional and control safety-related systems is governed 
by international standards in the direction of ensur-
ing functional safety of both the system and the criti-
cally control object to prevent accidents and reduce 
losses in the event of their occurrence [1; 2].  

The risk in the area of critical infrastructures is 
estimated by the multiplication of the probability of 
an incident and the cost of the consequences, which 
are directly related to the quantitative and qualitative 
development of control objects. Therefore, the con-
tainment of risks requires a constant decrease in the 
probability of an accident, i.e. improve safety-related 
systems in ensuring functional safety [3; 4]. 

Safety-related systems differ from conventional 
computers in designing for operation in two modes: 
normal and emergency. The functioning of the digi-
tal components of the system in these modes, as a 
rule, differs by input data [5; 6]. 

In testing, the logical checkability of digital cir-
cuits is represented by testability, which is structural 
in nature, i.e. determined only by the structure of the 
circuit [7; 8].  

In on-line testing, logical checkability gains de-
pendence on input data and becomes structurally 
functional. In critical systems, structurally functional 
checkability is converted to dual-mode, i.e. different 
in normal and emergency modes due to different 
input data [9].  

Duplication of logical checkability in safety-
related systems occurs under conditions of low 
structurally functional checkability of digital circuits 
in normal mode. This leads to the problem of hidden 

faults that can accumulate in the circuits over the 
course of an extended normal mode in the absence 
of input data that manifest them. Accumulated faults 
present a real threat to the fault tolerance of digital 
circuits in emergency mode, since they can appear 
on the emergency input data in an amount that ex-
ceeds their parry capabilities [10].  

The lack of confidence in the fault tolerance of 
the circuits is manifested in the use of hazardous 
imitation modes, which, for the sake of increasing 
checkability, recreate emergency conditions and of-
ten lead to them as a result of unauthorized switch-
ing by person or malfunction [11; 12]. 

In addition, a lack of confidence in digital cir-
cuit fault tolerance indicates an insufficient level of 
their logical checkability, which does not allow 
fault-tolerant solutions to provide functional safety 
for digital components of safety-related systems.  

The low structurally functional logical check-
ability of digital circuits in the normal mode is char-
acteristic of the current level of development of 
safety-related systems in their components. The 
main reason for this drawback is the design of digital 
circuits using matrix structures: parallel adders and 
shifters, an iterative array of multipliers and dividers 
[13; 14].  

Matrix structures, as they grow, reduce the con-
trollability and observability of internal connections 
of the digital circuit and in this way significantly 
reduce its testability, which is the upper limit of 
structurally functional checkability, and that, in turn, 
is the upper limit of two-mode structurally func-
tional checkability of the circuits [15]. 

At the present time, matrix structures dominate 
in the development of computing. With all their 
shortcomings, this dominance takes a protracted na-
ture, because in the past decades a powerful infra-
structure has been created in support of matrix struc-
tures. Methods of design of digital components, 
modern CAD, element base, all of them are focused 
on design using matrix structures [16; 17].  

Therefore, the existing lack of logical check-
ability must be filled with the development of other 
forms of checkability and appropriate control meth-
ods, among which it is advisable to single out pow-
er-oriented approaches. 

The success achieved in the development of 
green technologies and their use in modern CAD 
systems, including FPGA design, testifies in their 
favor [18; 19].  

It should also be noted their advantages such as 
improving the energy characteristics with the com-
plexity of the schemes, which favorably differs from 
logical checkability, which in this case decreases. In 
addition, power-oriented checkability is not limited 
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to digital circuits as a logical form, but also applies 
to hybrid and analog circuits [20; 21].  

In power-oriented approaches to the develop-
ment of checkability of circuits and control methods, 
the focus is on exploring the possibilities of detect-
ing faults in terms of power dissipation, which is 
manifested in temperature estimates. This is due to 
the availability of temperature measurement with 
appropriate sensors in terms of price and their diver-
sity. Research and practice of use cover the areas of 
circuit design in the direction of ensuring and improv-
ing thermal testability [22], as well as the develop-
ment of on-line thermal monitoring methods [23]. 

This direction is being developed in FPGA de-
sign. CAD systems that support FPGA design con-
tain utilities that simulate the circuits for their power 
dissipation and the corresponding crystal tempera-
ture. FPGA chips use internal and external tempera-
ture sensors. However, at present time, the accuracy 
of temperature assessment by the utility and meas-
urement by sensors is at the level of 0.5 °С. This 
significantly limits the ability to detect circuit faults 
in terms of power dissipation and temperature val-
ues. More accurate data on power parameters and 
their change by faults can be obtained from simula-
tion results performed by utilities, as well as from 
sensors in terms of current consumption, characteriz-
ing power consumption at a constant supply voltage 
[24; 25]. 

Types of power-oriented checkability and 
their evaluation 

The checkability is based on the division of the 
values of the monitored code or parameter into two 
sets or two areas of possible and impossible values: 
values that can be with the correct functioning of the 
circuit, and values that occur only under the action 
of a fault. Logical checkability operates with the 
concept of a set of values of a controlled code, and 
power-oriented checkability - with an area of values 
of a monitored parameter. This area is represented 
by a range of values, i.e. characterized by the small-
est and largest parameter value. 

Quantitative assessment of checkability relates 
the capacity of a set or the volume of a range of im-
possible values, i.e. their quantity, to the entire quan-
tity of possible and impossible values. This assess-
ment allows you to compare the circuits according to 
their inherent ability to identify faults.  

The code control method in the case of logical 
checkability or the method of monitoring the values 
of the controlled parameter in a power-oriented form 
detects faults within the specified circuit capability. 
In the case of power-oriented checkability, the abil-

ity of the method to detect faults is also limited by 
the measurement error of the parameter.  

In the power-oriented checkability the parame-
ter is power for which the range of possible values 
lies between two areas of impossible values: lower 
and higher. Therefore, checkability is represented as 
lower and higher, which are described using the 
lower and higher areas of impossible values. Moni-
toring methods that detect faults in these areas of 
impossible values are limited to the minimum and 
maximum possible values of the parameter, respec-
tively. 

Power can be represented in two manifesta-
tions: as consumed or dissipated. 

The dissipated power is estimated from the 
temperature indications, and, as noted above, is 
measured with limited accuracy. The consumed 
power is estimated by the current consumption, tak-
ing into account the constant voltage, and is meas-
ured with an error in hundredths of a percent. This 
significantly brings the capabilities of the power 
monitoring method to the power-oriented checkabil-
ity. The following describes the checkability and 
power monitoring methods by current consumption. 

Lower checkability, which characterizes the 
ability to control faults that reduce current consump-
tion, in particular, faults in the chains of common 
signals, can be estimated by the formula:  

СL = ID MIN / ID MAX, (1) 

where ID MIN, ID MAX – minimum and maximum pos-
sible dynamic components of current con-
sumption, respectively. 

The current consumption IТ of a project on 
FPGA consists of the sum of a dynamic ID and a 
static IS components. The static component is deter-
mined by the consumption of chip components and 
leakage currents, and the dynamic component is de-
termined by the activity of signals in a project. Anal-
ysis of lower checkability shows that it is related to 
the dynamic component of the current consumption. 
Faults in the chains of common signals can lead to 
blocking of a part of the circuit by a violation of 
synchronization or general control signals, that sig-
nificantly reducing the number of switching of in-
formation signals. This leads to a decrease in the 
dynamic component of the current consumption. 

To monitor common signals, the minimum 
permissible threshold of the dynamic component 
ID MIN of the current consumption of the project is 
important. The threshold is determined at zero activ-
ity of the project information signals, i.e. when dy-
namic power consumption is entirely determined by 
the synchronization signals. 
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During the operation of the FPGA project, the 
consumed current sensor measures its value IМ,
which determines the dynamic component of the 
measurement IМ D = IМ – IS, where IS – is the static 
component, which is determined in the process of 
preliminary modeling by the utility in the CAD sys-
tem. Simulation and measurement errors can slightly 
increase the value of IМ D (by 0,01 % – 0,02 %). 

The method of monitoring consumed current 
detects faults in the chains of common signals when 
the condition IМ D < ID MIN is met. 

The dynamic component ID MAX is determined at 
the maximum possible switching frequency of in-
formation signals, which for the proper functioning 
of the project should not exceed 100 % of the syn-
chronization frequency. For real projects, as a rule, 
the activity of information signals is much less than 
the activity of a synchronization signal, and ranges 
from 10 to 20 %. The modeling of the parameters of 
power consumption and heat dissipation of the pro-
ject is performed by the appropriate CAD tool for 
the default activity of information signals at the level 
of 12,5 % of the sync signal. 

Higher checkability of circuit supports the con-
trol of faults that increase the current consumption, 
which is typical for short-circuit faults, and can be 
estimated by the formula: 

CH = (IB – IMAX) / (IВ – IMIN),  (2) 

where: IB, IMAX, IMIN – bordering, maximum and min-
imum values of the possible current consump-
tion, respectively. 

The current IВ is determined individually for 
each project, based on the maximum possible signal 
activity for it. This activity exceeds the bordering 
values of the synchronization frequencies for the 
correct functioning of the project and determines the 
physically permissible limit of the dynamic current 
consumption, the excess of which leads to violation 
of the operating parameters of the chip, in particular, 
the maximum temperature of the crystal. 

The method of monitoring short-circuits for 
power consumption consists in determining for a 
particular project the maximum allowable (thresh-
old) value of the current consumed, achieved with 
proper operation with the maximum possible activity 
of internal and input / output signals. Obviously, in 
the case of register schemes, this activity cannot ex-
ceed the synchronization frequency in the case of 
proper operation. 

Thus, the threshold value of the consumed cur-
rent IMAX is determined based on two parameters of 
the project: 

• The maximum possible clock frequency of syn-
chronization signal; 

• The maximum possible activity of the project 
information signals, which for its proper func-
tioning should not exceed 100 % of the syn-
chronization signal. 
The current IMAX is calculated when determin-

ing the energy parameters of the project in the proc-
ess of modeling in CAD, is reduced by the value of 
the modeling error (0,01 %) and compared during 
the operation of the circuit with the value of the op-
erating current IМ of the circuit, that received from 
the sensor. The method of monitoring the consumed 
current detects a short-circuit fault when the condi-
tion IМ > IMAX is met. 

The IMIN current is determined for the project at 
the minimum, i.e. zero, input / output and internal 
signals activity.  

Experimental part 

An experimental assessment of the checkability 
that is energy-oriented in terms of the current con-
sumption parameter was carried out for the design of 
a shift register with an inverter located at the output 
of each bit.  

A fragment of the shift register circuit for two 
bits is shown in Fig. 1.  

Fig. 1. Shift register



Applied Aspects of Information Technology 2019; Vol.2 No.2: 105 – 114  
 Computer Networks and Systems, Including Critical Applications  

ISSN 2617-4316 (Print) DOI://10.15276/aait.02.2019.2  
ISSN 2663-7723 (Online)�

���

The implementation was carried out on FPGA 
Intel Max 10 10M50DAF672I7G [26]. The simula-
tion was performed in the Quartus Prime Lite 18.1 
CAD system [27]. The energy parameters of the de-
sign were estimated using the PowerPlay Power An-
alyzer utility [28]. 

The logical element, consisting of the logical 
table LUT and the trigger, is the main architectural 
component of the FPGA. The matrix of logic ele-

ments and switched connections between them 
makes up to 85 % of the chip area. When imple-
menting a shift register circuit, each register bit oc-
cupies one logical element, which contains a trigger 
used to save the bit value of the current bit, and the 
LUT table to implement the inversion function of 
the previous bit.  

An example of placing two bits of a shift regis-
ter on an FPGA is shown in Fig. 2. 

Fig. 2. Placing two bits of the shift register on the FPGA 

The checkability of the circuits by current consump-
tion for faults in the chains of common signals and 
short-circuits was evaluated depending on the occu-
pancy of the FPGA chip. For this, the design of the 
shift register was scaled by designing circuits with 

an increase in bit width using 1 %, 10 %, 20 %,  
40 % and 80 % of the total number of logic ele-
ments, which for the selected FPGA chip is 49760.  

An example of a 40 % fill-up of an FPGA chip 
is shown in Fig. 3.  

Fig. 3. FPGA chip capacity example 
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To establish the dependence of checkability of 
common signals by current consumption from the 
FPGA chip occupancy, the total current consump-
tion IT, as well as its dynamic ID and static IS compo-
nents for cases of 0, 12,5 % and 100 % of the infor-
mation signals activity were obtained by modeling 

using the Power Play Power Analyzer utility for 
each scaled shift register design. 

The values of checkability CL were calculated 
by the formula (1) for each of the scaled design and 
the cases when ID MAX is set with the activity of in-
formation signals at 100 % and 12,5 %. The results 
of the experiments are presented in Table 1. 

Table 1. The results of experiments to assess checkability CL

The table shows a high level of power-oriented 
checkability of common signals with a standard level 
of activity of information signals and its decrease 
with an increase in the chip occupancy and in the ac-
tivity of information signals. 

The simulation performed using the Power Play 
Power Analyzer utility determined the minimum IMIN 
and maximum IMAX current values, as well as the 
bordering current IB for each version of the scaled 
design. Values were estimated by setting the maxi-
mum possible switching frequency of the design's 

circuit signals. In this case, the crystal temperature 
reaches the maximum permissible value of 100 °C. 

The maximum synchronization signal fre-
quency, according to the estimates of the Power Play 
Power Analyzer utility, was 250 MHz for all scaled 
designs. 

The results of the experiments are presented in 
Table 2, where for each scaled design of the shift 
register are given the corresponding values of the 
maximum switching frequency of signals, consumed 
currents IB, IMAX, IMIN and the values of checkability 
CH, that calculated by formula (2). 

Table 2. The results of experiments to assess checkability CH

Checkability CL, %Core current consumption, 
mАPercentage of 

used logical  
elements 

Activity of infor-
mation signals in 

% from  
synchronization 

signal 
IT ID IS

At 100 % activity 
of information 

signals 

At 12,5 % activity 
of information 

signals 

0 % 28,85 17,07 11,78 

12,5 % 31,99 20,20 11,80 1 %

100 % 53,98 42,08 11,89 

41 85 

0 % 80,75 68,77 11,98 
12,5 % 110,61 98,51 12,09 10 % 
100 % 319,64 306,72 12,92 

22 70 

0 % 141,02 128,82 12,21 
12,5 % 201,08 188,64 12,44 20 % 
100 % 621,55 607,38 14,17 

21 68 

0 % 251,81 239,17 12,64 
12,5 % 371,98 358,86 13,12 40 % 
100 % 1213,59 1196,72 16,88 

20 67 

0 % 450,48 437,04 13,43 
12,5 % 690,76 676,31 14,45 80 % 
100 % 2374,60 2351,20 23,40 

19 65 

Consumed current, mАPercentage of 
used logical  

elements 

Maximum switching  
frequency of signals, 

 millions of transitions / sec. IB IMAX IMIN 
Checkability CH, %

1 % 30000 4450,57 49,28 25,10 99 
10 % 6600 7708,30 319,64 80,75 97 
20 % 3300 7863,57 621,55 141,02 94 
40 % 1700 7972,12 1213,59 251,81 88 
80 % 880 8102,73 2374,60 450,48 75 
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The obtained results show a high level of pow-
er-oriented checkability of short-circuits and its de-
crease with increasing chip occupancy due to a de-
crease in the difference between the bordering IB and 
the threshold IMAX current value. 

Conclusion 

The review of the current level of logical 
checkability of digital circuits showed its shortcom-
ings in solving the problem of hidden faults, which 
is important for ensuring the functional safety of 
computer systems in critical applications. This con-
clusion substantiates the development of other forms 
of checkability, among which the power-oriented 
form receives substantial support from modern CAD 
systems in the development of FPGA projects using 
the achievements of green technologies. 

The obtained estimates of the lower and upper 
checkability showed the high potential of this form 
for monitoring the current consumption of circuits in 
order to detect hidden faults in the chains of com-
mon signals and short-circuits based on changes in 
the consumed current beyond the limits of proper 
operation. 

The performed experiments confirmed the high 
level of the studied lower and upper checkability of 
the circuits in terms of the current consumption pa-
rameter in the conditions of different chip occu-
pancy.    
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ЕНЕРГО-ОРІЄНТОВАНА КОНТРОЛЕПРИДАТНІСТЬ ТА МОНІТОРИНГ 
СПОЖИВАНОГО СТРУМУ В FPGA ПРОЕКТАХ 

КРИТИЧНИХ ДОДАТКІВ 

Анотація. Статтю присвячено проблемі контролепридатності схем як істотного елементу у забезпеченні функціо-
нальної безпеки інформаційних управляючих систем критичного застосування, що виконують моніторинг об'єктів підви-
щеного ризику в енергетиці, на транспорті, у військовій, космічній та інших галузях для запобігання аварій і зниження їх 
наслідків у разі виникнення. Відзначається ключова роль контролепридатності в трансформації відмовостійких структур,
які використовуються в таких системах, в відмовобезпечні. Показані проблеми логічної контролепридатності, включаючи 
проблему прихованих несправностей, притаманну системам критичного застосування при сучасному проектуванні їх 
компонентів з використанням матричних структур. Запропоновано доповнювати логічну контролепридатність іншими 
формами, серед яких до найбільш перспективних віднесена енерго-орієнтована контролепридатність, підтримана 
успішним розвитком зелених технологій в FPGA (Field Programmable Gate Array) проектуванні. Відзначено проблеми 
обмеженої точності в оцінці та вимірюванні температури, що проявилися в розвитку термальної тестопригодності і
термальних методів моніторингу схем. Визначена нижня і верхня енерго-орієнтована контролепридатність схем по пара-
метру споживаного струму. Отримано аналітичні оцінки нижньої і верхньої контролепридатності схем по споживаному 
струму з урахуванням особливостей їх проектування на FPGA з використанням сучасних CAD (Computer-Aided Design) на 
прикладі Quartus Prime Lite 18.1. Оцінені порогові значення струмів споживання в методах моніторингу схем для виявлення 
несправностей в ланцюгах загальних сигналів і несправностей короткого замикання в межах нижньої і верхньої 
контролепридатності, відповідно. Були проведені експерименти з оцінки нижньої і верхньої енерго-орієнтованої 
контролепридатності схем і порогових значень для представлених методів моніторингу на прикладі спроектованої на 
FPGA масштабованої схеми зсувного регістру. Показані залежності енерго-орієнтованої нижньої і верхньої контролепри-
датності схем від заповнюваності FPGA чіпа.

Ключові слова: системи критичного застосування; FPGA (Field Programmable Gate Array) проектування; енерго-
орієнтована контролепридатність; моніторинг споживаного струму; короткі замикання; загальні сигнали 
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Аннотация. Статья посвящена проблеме контролепригодности схем как существенного элемента в обеспечении 
функциональной безопасности информационных управляющих систем критического применения, выполняющих монито-
ринг объектов повышенного риска в энергетике, на транспорте, в военной, космической и других отраслях для предотвра-
щения аварий и снижения их последствий в случае возникновения. Отмечается ключевая роль контролепригодности в
трансформации отказоустойчивых структур, используемых в таких системах, в отказобезопасные. Показаны проблемы 
логической контролепригодности, включая проблему скрытых неисправностей, присущую системам критического приме-
нения при современном проектировании ее компонентов с использованием матричных структур. Предложено дополнять 
логическую контролепригодность другими формами, среди которых к наиболее перспективным отнесена энерго-
ориентированная контролепригодность, поддержанная успешным развитием зеленых технологий в FPGA (Field Program-
mable Gate Array) проектировании. Отмечены проблемы ограниченной точности в оценке и измерении температуры, про-
явившиеся в развитии термальной тестопригодности и термальных методов мониторинга схем. Определена нижняя и
верхняя энерго-ориентированная контролепригодность схем по параметру потребляемого тока. Получены аналитические 
оценки нижней и верхней контролепригодности схем по потребляемому току с учетом особенностей их проектирования 
на FPGA с использованием современных CAD (Computer-Aided Design) на примере Quartus Prime Lite 18.1. Оценены порого-
вые значения токов потребления в методах мониторинга схем для обнаружения неисправностей в цепях общих сигналов и
неисправностей короткого замыкания в рамках нижней и верхней контролепригодности, соответственно. Проведены 
эксперименты по оценке нижней и верхней энерго-ориентированной контролепригодности схем и пороговых значений для 
представленных методов мониторинга на примере спроектированной на FPGA масштабируемой схемы сдвигового реги-
стра. Показаны зависимости энерго-ориентированной нижней и верхней контролепригодности схем от заполняемости 
FPGA чипа.

Ключевые слова: системы критического применения; FPGA (Field Programmable Gate Array) проектирование; энерго-
ориентированная контролепригодность; мониторинг потребляемого тока; короткие замыкания; общие сигналы 


