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PROOF-OF-GREED APPROACH IN THE NXT CONSENSUS

Abstract. A fundamental problem in distributed computing systems is to make the same decision on an issue. The consensus
protocol describes a process to agree on some data value that is needed during computation. The work is devoted to development of
the consensus algorithm based on the Nxt consensus protocol which can be implemented to blockchain systems with PoS (Proof-of-
Stake). PoS consensuses based on node balances, and unlike PoW (Proof-of-Work) methods, are environmentally friendly and more
energy efficient. Nowadays such types of consensuses are getting more popular. However, they remain less scrutinized than PoW.
Moreover, there are some attacks and threats that cannot be completely resolved under PoS consensuses, and in particular under the
Nxt. In this article we propose a modification of the Nxt protocol which solves some problems of PoS in accordance with modern re-
quirements. The asymmetric method was used to select the best Nxt consensus parameters for decreasing of the blocktime variance.
This improves the performance and reliability of the entire blockchain system eliminating the risk of disruptions due to overflowing
the transaction pool. For the Nxt consensus protocol researching, the mathematical simulating model was developed using Anylogic
8.4 software. Implementation of economic leverages (tokenomics), which we called Proof-of-Greed approach, allows to prevent some
types of attacks, e.g. large stake attack, and to set a fair market-based transaction fee. The using of economic mechanisms to protect
distributed systems allows to prevent a number of attacks that are resistant to cryptographic methods. But at the same time, the to-
kenomics of the system should be strictly consistent with the protocols for the functioning of all system objects, combining them into
an integrated unitary ecosystem. Also, a payback period of harvesters was investigated within Proof-of-Greed protocol. The parame-
ters of such approach for sustained operation of a network were obtained as a result of mathematical simulating with Anylogic 8.4
software. The Proof-of-Greed approach can be implemented not only in the Nxt consensus but in some other blockchain systems
based on PoS consensuses.
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Introduction There is no commission adjustment framework

in blockchain systems. A user can give a commis-

As well known, distributed systems have a lot
of advantages but they are inferior in speed to cen-
tralized systems [1; 2]. Our goal is to handle the per-
formance demand in PoS (Proof-of-Stake) block-
chain systems [3; 4], which use the Nxt consensus
[3-5]. In blockchain systems based on PoS, the har-
vester account gets reward when it successfully cre-
ates a block. Thus, there must be an approach to de-
fine (generate) the next valid block. Such process is
called forging.

In the standard version of the Nxt consensus
blocks are generated every 60 seconds, on average,
by network accounts that are unlocked for forging
[5]. However, we have to provide decreasing of the
forging time as well as increasing when the need
arises. Thus, there is the problem of selecting pa-
rameters of the existing algorithm to forge block for
the required time.
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sion less than necessary or even more. Generally, a
transaction fee is paid in tokens. However, token
rates can fluctuate widely in relation to stable cur-
rencies. It leads to wide variation in prices over time.
We propose the method Proof-of-Greed as an addi-
tion to the Nxt consensus which solves this problem.
Such approach allows setting a fair market-based
reward for transactions.

In relation to these modifications, the important
question arises: what is the best harvester strategy to
get the maximum profit and to decrease the payback
period? The optimal parameters can be obtained with
simulating. In addition, in such case, one should take
a deep look at appeared new types of attack.

Objectives of the study

Development and simulating of approaches to
improve the block time characteristics of the Nxt
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consensus algorithm and to empower one by eco-
nomic leverages.
Relevance

In the recent years there was a burst of popular-
ity of PoS blockchain systems. Unlike systems based
on PoW such as Bitcoin and Ethereum, where min-
ers must solve complicated cryptographic puzzles in
order to create blocks, in PoS-based systems the
creator of the next block is chosen in a deterministic
(pseudo-random) way. The probability to be chosen
depends on its stake, activity and reputation [3].
PoW consensus demands high computation require-
ments and high energy costs to protect against a
double-spending attack and a threat of centralization
by mining pools in comparison with PoS [7]. It is a
disadvantage for some types of blockchain systems.
Nowadays, PoS consensus methods, and in particu-
lar the Nxt, are being developed actively [8-9].
Hence, there is a need to take into account modern
challenges and to modify the standard version of the
Nxt consensus.

Research methods

The simulating was fulfilled using AnyLogic
8.4 software [10]. The special models were devel-
oped to obtain the best parameters of the Proof-of-
Greed consensus achieving these objectives.

1. Block Creation (Forging)

Two values are key to determining which ac-
count is eligible to generate a block, which account
earns the right to generate a block, and which block is
taken to be the authoritative one in times of conflict:

Ta _ previous base target;

— Tk — calculated base target.

Each block on the chain has a generation signa-
ture parameter. To participate in the block forging
process, an active account digitally signs the genera-
tion signature of the previous block with its own
public key. This creates a 64-byte signature, which
is then hashed using SHA256 algorithm. The first 8
bytes of the resulting hash are converted to a num-
ber, referred to as the account Hit.

The Hit is compared to the current target value.
If the computed Hit is lower than the target, then the
next block can be generated. As noted in the target
value formula (see below), the target value increases
with each passing second. Even if there are only a
few active accounts on the network, one of them will
eventually generate a block because the target value
will become very large. Therefore, you can calculate
the time it will take any account to forge a block by
comparing the account Hit value to the target value.
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This base target value varies from block to
block, and is derived from the previous block base
target multiplied by the amount of time that was re-
quired to generate that block using a formula that
ensures Ja seconds average block time over the last
three blocks.

Each account calculates its own target value,
based on its current effective stake. This value is

T=T,-§ B

b
where

T is the new target value;
4 is the time since the last block, in seconds;

8 s the effective balance of the account.

In a situation where multiple blocks are gener-
ated, nodes will select the block with the highest
cumulative difficulty value as the authoritative
block. As block data is shared between peers, forks
(non-authoritative chain fragments) are detected and
dismantled by examining the chains cumulative dif-
ficulty values stored in each fork.

2. Preforging block time

Time adjustment in the Nxt consensus is based
on a few parameters and variables (model A) [11-16]:

— Mefgam. = Jp t facter |5 the max ra-
tio by which the target is decreased when
block time is larger than 3o seconds;
Mifg.., =55 - factoer is the min ratio
by which the target is increased when block
time is smaller than 3a seconds;

_ <y =0.68%1.

The base target I & is calculated as follows:

IfS > Sa set
o~ . mbny, Maxpa.:,)
Ly = Ig j_n

else set

marly, Ming ...
ey (o2 )
fu]

where the factor parameter makes adjustments

gradually and the ¥ parameter is used since the
block time is bounded by 0 from below. The rec-
ommended initial base target depends on the total
amount of tokens [5].
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The developed simulating model with Any-
Logic 8.4 software [10] allows obtaining optimal pa-
rameters to achieve any specified average time be-
tween blocks. A number of nodes, distributions of
effective balance and a few initial parameters can
also be varied in this model. As an illustration, the
time for the last 3 blocks (the bright line) and for the
last 100 blocks (the dark line) are shown on the fig-
ure 1 below with the forging time parameter Sa as
15 seconds with factor = L7635
el bl
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Fig. 1. The average preforging block time, model A

As can be seen in the figure, there is a large
block time problem when preforging time is too
long. Further, the Nxt team proposed to use the al-
ternative formulas for the base target recalculating in
case of 3» = &8 seconds (model B):

J2 03 -5y
If set Ty =Tp - 053
F=11-5,,
If set
T, =T,-11;
j_ﬂ "l:j_: lnl .j_UI
If set
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1L9-5, <5 < 5,

If set

_ 5
Tp=T5- (l_ﬂ-" ' (l_i))

And if the T= goes out of the limiting interval,
set it to the limiting value:

If Tp < 05Ty, set Tu= 09Ty
If Ty > 3-To.

=%.T,.

set
—
ba

Such algorithm should solve the problem of
large blocktimes for good. Also, the blocktimes will
become more “concentrated”, i.e. the variance will
decrease with it (Fig. 2).
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Fig. 2. The average preforging block time, model B
Developed simulating model allows to obtain
the best parameters for any given forging time 3o
and preferable minimum and maximum time limits.
The average block time depends on the number
of nodes and their stake (balance) distribution. To
reduce the percentage of large blocktime, we pro-
pose to use asymmetrical factors, when #{@<res5s is
greater than M zz::c in the model A. Such ap-
proach achieves the result similar to the model B.
Moreover, it provides sharper time decreasing of the
next block after longtime block.
For j_n = 15 sec:
Maxp,a:, =15+ 1.025 = 16025 sec
Minp..., = 15 - {0785 = 14235 =ec

with the recommended the initial base target
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T =ma_1;1;He't}
o 2'5[:.'3 5

where B is the effective initial total balance and Hit
is the first 8 bytes of the hash are converted to a
number (hash is digitally signed generation signature
of the previous block).

3. Proof of greed approach

There is no commission adjustment framework
in blockchain systems. A user can give a commission
less than necessary or even more. We propose the ap-
proach Proof-of-Greed which solves this problem.

Instead of indicating a fixed transaction fee, a
user will offer the maximum fee that he/she could
pay. Transactions get into the Transaction Pool,
from there harvesters take transactions and form
their own blocks and take the commission as much
as they want but not more than the specified maxi-
mum. Here greed already comes in. The more the
harvester took the commission, the less possibility
that its block will be recorded in the blockchain.

This is achieved by such modification of the
Nxt Consensus:

& _the number of nodes;

nuemT™ _ the number of transactions in the

block from the node ¥ , i = 1, ..
actfes;; _

. Nds
how much commission node

! took from the transaction [, {= L ..N,

i =1, memTr;

matFee;  maximum that node ! can take
from  the  transaction  [- i= 1.8
i = 1,..,numTrn;

9: —the greed of the node ¥ , ¥ = 1,..., &:

£+ X2, “actFee;
8: = .,_';.,_.-!;-:_.__ —:
s+ ¥._. ‘marfee;;

A: — parameter of the node ! , { = ..., /\:
A = [[1+ 41 -2g0]7F

where 2> @ apd 0= A< 1,

and finally
T=T, -8 8- &,

The #: is a special factor, as a function which
depends on harvester greed and a few parameters,
can increase or decrease the possibility to forge a
block.
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As a result of simulating with AnyLogic 8.4
software [8], the recommended parameters for the
Proof-of-Greed algorithm are:

- 4=045,;

_ E=3Z2.

These parameters were adjusted to protect zero-
fee attack. Thus, a few nodes, which create blocks
for free, cannot get control of the system (Fig. 3). In
this simulation, the first 10 harvesters do not take
fees at all and have effective balances as 250,000 to-
kens; the last 10 harvesters take maximum fees and
have effective balances as 1,000,000 tokens. The
rest 280 nodes have stakes and values of greed

which are distributed linearly.
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Fig. 3. The zero fee attack

As a result, the first 10 nodes (and even the first
50 nodes which takes small fees) do not produce
most of the blocks. Here we assume that earned to-
kens are not added to effective balances. Otherwise,
the influence of the first harvesters will be even
more reduced.

On the other hand, such altruistic nodes can
help to protect against large stake attack of greedy
harvesters. In the Fig. 4, the last 10 harvesters take
maximum fees and have huge effective balances as
10,000,000 tokens for each node. The rest 290 har-
vesters have stakes from 250,000 to 1,000,000 and
their greed is distributed from 0 to 100 % linearly.
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Fig. 4. The large stake attack

It can be seen that very greedy nodes with huge
stakes cannot impose their rules on the entire sys-
tem. Thus, Proof-of-Greed stimulates the harvesters
to work for a modest fee.

4. Incomes of harvesting blockchain nodes

In the modification Proof-of-Greed of Nxt con-
sensus, harvesters independently make decisions
what proportion of commission fee to take for forg-
ing a block. This may lead to the fact that some
nodes will charge the maximum fee for the creation
of a block in order to quickly payback their initial
stake. But the more a harvester will take, the less
possibility that his/her block will be recorded in the
blockchain. This is achieved by modification of Nxt
consensus. Also, nodes can choose the approach
with the choice of the minimum fee per block, with
the expectation that a greater number of blocks will
provide greater profits than with the above approach.
Thus, the problem is to find a proportion of fee
which the nodes should charge in order to get the
maximum profit and more likely to payback their
initial stake [17-19].

In the figure below, the chart shows the earn-
ings of each node (without initial stake), the initial
stake of each node at the level 250,000 and double
the initial stake at the level 500,000. Thus, the
achievement of a line of 250,000 and a line of
500,000 by the graph means that the nodes have paid
off their initial stake once and twice respectively.

On Fig. 1 the initial values of the effective node
balances (stakes) equal 250,000 tokens. The pay-
ment that the nodes charge for the creation of a
block is distributed linearly from 20 to 100 percent
of the maximum possible by 300 nodes. As a result
of this experiment, the first 100 nodes paid off ear-
lier than others.
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Fig. 5. The case of equal initial balances (stakes)

In this simulation, the payment proportions that
the nodes charge for the creation of a block is dis-
tributed linearly from 20 to 100 percent of the
maximum possible by 300 nodes (Fig. 6). The initial
values of the node stakes are distributed linearly
from 1,000,000 to 250,000 by 300 nodes in the same
order.
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Fig. 6. The case of different balances and propor-
tions of fees

As a result, it was obtained that with different
initial rates of nodes the optimal amount of commis-
sion is from 30 to 40 percent of the maximum possi-
ble. This approach ensures maximum profit [20-25]
and the fastest payback in the conditions of the
Proof-of-Greed approach.

Conclusions

The new modification of the Nxt consensus
solves some problems which exist in the distributed
systems based on blockchain technology [26-30].
The best parameters to decrease the variance of forg-
ing block time were obtained. The Proof-of-Greed
approach gives a possibility to set market-based
commission fees for transactions and provides the
protection from some new attacks. Also, the recom-
mendations for harvester’s nodes were made to
achieve the fastest payback period. Despite the fact
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that the simulation was carried out only for the Nxt
algorithm, we see prospects of the Proof-of-Greed
using in other similar PoS systems where the prob-
lems of transaction cost optimization arise.
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METO/J PROOF-OF-GREED Y NXT KOHCEHCYCI

Anomauia. Dynoamenmanvha npodrema y po3nooiieHux 0OYUCTIOBATLHUX CUCEMAX NONA2AE Y MOMY, W00 NPULHAMU 0OHe Ul
me JHc pileHHs Wooo AK020-He0y0b numanHs. IIpomoKo KOHCEHCYCY ONUCYE Y3200HCeHHST OQHUX, HeOOXIOHUX ni0 Yac maxkozo npo-
yecy. Poboma npucesauena po3spobyi aneopummy KOHCEHCYCY, 3ACHO8AHO20 HA NPOMOKoi NXt, AKUll Modce Oymu peanizosanuil y cu-
cmemax onoxuetin 3 PoS (Proof-of-Stake). Koncencycu muny PoS, 3acnosani na banancax 6y3nie, ma Ha iominy 6i0 memodie PoW
(Proof-of-Work), ¢ binvu exonoeiuno yucmumu ma emepeoeekmusHumu. Y naw vac maxi munu KOHceHcycié cmaioms 6ce Oinbu
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nonyaapui. Ilpome 60HU 3a1UWAIOMbCA MEHWL pemeNbHO gusueHumuy, Hixxe PoW. Binvwe moeo, ichyioms 0eski amaxu ma 3a2po3u, sKi
He MOodcymb 6ymu nogHicmio supiuieri 3a 00nomo2oio Koucencycy PoS, i sokpema, Nxt koncencycom. Y Oaniti cmammi mMu nponomy-
emo mooughixayito npomoxkory Nxt, axuil eupiwye Oeaxi npobnemu 3 PoS 6i0nogiono oo cyyachux eumoe. [{ns 6ubopy HAuKpawux
napamempie Koncencycy NXt, sAKi 3MeHuyloms Oucnepcilo yacy 6nokis, 6yio 6uKopucmano acumempuunuti memoo. Lle niosuwjuio
nPOOYKMuUGHicms ma HAOIHICMy YCi€ei OIOKUelH cucmemu, ycyeawyu 3azpo3y 360i8 y po6onii 8HACTIOOK NEPENnOBHEHHs NYLY MpaH-
sakyii. [na oocnioxcenns npomoxony Nxt koncencycy 6yna po3pobnena Mmamemamuina iMimayiina Mooens 3 6UKOPUCMAHHAM Npo-
epamuoeo 3abesneuenns Anylogic 8.4. Peanizayis eKoHOMIYHUX 8adicenie (MOKeHOMIKa), AKY Mu HA3U8aemMo nioxodom Proof-of-
Greed, 003601151 nonepeoumu 0eski 6uoU amax, HANPUKIAo0, Amaxy 8y3nié 3 6enuKumM OANAHCOM MA BCMAHOBIEHHIO CNPABEONUBOI,
PUHKOBO OOIPYHMOBAHOL NAAMU 30 MPAH3AKYIIO. 3ACMOCYBAHHA eKOHOMIYHUX MEXAHIZMIG 3aXUCIY PO3NOOINEHUX CUCeEM 003805€
3anobiemu psoy amax, CmilKux 00 Kpunmozpa@iynux memoois. Ane npu yboMmy MOKEeHOMIKA cucmemu NOBUHHA CMPO2O V3200HCY-
8AMUCS 3 NPOMOKOIAMU (PYHKYIOHY8AHHS 6CIX 06'ckmie cucmemu, 00'cOHyouU iX 6 €Ouny inmezposawny exocucmemy. Takoxc 6yno
00CniddHCceHO mepMiH penmabenbHocmi 8y3nie, Wo cmeoprms o10ku y npomokoai Proof-of-Greed. I[lapamempu maxozo nioxooy
02151 CIMIIKO20 QYHKYIOHYBANHS MEPeXCT YU OMPUMAHI 34 Pe3YIbMAMAMU MAMeMAmuyHo20 MOOEIOBANH S 3 NPOSPAMHUM 3abe3ne-
yennam Anylogic 8.4. Memoo Proof-of-Greed mooce 6ymu peanizogano e minvku y Nxt KoHCceHCYCl, a 1l Y OeaKux iHuux O10K4eln
CUCmeMax, wo 3aCHO8AHI Ha KOHceHcycax muny PoS.
Knrouosi cnosa: anzopumm xoucencycy, posnoodineni cucmemu, O10K4etin, MOKeHOMIKA
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METOJA PROOF-OF-GREED B NXT KOHCEHCYCE

Annomayun. Oynoamenmanvhas npoonema 8 pacnpeoeiéHHbIX SLIYUCTUMENbHBIX CUCIEMAX 3aKII0Yaemcs 6 mom, 4moobl
NPUHAMbG O0HO U MO JHCe peuteHue no No8ody KAKo2o-Hubyos eonpoca. IIpomoKon KOHCEHCYca Onuchlédaem co2naco8aniue OaHHbIX,
HeobX00UMbIX 60 6pemsa makozo npoyecca. Paboma noceawena paspabomke aneopumma KOHCEHCYcd, OCHOBAHHO20 HA NPOMOKOJIe
Nxt, komopuiil mosicem 6ymo peanruzosan 6 cucmemax o6nokuein ¢ PoS (Proof-of-Stake). Koncencycot muna PoS, ocnoeanvl na 6a-
JIAHCAX V37108, HO 8 omauduu om memooog PoW (Proof-of-Work), sgnsemcs 6onee 3xon02uyecku Yucmovimu i 9Hep2o3phekmugHbIMu.
B nawe epemsa maxue munvl koncencycos cmaiom 6cé 6onee nonyaspuvimu. OOHAKO, OHU OCMAIOMCA MeHee MUAmenbHO U3y4eHHbl-
mu, wem PoW. Bonee mozo, cywecmsyom HeKomopble amaxu u yepo3sl, KOMopbwie He MO2ym 6binb NOIHOCHIbIO PA3PEUEHbl ¢ NOMO-
wwio koncencyca PoS, u ¢ wacmnocmu, Nxt koncencycom. B oannoil cmamue mul npednazaem moougurayuro npomoxona Nxt, komo-
pulil paspewaem Hekomopuie npobuemul ¢ PoS 6 coomeemcmeuu ¢ cospemennvimu mpebosanusimu. JJia ebl6opa HAULyHwmux napa-
Mempog KoHceHcyca NXt, Komopvie YMeHbWAarom OUCNepCUuro 8pemeHu 610K08, Obll UCNONIb308AH ACUMMEMPUYHBIL Memoo. Dmo no-
BbICUIO NPOUZBOOUMENTLHOCHIL U HAOEHCHOCb BCell OIOKYEliH CUCEMbL, YCMPaHsis yepo3y cboes 6 pabome 8 cledCmeul nepenote-
HUsA nyaia mpanzakyui. Jia uccredoganus npomorona Nxt KoHceHcyca Ovlia paspabomana MameMamuieckas uMumayOHHAs MO-
Oeitb ¢ UCNONb306aHUEM NPOcpamMmHo20 obecnevenus Anylogic 8.4. Peanusayus 5KOHOMUYECKUX Pblua208 (MOKEHOMUKA), KOMOPYIO
Mbl Ha3visaem nooxoo0om Proof-of-Greed, nozeonsem npedomepamums HeKomopule 8U0bl AMAax, HANpuUmMep, amaxy Y3108 ¢ 601bUUM
6ANAHCOM U YCMAHOBNIEHUI) CNPABEONUBOTL, PIHOYHO 0OOCHOBAHHOU NAAMbL 30 MPAH3AKYUI0. [IpumeHeHue SKOHOMUYECKUX MexXd-
HUBMOB 3auumbl pacnpeoeieHHblX CUCIEM NO360Jaem npedomepamums psao amakx, YCmoudusblx K Kpunmozpaguueckum memooam.
Ho npu smom mokeHoMuKka cucmemul OOIHCHA CMPOLO CONLACOBLIBAMbCS C NPOMOKOIAMU DYHKYUOHUPOBAHUS BCEX 0OBEKMO8 ClUC-
membl, 00bEOUHASA UX 6 eOUHYIO UHMeSPUPOBaHHYI0 dKocucmemy. Takoce Obin Uccie0068an cpoxk peHmabenbHOCmu Y3108, KOMopble
cozoarom O10Kku 6 npomoxone Proof-of-Greed. [lapamempuvr maxoeo nooxooa 01 ycmouuugo2o hyHKYUOHUPOSAHUs cemu Obliu no-
JYUeHbl N0 Pe3VIbMamam Mamemamuiecko2o UMUMAayuoHHO20 MOOEIUPOSAHUs 8 npocpammHom obecneuenuu Anylogic 8.4. Memoo
Proof-of-Greed modxcem ovimv peanuzosan ne moavbko 6 NXt KOHCEHCyce, HO MAKdCe U 8 HEKOMOPbIX Opyux OoKyelin cucmemax,
OCHOBAHHBIX HA KOHCeHcycax muna PosS.
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