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ABSTRACT

Amid the rapid development of the Internet of Things and its impact on various areas of life, ensuring compatibility between
different system components is becoming an urgent task. This is especially important in the context of developing and integrating
Internet of Things systems with a high level of diversity and dynamism. In this article, we consider the problem of interoperability of
Internet of Things components, focusing on application layer protocols that are key to ensuring intercomponent interaction. The main
purpose of the article is to develop and validate a model that will optimize the processes of interaction between system components,
taking into account the specifics of protocols. The model is based on the use of temporal action logic, which provides formal
verification of interactions between components and allows identifying potential compatibility problems at the early stages of
development. The developed model has been tested using a software simulator that allows simulating various scenarios of interaction
in the Internet of Things network. The experimental results demonstrate the effectiveness of the proposed methodology in increasing
the level of interoperability between system components, which in turn reduces the risks of data loss and ensures the stability of
Internet of Things systems. Due to the in-depth analysis and development of specialized methods and tools, this study makes a
significant contribution to the development of theoretical and practical aspects of interoperability. However, to further improve the
accuracy and versatility of the model, additional empirical studies with a larger data set are recommended.

Keywords: Internet of Things; device compatibility; interaction protocol; temporal logic of actions

For citation: Timenko A. V., Shkarupylo V. V., Kulykovska N. A., Hrushko S. S. “Study of the method of controlling the compatibility of Internet

of Things devices based on the MQTT application layer protocol”. Herald of Advanced Information Technology. 2024; Vol. 7 No. 1: 48-58.
DOI: https://doi.org/10.15276/hait.07.2024.4

INTRODUCTION
The emergence of the Internet of Things (1oT)

This gap is particularly critical given the
enormous scale of 10T systems, characterized by the

- . . number of devices involved, their geographic
has heralded a transformative era in industrial S AR
. . distribution, and the diversity of corporate
environments, enabling unprecedented levels of ownership

device and system interaction. A key element of Ensuring the interoperability of 1oT system

seamless integration and interoperability in these
complex ecosystems is device interoperability,
which is  achieved through  standardized
communication protocols. However, careful analysis
reveals a significant divergence in existing
approaches in  terms of direction and
implementation, with a notable lack of methods that
specifically address 10T service interoperability in
terms of interoperability and scalability.

© Timenko A., Shkarupylo V., Kulykovska N.,
Hrushko S., 2024

components, especially at the interaction protocol
levels, is a primary concern. Although most existing
interoperability approaches are aimed at ensuring
data integrity, the need to ensure consistent
interaction between IoT service components requires
further research.

This article proposes an approach to addressing
this problem, focusing on verification of the model
and method of 10T device interoperability. Software
component verification takes advantage of the
expressive capabilities of Temporal Logic of
Actions (TLA), using the TLA+ formalism and the
TLA Checker (TLC) method for model checking.

This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/deed.uk)

48 Information technology in computer systems

ISSN 2663-0176 (Print)
ISSN 2663-7731 (Online)



Timenko A. V., Shkarupylo V. V., Kulykovska N. A., Hrushko S. S. / Herald of Advanced Information Technology

2024; Vol.7 No. 1: 48-58

Thus, the developed method covers the
verification of software interoperability of loT
system components, taking into account aspects of
functional integrity and protocol-level
interoperability. This research contributes to the
field by providing a novel method for ensuring
interoperability of loT devices, focusing on both
interoperability and scalability within a large and
diverse 10T system environment.

LITERATURE REVIEW

The proliferation of the Internet of Things (10T)
has highlighted the paramount importance of device
interoperability in these multifaceted systems. The
seamless interoperability of 10T devices, which is
crucial for the realization of complex loT
ecosystems, is hindered by many challenges,
including  different communication standards,
heterogeneous device capabilities, and diverse
security protocols [1, 2].

Recent research has delved into these issues,
proposing  innovative  solutions to enhance
interoperability and collaboration in loT systems.
Haugen and Delsing [3, 4], [5] highlighted the
interoperability challenges in industrial loT systems
and proposed a decentralized approach using
semantic technologies to facilitate real-time device
synchronization, a method proven in the chemical
industry. This approach emphasizes the need for
semantic interoperability, where devices understand
and interpret data in a context-sensitive manner,
enabling more consistent and functional interactions.

In addition, Malamas, Dasaklis, Voutsinas, and
Kotzanikolaou [6, 7], [8, 9] have explored the
integration of blockchain architecture as a service
layer into existing ERP systems, improving access
control and data integrity to enhance interoperability
between supply chain stakeholders. This proposal
reflects the growing trend of using distributed ledger
technologies to ensure data integrity and trust in 10T
ecosystems, addressing issues related to data
tampering and unauthorized access.

In the healthcare sector, Kuo and Cheng [10,
11], [12] explored the use of smart contracts and
blockchain technologies to enhance data integrity
and authenticate wuser interactions, potentially
improving interoperability in healthcare
interoperability systems using the FHIR standard.
Their work highlights the critical role of secure and
reliable data exchange in healthcare 0T systems,
where patient privacy and accuracy are of utmost
importance.

The loTAttest framework, introduced by Dirin,
Oliver, and Lyne [13, 14], [15], focuses on device

interoperability through Trusted Platform Module
2.0 and remote attestation technologies, ensuring the
integrity of devices and data in 10T ecosystems. This
framework addresses interoperability at the
hardware level, ensuring that devices are not only
interoperable but also protected from tampering and
cyber threats.

Klimushin, Roe, and Kolisnyk [16, 17], as well
as Boer, Bosco, Ugarelli, and Yaatun [18, 19], [20]
have called for standardization and the development
of a robust certification infrastructure to increase
interoperability of 0T devices, thereby reducing
security risks. Their discussions emphasize the need
to establish industry-wide standards and certification
processes to ensure that devices from different
manufacturers can communicate and operate
seamlessly in the same ecosystem.

Together, these studies emphasize the
complexity of achieving device interoperability in
loT systems, pointing to the need for a
multidimensional approach that encompasses not
only technical solutions but also regulatory
frameworks and industry standards. Ongoing
research in this area indicates the dynamic nature of
the 10T, where innovations in interoperability and
interconnection mechanisms are key to the
sustainable growth of 10T networks.

PURPOSE OF THE ARTICLE

The presented work offers a comprehensive
way to solve the problem of ensuring the
compatibility of IoT system components by
developing a method and means of compatibility
control at the program level. The purpose of the
article is to develop a mathematical model that will
increase the efficiency of compatibility control of
loT system components based on the MQTT
application layer protocol

To achieve this goal, it is necessary to:

— to develop a model for formalizing
intercomponent interaction links, which  will
automate the process of controlling the compatibility
of these components at the level of interaction
protocols;

— based on the above model, to develop an
appropriate method for automated control of the
compatibility of loT system components, which
would allow formulating judgments regarding the
compatibility of these components at the level of the
applied interaction protocols;

— check the model for adequacy using loT
network modeling software.
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MAIN PART
1. PROTOCOLS OF IOT DEVICES

Component interoperability can be achieved
through the use of standardized protocols and
interfaces that allow system components to
“understand” each other and cooperate seamlessly.
This implies that each component of the system can
receive, process, and send data according to defined
rules and formats that ensure that messages
transmitted between components are correctly
interpreted and processed. The interoperability
model should assume that the behavior of each
component in any possible state of the system
remains within the expected parameters, thus
ensuring that the systems as a whole function
harmoniously.

At the initial stage of researching 10T device
interoperability, the key is to define the fundamental
concepts. This involves an in-depth analysis of the
principles of 10T devices, the characteristics of the
communication protocols used, the areas of
application, and the potential benefits and limitations
in the context of interoperability. Particular attention
is paid to the study of the interaction between
different components of the loT system at the
protocol level, using a detailed comparison to
identify common states and possible transitions
based on the types of messages supported by each
component.

The loT can be described as a network of
complex sensors and devices embedded in physical
objects and connected via the Internet to collect data
and manage these objects. 10T functionality is based
on  Sensors, identification, communication,
computing, services, and semantics. 10T devices
collect data from the environment, recognize it
according to application requirements, and use
appropriate methods to process and analyze it.
Computing is distributed between network devices

requirements for
service [21, 22].

To simulate various practical loT applications,
it is necessary to integrate a large number of sensors,
actuators, and edge devices operating in a variety of
environments. This presents researchers with
challenges due to the heterogeneity of 10T device
characteristics and the need to adapt systems to
ensure optimal performance, including resource
allocation, task migration, and fault tolerance. The
main challenges are related to modeling application
architecture and network protocols. There are many
protocols for transferring data between sensors,
networks, and cloud servers, but none of them can
fully meet all the needs of various loT use cases.
Therefore, it is important to consider a combined
Modeling the interaction between these protocols is
a complex task that requires careful analysis and
optimization [24].

Table 1 provides a comparative analysis of
various loT protocols such as MQTT, CoAP, AMQP,
WebSocket, and XMPP, focusing on the main
parameters: transport layer, quality of service (QoS),
and security [25].

This comparison demonstrates the unique
features of each protocol and their suitability for
specific 10T use cases. Based on this analysis, it can
be argued that the study using the MQTT protocol is
justified due to its effectiveness in the conditions of
limited bandwidth and power consumption
requirements that are typical for 10T devices. MQTT
is distinguished by its scalability, providing the
ability to work with a large humber of devices, and
supports different levels of QoS, which ensures
reliable message delivery.

In addition, the protocol offers solid security
mechanisms, including SSL/TLS encryption and
authentication, making it suitable for applications
where data security is critical.

functionality and quality of

and cloud data centers, depending on the
Table 1. Messaging protocols in 10T systems
Title Transpor- Quality of service (QoS) Security.
tation level
MQTT (Message Queuing TCP/IP 3 levels: At most once (0), At least SSL/TLS, Authentication and
Telemetry Transport) once (1), Exactly once (2) Authorization
CoAP (Constrained UDP 4 levels: Confirmation, Non- DTLS, Pre-shared keys, Raw
Application Protocol) confirmation, Confirmation, Reset public keys, Certificates
AMOQP (Advanced Message TCP/IP Multiple levels, including At least SASL TLS for Authentication
Queuing Protocol) once, At most once, Exactly once and Encryption
WebSocket TCP/IP Not defined; relies on the reliability of SSL/TLS
the underlying TCP
XMPP (Extensible Messaging TCP/IP Not specifically defined; relies on SASL/TLS Authentication
and Presence Protocol) extension and Encryption

Source: compiled by the authors
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2. SYSTEM COMPONENT
INTEROPERABILITY MODEL AT THE
PROTOCOL LEVEL

Establishing the compatibility of system
components at the level of interaction protocols can
be reduced to determining the truth of the following
statement:

M,o| = ¢, @)

where: M is the system model on the basis of which
we check the compatibility of components at the
application layer of the OSI network model; o is
computation as a sequence of states that reproduces
the behavior of the system on the model M; ¢ is a
temporal formula that must take a true value for each
element of the sequence .

For the model M we take the Kripke structure
on the set of atomic statements AP:

M =(S, Sy, R, L), ()

where S is the total set of states of the model;
Sy © S is the set of initial states; R € S? is set of
transitions between states; L: S — 24% is function of
marking states.

The idea of the approach used in this work,
which distinguishes it from alternative solutions, is

as follows: two aspects are covered, namely,
checking the correctness of the protocol
specification for the interaction of system

components and checking the correctness of the
protocol implementation used according to the
specification. The first verification is due to the
constant development of protocol specifications in
terms of acquiring new functionality. This process is
accompanied by the influence of the human factor in
terms of incompleteness and inaccuracy of the
concepts used. The second check is focused on
establishing  compliance  of the  protocol
implementation with the specification. In case of
successful completion of each of the above checks,
statements are made regarding the compatibility of
loT system components at the application layer of
the OSI network model.

Thus, the proposed
characterized as follows:

— create a protocol model based on the PlusCal
tool according to expressions (1)-(2), where each
label represents the corresponding property — the
upper plane (the level of atomicity can be shifted);

— on the basis of the manually created PlusCal
model, synthesize the corresponding detailed model
in TLA+ using the tools of the TLA Toolbox
(Table 2).

approach can be

Table 2. Specification of the protocol for
interaction of system components in the PlusCal

language
No. Excerpt from the Commentary
sin specification

Define the state
variables and their

1 | (* --algorithm spec
variables v_1\in {0,1,2},

v_21\in {0,1,2}, valid values.
v_3\in {0,1,2},
v_4\in {0,1,2}
2 | begin Set initial values
v1:=0;v.2:=0 for the variables.
v3:=0;v 4:=

3 while v_4 <=2do An algorithmic

ifv_1<2 component that
thenv_1:=v_1+1, determines the
else sequence of
ifv2<2 changes in the
thenv_2 :=v_2+1; values of variables
else
ifv_3<2
thenv_3 :=v_3+1,
else
ifv.4<2
thenv_4 :=v_4+1;
end if;
end if;
end if;
end if;
end while;

end algorithm*)

Source: compiled by the authors

The use of PlusCal makes it easier to
understand the algorithmic component at the heart of
the specification.

Table 3 shows the TLA+ specification based on
the content of Table 2.

The adequacy of the developed model was
tested on the example of the specification of the
protocol of the application layer of interaction of 10T
system components — MQTT. For this purpose, the
number of states and the depth of traversals for the
transition systems based on the Kripke structure and
the corresponding specification in the TLA+
language were compared. Number of states: 9,
traversal depth: 8.

3. METHOD OF CONTROLLING THE
COMPATIBILITY OF SYSTEM
COMPONENTS AT THE PROTOCOL LEVEL

The essence of the developed method is as
follows [26, 27]: the components of the 10T system
are considered in pairs. A common set of state
variables of the transition system is formed — based
on the types of messages supported by each of the
elements of the pair; on the basis of the above
transition systems, formal specifications are
synthesized to be tested by the model checking
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Table 3. A fragment of the TLA+ system
component interaction protocol specification

No. | Fragment of the Commentary

sin | specification

1 \* BEGIN TRANSLATION Label of the built-in
translation tool from

PlusCal to TLA+

2 | VARIABLESvV_1,v_2,v_3, List of state variables
v_ 4 - elements of the set

3 Invar == /\Av_1\in {0,1,2} Valid values of

Nv_2\in {0,1,2} variables
Nv_3\in {0,1,2}
Av_4\in {0,1,2}
4 | Start==/A\v_1=0Av_2=0A | Initial state
v3=0Av 4=0
5 | Nxt== \NIFv_4<=2 THEN | An algorithm that
NIFv_1<2 determines the next 8

THENAv_1'=v_1+1 states
NUNCHANGED <<v_2,Vv_3,
v_4>>
ELSENIFvV 2<2
THENAv_ 2'=v 2+1
NUNCHANGED <<v_3,v 4
>>
ELSENIFvV 3<2
THEN Av_3'=v_3+1
Nv 4'=v 4

ELSENIFvV_4<2
THEN Av_4'=v_4+1
ELSE A TRUE

Nv 4'=v 4

Nv 3=v_3

Nv 2'=v 2

ANv 1=v1
ELSE UNCHANGED <<v_1,
v 2,v 3 Vv 4>

6 | Sc==In/[J[Nxt]_<<v_1,
v 2,v 3 Vv 4>

The resulting formula

Source: compiled by the authors

method; each of these specifications is tested by the
model checking method in an automated mode. The
application of the developed method involves
organizing the interaction of system components
according to the message exchange model. The
developed method is based on the use of the
developed model for checking the compatibility of
loT system components as a means of synthesizing
input data for the method.

The essence of the method is revealed in the
following steps:

Step 1. For each of the interacting components,
a formal specification of the interaction protocol is
synthesized according to the developed model.

Step 2. Each of the synthesized specifications is
verified by model checking. The results of such
verification are compared by the positions of the
number of states and depths of traversals of the

corresponding  graphs  (transition  systems),
analytically defined by the Kripke structure.

The above means that the compatibility of
components at the level of interaction protocols is
performed on the basis of topological verification,
namely, the transition systems that are the basis of
formal specifications of interaction protocols are
considered as graphs. These graphs are compared by
the following parameters: traversal depth, number of
vertices. And if the specifications of the interaction
protocols for all components coincide in these
parameters, then such components are characterized
as compatible with each other at the level of
interaction protocols. If a certain specification(s) do
not match, then the corresponding components are
characterized as incompatible.

Let's say we have n system components. Then
the statement about the compatibility n of system
components at the level of interaction protocols can
be formalized as follows:

b1 = ¢y =...= Py, 3)

where ¢;(j =1,2,...,n) is the temporal formula
defined by the formal specification of the interaction
protocol j-of the system component; = means that
all temporal formulas from ¢, to ¢,, are equivalent
to each other.

In the context of the developed model, to
control the compatibility of 10T system components,
they must interact according to the same interaction
protocol specification. That is, each component must
meet the same requirements and rules of interaction,
which ensures compatibility between them at the
level of interaction protocols.

If, for example, the following situation occurs:
¢j #* dr, Wwhere j+k, ke{l2..j-1,j+
1,...,n}, i Vk,1€{1,2,....j—1,j+1,...,n}, k #
l: . = ¢; we say that the j -component of the
system is incompatible.

4. STUDY OF MEANS OF VERIFICATION OF
THE METHOD OF CONTROLLING THE
COMPATIBILITY OF IOT DEVICES

The process of managing the compatibility of
loT devices based on the MQTT protocol is as
follows:

— the paper presents a mathematical model for
formalizing  intercomponent interaction rela-
tionships, which allows automating the process of
controlling component compatibility at the level of
interaction protocols;

— based on this model, a method for
automated control of the compatibility of 10T system
components is presented. The method is based on
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checking the compliance of the protocol
implementation with its specification using the
model checking method;

— loT system components are considered in
pairs. For each pair of components, a common set of
state variables is formed based on the types of
supported messages;

— for each component, a formal specification
of the interaction protocol is synthesized based on
the generated set of state variables;

— formal specifications are verified by model
checking in an automated mode;

— the results of the model check for both
specifications are compared by the parameters of the
number of states and traversal depth. If these
parameters match, the components are considered
compatible at the level of interaction protocols.

The proposed method and model are validated
using the loTSim-Edge software simulator, which
allows simulating various scenarios of interaction in
the 10T network.

In the context of 10T research and development,
it is important to recognize the impact of cloud and
edge computing integration on system performance.
The model and method we have developed is
proposed to be integrated into 10TSim-Edge, which
provides a unique opportunity to simulate the
interaction between cloud services and edge devices.
This allows not only to reproduce real-world usage
scenarios, but also to analyze the impact of different
data management strategies on overall system
performance.

Fig. 1 shows the architecture of loT-Edge
computing. Sensor nodes will collect information
about the environment using sensors and send
information for processing and storage. Actuators
will be activated based on data analysis. The
communication layer is responsible for transferring
data from loT devices, peripherals, and the cloud.

The next level is for the network infrastructure,
which consists of various types of peripheral
devices, such as Arduino, Raspberry Pi. These
devices can be accessed transparently using various
types of virtualization and containerization
mechanisms. It provides the infrastructure to deploy
the raw data generated by the sensor nodes. In many
cases, when the edge is active enough to process the
data, it does not need to send the data to the cloud
for further processing. Finally, the result is sent back

Network infrastructure

Smart Things, Arduing, Paspbemy Pi, Intell Galielo

Communication

Wi —Fi, LTE, 5G, Bluetooth, E-WEnrel CoAF, XMPF, MQTT, WebSocket

loT infrastructure

Sensors Actuators

Fig. 1. Architecture of the modeling environment
Source: compiled by the authors

Therefore, a simulation framework such as the
loTSim-Edge  simulator  that  supports  the
deployment of an application that evaluates the
performance of different methods, scenarios under
different conditions is well suited for method and
interoperability model validation. In addition,
evaluating methods under different scenarios and
conditions can be done cost-effectively in a
simulation environment.

The architecture of the proposed simulator
consists of several levels [10].

Fig. 2 shows the elements that were selected for
the experiment. Here is a brief description of each.

loTSim-Edge, developed on the basis of
CloudSim, improves its functionality for modeling
loT edge infrastructure [30]. It integrates a variety of
loT devices that produce data and respond to events,
and supports the processing of this data at the edge
for faster response using devices such as Raspberry
Pi [31]. A central control layer manages the data
processing, and flexible configuration management
via GUI allows for system customization. Key
controls include policies, mobility, quality of service
(QoS), and security protocols, with an emphasis on
standardized communication protocols such as
MQTT and CoAP to ensure interoperability between
components.

The 10TSim-Edge software is freely distributed
and open source. A software module has been
developed for it that integrates into the loTSim-Edge
system, which implements the Temporal Logic of

to the actuator to perform a specific action. Action (TLA+) model and a method of
interoperability control for 10T devices.
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User Interfoce Simulaotion Mode

Gul - loT
loT-5im Edge OoS

Edge Broker

Event Monogement

Edge Dotacenter

Paspberry Pi

Network Protocol

WiFi

IoT Protocol

Cora C o udzSim Engine

MaTT XMPP

loT Resource

TemperatureSens ors

Fig. 2. Parameters of the study

Source: compiled by the authors

5. CHECKING THE MODEL FOR
ADEQUACY

To describe the proposed approach, let's
consider the scenario of the second QoS layer of the
MQTT protocol.

There are four types of messages. The set of
state variables representing message types is formed
as follows:

V = {v1,V,,V3, 04}, (4)

where v, € V is the message “publish QoS 27; v, €
V is a PUBREC; v; € V is PUBREL message; v, €
V is PUBCOMP message. The sequence diagram is
shown in Fig. 3.

:Client :Broker
1: Publish QoS 2
2: PUBREC
.‘. _____________________________
3: PUBREL
4: PUBCOMP

Fig. 3. Sequence diagram of the

QoS 2 scenario
Source: compiled by the authors

In this case, the format of messages between
devices looks like the one shown in Fig. 4.

"iotDeviceEntitites™: [
{
"mobilityEntity™:{
"movakble™: [
"x":0.0
myr:0.0,
"z":0.0

o L R

1 m

0

"assignmantIdT~1,
"igtClassName™: "org.edge.core.iot.TemperatureSensor”,
"iotType":"environmental™,
"name":"temperature™,
"complex0fDataPackage™:1,
"networkModelEntity™; |
"networkIype":"wifi™,
"communicationProtocol™: "mgtt”,
"versionProtocol™:"v.2",
"messageProtocol™:l
}
"numker0fEntity™: 3
1

[P .
oW L R O oW

A
1 m

o

B3 B3 B3 R
R R

Fig. 4. Messages from the device
Source: compiled by the authors

For the experiment, we modeled a network of
different temperature sensors in the amount of 10 to
50 units. Each device had the same settings, only the
protocol versions differed (Fig. 5).

Compatibility calculation formula:

2 5)

N sum

where Npos is the number of compatible devices;
N sum is the total number of selected devices.

Analyzing the chart, we see the following for
the MQTT protocol:

— compatibility  increases when the number
of devices increases from 10 to 20;

— peak compatibility is observed on about
30 devices, where it reaches just over 90 %;

—beyond 30 devices, compatibility decreases
dramatically, suggesting that MQTT may have
limitations in dealing with more devices in this
context.

Compatibility =
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loT Device Compatibility with QMTT and CoAP

Compatibility (%)

Fig. 5. Results of the study of device compatibility
for MQTT and CoAP protocols

Source: compiled by the authors

The following conclusions can be drawn for the
COoAP protocol:

— compatibility is relatively lower than MQTT
and does not show a significant increase with the
number of devices;

— the highest
CoAP is approximately 0 devices,
percentage is just below 88 %;

—similar to MQTT, there is a sharp decline in
compatibility as the number of devices continues to
increase, which becomes more noticeable after 30
devices.

This pattern suggests that while both protocols
work well up to a certain number of devices, their
ability to maintain a high level of interoperability
decreases as more devices are added to the network.
The steeper decline for CoOAP compared to MQTT
may indicate that CoOAP is less suitable for networks
with a large number of devices.

Based on the results of the analysis, the
relevance of solving the problem of ensuring the
compatibility of loT system components based on
the proposed method and model is established and
substantiated.

level of compatibility for
and the

CONCLUSIONS

The method and model proposed in this article
for controlling the compatibility of loT system
components are based on the use of temporal logic
of actions (TLA+) and the PlusCal toolkit. The
approach is to create an initial protocol model using
PlusCal, where each label represents a separate
property or aspect of the system's behavior. Then,
based on this initial model, a detailed model is
synthesized in TLA+ using the TLA Toolbox tools.

The adequacy of this model was verified by
analyzing the MQTT protocol specification,

comparing the number of states and traversal depths
in the Kripke structure underlying the model.
Specifically, the model contained 9 states with a
traversal depth of 8.

The study of the method and model for
controlling the compatibility of 10T system
components described in this paper included the
following steps:

— it was found that most approaches focus on
ensuring the integrity of data exchanged between
system components through the control of
interaction protocols. However, the issue of
consistency of interaction between components from
the point of view of analyzing the interaction
protocol has not been considered;

— an approach is developed that includes
software compatibility testing using temporal logic

of actions (TLA+). The algorithmic language
PlusCal is used to simplify the model
implementation;

— describes a method of compatibility

verification based on standardization of 10T device
data transfer protocols;

— a software module has been developed that
integrates into the loTSim-Edge system, which
implements the Temporal Logic of Action (TLA+)
model for 10T device interoperability;

— model checking confirms the correctness of
the model and method implementation based on the
MQTT protocol, emphasizing the consistency of the
interaction of components.

Thus, the developed approach covers the
verification of the software compatibility of loT
system components, taking into account the aspects
of interaction at the level of interaction protocols.

The loTSim-Edge software application was
used for the experimental study. For the experiment,
we modeled a network of different temperature
sensors in the amount of 10 to 50 units. Each device
had the same settings, only the protocol versions
differed. The MQTT compatibility improves as the
number of devices increases from 10 to 20, peaks at
about 30 devices with just over 90 %, and then drops
sharply, indicating the limitations of MQTT in large
networks. Conversely, CoAP interoperability, which
is lower than MQTT, does not increase significantly
with more devices and drops noticeably after 30
devices, indicating that CoAP may be less suitable
for large networks. These trends emphasize the need
to address loT interoperability issues, confirming the
proposed method and the relevance of the model.
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AHOTAILIA

Ha i cTpimMkoro po3BuTKky I[HTEpHETY pedeil Ta HOro BILUTUBY Ha Pi3HOMAHITHI CEpH KUTTS, 3a0€3MEUCHHST CyMICHOCTI MiX
PI3HMMH KOMITOHEHTaMH CHCTEM CTa€ aKTyaJIbHUM 3aBHaHHAM. Oco0JIMBO BRXXIMBUM IIe CTa€ Y KOHTEKCTI pO3poOKH Ta iHTerpartii
cucTeM [HTepHeTy pedeil 3 BUCOKHM piBHEM Pi3HOMAHITTS Ta AWHAMIYHOCTI. Y Hiif CTATTi MM pO3IIISIAEMO MpodiieMy CyMiCHOCTI
KOMIIOHEHTIB I[HTepHeTy pedeil, akIEHTyIOUM yBary Ha IPOTOKOJAaX NPHKIAJHOIO DIBHS, SKi € KIIOUOBHMH y 3a0e3nedeHHi
MIKKOMIIOHEHTHOI B3aeMozii. OCHOBHA MeTa CTaTTi MOJISTae y po3poOIli Ta Bajigamii Mojei, sIka JO3BOJIHUTE ONTUMI3yBaTH IPOIECH
B3a€EMOJII MDK KOMIIOHEHTAMH CHCTEM 3 ypaxXyBaHHSIM CHEeIU(iKd TPOTOKONIB. 3alpONOHOBAHO MOJENb, sKa 0a3yeThCcs Ha
BHUKOPUCTaHHI TEMITOPAJBHOI JIOTIKK JiH, mo 3abe3nedye (opmanbHy Bepudikamito B3aeMOIiil MK KOMIOHEHTAaMH Ta JIO3BOJISIE
BUSIBISITH TIOTEHLIHHI TPOOJIEMH CYMICHOCTI Ha pI3HUX eramax po3poOku. Ha 06a3i 1iel Momenm po3poOieHO Meron
aBTOMAaTH30BaHOTO KOHTPONIO CYMICHOCTI KOMITOHEHTIB cHcTeMH. Metox 0a3yeThCs Ha IepeBipIi BiIIOBIIHOCTI peamizarii
MIPOTOKOIY #oro crienudikamnii 3a TOMOMOr0l0 METOy IepeBipkH Ha Mozeni. KomroHeHTH cucTeMu [HTepHET pedeli po3riisiaroThes
ronapHo. J{is KO)XXKHOI Tapy KOMIIOHEHTIiB ()OpPMYeThCs 3araJbHa MHOXXKHHA 3MIHHUX CTaHy Ha OCHOBI THIIB MiATPHMYyBaHUX
MoBiToMiIeHb. JIIs1 KO)KHOTO KOMITOHEHTa CHHTE3YeThesl (opMasibHA criermgikamis IPOTOKONY B3aeMofil Ha 6a3i chopMoBaHOL
MHOXUHM 3MiHHUX craHy. Lli ¢opmanbhi crenudikamii nepeBipAroTbcs METOAOM HEPEeBIpKM HAa MOJENi B aBTOMAaTH30BAHOMY
pexuMi. PesynpraTu mepeBipky Ha Mozeri st 000X crienugikaniil CriBCTaBISIOTHCS 33 MapaMeTpaMH KUTBKOCTI CTaHiB i TIHOWHN
obxoxy. SIKIIo Il MmapameTpy CHIBIAJAIOTh, KOMIIOHEHTH BBA)KAIOTHCS CYMICHMMHM Ha PiBHI HPOTOKOJNIB B3aemonil.. Po3pobieHa
MozIeNb Oyia mepeBipeHa 3a JOIOMOT Ol MPOrPaMHOTO CHMYJIATOPA, SIKUH TO3BOJISIE MOAGTIOBATH PI3HOMAaHITHI clieHapii B3aeMozii B
Mepexi [HTepHeTy pedeill. PesynabpraT eKCriepUMEHTIB IeMOHCTPYIOTh e(eKTHBHICTh 3alpOIOHOBAHOI METOJOJIOTIT Y IMiIBUIICHHI
PIBHS CYMICHOCTI MiX KOMIIOHEHTaMH CHCTEMH, 1[0 B CBOIO YEPry 3HIKYE PU3MKH BTPATH JaHUX Ta 3a0e3nedye cTabilbHICTH
poborn cucrem IHTepHeTy peuell. 3aBasku TIMOOKOMY aHalli3y Ta poO3poOL CHEIiani30BaHMX METOMAIB Ta IHCTPYMEHTIB, 1€
JIOCITIJDKEHHST BHOCUTH 3HAYHHH BKJIAJl Y PO3BUTOK TEOPETUYHMX Ta MPAaKTHYHUX acHeKTiB 3a0e3rmedeHHs1 cymicHOCTi. OmHaK, st
MOJAJIBIIOrO TIJBUILIEHHS TOYHOCTI Ta YHIBEPCAIBHOCTI MOJIENI, PEKOMEHAYEThCA HPOBEIECHHSA HOJATKOBUX EMITipUYHHX
JIOCITiJDKEHB 3 OLTBIINM HabOpOM JaHUX.

KirouoBi cioBa: Inteprer peueil; cymicHicTh mpucTpoiB; nportokon MQTT,; TemmopanbHa Jorika Iii; MOIETIOBAHHS
B3a€EMOZT
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