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KopnoparusHi KOMI'FOTepH Ta CAiTH € OCHOBHIMH MIMICHSIMU JUTSI aTaK KiOep3JI0UMHIIIB,
OCKIJIbKM BOHH MICTATH LiHHY iH(opMariio Ta 3a0e3rneuyioTs QyHKIIIOHYBaHHs Oi3Hec-
mporeciB. [liqnmpruemMcTBa MOBHHHI OyTH TOTOBUMH BHSBIISATH Ta 3aII00iraTd MMOTECHITI HHIM
3arposzam, mo0 YHUKHYTH ()iHAaHCOBHX BTpAT, BTPAaTH pEHyTalii Ta MOPYIICHHIM
KOH(IICHIIIMHOCTI JAHUX KITIEHTIB. Y IIbOMY KOHTEKCTi CHCTEMH aHaJi3y KibepOe3meku
MPOTPaMHO-TEXHIYHOTO  3a0e3IeUeHHs] KOPIIOPAaTUBHHUX KOMITHOTEPIB Ta  CalTIB
BUKOHYIOTh B@KJIUBY pOJNb. BOHM MO3BONIAIOT IPOBOJAWTH IOBHOLIHHHMN ayauT
IH(PACTPYKTYpH, BUSBIISITH NOTEHIIiTHI BPa3JIMBOCTI, OLIIHIOBATH PU3UKHU Ta PO3POOISITH
crparerii 3axucry. Lli cucreMu Halar0Th KOMIUIEKCHY 1H(OPMALIiO TIPO CTaH OE3MeKH Ta
JOTIOMArarTh IpUMaTH OOTPYHTOBAHI PIIICHHS OO IMOJIMIIeHHS Oe3neku. B crarri
PO3TIHYTO ABi MpOTpaMHi CHCTEMH aHaNi3y KibepOesneku. Ilepima mporpaMHa cucrema
3a0e3meuye aHali3 amapaTHOTO Ta MPOrPaMHOTO 3a0e3MeueHHs KOMITTOTEPiB, BUSBIISIIOUN
MOTEHIilHI mpoOiieMn Oe3leKW Ha piBHI OKpeMUX NpHUCTPOiB. BoHa Hamae 3pyqHHit
rpadiuanii iHTepdeiic MECKTOMHOI MPorpamMu i T03BOJISE IPOBOIUTH JOKIIATHAN aHAJi3
KOMIT'TOTEPiB, BKIIFOYAIOUH OI[iHKY allapaTHOTO 3a0e31edeHHs Ta BCTAHOBJICHUX IIPOTPaM,
1 Hagae 3BITH MPO BHUABICHI MPOOJIEMH Ta PEKOMEHMAIlil OO0 TONIIMIIECHHS Oe3IeKH.
Hpyra mporpama, peamizoBaHa SK TeNerpaM-00T, HAJa€ MOXIIMBICTh BiJJaICHO
aHaJi3yBaTH KOPIOPATHUBHI CAalTH Ta CEPBEPH, CHPOIIYIOUHN MPOIEC KOHTPOIIO Oe3IeKn
JUISL CIIELiatIicTiB 3 KibepOeseKu Ta CHCTEeMHUX aaMiHicTpaTopiB. IHTepdeiic Temerpam-
60Ta 103BOJISIE IPOBOANTH BiJJTAJIEHY JIIarHOCTHKY JOBLIBHOTO cepBepa 0e3 HeoOXiJHOCTI
JOCTYIly JI0 HBOTO, BCTAHOBJICHHS Ta PETryJSPHOTO OHOBJICHHS CHELiaJbHOTO
mporpaMHOro 3a0e3ledeHHs, M0 pOoOUTh OOT 3pyYHHM Ui BHKOPHCTaHHSA. bot
3abe3rneuye aHali3 Pi3HUX CKIIAJIOBUX CalTy Ta CEepBEpy, Ha SIKOMY BiH PO3MIIICHUIA,
BKJIIOUAIOYM BEpCi0 ornepaiiiiHoi cucremu cepBepa, cepBicu cepBepa, CMS caiity,
HIJIZIOMEHU CaiiTy, peryTalilo cepBepa Ta caiiTy Ta reosiokaiiio cepepa. Pesynbratn
aHaNi3y HAJAIOThCS y 3BITI, L0 JOMOMAarae BUSBUTH MOTEHIIIHI Bpa3lMBOCTI Ta HAJIAE
pEKOMeH/IalliT 3 MOKpaIlleHHs] Oe3MeKH.

Karwuosi cioBa: xopnoparuBHa KiGepOe3srieka, caiit, cepBep, ayauT, Iporpama, 3BiT,
Tenerpam, 00T, BiiaNeHa JiarHOCTHKA, TIPoOJieMH Oe3MeKH, CepBic, BPa3IUBOCTI.

BeTryn. AkTyalibHICTB PO3pOOKH CHCTEM aBTOMATH30BaHOTO aHai3y KibepOe3neku HaOyBae
0c00MBOi Baru B CydyacHOMY HHU(POBOMY CBiTi, OCKUIBKH TEXHOJIOTII 3JamMy MOCTIHHO
yIIOCKOHAIIOIOTHCS 1 CTa€ BCE BAXKUUM CIIIIKYBATH 332 3MiHAMHU MPOTPAMHOI0O Ta allapaTHOTO
3a0€3MeUYeHHs] KOPIIOPATUBHUX KOMIT'IOTEpiB Ta caiTiB [1]. 3JI0BMHCHHKH TMOCTIHHO
IIYKalOTh HOB1 COCOOM 31aMy iH(GOpMAI[IHHUX CHCTEM, BUKOPUCTOBYIOUH BPA3JIUBOCTI B
MpOrpaMHOMY Ta amapaTHoMy 3a0esnedeHHi. HOBHM BHKIMKOM € PO3BHUTOK IITYYHOTO
IHTENeKTY, IO BiIKPUBAE HOBI MOXKJIMBOCTI JUIsl CTBOPEHHS CUCTEM 3J1amy [2].

CraTTs po3risaae po3B’s3aHHs ABOX 3a/4ay ayAuTy KibepOes3meku: 3aaadi ayauTy
armapaTHOTO Ta IPOrPaMHOTrO 3a0e3neueHHs KOPIOPATHBHUX KOMIT FOTEPIB Ta 3a/1a4i ayIUTy
KOPIIOPaTHBHUX CANTIB Ta CepBEPIB, HA SIKUX I[i CAUTH PO3MIILEHi.
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Mertoro po3B’si3aHHSA NepILoi 3a1a4i € BUABJICHHs MOTEHUIHHUX MpobiaeMu Oe3nekn
Ha PIiBHI OKpEeMHX IpUCTPOiB. A came, mpoOJeMH 3 anapaTHUMH KOMIIOHCHTAMH,
MPOrpaMHUM 3a0€3IEeYeHHSIM, JpaiiBepaMu, IMaTYaMy Ta IHITUMH aCIIEKTaMU KOMIT'FOTEPHOT
1HQPaCTPYKTYpH, IO JO3BOJISE BYACHO BXKUTH 3aXOJIB JUJISI BUIIPABJICHHS IOMMUJIOK,
3a0e3Mevyoun HalleKHY MPOIYKTHBHICTh Ta PYHKIIOHATIBHICTH cUcTeMH. OCKiIbKH, 6arato
KOMITaHIi MiJISATal0Th PETYJIATOPHUM BHUMOTAM MO0 O€3MEeKH, 3aXMCTy NEPCOHAIBHUX
naHuX, (piHAHCOBOI 3BITHOCTI Ta IHIIMX AacleKTiB, TO ayaUT KOMII'IOTEpIB Jolomarae
BCTAHOBHUTH BIAMOBIJHICTH I[IMM BUMOraM Ta IMIATBEPAMTH, [0 KOMII'FOTEpHA
iHQpacTpyKTypa BiANOBiAa€ NOTPIOHMM CTaHAapTaM 1 perynsamisM. Takox ayaut
KOMI'FOTEpiB MOXKE JOMOMOITH BMSIBUTH 3aiiBe amapaTHe Ta IporpaMHe 3abe3rnedyeHHS,
HeeeKTHBHE BUKOPUCTAHHS PECYpPCiB, HEI1€B] MPOIECH Ta iHIII (AaKTOPH, SKi MPU3BOAATH
710 HaAMIPHUX BUTpAT. AHANI3YIOUN Pe3yJNbTaTH ayIAUTy, MOXXHA BXKUTH HE TUIBKH 3aXO0JU
10710 KiOepIie3neKku, HO 1 3aX0/1 Mo oNTuMi3alii 3a0e3neyeHs Ta 3SMEHILIEHHIO BUTpPAT.

MeToro po3B’si3aHHS Ipyroi 3ajayi € BUSBIEHHS MOTEHUIMHUX NpoOieM Oe3neku
KOPIIOPaTUBHUX CalWTiB. A came: BIACYTHICTb aKTyaJbHHUX BEpCId IMPOrpaMHOro
3a0e3MeveHHsI cepBepy Ta CaTy, HaAMIpHA KUIBKICTh BIIKpUTOI iH(OpPMAIIIT IPO MporpaMHe
3a0e3medeHHs cepBepy, BIAKPUTUIN TOCTYII A0 CIyXkO, SIKi MPU3HAUEHI JJI1 3aCTOCYBaHHS B
JIOKaJIbHUX Mepexax, HassBHICTb IIPALIOI0YMX CITYKO0 3 3aCTaplIMMU IPOTOKOJIAMHU YU TaKHX,
SIKI HE BIIIOBIJAIOTh LIJILOBOMY ITPU3HAYCHHIO KOPIMOPATUBHUX CEPBEPIB, 3aCTOCYBAHHS
HeOe3neuHux Ta 3actapumnx CMS, mepeBaHTakeHICTh cepBepa caliTaMu, BIJICYTHICThb
ceprudikaty 4M HEHaJINHUI HeHTp cepTudikallii, HU3bKa pemyTallis cepBepa Ta cailTy,
reoJI0Kallis cepBepa B HEIPYKHIX 10 YKpaiHu KpaiHaxX i KpaiHax, B AKX HE TOTPUMYIOThCS
3aKOHOIAaBYMX HOPM MIOAO JAOCTymy 10 mpuBatHoi iHdopmanii. Hacmiaku 3mamy
KOPIIOPaTUBHUX CAlTIB MOXYTh OYTH IyK€ HEMPUEMHHMH, 30KpeMa: 3YIMHHKA POOOTH
CaliTy; KpaabKKa Ta PO3MOBCIO/DKEHHS MEePCOHAIBHUX JaHUX KOPUCTYBadiB, ()iHAHCOBUX
JaHWX, JIOTiHIB Ta MAapoJiB; BTpaTa IMiHHOI iHQOpMalii, fKa CKJIaJa€e KOPIMOPATUBHY
TAEMHHUIIO. SIKIIO 371aM CTa€e BiIOMUM, TO II€, 3BUYAI{HO, Ma€ HETaTUBHUH BILJIMB Ha AUJIOBY
JISUIBHICTh Ta pemyTalilo KoMmmadli. BTpara noBipu KOpHCTyBadiB MOXXE€ BIUIMHYTH Ha
JOSIBHICTD KIIEHTIB, 3HM)KEHHA Tpadiky Ta BTpaTy Oi3Hecy. Kpim Toro, Garato kpain Ta
PEryJISTOPHUX OpraHiB BCTAHOBIIOIOTh OOOB'SI3KOBI BUMOIM ILOJO 3aXUCTy JaHUX,
KOH(D1IEHLIMHOCTI Ta MPUBATHOCT1 JaHUX KOPUCTYBauiB Ha BeO-caliTax. HeBUKOHaHHS LUX
BUMOI' MOK€ MPU3BECTH 0 WITpadiB, MPaBOBUX CAHKIIN Ta IHIIMX HEraTHBHUX HACIIAKIB
IUIs miAnpueMcTBa. PerysispHuiil ayauT calfTiB 103BOJISE TAKOXK OLIHUTH MPUYUHU HU3BKOI
IIBUJKOCTI JOCTYIY JO CalTiB, BHUSBUTH MOpaJbHY 3acTapiuliCTb 3aCTOCOBAHOIO
[porpamictTaMM Ta CHCTEMHHUMH aJMIHICTpaTOpaMU IPOrpaMHOro 3a0e3ledYeHHs Ta
TEXHOJIOT1H MPOrpaMmyBaHHSI.
Cucrema aHaJIi3y ki0epOe3nexn NPOrPaMHO-TEXHIYHOIO 3a0e3ne4YeHHs
KOPNOPATUBHUX KOMI'IOTepiB. BUMOrorm 10 cucreMu € HasgBHICTh 3pYYHOr0 rpadiqyHOro
iHTepdeiicy, MmMBHAKICTE POOOTH Ta aJeKBAaTHHH NEPENiK IapaMmeTpiB Al MOPIBHIHHS.
[Tporpamui inTepdeiicu OC Windows He BIAPI3HAIOTHCS BUCOKOIO IIBHJIKICTIO OTPUMAaHHS
MapaMeTpiB, 1110 OB’ I3aHO 3 APXITEKTYPHUMHU 0COOIUBOCTIMHU onepaniiiHoi cucremu (OC)
[3, 4]. [ndhopmarist mpo KOKHUM KOMIIOHEHT B IEBHUK MOMEHT 4acy He fgoctymnHa ans OC i
Ma€e OTPUMYBATHCh depe3 iHTepdelcu BIAMOBIIHUX JpaiBepiB, AOCTYN O SKHIA
3HAaXOJUTHCS 4epe3 BIAMOBIAHI Kioui peecTpy. Ll iHdopmalist TakoX He 3almucyeThes B
MeBHIN LIEHTpali30BaHii 0a3l Mpu 3amycKy OIepamiifHoi CHCTeMH, KOJIM 1HINIami3yIThCs
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npaiiBepu. ToMy 3BHYAHO mNporpaMu IS OTPUMAHHS CHUCTeMHOI iHQopmarii abo
BiIOOpaXXyrOTh TiIBKKM 0a30By iHQoOpMalito abo CTPYKTYPYHOTh BiJOOpakKeHHS IO
KaTeropisiM Ta IMiAKaTeropisiM, MO0 KOPUCTYyBad MII OTPUMATH TIIbKU KOHKPETHY
iHopMallito, Koiu e noTpidHo. OTpuMaHHs Beiel iHpopMallii, IKy MOXIJINBO OTPUMATHU PO
KOMIT'I0Tep 3a joromoror iHtepdericiB OC, 3BUuUaliHO 3aiiMa€ Ha TOPIBHSIHO CYy4acCHOMY
IIK 6ins 10 xBunuH. ToMy mporpaMa i ayAMTy Ma€ BUOMPATH TUIBKU Tl MapaMeTpH, SKi
BITHOCSATBCS 10 3HAYMMHUX, HE 3MIHIOIOThCS KoskHOTO 3amycky OC. [lepemnik gocmimKkyBaHuX
napaMmeTpiB Mae OyTH HEBEIUKHH i OHO3HAYHO 3pO3yMUINN KOPUCTYBA4YEBi MPOTPaMH.

Jlns e O1IbIIOro CHpoIIeHHsS poOOTH 3 MPOrpamMor0 HaOLIbII TUIOBI MEPEBiIpKU
Ki0epOe3neKkn CUCTEMOO MalOTh BUKOHYBATHCh 3a 3aluToM. 715 1iboro Tpeba peanizyBatu
OKpeMy (YHKIiI0O — aBTOMaTHYHE NPOBEIACHHSA ayauTy. B pe3ynbTari aHamizy oTpumaHa
iHpopMmalis (K MOTOYHA KOHQIryparis, Tak 1 I 3MIHM) aHaMI3yeTbCA 3 TOYKH 30Dy
kiOepOe3neku. AHaI3 3a3HAYa€ SKi Pe3yNbTaTH TMEPEBIPKH BIJMOBINAIOTH BHUMOTaM
kibepoesneku [1K, ski iX mopyIIyroTh, a siki BAMararoTh JOAaTKOBOI'O PyYHOTO aHATI3y.

Po3pobniena cucrtema, sika BiAMOBiae 3a3HaYEHHMM BHMOTaM, peali3oBaHa SK
nporpama MoBow Python [5, 6], 3 opientamiero Ha 3actrocyBanHs B OC Windows.
[TpoBOOUTHCS OTPUMAaHHS TAKWX 3HAYUMHUX ITapaMeTPiB SK:

— amapatHe 3a0e3nedeHHs koM 1oTepa (BIOS, nporecopy, mam’sTi, IUCKIB TOIO);

— OCHOBHI MapaMeTpH OmepamiiHoi cucTteMu (HoMmepa 301pKu, JaTH BCTAaHOBJICHHS,
MTariKA BCTAHOBJICHHS TOIIIO);

— TIepeJIiK BCTAHOBJICHOI'O IIPOrPaMHOro 3a0e3edeHHs (BUIaICHHS, 10/IaBaHHs, 3MiHa
Bepcii);

— TepeliK MporpaMHoro 3abe3neueHHs, ke 3anyckaerbcs pasom 3 OC Ta npu BXozi B
aKayHT;

— TIepeNiK BCTAHOBJIEHHX OHOBIEHB omnepaniiiHoi cucremu (OC) Windows;

— HasBHICTb Ta aKTUBHOCTI Opanamayepa Windows, antusipyciB Windows Defender
Ta IHIIMX OCHOBHUX BUPOOHMKIB, aKTyaJIbHOCTI 3a/i1HOT 0a3u JaHUX aHTUBIPYCIB.

Cucrema BiINOBIJa€ HACTYITHUM KJIFOUOBUM TEXHOJIOTTYHUM BUMOTaM:

— MOXJIUBICTb 30€pEeKEHHS IOTOYHOIO TMEpeNiKy IapamMeTpiB KOMII'IOTepa, SK
eTaJIOHHY KOH(irypariiro B moprabeiabHOMY Ta 3pydHOMY a1t 00poOku hopmati JSON;

— MOXJIMBICTh ITOPIBHSAHHS TOTOYHOI KOHQirypamii Ta Oyab-ikoi 31 30epexeHux
KOH(Iryparliii B sSIKOCTI €TaJOHHOI;

— Yac OTpUMaHHs HEOOX1AHOI 0 IIEpeNIiKy apaMeTpiB He nepeBulrye 1 XB.;

— TpOBEAEHHS aBTOMAaTUYHOIO ayIWTy 3 TEHEpali€lo 3BITY OHOBJIEHb OINepaliitHoi
CHCTEMH, HassBHOCTI Ta akTUBHOCTI Opanamayepa Windows, antuBipyciB Windows Defender
Ta IHIIMX OCHOBHUX BUPOOHUKIB, aKTyaJIbHOCTI 3a]1isTHOT 0a3u JaHUX aHTUBIPYCIB.

[Ipu po3pob11i cucTeMu BUKOPUCTaH1 HACTYITHI 1HCTPYMEHTH IIPOrpaMHO] 1HXKeHepii:

— wMmoBa nporpamyBaHHs Python 3.10 B nuctpudyTtBi Anaconda;

— ©Oi0mioTeka ais peasnizauii rpagignoro iHtepdeiicy PyTK;

— 1iatepdeiicu OC nns nocrymy no WMI [7], peectpy [8] Tomio;

— yrtuiita autoruns [9], pe3yiapTaTé SIKOT BUKOPHUCTOBYIOTHCS JJIsI TapaHTOBAHOIO
3HAaXO/DKEHHsT Bcix mporpam B aBrozamycky OC (mo, npu OakaHHI TapaHTOBAHOTO
pe3yJsbTaTy, He € IPOCTOIO CIIPABOI0);

— TEXHOJOTIi IHTepHAIliOHAJTi3aIli] TPOrpaMH.

ITix yac poGOTH 3 CHCTEMOIO ayIUTOpP MOXe 30epiraTv MOTOYHY KOHQIrypariro sk
€TAJIOHHY U MOpIBHIOBAaTH B HACTYNMHMM pa3 3MIHM B KOMII'IOT€pl BiHOCHO Hei. [l
30epexeHHs KoHGIrypaiii B CHCTeMI 3aCTOCOBaHMM 3pyuHuil mopTtadenbHuii popmar JSON.
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[Tpuknan nepeBipku KoH(Iryparii KoM’ roTepa IMmicjisi OHOBJICHHSI HOrO TEXHIYHOTO
3a0e3reueHHs pUBEACHNN Ha puc. 1.

Nporpasa ana nposeaesa ayaury NK

OTpmman in@opmawin Aymprop 1.1
TPORCTN SR Mopiewat 3 2023_04_29_02_18_24_INTEL5_10_0_19044 json - Buganimit

Napamerp MOTONME IHAYECHHA -
1 Mepemese im'a NK DESKTOP-OMPDNIQ
2 Koa un BFEBFBFFO00406E3
3 Xapaxrepucruxa UN Intel(R) Core(TM) i5-6300U CPU @

2.40GHz

4 KinokicTs noriunmnx 4 Be3 amin

Aagep un
5 Kinokicro dizmunnx 2

Aagep Un
6 MaxcnmanoHa 2496

TaKTOBA HacTOTa B
My

7 Im’'a sigeo UN Intel(R) HD Graphics 520
8 Bigeo UN mae 1.00Gi8 Bes amin

nam’ari
9 Pozainoua 1366x768

30ATHICTS expany
10 HacToTa OHOBNEHHA 59
(8 rw)
“ » .
Npwn 321 AK

Puc.1. ITpuxnan nepeBipku KoHGITypallii KOMII FOTepa Miciisi OHOBJICHHS MOTO TEXHIYHOTO
3a0e3MeyeHHs

[Ipuxnan nepeBipku KOHGIryparii KoM 1oTepa nicisi OHOBJIEHHs HOro MporpaMHOro
3a0e3neueHHs IPUBEACHUN Ha puc. 2.

Mporpama ann nposegennn ayanry NK

OTPHMATH INQOPMAWD Aymprrop 1.1
Nposecrn ayanT MopiewaTr 31 2023_04_30_00_46_57_DESKTOP-OMPDNIQ_10_0_19045 json - Buaanuti
Napamerp MOoTOYHE 3HaYeHHA NMonepeaHe 3HaYeHHA =
81 -11- Cepeaosuuie BMKOHaHHA Microsoft Edge Be3 3miH
WebView2 112.0.1722.58

- -I l- qantorrent o _

84 -11- paint.net 5.0.3 Be3 3min

85 I WInRAR 6.02 6.02 Bes3 3amiH

86 -11- WinDjView 2.1 2.1 Be3 3miH

87 -11- WinCHM Pro 5.45 5.45 6e3 3minH
“ » -
Mpw BM3HAYEHHI 3HaNAEHO 2 BiaMIHHOCTER 36epertu AK eTaNOHHY KOHDIrypauin

Puc.2. Ilpuxnan nepeBipku KoHpIryparii KoM’ 1oTepa Mmiciisi OHOBJIEHHS HOTro
MPOrPaMHOTO 3a0e31eY CHHS

Jnis cnporeHHs: poOOTH KOPUCTYBadiB, CHCTEMa MOKE aBTOMAaTUYHO 3T€HEPYBaTH
3BIT aynuTy. [Ipuknaz 3BiTy MpUBEAECHO HA pHC. 3.
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é Pezynstar ayauty — >

PesynbTart ayauTty

DaepsBan BigiMKHeHO.
* B aBTOo3anycky HasBHa HecepTudikoBaHa nporpama, MoOXXnmseo ue HebaxxaHe
ns.

c:\Program Files (x86)\Fort Firewall\FortFirewall.exe.

B aBTO3anycky HasBHa HecepTudikoBaHa Nporpama, MoOXmMBo Le HebGaxaHe
ns.

d:\Program Files\Process Hacker\ProcessHacker.exe" -hide.

3 BMMOram Ki

pGesnexn
Puc.3. [Ipukiag aBTOMaTHYHO 3r€HEPOBAHOTO 3BITY

[Ipu npoBeneHHl ayauTy HOpU yYMOBI, LI0 HpOOJIEM HE 3HANAEHO, ayAUTOp Mae

30eperTi MoTOYHy KOHIrypamiro B ¢aiia SK eTaJoHHY, Ha3Ba SKOTO 3a 3aMOBYCHHSIM
MICTUTh MEpEeXeBe IM’si KOMIT'IoTepa Ta AaTy. B HacTymHuil pa3 ayauTop BXKe 3Bipse
KoH(Iiryparito 3 Tow, mo 30epexeHa. SKio 3MiHM MO3WTHBHI, TO HOBa KOHIryparis
30epiraeTbcs SIK €TaJOHHA.
Cucrema anani3y ki0ep0Oe3nekn NporpaMHoOro 3ade3nedyeHHss KOPNOPpATUBHUX CAMTIB.
Bumororo 10 cuctemu € 3a0e3MeunTH 3pydyHUi JUIsl KOpUCTyBaya MIBUJIKUHA ayIuT CalTy i
cepBepy, Ha SKOMY BiH PO3MIIIEHHI, 3 METOI0 BU3HAUYEHHS CTYIEHIO 3aXUCTy H OCHOBHHX
MOXJIMBUX MpoOneM. [Ipu 1bOMY CHEHIaNicT OIIHIOE CalT Ta CepBEpHE MpOrpaMHe
3a0e3neyenHs (I13) 330BHI, TOOTO aHamizye ska iHpopMmalis Moxke OyTH IOCTyIHa
3aIlikaBJIeHOMY Xakepy. BusHaueHHs cTaHy Oe31eKH 330BHI Ma€ MeBHI HETOJIIKH — OTPUMaHa
1H(popMalis Moxke OyTH HE TIOBHA UM HABITh HEJOCTOBIPHA, SIKIIO aIMIHICTPATOP CIEL1aIbHO
HaJ UM mpaioBaB. OnHaK, iICTOTHA IepeBara TaKOro BHU3HAYEHHS — HE3aJeKHICTh BiJ
aZMIHICTpaTOpa CepBepa il mMporpamicTiB CalTiB, K1 MOXYTb ¥ HE 3HaTU HPO (PakKT Takol
nepeBipku. OLIHKY BIPHOCTI MPUHHATH PIlIEHb CUCTEMHUM aJMIHICTPAaTOPOM CEpBepa Ta
IporpamicTaMy CaiTy MPOBOAUTH MPOrpaMa, TAKUM YMHOM BUHUKA€E MOXKJIUBICTh MOTJISALY
Ha CUTYaIIilo 300KY.

KputepisMu Bpa3auBOCTI caliTiB IPH 30BHIIIHIN AlarHOCTHLI € HacTymHi [10]:

— BuxopucTaHHs 3acTapiyiol onepaiiifHOi CUCTEeMHM Ha cepBepi calTy. Sk mpaBuio,
nporpaMHe 3a0e3nedeHHs (B TOMY YMCII JUIsl peasti3allii iHTepHeT-CepBiciB) IS 3aCTapiiinx
OC, ocobmuBo B cBiTi UNIX-monionux OC, HE OHOBJIIOETHCS, 1€ MPU3BOAUTH 10 TOTO IO
3HaliJIeH1 BpPa3JIMBOCTI B CTAPILIMX BEPCISIX HE BUIPABISIOTHCS I LIMM MOXYTh CKOPUCTaTUCh
XaKepH.

— BuxopucranHs 3acTapimux ciayk0 Ha cepBepi caiity. IlpuunmHa Taka X cama —
ciyx0a, Bepcist SIKOi He MATPUMYETHCS MOXKE CTATH HKEPEIOM 3J1aMy

— BuxopucrtanHs Ha cepBepi cailTy CiayxO0, IO peadi3yloTh 3acTapiii MPOTOKOJIH.
Koxna cmyx6a, ska JOCTymHa KOPHCTYBadyy B IHTEPHETI € JKEPEIoM MOTEHIIHHOL
HeOe3nekn. BukopucToByBaTu CiIy:KOH, sIKI peaii3yloTh HeakTyaJlbHUIl (yHKIIOHA1 B
3arajJbHOMY BUTIQJKy HEMOTPIOHO ¥ Kpalle 3HaXOAUTH CyJacHI albTepHATUBU
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— HanmipHa KiIbKICTb caliTiB Ha cepBepi. KoxkeH caiiT moxe matu Bpasnuse 113, uepes
SIKE€ MOXKJIMBO MOTEHLIMHO OTpUMATH JIOCTYI JI0 BChOro cepBepy. Yum Oinblie cailTiB, TH
TaKW PU3UK OUTBIINHI. SIKIIIO HA KOPIOPATHBHOMY CaiTi 30epiraeThCs BaXKIMBa iHhopMallis,
TO Tpeba YHUKATH HOro pO3MillleHHs Ha XOCTUHTY C COTHSIMU CalTiB Ha OJJTHOMY CEpBEPI.

— Hanmipha kinbkicTh cyoaomeHiB. CyOpoMeHH BUALUISIOTHCS A CIyKO0 (Hanpukiaz,
ftp un smtp) Ta caiitiB. [HO1 aAMIHICTpAaTOPH 370BKUBAIOTH CYOIOMEHAMHU, PO3MIILYIOUH B
IHTepHET HEMOTPIOHUI KOHTEHT

— Bukopucranas CMS. BukopucTaHHS THIOBOTO ¥ BiIOMOTO IMPOTrPamMHOrO
3a0e3MmedyeHHsl € JUKepenoM HeOe3meku. 3BuvaifHo, pisHi CMS MaioTh pi3HUH CTYHiHbB
3aXHUCTy Ta SIKiCTh BUKOHAHHSA, BUMOTH 0 aJAMiHicTpyBaHHs Toio. Caittu 3 CMS 3BHyaiiHO
371aMYIOThCS B TIEPIILY YEpry.

— Penyramis caiity. IHTepHeT Cay)XOM Ta TIOIIYKOBI CHCTEMH MAalOTh BIACHI
IHCTPYMEHTHU JJIs1 BU3HAYEHHsI (aKkTy 3/aMy CaMTIB, TaKOX € CIIELiajbHI CEPBICH, B SKHX
PO3MIILYIOTH aJJ00M KOPUCTYBauiB Ha aHOMaJIbHY aKTUBHICTb CEPBEPIB.

— Teorpadiuna jokamis caidTy. Xoua BOHa HE € MPSMUM ITOKa3HUKOM KiOepOe3IeKw,
OJIHAaK PO3MIILLEHHS CaliTIB B IeKUX KpaiHaxX € HeOe3MeUYHUM OCKIJIbKY 3aKOHOJABCTBO TaM
HE JyKe Ji€, TOMy JOCTyHn 10 iHpopMmauii MOXYTb OTpUMard (I3UYHO YU HUIAXOM
BCTAHOBJICHHS CHEIIaJIbHUX aHAI13aTopiB TpadiKy 3a MiCIleM BCTAaHOBIICHHS CEpPBEPY.

Jli mpoBeieHHs 30BHILIHBOI JJIarHOCTUKU PO3pO0JIEHO OaraTto NporpaMHUX yTHUJIIT,
TOMY IIPH PO3POOJICHHI CUCTEMHU HE JOLIJILHO 3aliMaTHCh PO3POOKOI0 HOBHUX 1HCTPYMEHTIB,
a 0a)xaHO 3aCTOCOBYBAaTH MaKCHMAaJIbHY KUJIbKICTh BiJIIpallbOBAaHUX pilieHb. [Tpu3HaucHHs
CHCTEMHU Oy/1e B TOMY, III00 ITpOaHai3yBaTH OTPUMaHI OI[IHKH 1 MPEACTABUTH X B 3p03yMLITIH
¢dopmi ayauropy.

Jlnsg BU3HAUEHHS OMNEpaliifHOl CHUCTEeMH JOLIBHO 3aCTOCOBYBATH pe3yJbTaTH
nporpamu nmap [11-13], ska BukopuctoBye MexaHi3Mm fingerprinting. baza nanux nmporpamu
nmap ckianaeThes 3 imenTudikaropis pisanx OC Ta BiANOBIIHUX A0 HUX MapkepiB. OOcsr
B/l cknamaerbcs Outbie HiK 3 7000 Tmcsu 3anmciB. Crig 3a3HAYMTH, MO IMPOIEAYypa
BHU3HAYEHHS NIPUHIUIIOBO Ma€ IMOBIPHICHUHN XapakTep, To0To, Hanpukiaax Linux 6.2 [14, 15]
Moxe Oyt 3 imoBipHicTIO 90%, a Linux 6.0-6.4 3 iimoBipHicTio 89% 1 T.n. Kpim Toro,
aJIMiHICTpaTOpu CepBEpiB MOXKYTh 3aCTOCOBYBATH MeTonu Qanbcudikarii mokasis [16, 17].
B poGorti [18] HaBemeHo miTepaTypHUH OIJIs[ METOMIB TMiABUIIECHHS WMOBIPHOCTI
BU3HaueHHs. JlJI1 MiJBMILEHHS TOYHOCTI OL[IHIOBAHHs Tpeba IMepeBIpUTH JOCTOBIPHICTH
OLIIHKH, OPIEHTYIOUMCh Ha CHIBMNAIHHA 3 IHIIMMHU BU3HAUYEHUMH IapamMeTpaMu (ciayx0aMu
OC, BeO-cepBepoM, 3aCTOCOBAHMMM CEPBEPHMMM MOBaMM IPOrpaMyBaHHs TOLIO).
VYTOuHEHHs BepCii TAaKOX JOCATAETHCS 32 PaXyHOK 3aCTOCYBaHHs METOAIB aHali3y Tpadiky
HTTPS [19] 1 DNS.

Jlnsi BU3HAYCHHsS Ta OIlIHKM CEpPBICIB OMEpaliiHOl CHCTEMH TaKOX JOIIBHO
OpIEHTYBATHCh B IEPLIY YEpry Ha aJIrOPUTMHU IIPOrpaMu hmap, siKi 3aCTOCOBYIOTh JEKiIbKa
MeXaH13MiB BU3HAUEHHS MEePETiKy MPalLOI0uUX CEPBICIB Ta MPOrpaMHOro 3a0e3MeueHHs, 1110
ix peamizye.

Ouinka 3acrocoBanux ceppiciB OC 3a NpU3HAYCHHSAM JIOLIJIBLHO IPOBOIUTH
BHMXOJSYHM 3 HACTYIHOI Kinacudikarnii [3, 13, 14, 15]:

1. CepBicu, HOpMambHI I IHTEpHET-CEpBepa, sAKi € aKTyallbHI i pEeKOMEHIOBaHi:
ftps, ftps, ftps-data, ftps-data, smtp, http, https, imap, imap4-ssl, imaps, xmpp, xmpp-client,
http-proxy, http-alt,https-alt, submission

2. Cepsicu, HOpMaJbHI JUIsl IHTEpHET-CEpBEpa, MPOTOKOIM SKHX 3acTapiii W Taki
cepBicH Kpalle 3aMiHUTH Ha Oinbmn Oe3newHi aHajoru (Hampukian, telnet Ha ssh, irc Ha
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MecceHpKepu Ta iH.): ftp-data, ftp, telnet, rtelnet, tam, nntp, tftp, via-ftp, gopher, irc, talk,
conference, rtsp, rsync, telnets, ircs, pop3, pop3s, time, scp, scp-config

3. CepBicu AJid BIIJAJIEHOTO YIPABIIIHHS CEPBEPOM, SIKI MalOTh KOHTPOJIIOBATHCH
OpanaMaypepoM M He OyTH BifgaieHo OyTH AOCTyIHI B3araui: ssh, vnc, vnc-1, vnc-2, vne-
3, vne-http,, vnc-http-1, vnc-http-2, vne-http-3,teamviewer, ms-wbt-server, msrpc

4. CtaHmapTHi MepexeBi CepBiCH OIepallifiHuX CHUCTeM, cepBicu 0a3 naHux, X-
cepBep Ta iH., BCe M0 Ma€ He OyTH JOCTYITHO Yepe3 MEPeXy IHTepHET i Mae B OUIBIIOCTI
BHIA/IKIB BUKOPHCTOBYBATUCH JIMIIIE B MEXKaX JIOKAIbHOI Mepexi: sqlserv, sqlnet, netbios-ns,
netbios-dgm, netbios-ssn, snmp, ipx, microsoft-ds, printer, http-rpc-epmap, login, dhcpv6-
client, dheps, nfs, mysql, mysql-proxy, postgresql, ms-olap2, ms-olapl, rsqlserver, rsqlserver,
dns, x11, X11, X11:1,X11:2,X11:3,X11:4, X11:5, X11:6, X11:7, X11:8, X11:9

5. Cepsicu MaiiHIHTY, IKi He MalOTh OyTH IPUCYTHIMH Ha cepBepi: bitcoin, litecoin.

6. CneuiajipHi cepBicH UIsl pO3pOOHMKIB, HAsBHICTb SIKMX Ha KOPIOPAaTUBHOMY
IHTEpPHET cepBepi CKkopimie He OaxaHi: git, cvspserver, cvsup. JJIsl UX cepBiciB Kparie
BUJIUIUTH OKPEMUIl cepBep, SKIIO 1€ 103BOJIsi€ (hiHAHCYBaHHS.

3 Touku 30py Oe3meku Kpalle, SKII0O HE MOXIMBO BH3HAUUTH IMPOrpaMHe
3a0e3meueHHs, IKe peati3ye cepBic uu xoda O Bepcito mporpaMu. s OIiHKY 10CTOBIPHOCTI
OLIHKM MPOrpaMHOro 3a0e3MeuyeHHs HEOOX1HO JONAaTKOBO /Ui KPUTUYHHX CIIyXO
3aCTOCOBYBAaTU J07aTKOB1 ainroputmu. Hampuknaa, ans BeOG-cepBepa ciil HepeBipuUTH
nonatkoBo Bepcii mporokonmy HTTP, mo miarpumyroTtees (Hanmpukiaan, HTTP/2
HNIATPUMYIOTh JJaJeKO Ha BCl BeO-cepBepH). 3arojoBKU BeO-CEpBEpIB B JICSIKUX BUIAAKaX
MICTATh 1H(OpMaLiI0 PO omepaliiHy cucremy, Hampukiag B nuctpuOytusi Ubuntu 3a
3amoBuyBaHHsM B 3arosioBii HTTP cepBepa micTuThCs MOBHAa Bepciss AUCTPUOYTHBY.
[lepexpecHa nepeBipka J03BOJISIE YTOUHUTH TOUHICTh BU3HaueHHs OC.

Buznauenns ta ominka CMS caiity [20, 21] Moxe cropoIeHO MPOBOIUTHUCH 3a
nonomororo ananizsy HTML koxy. OxgHak Oinmbin TOYHI AaHi Hamae cepBic whatcms. Lei
cepsic no3Bonsie Bu3HauuT CMS 3 BHCOKOIO JoJiero iiMoBipHicTIO. OIHaK BCe XK TakKu AaHi
Tpeba MmepeBipuTH Ha BiMOBIIHICTh 3 MPOCTUM anropuTMoM orinku 328 HTML komom.

BusHaueHHs Ta OLlIHKA MEpesiKy MiAJOMEHIB MOXE MPOBOAUTHUCH SIK 3a aHAII30M
SAN 3anmmcy SSL ceprudikary [10], Tak i 6pyTdopc MeTOIOM 32 TOIOMOT o0 nepedopy 3a
CIIOBHMKOM Tiporpamoro subbrute [22]. Jlpyruii mertom € OuUIbIl HaIiWHUH, OCKIIBKH
cepTudikaT 4acTo BUAAIOTh HE Ha OKpeMi IiAJOMEHM, a Ha BCl pa3oM. Beimka KiIbKIiCTh
MiJJOMEHIB 3BUYAaHO € HEe0e3MEeYyHOI0, YacTo B MIJAOMEHAaX PO3MIUIYIOTh INEBHI TECTOBI
BepCii CalTiB, 32 AKUMHU MOTIM HE CITIJIKYIOTb.

BusHaueHHs nepeniky 1HIIMX CaiTiB, pO3MIIIEHUX Ha CEpBEpl Ta OLIHKA X KUIBKOCT1
MOX€E IIPOBOAUTHCH 3a JOITOMOIOI0 MEXaH13My 3BOopoTHOro 3anucy DNS. HaliOiib1u 3pyunuit
cepBic BuU3HauYeHHs Hajaae ciyx0a Reverse2IP. KokHuii caliT, po3aMillleHU Ha cepBepi, €
okepenoM Hebesneku. Tomy Kpalle it KOPIOPAaTUBHOIO CaiTy, SKUM MICTUTH Ba)JIMBI
MepPCOHAJIbHI JJaH1 HE PO3MIIIYBATUCh HA JACIICBUX XOCTHHIaX 3 COTHSIMHM 1HIIMX CAMTIB.

BusnaueHHs reomokarii cepBepy Moxe OyTH TpoBeleHa 3a JIOIOMOTO0
OE3KOITOBHOIO cepBicy ip2geotools. B meskux kpaiHax He Oa)kaHO PO3MIIIEHHS CAWTIB
MiAIpUEMCTB YKpaiHu i mepeBipka 3a IepesiikoM HeHaIIHHUX KpaiH € 6akaHolo.

BusnaueHHs penyTanii cepBepy Moke OyTH MpOBeleHa 3a JIOMOMOIOK CEpBicy
abusedb. Lleii cepBic aBTOMaTHYHO NMPOBOJUTH OIIHKY IIKIUTMBOCTI Ta HeOE3MeKu cailTy 3a
100 6anpHOIO mKanow. OTpumaHHs iHGoOpMaIlii 3 TOAIOHUX CEPBICIB JO3BOJISE OI[IHUTH YU
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OyB (akT 371amMy cepBepy UM BUKOPUCTaHHS MOro JJisi HE3aKOHHOI YM HEJO03BOJIEHOIO B
Mepex1 A1SUIbHOCTI 3a mepiof B 2-3 OCTaHHI POKH.

3 BUKOPUCTAHHSIM 3a3HAUEHOT0 BUIIE MEPEiKy MOTSHLIHHUX BPa3IMBOCTEH CailTiB
Ta 3aMpPOMOHOBAHUX METO/IB X BU3HAYEHHS Oyna po3poliieHa cucTeMa, sKa peati3oBaHa siK
Python nporpama 3 intepdeiicom yar-60oty Meccenxepa Telegram [23, 24]. bot npoBoauTs
BiJlJaJIeHy J11arHOCTHKY, HE 3aJIS)KHTh BiJl aIMIHICTPATOPIB CAliTy Ta HE BUMAarae JO3BOIY IS
JoCTymy 1o cepBepa. [Ins BukopuctaHHs 00Ty 0OOB’sI3KOBa peecTpailisi KOPUCTYBadiB Ta
poOUTHCS JeTanbHUN 3BIT BCiX [Jii KopucTyBauiB. J[aHi OTpUMYIOThCS 3a JIOIIOMOTOIO
30BHIIIHIX IHCTPYMEHTIB Ta pi3Ha iH(OpMAIls MPO KOHKPETHUH CAaWT OHOBIIOETHCS 3
pI3HUMU IHTEpBaJaMM 3 METOIO 3axucTy Big DDoS arak.

s po3pobku 0oTa BUKOpUCTaHa Bepcis cucteMu mporpamyBaHHsa Python 3.10 3
nuctpuOyTtuBa Anaconda. Bukopucrano Aiogram — cy4yacHUH Ta MOBHICTIO aCUHXPOHHUMN
¢petimBopk 11t API Telegram Bot, nanucanuii Ha Python 3a nomomororo iHTepdeiicy
asyncio. Jlns 30epexenHs iHdopMmalii o kopucTtyBadax BuKopuctaHa jokaibHa CKB]]
SqLite.

[uTepdeiic roJoBHOr0 BiKHA MPOrpaMu NPUBEACHUM Ha puc.4.

Bepcis OC cepBepa HTTP chyxb6a cepsepa Bci cnyx6mu cepsepa
SSL ceptudikar CMS canrty Bci cy6gomenn
CaiTtuh cepBepa Po3wTawyBaHHA cepeepy PenyTauis cepsepa

MpoBecTu iHTerpanbHy OLUiHKY CalTy

Puc.4. Mento intepdeiicy uar-0oty

Jlesiki (hparMeHTH 3 pe3yJabTaTiB aHAJI3y CUCTEMH NIPUBEAECHI HUXKYE.
1. Anaui3 Bepcii OC cepBepa ne po3mimeno caiit ukr.net

OnmneparniiiHa cuctema ceppepa
MmoBipricTs npucytHOCTI OC:
Linux 5.0 - 5.4 - 87 npoueHTiB
SAxio s Bepcis BipHa: BUKOpUCTOBYEThCS akTyaabHa Bepcis sapa Linux. Lle 6e3neuHo.

2. AHaJji3 cayx0 cepBepa ae po3mimieHo caiit ukr.net
Bci cepsicu cepBepa
3HaiieH1 ciryxou:
TCP 80: http Cloudflare http proxy — Lle 6e3nedna /s iHTepHET-CepBepa CIIyK0a.
TCP 443: https cloudflare — Lle Ge3neyna ams iHTEpHET-cepBEpa CIyxkoa.
TCP 8080: http Cloudflare http proxy — Lle 6e3nedna /st iHTepHET-CepBepa CiIyx0a.
TCP 8443: https-alt cloudflare — Ile 6e3neuna ans iHTepHET-CEpBEPA CIYKOA.
BHKOPUCTOBYIOTHCS JIaHI TPOrpaMu nmap

3. Anaui3 SSL ceprudikary caiity ukr.net
Kpunrorpadiunuii 3axuct canty
Ceprudikat mparorounii. Ha caiiT moxHa 3aiitu 3a nonomororo HTTPS
PesynbraTtn neranbHoi mepeBipku ceptudikary
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Ceprudikat miiicauii B nepion : 2023-02-07 00:00:00-2024-02-07 23:59:59
ChinbHe iM 4 cepTudikaty: ukr.net
SAN: *.ukr.net, ukr.net
Ceprudikat Bunano: Cloudflare Inc ECC CA-3
Ile 6e3neuHo
4. Ananiz CMS caiity ukr.net
CMS caiity
PesynbTatu nepeipku 3a gornomororo ananizy HTML koxy — CMS He 3HalineHa
[ndopmanis Bix cepsicy whatcms: — CMS He 3HalineHa
Ile 6e3neuno
5. Anani3 Bcix cy0aomeniB caity ukr.net
[linnomenu caity
3a SSL ceprudikaramu — *.ukr.net, ukr.net
CrieniaibHAM arpecMBHUN MeTOJ 3a CIoBHUKOM 31 100 ciiB (mporpama subbrute):
ukr.net, www.ukr.net, mail.ukr.net, fip.ukr.net, localhost.ukr.net, webmail.ukr.net,

smtp.ukr.net, pop.ukr.net, nsl.ukr.net, .... , sms.ukr.net, office.ukr.net, exchange.ukr.net.
ipv.ukr.net

KinpkicTe mimmoOMeHIB 3aBelHMKa, MOXKJIMBO JESKl 3 HHUX HENOTpiOH1 JJIsi 30BHINIHIX
KOPUCTYBauiB.

He 30Bcim Oe3neuno

6. Anasi3 HasIBHOCTI IHIIMX CAWTIB HA cepBepi Ae po3TamoBaHo calT ukr.net
3Halineno caintis:21:
a678ff.com, acromegalie.nl, ... , ukr.net, ukr.net.ua, ukrnet.net.ua, vismasolutions.com,
www.aussiebeeflamb.com, vn.cdn.cloudflare.net, www.leatest.site, xodi.bet, yslbeauty.sa
Yum Oinplie caldTiB Ha cepBepi, TUM WMOBIpHilIe HOro 3j1aM depe3 MporpaMHe
3abe3neueHHd. KinpkicTs caiiTiB mpencrasisie HeOesmneky. Lle nebesneuno. Pekomenayetscs
3MIHUTH CEpBEp.

7. AHaJji3 po3TalryBaHHS cepBepa, ie po3TamoBaHo caiT ukr.net
I'eorpacdiuna nokariist cepepa
Micro — Toronto, Perion: Ontario, Kpaina: CA, Ilupora: 43.6534817, JloBrora: -
79.3839347
[P2Geotools
Ile He myxe Oe3meyHO ISl CaliTy, IKMM NMpU3HA4YE€HUM A OOCIYrOBYBaHHS IEPEBAXHO
VYkpainu

®parMeHT iHTErpabHOI OIIHKU calTy op.edu.ua MpuBEICHO Ha PUC. 5.

IHIEI PAJIDHA ULUIHKA LAVIIA Op.eau.ua

OnepauiiHa cuctema cepsepa:
6.2 - RELEASE(89 %): HEBE3IMNEYHO

Cny>x6wu cepsepa:
TCP 80: http nginx(sepcisn npuxosaHa): BE3NEYHO
TCP 443: https nginx(Bepcia npuxosaxa): BE3NE4YHO

KpunTtorpagivyHunia 3axmcT canTy:
Ceptudikar aiticHnia go: 15.08.2023
Buaaseub R3: HAAIMHUA

CMS canTy:
Drupal 7.92(99 %): NMOPIBHAHO BE3MNEYHO
YBara: 3acToCOBYETbCA Bepcifa, Aka BniTky 2023 p.ctaHe

R|ACTANINAIN

Puc.5. ®@parmeHT iHTEerpanbHoi OIHKY caifTy op.edu.ua
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Takum ymHOM, JleMOHCTpaIlisi poOOTH TporpamMu MpU JIarHOCTHIN PI3HUX CAMTIB
[IOKa3y€e YCHINIHICTh BUOPAaHUX IHCTPYMEHTIB Ta aJTOPUTMIB OLIIHKH CKJIAJJOBHX O€3MeKH
KOPITIOPAaTUBHHUX CAUTIB.

BucnoBku. PosrisHyTi aABI 3amaui ayamty KiOepOe3mekw: aHali3 amapaTHOro Ta
MPOrPaMHOTO 3a0€3MeUeHHS KOMIT'FOTEPIB 1 aHaJ3 KOPIOPATUBHHUX CANTIB Ta CEPBEPIB.

MerToto nepiioi 3aaa4i 0yn0 BUSBICHHS MOTEHILIHHUX MpoOiieM Oe3neku Ha piBHI
OKpEeMHX KOMIT'FOTEPHUX MPUCTPOIB, IO O3BOJISE BXKUTH 3aXOMiB JUIS BHITPABIICHHS
MTOMMJIOK 1 3a0e3meun Ty Oe3neKy i HaiiHICTh KOMI'TOTepHOI iHPpacTpyKTypH. Bukonyroun
ayqIUuT KOMII'IOTEpIB, MOXHAa BCTAaHOBUTH BIANOBIJHICTH PEryJSITOPHUM BHUMOTram,
3a0e3MeYUTH 3aXUCT MEPCOHATBHUX JaHUX, (PIHAHCOBOI 3BITHOCTI Ta IHIIMX ACIMEKTiB, a
TaKOK 3HU3UTHU BUTPATH LIUIIXOM ONTHMI3alii pecypciB Ta IPOLECIB.

[epma 3a7a4a po3B’ si3aHa MUISIXOM PO3POOKH MPOTPAMH JIJIS Ay TUTY KOPIOPATUBHUX
KOMIT IOTE€pIB, OCHOBHHUMH BIAMIHHOCTSIMHU SIKOI € MIBHUAKICTb POOOTH Ta aBTOMATUYHUMN
aHaJji3 3MiHM KOH(Irypariii Ta i1 3MiH 3 TOYKH 30py Cliemianscra 3 Kibepoe3neku.

Jpyra 3amaya rmojsransa |y BHUSABJICHHI TOTEHIIHHUX TpobOiieM  Oe3meku
KOPIOPaTUBHUX CAWTIB Ta cepBepiB. AYIUT CaWTIB 03BOJISIE BUSBUTH TaKi MpoOJieMH, K
3actapijie mporpaMHe 3a0e3Me4YeHHs CcepBepiB, HENOTPUMaHHS 3aKOHOJABYUX BHMOT,
BIJIKpUTUH JTOCTYN 1O CIY>KO, BUKOpPUCTaHHs HeOe3nmeuHux Ta 3actapiaux CMS i Gararo
IHIKMX. 371aM KOPIIOPaTHBHUX CAMTIB MOKE MAaTH CEPHO3HI HACIJIKH, BKJIFOYAIOUH BTPATY
KOH(Q1eHLIHHOI 1HpopMallii, 3yTUHKY poOOTH CaliTy Ta HEraTUBHUN BIUIMB Ha PEMyTaLlilo
KOMMaHii. AHadi3ylouu pe3yibTaTH ayAUTy, MOKHA NPUHHATH HEOOXIAHI 3aX0au Ui
3a0e3reueHHs 0e3MeKn CalTy Ta BUKOHAHHS BUMOT IO 3aXHCTy JaHUX KOPUCTYBadiB.

Jpyra 3a1a4ya po3B’s3aHa NUIIXOM PO3pOOKU MPOrpaMu JJisl ayAUTY KOPIOPATUBHUX
CalTIB, OCHOBHMMH BIAMIHHOCTAMH $KOI € BH3HAYEHHS HASIBHOCTI MOTEHIIHHUX
Bpa3IMBOCTEH MIJISXOM BiJjIaJieHOi miarHOCTHKHU. [Iporpama peamizoBaHa sk 4YaT-00T.
Oco0uBICTIO TPOIPaMU € BUKOPUCTaHHS aJIrOPUTMIB OLIHKH JOCTOBIPHOCTI OTPUMAaHUX 3
PI3HUX JKEpel JaHMX Ta HasBHICTh 3pY4YHOI Ui cHewianicra 3 KibepOoe3neku 1HTerpaibHol
OLIHKM O€3IMEeKM CalTy, sika HE BUMAara€e HasBHOCTI JOCTYNY JO CEpBEpa, Ha SKOMY BiH
PO3MIILIEHUH.

Po3pobka cuctem aBTOMaTH30BaHOIO aHaMI3y Ki0epOe3nekn Mae BEJIMKE 3HaUCHHS B
Cy4acHOMY IM(POBOMY CBITI, /i€ 3JTOBMUCHUKH MOCTIHHO IIyKAIOTh HOBI CIOCOOH 371aMy
iHpopMaliiiHuX cucTeM. 3acTOCyBaHHS TaKMX CHCTEM JI03BOJISIE BYACHO BHUSBIATH
MOTEHIIMHI 3arpo3ud Ta BPa3dMBOCTI, BXKMBATH BIANMOBIIHI 3aXO0Id JJIs IX YCYHEHHS 1
3a0e3medyBaTu O€3MEeKy Ta HaAIHHICTh KOMITFOTEPHHX CHCTEM 1 KOPIIOPATUBHHX CaMTIB.
3anpoBa/KEHHST ayAuTy KiOepOe3neku € HEOOXiIHMM KpPOKOM JJISl 3aXHCTY BaKJIMBUX
JAHUX, 3a0C3MEUYCHHs JOTPUMaHHSA PEryJsaTOPHUX BHMOI 1 3MIIIHEHHS JOBipH JO
oprasisariii B cepi KibepOe3neku.
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Enterprise computers and websites are prime targets for cybercriminals because they contain sensitive
information and provide business processes. Businesses must be prepared to spot and prevent potential threats
to avoid financial losses, reputational damage, and violations of customer data privacy. In this context,
cybersecurity analysis systems for software and hardware of enterprise computers and websites play an
important role. They allow to conduct a full-fledged infrastructure audit, discover potential vulnerabilities,
assess risks, and develop protection strategies. These systems provide comprehensive information about the
security status and help to make reasonable decisions on how to improve security. The article discusses two
software systems for cybersecurity analysis. The first software system analyzes computer hardware and
software, identifying potential security issues at the level of individual devices. It provides a user-friendly
graphical interface of a desktop program and allows to perform a detailed analysis of computers, including an
assessment of hardware and installed programs, and provides reports on the detected problems and
recommendations for improving security. The second program, implemented as a Telegram bot, allows remote
analysis of corporate websites and servers, simplifying the security control process for cybersecurity specialists
and system administrators. The Telegram bot interface allows remote diagnostics of an arbitrary server without
the need to access it, install and regularly update special software, which makes the bot comfortable to use. The
bot analyzes various components of the website and the server on which it is hosted, including the server
operating system version, server services, website CMS, website subdomains, server and website reputation,
and server geolocation. The analysis results are presented in a report that helps identify potential vulnerabilities
and provides recommendations for improving security.

Keywords: corporate cyber security, site, server, audit, software, telegram boat, remote diagnostics, security
problem, service, vulnerability.
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