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Po3Butok iHdopMamiiHMX TEXHOJOTiH, IO TMpPU3BIB JO 3pOCTaHHA JOJi
MYJIBTUMEIIIHOTO KOHTEHTY Y CBITOBOMY TpadiKy, 301IbIIy€e poib cTeranorpadigHoi
KOMIIOHEHTH Y CYYacHHX CHUCTeMax 3axucry iHdopmarii. IIpn npomy, 3amis
3a0e3reueHHs cTeraHorpadiyHoro 3axucry iHdopMmaii B peXkuMi pealbHOTO 4acy
mpu poOoTi 3 nMppoBUM Bifco, creraHorpadiuHUi METOA, OKPIM BiJIOBIAHOCTI
OCHOBHHM KpHTEpisiM e(QeKTHBHOCTI, Mae 3abe3nedyBaTH HU3BKHUH piBEHb
00YMCITIOBAIILHOT CKJITHOCTI, 110 MOXKJIMBO IIPY BUKOHAHHI CTEraHOIIEPETBOPEHHS Y
MPOCTOPOBii  00nacTi KoHTeHHepa. OXHMUM 3 TakWX CY4aCHHX METOJIB €
creraHorpaiyHuii MeTOZ 3 KOJOBHM YIPABIiHHSIM BOYIOBYBaHHSIM JIOJATKOBOi
iHpopmarii. ITpu oMy OKpeMuii iHTepec CTaHOBHUTH 33j1a4a IiIBUIIEHHS CTIHKOCTI
3a3HaYEHOTO CTEraHOTPa(iyHOro METOAY B YMOBAX aTaK CTUCHEHHSIM alrOpUTMaMU
CTHCKY IU(POBOrO Bifeo, Hacammepel, PO3MOBCIOMKeHOTO anmroputMy MPEG-4.
Meroro naHoi poOOTH € MiIBHUIIEHHS CTIHKOCTI CcTeraHorpaiqHoro MeToay 3
KOJIOBHM YIIPaBIIiHHAM BOYIOBYBaHHSIM JI0IaTKOBOI iH(OpMAIlii 10 aTak CTUCHEHHSM
pu po6oTi 3 TUPOBIM Bieo. Y poOOTi MpoBeeHI eKCIePUMEHTATbHI TOCT KEHHS
CTIMKOCTI cTeraHorpaiqvHOTO METOIy 3 KOJOBHM YIPaBIiHHSIM BOYIOBYBaHHSIM
nomatkoBoi iHGopMarii B yMmMOBaX arakd CTHCHEHHSM TIpOTH BOYIOBaHOTO
TTOBIIOMJICHHS allTOPUTMOM CTHCKY nudpoBoro Bimeo MPEG-4 npu BOymoByBaHHI
JOJATKOBOI 1H(OpMAIii i3 3acTOCyBaHHAM Pi3HUX KOMipHUX Mozeiel. [lokazaHo, mo
BOYZIOBYBaHHS OAATKOBOi iH(opMamii y Y-komnoHeHTy KoinipHOi Mozem YCbCr
JI03BOJISIE 3MEHIINTH KUTBKICTh MOMIJIOK ITPH BIITydeHHI 0IaTKOBOI iH(popMarii Ha
17%. 3ampormoHOBaHO BOYIOBYBaHHS JOJATKOBOi iH(opMaIii i3 3acTOCyBaHHIM
creraHorpaivHOro MeToay 3 KOJOBUM YIIPABIIHHAM JIMIIE y JUHAMIYHI OJOKH, 110
JI03BOJIMJIO 3MEHIINTH KUTBKICTh ITOMIJIOK ITPH BIJTy4€HHI 10JIaTKOBOI iH(popMariii Ha
8%. Ortpumani pe3ynbTaTd MOXYTh OyTH BHUKOPHCTaHI Yy TNPaKTHYHHX
creraHorpaiyHuX 3aCTOCYHKaX 3 METOIO ITIJBHIIECHHS CTIHKOCTI creranorpadiqaoi
KOMITOHEHTH CHCTEM 3aXHUCTy iH(opMarrii.

KuiouoBi cioBa: creranorpadisi, KoJ0Be ynpasiiHHs BOYIOBYBaHHsIM iHQoOpMaIlii,
rdpoBse BiJieo, epeTBopeHHs Y onina-Anamapa.

Beryn i mocranoBka 3axavi. CTpiMKHiA PO3BUTOK Cy4acHHX 1H(GOPMAIIHHUX CHCTEM,
IO ¥/1e MIISXOM MOBCIOJHOTO 3aCTOCYBaHHS MPUCTPOIB, IO T€HEPYIOTh, 00POOIIIOIOTH
Ta mnepenatoth muppose Bigeo (LIB), mpu3BoAUTH A0 3HAYHOTO 3POCTAHHS PO
creranorpadii y 3acCTOCOBYBaHMX cuUCTeMax 3axucry iHdopmamii. [lpu mpomy 10
Cy4aCHHUX CTeraHorpagiyHuX METO/IB BUCYBAIOTHCS 3HAYHI BUMOTH, 110 BU3HAYAIOTH 1X
epextuBHicTh [1, 2]. OkpiM CTIMKOCTI 10 aTak OPOTH BOYIOBAaHOI'O MOBIJIOMIIEHHS,
3HAYHOI MPOIMYCKHOI CIIPOMOYHOCTI, 3a0€3MeUeHHs HAIIMHOCTI CIIPUHHATTS, poOoTa 3
B mnependavae HEOOXIiTHICT, JOTPUMAHHS HHU3BKOI OOYMCIIOBAILHOI CKJIAIHOCTI
creraHorpadiuHUX METO/IB, 1[0 3aCTOCOBYIOTHCA.

[Ipu npomy, HalyacTimie, 3a0e3meueHHs CTIHKOCTI CTeraHorpadiuHOro METOmy
70 aTak MpOTH BOYIOBAHOTO IMOBIAOMJICHHS MOTpedye poOOTH cTeraHOTpadiuHOrO
METOJy B OJHIi 3 oOiacredl mepeTBOPEHHS (HAWOLIBII 3aCTOCOBYBAHUM € CHHTYJISIPHE
pO3KIaJaHHS MaTpPUIb OJIOKIB KOHTEHHEpa), IO XapaKTepU3YIOThCS 3HAYHUMHU
O0YHCITIOBAILHUMH 3aTpaTaMu ISl CBOET pOOOTH, 1, BIAMIOBIIHO, MAJIO MiAXOISATh IS
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00poOku 1[B, 0co0iMBO, SKIO BOHA 3MIHCHIOETHCA B PEXKUMI peanbHOro yacy. Came
yepe3 1€, BIAOMI Y JIITEpaTypl cTeraHorpagiuHi MeTOAW, L0 XapaKTepU3YITbCs
CTIMKICTIO 10 aTak MPOTH BOYZAOBAHOT'O TIOBIIOMJICHHS HE 3asBJICHI K TakKi, 0 MOXKYTh
npaioBata 3 L[B [3...8]. Toni sixk creranorpadiuni meromu, mo mpamoTs 3 1B,
Haifuacrinie 3acHoBaHi Ha MeTo/i LSB 1 He 31aTHI 3a0€311eYnTH CTIHKICTh 10 aTaK MPOTH
BOy/I0BaHOTO MOBioMJIeHHS [9...14].

[MepcniekTuBHUM Tipu podOoTi 3 LB BOawaeThcst 3acTOCYBaHHS cTeraHorpadiaHoro
METOy 3 KOJOBUM YIPaBIIHHIM BOYJOBYBaHHSM JojaTkoBoi iHpopmamii ([I) [15],
AKMM Tpu  pobOTI y TpOCTOpoBi oOJacTi KoOHTeiHepa (a, OTKe, 1 HHU3BKIil
00YMCITIOBANIBHIN CKIIQAHOCTI) 31aTHUI 3a0e3neunty BOyAoByBaHHA [l y Ty um iHuIy
YacTOTHY CKJIaJI0BY KOHTeitHepa. [Ipu boMy, TpH BUKOPHCTAaHHI HU3bKOYACTOTHHUX 200
CepeHbOYACTOTHUX CKJIA0BHUX 1t BOymoByBaHHs [II, metox [15] mokasye CTilKicTb
pu poOoTi 3 HUPPOBUMHU 300pa’KEHHAM [0 aTak cTUCHEHHsAM airoputMoM JPEG, mo
HaBITh MEPEBUIIYE CTIHKICTh BIJOMHX CTEraHorpadiqHMX METOIB, SKi 3aCHOBaHI Ha
3aCTOCYBaHHI POCTOPY MEPETBOPEHb.

Opnak, He3Ba)KalOUM Ha 3HAYHI pPe3yJbTaTh OTPUMAaHI LUIIXOM PO3POOKHU
creraHorpa@iuHoro MeETOAYy 3 KOJOBHM YHpaBlliHHAM BOynoByBaHHsAM [II, gepes
oco0muBOCTI 3actocyBaHHs L[B B sIKOCTI KOHTEHHEpY JHUILIAIOTHCS HEAOCTIIKEHUMHU
aKTyasJbHI TWUTAaHHS MIABUINEHHS CTIMKOCTI cTeraHorpadiqyHoro MeTomy 10 arak
aNropuTMaMH CTUCHEHHS BiJI€o.

Memorwo nanoi poOOTH € MiABUIICHHS CTIHKOCTI cTeraHorpadiyHoro Meroay 3
KOZIOBMM YITPaBJIiHHSIM BOYy10ByBaHHsIM J[I 10 atak cTCHEHHsAM Ipu poboTi 3 11B.
Bubip xouaipnoi wmoneni aas BOymoByBamusi JII y IIB. ExcnepumentanbHi
JOCHIJKEHHS cTeraHorpaiyHoro MeToay 3 KOJAOBUM YIpaBiIiHHIM BOynoByBaHHIM /1
pu po6oti 3 LIB B ymoBax ataku ctucHeHHsM ainroputMoM MPEG-4 npoBonunucs Ha
BuOipii 3 150 Bumaakoux 1B posmnoxineHoi 3maTHOCTI 1280%720, Ta TpuBanocti 15
CEKYH]] KOXHE, 110 3aCTOCOBYBAINCS B SIKOCTI KOHTEWHepY. Y KOXKHe 3 3a3HaueHux (B
BOynoByBanacs /I y BigmoBigHOCTI 10 cTeranorpadignoro meroxy [ 15], micus woro 1B
iJgaBayiocs cTucHeHHIo anroput™MoM MPEG-4 3 pisHuME piBHAMH KoedillieHTa SIKOCTI
QOF 13 nopanpmM BritydeHHsM /{1 1 O1IHKOO KiJIBKOCT1 MOMMJIOK, 1110 BiAOyIHUCS.

3a3HauMMO, 110 3 TPAKTUYHOI TOYKU 30pY BaXKIMBHUM € BHOIp KOJIpHOI MOAENI Yy
K11 TpeAcTaBIeH1 KaJpy B1JIEO 1, BIAIOBIAHO, KOJIPHOI KOMIIOHEHTH Y 5IKI BOYJJOBYEThCS
JI. MoxnusuM € 3actocyBanHd Mozeni RGB a6o YCbCr, npu npboMy BOyI10OBYBaHHS
B11I0YBaTUMETHCS Y OJIHY 13 3a3HaYEHUX KOJIPHUX KOMIIOHEHT.

B crangapti MPEG-4 kBanTyBanHs npoBoauThes y Mozeni Y CbCr. KommonenTH
Y, Cb ta Cr mnpencraBisilOTh SICKpaBICTh Ta KOJIpHY 1H(OpMAIi0 300pa’keHHs,
BinnmoBigHo. [lepeBenenns B momens YCbCr mpo3Bonsie 3a0e3MEYUTH MEHIIUNA PiBEHBb
KBaHTYBaHHS €JIEMEHTIB Y -KOMIIOHEHTH, 8 TaKO)X OUIbIIMN pIBEHb KBAaHTYBAHHS IS
eneMeHTIB kKoMoHeHT Cb, Cr, 1o BiANOBIa€ OCOOIMBOCTAM CHPUMHSTTS Bi3yasbHOI
1H(opMaLlil JIF0IUHOIO.

3a3Buyail, BITHOUICHHS KBAHTYBAaHHS MK KOMIIOHEHTaMH MOKE€ BapifOBaTHUCS B
3aJIeKHOCT1 Bil KOHKPETHUX YMOB 1 HanamTyBanb anropurmy MPEG-4.

Ha puc. 1 nmokazano rpagik 3ajeHOCTI KIJIbKOCTI TOMUJIOK NIpu BuitydeHHi JI1 B
yMOBaXx aTaku CTUCHEHHAM anroputMoM MPEG-4 nmpu BOynoByBanHi [II B KOMIOHEHTY
R mozneni RGB, a takox komnonenty Y mozeni YCbCr. IIpu npomy B 060X BUIlaKax

BUKOPUCTOBYBAIOCS OiHapHe KonoBe CloBo T, s, , MOpsaKy 4 =16, mo BumBac Ha

TpaHchopMaHTy nepeTBopeHHs Y onma-Axamapa (5,1).
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Puc. 1. I'padik 3anexHOCTI KUTHKOCTI TOMHIIOK BiJ KOeillieHTy cTHCHEeHHST OF nipu
BUKOpHCTaHH1 KoipHuxX Mozaeneit RBG ta YCbCr

ba3yrouuch Ha po3rIIIHYTUX 0COONUBOCTIX pobdotu anroputMy MPEG-4, sxwuii
BUKOPHCTOBYETHCS JJII TIPOBEACHHS aTakd CTUCHEHHSM, a TaKOX Ha pe3ysbTaTax
MPOBENEHOT0 OOYMCIIOBATIBHOTO EKCIEPUMEHTY, MOXKEMO 3pPOOUTH BHCHOBOK, IO
3acrocyBaHHs1 npocropy YCbCr nmpu BOynosysanni [II y LB 3abe3neuye 3HauHe
MiJBUIIEHHS CTIHKOCTI cTeraHorpagiyHOro MeToay A0 aTak CTHCHEHHSM. Tak, mpu
koedimienTi sikocti QF=60, BOynoByBanHs /[l y komMnoHeHTy Y 103BOJIS€ 3MEHIIUTH
KUJIbKiCTh TOMUJIOK Ha 19.78%.

Bimnauumo mnpu 1pomy, IO OCOOJMBOCTI B3a€EMO3B'S3KY 30ypeHb, 10
o0OyMOBJIEHI ~ BOYIOBYBAaHHSIM  CTETAHOMOBIJOMJICHHS ~ Ta/ab0  KBaHTYBaHHSM
tpanchopmanT JKII mix yac crucHeHHs OJIOKIB KOHTEWHepa, IpH iX MpeaCTaBICHHI y
komipHux moaensax RBG 1 YCbCr notpedyroTh MogadbIInX TEOPETUYHUX JTOCTIIKCHD.

BoynosyBanns /II y nunamiuni 6;10xu LIB. Anroputm MPEG-4 mig yac cBoei
po0OTH, K 1 iHII adrOPUTMHU, NMPU3HAUYECHI Ui cTUcHeHHs LB, BpaxoBye 3B’SI3KH MiX
MMOTOYHUM 1 TIOMEPETHIM KaaApoM, IO JJ03BOJISIE 3HAYHO 301MbIIHUTH €(PEKTUBHICTH
CTUCHEHHS uepe3 ICHyBaHHS CTaTUYHMX OJIOKIB, LI0 HE 3MIHIOIOThCS, abo Majo
3MIHIOIOThCS B KaJpy 10 kaapy. Taki O10ku 30epiraioTbes JIMILE Y OMOPHUX Kaapax,
TOJI SIK 1HII KaJpH TOCHIAIOTHCS Ha Il OJ0KH, 30epiravi y coOi JHIIe pPi3HHII0 MiX
OJIOKOM y JTaHOMY Ta OIMOPHOMY Kajpi, sika, A0 pedi, 3a3BUYail MiANaeThCsl OLIBIIOMY
piBHIO cTcHEeHHA. Takum yrHOM, /11, 1o Oya BOyqoBaHa y cTaTH4Hi OJ0KH, 3 OUTBIIIOI0
HMOBIpHICTIO MO)Ke OyTH BTpPAdyeHOIO MpH artalli CTUCHEHHsAM airoputMoM MPEG-4,
anix /]I, mo BOynoBaHa y quHamivuHi OJ0KH. SIK MOKa3anu MpoBeAeH1 EKCITEPUMEHTH ITF0
0CO0JIMBICTH pOOOTH aNrOpUTMIB CTHCHEHHs L|B Mo)kHa 3acTocyBaTH /ISl T1IBUIIICHHS
CTIMKOCTI cTeraHorpaiqyHOro MeToy 3 KOJOBHM YIpaBliHHAM BOynoByBaHHsSM [II 1o
aTak aaropurmMamu ctucHeHHs L(B.

Jlig 1upboro mnpu BHMKOHAHHI CTEraHONEpeTBOpeHHs, BOynoByBaHHs I cimig
BUKOHYBATH TiJIbKA Y TMHAMIYHI OJIOKH, TOJII SIK CTATMYHI OJIOKH MalOTh irHOPYBATHUCS.

3ans  BBEACGHHS BU3HAYEHHS JUHAMIYHOTO OJIOKY BBEIEMO IOKa3HHUK
nuHaMmivygocti. Hexali 3agadi morounuii 0ok X (mi 3 HOMEPOM (I,m) nesixoro xaapy 3

HoMepoM k >1, a Takox BiAMOBiAHUI oMY 010K IIOIIEPEAHBOrO Kaapy X, (k1> obunsa

po3mipy 41X .
Toni moKa3HUK AUHAMIYHOCTI JIJIS JAHOTO OJIOKY BU3HAYAETHCS SIK

“op
5(/,m),k = Z Z‘X(Lm),k @,))- X(l,m),k—l ()

i=l j=1
IpH 1bOMY JUIst 0JI0KiB Kajapy k =1 mpuiinsro Oy —>©.

, k>1, (1)

Busznavennsi. /[nHaMiYHUM Ha3BeMO OJIOK, IMOKAa3HUK JUHAMIYHOCTI SKOTO JOPIBHIOE
a0o mepeBuIIye 3aJaHe TPaHUYHE 3HAUYCHHS & .
3rigHo 1o (1) o4eBMIHO, IO MaKCUMaJbHE 3HAYCHHS MOKa3HUKA JUHAMIYHOCTI

2 . o .. . . .
ckimagae 2554, Toal K HOro MiHiMajbHE 3HAYCHHS BigmoBigae 0, 10 MOXJIHMBO TOZI,
KOJIM YKOJHHUH eJIeMeHT 0JIOKa He 3MIHUBCS BIJIHOCHO TIONIEPEAHBOT0 KaJpy.

Posrismemo npuknan. Hexait 3aano koukperi 6moku X\, i X, posmipy 8x8
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IIpU IIbOMY PI3HULS MK eJIeMEHTaMH OJIOKIB MOTOYHOI'O 1 MONEpEeIHbOro Kajapy s
peasibHUX BiJE€OPA/IIB 3a3BUYAl € HE3HAYHO0, HAIIPUKIIAM, JJI BUMAJKY OJOKIB KaJpiB
(2) orpumyemo
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TOOTO /JIS HALIIOTO BUIIAJIKY 5( Lk = 53.

Po3ku moka3HUKIB AUHAMIYHOCTI Ui OJ0KiB LB mye cuibHO 3alIeXUTh Bij
oco0muBoCTel KOHKpeTHO obOpaHoro LB, TMM He MeHII, y KOHTEKCTI MiJABHUILECHHS
CTIKOCTI cTeraHorpagiyHOro METOmy 3 KOJOBHUM YIIPaBIiHHAM BOymoByBaHHsIM JII
IHTEpEeC CTAaHOBUTH 3ajava JOCIiKEHHS pPO3MOALTY MOKA3HHWKIB JUHAMIYHOCTI JUIS
3a/1aHoi BUOIPKH BiJI€O.

Ha puc. 2 nokazaHo ricrorpaMmy po3Mofidy 3Hauy€Hb MOKa3HWKA TUHAMIYHOCTI
6mokiB ans BuOipku 3 150 BumaakoBux LB posmoxinbaoi 3matHOocTi 1280x720
TPUBANICTIO 15 CeKyHJ, IIPH I[bOMY 3arajibHa KUIBKICTh JOCTIKEHUX OJIOKIB pO3MIpy

. ; :
16x16 caruyna snauenns 9.7-10" . Jlns crucnocti npeacraBicHHs iHGpopMaIlii Ha puc. 2
MOKa3aHi 3HaYeHHS KUIbKOCTI OJIOKIB, 110 onuHmWMcs y nepmmx 100 iHTepBanax, KOXHUN

3 IKMX Ma€ JOBXHUHY Y 10 onnHULE.
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Puc. 2. T'icrorpama po3no/iisly 3Ha4eHb OKa3HUKA TUHAMIYHOCTI OJIOKIB

o

AHami3 JaHuX puc. 2 A03BOJSIE MIATH BUCHOBKY, IO Y€pe3 MPUPOAY BiICOPSIAY
HaWO1IbII HMOBIPHOIO € TIOsIBA OJIOKIB, 11O XapaKTEPH3YKOThCS TPAHUYHUM 3HAYCHHSIM
nokasuuka auHamiunocti y Mexax 0<& <10. Ilpu upomy, HMOBIpHICTH MMOsABU OJIOKIB
i3 TpaHWYHKAM 3HAYEHHSM IOKa3HWKa auHamiddocti &>50 ckmamae ~0.67, ¢>500
ckmagae ~0.45. HaBemeni 3HaueHHs OyaeMO BHKOPMCTOBYBATH JUISi IHPOBEICHHS
HACTYIHUX JOCIIIKEHb.

3anns migTBepIKEHHS e(eKTHBHOCTI BOyMOBYBaHHS iHQoOpMarii iume Yy
JTUHAMIYHI OJIOKH, JUTsl IKUX TIEPEBUIICHO 3a/IaHUi MOPIr MOKa3HUKA TUHAMIYHOCTI &,
Oyno mpoBeneHo ekcnepuMeHTH 1o BuirydeHHro /(I Ha Bubopii 3 150 Bunankosux LB
posnoninbHOl 31aTHOCTI 1280x720 noBxkuHOI0O 15 cexkyHJ KOXHE 13 3aCTOCYBAaHHSIM
GinapHoro kon0Boro cinosa 7', ,,, TOpaaky 4 =16, mo BrmBac Ha TpaHCHOPMAHTY

JKII (2,1) B ymoBax ataku cTucHeHHsM anroputMoM MPEG-4 3 pisHumu koedilieHTamMu
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sxocti QF. Ilpn npoMy exkcnepuMEHTH MPOBOAMIMCS IS JIBOX IPaHHUYHHX 3HAYCHb
nokasHuka auHamidHocTi OnokiB £=50 1 &£=500, Tomi sk cTeraHomepeTBOPEHHS

BiI0yBasocst 13 3acTocyBaHHAM KomipHoi Mozeni YCbCr. PesynbraTi npoBeneHUX
JOCITIPKEHb MPEeICTaBIeHl Ha puc. 3.
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Puc. 3. I'padik 3aJ1eKHOCTI KIJTBKOCTI TOMUJIOK BiJl KOS(DIIIEHTY CTUCHEHHS ITPH
BOynoByBanHi [l y nunamiuni 610ku

AHamni3 JNaHuX, MPEACTaBICHUX HA pUC. 3, TMOKa3ye 3MEHIIEHHS KUIbKOCTI
MOMUJIOK TpH BUitydeHHi J{I 3 creraHonmoBimOMJIEHHS MiJ] BIUIMBOM aTaKH CTHCHEHHSM
anroputMoM MPEG-4 nipu BOynoByBanHi /{1 y 6:10kH, 1110 XapaKTepU3YIOTHCS OUTBIIMMU

3HAYECHHSM TMOKa3HUKA TMHAMIYHOCTI 5( Lmys - 1K TIPH BOynoByBanHi JII numie y 6710kH,

110 XapaKTEPU3YIOThCS MIOKA3HUKOM JUHAMIYHOCTI O, , = S0, KiIbKICTh IOMUIIOK IpH

BrutydeHHi /I 3Menmmnacs Ha 3HadeHHs 10 4.55%, Toni sk nmpu BOynoByBanHi I mumie

y OJIOKH, IO XapaKTEepU3yIOThCs MOKA3HUKOM JIMHAMIYHOCTI O, . =500, KigbkicTh

MMOMMJIOK ITpH BuTydeHHi [II 3MeHmmnacs Ha 3HaueHHs 10 8%.

TakuM 4MHOM, IPAKTHYHO IiITBEPKEHO, 1110 3aCTOCYBAHHS 1 BOYOBYBaHHS
Al nume auHaAMiYHUX OJIOKIB, JO3BOJISIE MIABHUIMUTH CTIHKICTh cTeraHorpadiqyHOro
METOJy 3 KOJJOBUM YIpaBlliHHAM BOynoByBaHHsM JII mpu po6ori 3 L[B.
BucHoBKH. Bi3HaunMO OCHOBHI pe3yJIbTaTH MPOBEICHUX JTOCII/IKCHb:

1. IlpoBeneHo MOCTi/KEHHsI CTIMKOCTI cTeraHorpadiyHoro MeTtoay 3 KOIOBHUM
ynpaBiaiHHAM BOynoByBaHHsAM I npu po6orti 3 LIB B ymoBax aTaku npoTtu BOy10BaHOTO
MOBIJJOMJICHHS CTUCHEHHSIM anroputMom MPEG-4.

2. IlokazaHo, 1m0 3aJs MiJBHINEHHS CTIMKOCTI O aTak MPOTH BOYIOBaHOTO
TIOB1JIOMJICHHS CTUCHEHHsM anroputMoM MPEG-4, BOynoByBanus /I ciig mpoBoautu y
Y-komrnoneHTy KomipHoi moaeni YCbCr. Ilpu npomy, y OpIiBHSHHI 3 3aCTOCYBaHHSIM
konipHoi Mozesi RGB, 3MeHIIeH s KUIBKICTI TIOMMIIOK cAra€ BEIUUUHY 10 17%.

3. [ligBuimeHo CTIMKICTh A0 aTak CTUCHEHHSIM CTEraHorpapiqyHoro MeETOoay 3
KOJIOBUM YIIpaBIiHHAM BOymoByBaHHsSM J[I 3a paxyHok ii BOymOByBaHHS JMIIE Yy
TUHaMiuHI Onoku 1mudpoBoro KoHTeWHepa. [IpM 1bOMY, KUIBKICTh ITOMHIIOK
3MEHIIY€EThCS HAa 3Ha4eHHS 10 8% Yy MOpIBHSAHHI 13 KJIACHYHUM 3aCTOCYBaHHSIM
cTeraHorpa@iqHoro MeToy 3 KOJOBHM YIpaBJliHHIM BOyaoByBaHHM 1.
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INCREASING THE ROBUSTNESS OF THE STEGANOGRAPHIC METHOD
WITH CODE CONTROL WHEN OPERATING WITH DIGITAL VIDEO
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The development of information technologies, which has led to an increase in the amount of multimedia
content in World traffic, makes the role of the steganographic component in modern information protection
systems significant. At the same time, to ensure steganographic protection of information in real-time when
operating with digital video, the steganographic method is expected to meet the main effectivity criteria, as
well as provide a low level of computational complexity, which is possible when performing
steganographic transformation in the spatial domain of the container. One such modern method is the
steganographic method with code control of additional information embedding. The problem of increasing
the robustness of the specified steganographic method in the conditions of compression attacks by
compression algorithms of digital video, primarily, the widespread MPEG-4 algorithm, is of particular
interest. The purpose of this paper is to increase the robustness against attacks by compression of the
steganographic method with code control of additional information embedding when operating with digital
video. In this paper, experimental research on the robustness of the steganographic method with code
control of additional information embedding in the conditions of a compression attack against the embedded
message by digital video compression algorithm MPEG-4 when embedding information using different
colour models is performed. It is shown that embedding additional information in the Y-component of the
YCbCr colour model allows reducing the number of errors when extracting additional information by 17%.
It is also proposed to embed additional information using the steganographic method with code control only
in dynamic blocks, which made it possible to reduce the number of errors when extracting additional
information by 8%. The obtained results can be applied in practical steganographic applications to increase
the robustness of the applied steganographic component of information protection systems.

Keywords: steganography, code control of information embedding, digital video, Walsh-Hadamard
transform.
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