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AHOTANIA

Mertou JIOTiYHOTO BHJIYYEHHS JaHUX 3 MOOLIBHOTO MPUCTPOIO BUTATYIOTH JaHi, HAasBHI Ha NMPHCTPOi, HIIIXOM
B3a€MO/IIT 3 OMEPAIifHOI CUCTEMOIO Ta AOCTYIY 10 (aitoBoi cuctemu. Lli MeToau BaXKMBi, OCKITbKA BOHH HAJAIOTh
LiHHI JaHi, MPaiol0Th Ha OULIBIIOCTI MPHUCTPOIB I MPOCTI Y BUKOPUCTAaHHI. 3HOBY KOHIICIIiSI PYTYBaHHS 3’ SBISETHCS
il yac BUIy4eHHs JaHMX. JIOriYHi METOAM HACIpaBli HE BUMAaraloTh KOPEHEBOTO NOCTYILY /ISl BUIIYYCHHS JaHHX.
OjiHaK HasBHICTh KOPEHEBOI'O JAOCTYITYy Ha MPUCTPOT JO3BOJISIE OTPUMATH JIOCTYH 10 BCixX (hailyiB, HAsIBHUX HA MPUCTPOI.
Ile o3Hawae, m0 AesKi JaHi MOXYTh OyTH BUTATHYTI Ha HEPYTOBAHOMY IPHUCTPOi, TOAI SK I0Ot-IOCTYIl BigKpHE
MPUCTPIA 1 HAAACTh JOCTYH A0 BCiX (aiimiB, HasBHUX Ha TpUCTpoi. OTKe, HASBHICTb KOPEHEBOTO IOCTYITY MO
MIPUCTPOIO 3HAYHOIO MipOIO BIUTMHE HA KITBKICTh 1 TUM JAHUX, SIKi MOJKHA OTPUMATH 32 TOTIOMOTOIO JIOTIYHAX METOJIIB.

JJIs TOTiYHOTO OTpPHMAaHHS JAaHWX 3 MPUCTPOIO YacTO 3aCTOCOBYIOTH yTiliTy adb. BoHa monernrye pisHOMaHITHI
Iii 3 IPUCTPOEM, TaKi SIK BCTAHOBJICHHS Ta HAJAaroJUKCHHS IPOTpaM, KOMIIOBaHHS NaHUX, CTBOPCHHs OYKalliB CHCTEMH.
adb Hanmae goctyn 10 00010HKH TeneoH, SKHH MOKHA BUKOPUCTOBYBATH JJIsl BUKOHAHHS PI3HUX KOMaHJ Ha PUCTPO].

AJe SIKIIO TpalioBaTH 3 II€I0 Ta IHIIMMH HEOOXIAHUMHM YTiJiTaMH 3 MOOUIBHOTO TenedoHy, 3 BUKOPUCTAHHIM
TepMiHany Termux, B NesSKMX BHIAJgKax L€ 3HAYHO 3a0IIaKYE 4ac Ta 3ycwulsd. Termux aae 3MOry 3UMTYBAarTH,
00pO0OIIATH, HANI3yBaTH NaHi 3 IUILOBOrO MPHCTPOIO 3a JOMOMOTOK JIKINE TeJIe(OHY, IO HAMAE JyKe MOOUIbHUI
croci6 paboTH 3 TaHUMH.

KarwuoBi cjioBa: MoOiTbHA KPUMIHATICTHKA, JIOTIYHI METO/IH; aHaIi3 MOOITBHUX JaHUX; TepMiHan Termux

AKTyaibHicTh. [lpy mnpoBeneHHI KPUMIHAIICTUYHOI EKCHEpPTHU3H MOOLIBHUX MPUCTPOIB
3a3BMYail BUKOPUCTOBYETHCS KOMIT'IOTEP 13 BCTAHOBJIEHUM CIHELIaIi30BaHUM MPOTPaMHUM
3abe3nedyeHHsM. [Ipore, TexHOMIOTIT MOOUTBHUX TENEe(POHIB, MO MOCTIHHO BIOCKOHATIOIOTHCS, HA
CHOTOJIHIIIHIN JIeHb JaTh MOKJIUBICTh BUKOPUCTATH HABITh MOOUTHHHMM TenedoH IUisl BUIy4EHHS
JaHWX, 33 JOMOMOTOI0 TAaKOTO JIOJATKY K Termux.

Meta aociigaeHHsi: po3iOpaTH MOXIIMBOCTI MOOUIBHOrO A0AaTKy Termux, HOro OCHOBHI
MOy, SIKI MOXYTh OyTH BCTAaHOBJIEHI Ha TeJIe()OH Ta KOPUCHI y KPUMIHATICTUYHOMY JOCHIIKEHH]
MOOIIBHUX JaHUX.

Termux — ue tepmiHaiibHa nporpama Android 1 cepenosuie Linux [1], eMynarop TepmiHamy
Android, sxuii mpaimroe Oe3nmocepeqHbO, 0€3 HEOOXIAHOCTI PYTyBaHHSA ab0 HaJAIITyBaHHS.
MinimanpHa 6a30Ba CHCT€Ma BCTAHOBIIIOETHCSI aBTOMATHYHO — JIOJIATKOBI MAKETH JOCTYIHI 3a
nomomororo menemkepa naketis APT [2] (Puc .1).

IlepeBaru 3acrocyBanHs Termux:

— niaTpumMyBaHHs adb Monyio;

— OTpPUMAaHH JOCTYITy 710 BiJIaJIEHUX CepBeEpiB 3a tonomororo kiienra ssh i3 OpenSSH;

— BeNMKUN BUOIp MoayimiB, Takux sk Bash, fish a6o Zsh 1 nano, Emacs abo Vim. docrtyn 1o
API 3a pomomororo curl, BUKOpHCTaHHS rsync Juisi 30epiraHHs pe3epBHUX KOMIW IIHUX Ha
BiJijasieHOMY TenedoHi;

— BCTAQHOBKA PI3HUX MAKeTiB 3a JIOMIOMOTrOI0 CHUCTeMHU KepyBaHHs makeramu APT, Bimomoi 3
Debian 1 Ubuntu GNU/Linux;

— maKkeTH, 1ocTymnHi B Termux, BCTAaHOBITh CTOPIHKH JIOBIJIOK Ha CBiil TenedoH;

— miaTpuMKa nporpamuux nakeris Python, Perl, Python, Ruby Ta Node.js;
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— MOXKJIUBICTh MIJKITIOUNTH KiaBiaTypy Bluetooth Ta 30BHIimIHIN qUCTIIEH;

— miarpumka kommiaropiB s Go, Rust, Swift abo C 3a gonomororo Clang, cTBoproBaHHS
npoekTiB 3a pomomororo CMake i pkg-config [2].
Jesxi kopucHi komanau adb, siKi BAKOPUCTOBYIOTHCS Y KPUMIHATICTHIL:

adb pull — craraenns ogHOro Qaitay ado MIJIOro KaTalory i3 MPUCTPOIO.
adb restore <nazea apxigy> — CTBOPEHHS PE3€PBHOI KOIIii IPUCTPOIO.
dumpsys - yHiBepcaibHa KOMaH/a 3 KiJIbkOMa MapaMeTpamu:
adb shell dumpsys package <nazea nakemy> — BUBelE BCi JIaHi PO TaHUH ITAKET
adb shell dumpsys activity — namgae indopmarmiro mnpo Activity Manager, IisUIbHICTb,
poBaiiiepu, NOCIYTH, TPAHCIISAIIIT TOIIIO.

pm list packages — mokaxke CIUCOK yCiX MakeTiB Ha IPUCTPOT
adb backup — cTBopiTh pe3epBry kormito Tenedony: adb backup -apk -all -f backup
adb restore <backup_name> — BiTHOBHUTb pe3epBHY KOIIiO
adb help — crimcok ycix koman

Po3nuBuMoOCh eski HeoOXiIHI Y MOOMJIBHINA KpUMIHATICTHIN MOy i Termux.
1) Monyns ADB nHa Termux nepetBoputh TenedoH B Tepminan ADB, BukopuctoByroun root-

noctyn (Puc. 2).

Ha renedowi, sikuii 1ocmimKyeThes, MOTpiOHO BBIMKHYTH nepemukay «Hamaromkenns USB» y

mapaMmerpax po3poOHHKa, 100 TenedoH mNpuMaB  KOMaHIH.

Jami

oOunBa

MPUCTPOT

nigkmodaroTeess g0 USB. 1 sk Timeku oOumgBa Tenedonu OyayTh (DI3UYHO TAKITIOYECHI,
JOCTIKYBaIbHUIM Telne(OH NOBHHEH HEraiftHO oTpuMatu 3anut «Jlo3Bonutu HanaropkeHHs USBy.

1106 mepeBipuTH 3'eJHAHHS, BHKOHYIOTh KoMaHay: adb devices.

Welcome to Termux!

Docs: https://termux.dev/docs
Donate: https://termux.dev/donate
Community: https://termux.dev/community

Working with packages:
- Search: pkg search <query>

- Install: pkg install <package>
- Upgrade: pkg upgrade

Subscribing to additional repositories:

- Root: pkg install root-repo
- X11: pkg install x11-repo

For fixing any repository issues,
try 'termux-change-repo' command.

Report issues at https://termux.dev/issues
e |

ALT

Puc.1. InTepdeiic Tepminany Termux
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12:57PM 83 >_

jdwp list pids of processes hosting a JDWP transport
logcat show device log (logcat --help for more)

security:
disable-verity disable dm-verity checking on userdebug builds
enable-verity re-enable dm-verity checking on userdebug builds
keygen FILE

generate adb public/private key; private key stored in FILE,

scripting:
wait-for[-TRANSPORT]-STATE. ..
wait for device to be in a given state
STATE: device, recovery, rescue, sideload, bootloader, or disconnect
TRANSPORT: usb, local, or any [default=any]
get-state print offline | bootloader | device
get-serialno print <serial-number>
get-devpath print <device-path>
remount [-R]
remount partitions read-write. if a reboot is required, -R will
will automatically reboot the device.
reboot [bootloader |recovery|sideload|sideload-auto-reboot]
reboot the device; defaults to booting system image but
supports bootloader and recovery too. sideload reboots
into recovery and automatically starts sideload mode,
sideload-auto-reboot is the same but reboots after sideloading.
sideload OTAPACKAGE sideload the given full OTA package
root restart adbd with root permissions
unroot restart adbd without root permissions
usb restart adbd listening on USB
tcpip PORT restart adbd listening on TCP on PORT

internal debugging:

start-server ensure that there is a server running

kill-server kill the server if it 1is running

reconnect kick connection from host side to force reconnect
reconnect device kick connection from device side to force reconnect
reconnect offline reset offline/unauthorized devices to force reconnect

attach a detached USB device

detach detach from a USB device to allow use by other processes
environment variables:
$ADB_TRACE

comma/space separated list of debug info to log

all,adb,sockets,packets,rwx,usb,sync,sysdeps, transport, jdwp
$ADB_VENDOR_KEYS colon-separated list of keys (files or directories)
$ANDROID_SERIAL serial number to connect to (see -S)
$ANDROID_LOG_TAGS tags to be used by logcat (see logcat --help)
$ADB_LOCAL_TRANSPORT_MAX_PORT max emulator scan port (default 5585, 16 emus)
$ADB_MDNS_AUTO_CONNECT comma-separated list of mdns services to allow auto-connect (default adb-tls-conne
ct)

Online documentation: https://android.googlesource.com/platform/packages/modules/adb/+/refs/heads/main/docs/
user/adb.1.md

$ adb devices
List of devices attached

Puc. 2. Moayab adb Ha Termux

I1s xomaH/a HaJcuiIa€ CUTHAJ Ha TenedoH, 00 MepeBIpUTH, YW MOXKE 3B'I3yBaTUCS 3 HUM
yepe3 ADB. VYV pasi ycmixy 3’sBIS€TbCS CIUIMBAIOUUH 1ACHTU(IKATOP HPUCTPOIO MiA PAIKOM
«CHHCOK MiIKII0YEeHUX NpUcTpoiB» Termux.

2) 7-zip — ¢aiinoBuil apxiBaTop 3 BHCOKHM CTYIIEHEM CTHCHEHHs NaHWX. [liqTpuMye Kimbka
ITOPUTMIB CTUCHEHHS Ta 6e3:114 (popmariB 1aHUX, BKIOYAIOUX BIACHUI GopmaT 7z 3 aropuTMoM
ctucHeHHsa LZMA.

bekan — 1e BaXIMBHH TPOIEC CTBOPEHHsS Komii MaHWX 3 TenedoHy, ISl MOAaibIIOro iX
BiJTHOBJICHHS Ta KPUMIHAJIMCTUYHOTO aHATi3Yy.
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Jlns BcTaHOBIIEHHS 7-ZIp:
$ pkg install p7zip
$ cd storage/shared/Download

Bukopucranns:
$ 7z u <folder_name>.7z -pUnder -mx9 '<folder_name>"'

3) SQLite [3] — me 0a3a nmanux, iHTerpoBaHa B Oararo MoOOUIbHUX MojaTKiB. OjHi€w 3

BinMiHHUX puc SQLite € BiICYyTHICTh KIIIEHT-CEPBEPHOT CTPYKTYPH.

SQLite, BcraHoBiena Ha Termux, Jae MOXKJIMBICTh arajiizyBaTu sqlite 6a3m JaHUX TONATKIB 3

Tenedony.

Tax, st BCTAaHOBIICHHS, HEOOX1THO BUKOHATH KOMAH/IU 3 TEPMIHAITY:
pkg update

pkg upgrade

pkg install sglite

Jns orpumanns ganux y SQLite 3actocoByerbest komanna SELECT (Puc.3). V copouieHomy

BI/IFJISIZIi BOHa Mae€ HaCTYHHHfI CHHTaKCHC:

1 SELECT * FROM users;

Ski10 HeoOX1AHO OTPUMATH JIaH1 HE 3 YCiX, a 3 IKMXOCh KOHKPETHUX CTOBIIIIB:

1 SELECT id, name FROM users;

4) Telnet (ckopoueHHS Bl «TEJETAMIHA Mepexa») — 1€ KIIEHT-CEPBEPHUM NpPUKIaTHUN

MPOTOKOJI, SIKKiA 3a0e31edye JOCTYI 10 BIpTyaJbHUX TEPMIHAIB BiIIAJICHUX CUCTEM Y JIOKAJIbHUX
Mmepexax abo Iarepreri. Lle mporokon i ABOHANpaBieHOro §-0iTHOTO 3B’s3Ky. Mloro 0CHOBHOIO
METOIO OYII0 3'€IHAHHS TEPMIHAILHUX IIPHUCTPOIB i TEPMiHAIBHO-OPIEHTOBAHUX IPOIECiB [4].

Fetched 559 kB in 6s (87.0 kB/s)

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

2 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following NEW packages will be installed:

sqlite

0 upgraded, 1 newly installed, O to remove and 2 not upgraded.

Need to get 580 kB of archives.

After this operation, 1417 kB of additional disk space will be used.

Get:1 https://mirrors.nju.edu.cn/termux/apt/termux-main stable/main aarch64 sqlite aarch64 3.46.1 [580 kB]
Fetched 580 kB in 6s (101 kB/s)

Selecting previously unselected package sqglite.

(Reading database ... 21599 files and directories currently installed.)

Preparing to unpack .../sqlite_3.46.1_aarch64.deb ...

Unpacking sqlite (3.46.1)

Setting up sqlite (3.46.1) ...

$ sqlite3 contacts.db

SQLite version 3.46.1 2024-08-13 09:16:08
Enter ".help" for usage hints.
sqlite> CREATE TABLE IF NOT EXISTS users (

id INTEGER PRIMARY KEY,
name TEXT,

age INTEGER

)

sqlite> INSERT INTO users (name, age) VALUES ('John Doe', 30);
sqlite> SELECT * FROM users;

1]John Doe|30

sqlite> SELECT name, age FROM users;

John Doe|30

sqlite> |J

Puc. 3. Mopyasb Sqlite y Termux
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Telnet ckmamaeTbcst 3 OBOX KOMIIOHEHTIB: CaMOro MPOTOKOJY Ta KOMIIOHEHTA CITYKOH.
[Tpotokon telnet — e KiIi€HT-CEpBEpHHUI MPOTOKOJ, 3aCHOBAaHUI Ha HaJIIHHOMY TpPaHCHOPTI,
OpIEHTOBAHOMY Ha HiAKIr0YeHHs. L{elf mpOTOKOJ BUKOPUCTOBYETHCS U1 BCTAHOBJICHHS 3’ €THAHHS 3
opTOM TIpoTOKOIYy KepyBanHs nepenadeto (TCP) na 23 a6o 2323, ne mpocimyxoBye cepBep Telnet
[3].
Tak, yrimita Telnet (Puc. 4) € BaXIMBOIO TpHU IUATCHOCTHUIN Ta oOCTiayBaHHI TenedoHy, s
MIPOBIPKU JOCTYITHOCTI TIOPTIB Ta IHIIIE.
5) Secure Shell (SSH). IIpotokon Secure Shell (SSH) — e xpunrorpadiunuii MepexeBuii
IIPOTOKOJI st Ge3MedHoi pPOGOTH MEpEekeBHX CIyKO y HesaxHIIeHill Mepexi. Moro HaiGimb
BiJIOMI IIPOTpaMHu — BiJUIaJICHUI BX1]l 1 BAKOHAHHS KoMaHaHOTO psika [5] (Puc. 5).
s BcTaHOBiEHHUS openssh 3acTOCOByeEMO HACTYITHI KOMaH/IU:
pkg update
pkg upgrade
pkg install openssh
[Ipuknanu, Konu BUKOpUCTOBYEThCs mpoTokoa SSH [5]:
e Jlns Bxoay B 000J0HKY Ha BigaaneHoMmy XocTi (3amiHtoroun Telnet i rlogin).
e Jlnst BUKOHAHHS O/IHiI€T KOMaHAM Ha BiJaIECHOMY XOCTi (3amiHa rsh).
e Jlns HajmamTyBaHHS aBTOMATUYHOTO BXoay (0e3 mapons) Ha BiJJaJeHUH CcepBep
(manpuknazn, 3a qornomoror OpenSSH).

e VYV mnoenHaHHi 3 rsync i €QEKTUBHOTO Ta OE3MEYHOI0 PEe3epBHOTO KOMIIOBAHHS,
KOIIIIOBaHHS Ta BiA3EpKaIeHHs (aiiiB.

e JIns nepenanpaieHHs nopTy [6], iHLII.

BucnoBku. MobOinbanii nomatok s Android Termux po3MOBCIOKYETHCS IMiJT BUIBHOIO
GPL3+ inensiero: emynstop tepMmiHany s cepepoBumia GNU/Linux, sKe Mparroe
6e3nocepeHbO O6e3 HEOOX1THOCTI pyTyBaHHA. MiHiManbHUI 0a30BUil (PYHKIIOHAT BCTAHOBIIOETHCS
ABTOMATUYHO, PO3IIMPCHI MOMIJIMBOCTI MIATATYIOTHCSA 3a JIOTIOMOTOI0 MEHEKepa IaKeTiB Ta
BCTAQHOBJICHHSIM CTOPOHHBOTO MPOTPAMHOTO 3a0€3MEUeHHs 3 TUT-PEMO3UTOpiiB, a MPOCYHYyTa
JISUTBHICTh Ha Tesle(hOH1 JOCATAEThCS 32 PaXyHOK pYyT-IIpaB KOpPHCTyBada Ta BCTAHOBJIEHHSM root
muctpuOytuBiB GNU/Linux.

3:15PM &3 ).

$ telnet localhost 22

Trying 127.0.0.1...

telnet: Unable to connect to remote host: Connection refused
$

$ telnet localhost 443

Teying 127.0.0.%:x

telnet: Unable to connect to remote host: Connection refused
s

Puc. 4. Moayas Telnet y Termux

3:17PM €3 )_

$ ssh -h
ssh: invalid option -- h
usage: ssh [-46AaCfGgKkMNngsTtVvXxYy] [-B bind_interface] [-b bind_address]
[-c cipher_spec] [-D [bind_address:]port] [-E log_file]
[-e escape_char] [-F configfile] [-I pkcs11] [-i identity_file]
[-J destination] [-L address] [-1 login_name] [-m mac_spec]

[-0 ctl_cmd] [-o0 option] [-P tag] [-p port] [-R address]
[-S ctl_path] [-W host:port] [-w local_tun[:remote_tun]]
destination [command [argument ...]]
ssh [-Q query_option]
$ passwd
New password:
s

Puc. 5. Moayas Openssh y Termux
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Takum urHOM, iCHY€ OaraTo mepeBar npu BUKOpHCTaHHI Termux: MoOiIpHUN qomaTtok Termux
no3BoNisie 'y Oynmb-skuii 4yac 3 TenedoHy 0OOpoOmtoBaTH  JaHi, BUKOHYBATH OmeEparii
KPUMIHQIICTHYHOI €KCIIEPTHU3U MOOUIBHUX MPUCTPOIB, Y TOMY YHCIII 3allyCKaTH aBTOMATH3allil0 Ha
ocHoBi Python ckpurris.
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ABSTRACT

Mobile device logical data extraction methods extract the data present on the device by interacting with the operating system
and accessing the file system. These methods are important because they provide valuable data, work on most devices, and are easy
to use. Again the concept of rooting comes into play when extracting data. Boolean methods don't actually require root access to
extract data. However, having root access on the device allows you to access all the files present on the device. This means that some
data can be extracted on a non-rooted device, while root access will unlock the device and give access to all files present on the
device. Therefore, having a rooted device will greatly affect the amount and type of data that can be retrieved using the logical
methods.

The adb utility is often used to logistically retrieve data from the device. It facilitates various actions with the device, such as
installing and debugging programs, copying data, creating system backups. adb provides access to the phone shell, which can be used
to execute various commands on the device.

But if to work with this and other necessary utilities from a mobile phone, using the Termux terminal, in some cases it
significantly saves time and effort. Termux allows to read, process, analyze data from a target device using just phone, providing a
highly mobile way of working with data.

Keywords: Mabile forensics; logistic methods; mobile data analysis; Termux terminal
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