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Data storage defense is an aggregate of problems, interlinked with the use of cryptographic 

program facilities of the different setting. For the decision of this task - using free of charge 

cross platform cryptographic TrueCrypt software with the opened source code, allows to 

make coding of information «on the fly». The analysis of TrueCrypt software possibilities 

is executed. The algorithm for defense of data storage with practical application TrueCrypt 

software is developed. The productivity comparative analysis of the personal computer 

with/out cryptographic TrueCrypt software is resulted. Actual absence of the productivity 

decline is showed. Independent audit considered cryptographic TrueCrypt software did not 

ОбpШsО tСО РrОКtОst tСrОКts СТs vЮХЧОrКЛТХТtв. PОrsШЧКХ КЮtСШr’s 10-years experience in 

exploitation TrueCrypt software for defense of data storage allows to assert a 

blamelessness, reliability and stability of it work. 

It’s sСШаЧ tСКt МrвptШРrКpСТМ TrЮОCrвpt sШПtаКrО КЧН Тts sЮЛsОqЮОЧt mШНТПТМКtТШЧs, Тs tСО 
most effective measure, which allows preventing the losses of confidential information of 

users, placed on the personal computer and external data storage. 

Keywords: cryptographic defense, cryptographic software, TrueCrypt, cryptocontainer, 

defense of carriers of data, coding of information «on the fly. 

The essence of a problem 

Ensuring the protection of the users of personal computers (PCs) in practice is a set of 

problems closely related with using software and hardware for various purposes. [1] 

The most common feature of the operation PC users in different organizations is 

practically nobody does not restrict access to them. This inevitably leads to the fact that a 

"unit" PCs have access uncontrolled number of users. Such a "multi-user" mode of operation 

eventually gives rise to the need to protect data as stored on a PC, so data users themselves. 

The solution of this problem is argued by objective reasons, determining the importance 

of ensuring the protection of user information: 

 rapid growth of the number of PCs; 

 widespread use of PCs in various spheres of human activity; 

 accumulation of large amounts of data on PC; 

 expansion of the users range who have access to PC; 

 availability PC connecting to LAN or corporate network with Internet access. 

A partial solution to this problem can be realized by using their individual user 

information data storage - flash cards, portable hard disks, etc. 

However, it did not really solve the problem of protecting information from 

unauthorized access, "third parties" by hackers or malicious software (software) when 

connecting individual carriers to the PC. Furthermore, it should also be noted that these 

devices trust important information is unsafe. First of all because there is the risk of data loss 

(physical or mechanical), especially if recorded on the data storage any confidential 
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information of high importance, the consequences of such a loss can appear to be the most 

sorrowful. 

In this regard, the task of ensuring reliable protection of user data is current as ever. 

Latest research and publications analysis have taken the initiative towards solving the 

problem. 

The most common methods of protecting information on connected data storage in a 

customer environment include: 

1. Create a hidden partition [2]; 

2. Create an archive, locked password [3]; 

3. Restrict access to files / folders. [4] 

These methods of information protection have a number of drawbacks. The presence of 

hidden partitions easily installed by comparing the actual and the real capacity of the storage 

medium. 

Creating archives locked password, inevitably increases: 

 the probability of a lack of software on the PC; 

 long time of creating and extracting; 

 the probability of an incorrect input (random) password when creating an archive; 

 The probability of a partial data loss in the process of creating an archive 

especially grows when using flash cards (due to exceeding the number of read-write cycles 

guaranteed by the manufacturer) [5]. 

Restrict access to files/folders is performed, usually with the help of additional 

software: Folder Crypto Password; Secure Folder; Hide Folder; Lock Folder, etc. or built-in 

operating system (OS). In this case, access to the protected data is limited to OS 

administrative means, which in itself is unreliable. 

Conclusions and prospects for further research in this direction 

In connection with the above, it can be concluded that a reliable protection for user data 

only option is to use any encryption in real time. This allows to realize continuous operation 

of the encryption/decryption algorithm of traffic from the PC to the data storage medium 

during recording/reading [6]. 

The purpose of the article 

Consider the feasibility of cryptographic protection data storage users. 

The basic material of the presentation 

To solve this problem almost perfect free, cross-platform cryptographic TrueCrypt 

software open source encryption of data "on the fly» (On-the-fly encryption). Under the 

encrypted "on the fly" is to be understood that all data is encrypted and decrypted before the 

direct appeal to them (read, execute, or save). The data is encrypted in its entirety, including 

the file headers, the contents, metadata, etc. [7]. 

Considered software allows to create a file cryptocontainers, encrypt partitions 

themselves HDD, including OS, as well as removable storage devices: USB-drives and 

external HDD. 

The benefits of encryption software TrueCrypt [8]: 

 the ability to use a portable (portable version); 
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 software works with Microsoft Windows, starting with 2000 / XP / 7 (x32 / x64), 

GNU / Linux (32- and 64-bit versions of the kernel 2.6 or compatible) and Mac OS X (10.4 

Tiger and above); 

 use strong encryption algorithm - AES-256, Serpent, and Twofish with the 

possibility of a mutual combination); 

 real-time encryption, and it is not noticeable to the user; 

 pre-boot authentication to encrypt the system partition HDD; 

 the possibility of creating separate file of cryptocontainers, including dynamically 

expanding in the data storage with NTFS file system; 

 creation cryptocontainers in the "cloud storage"; 

 cryptocontainers may look like an ordinary file with any extension, for example, 

txt, doc (x), mp3, img, iso, mpg, avi, etc., with or without enlargement; 

 full encryption of the contents of devices – HDD and removable data storage; 

 creation of hidden volumes, including and the hidden OS; 

 the OS cannot determine the presence of TrueCrypt volumes - they are just a set 

of random data and identify them with TrueCrypt software does not seem possible (not 

counting method termorectum cryptoanalysis); 

 ensure that the two levels of plausible deniability of the encrypted data is one of 

the most important features of the software TrueCrypt. Their operating principle is the ability 

to create an encrypted carrier with two passwords - password of the available real data, and 

the second - the other data [9]. Thus, in a situation where the encrypted user's data storage 

formally withdrawn, the user can open the second password, wherein all important data that 

are available at present the password will remain hidden. 

 change passwords and key files for the TrueCrypt software volume without loss of 

encrypted data; 

 create an encrypted virtual drive; 

 ability to use TrueCrypt software on PC as a normal user. 

TrueCrypt practical use for storage devices protection (see Fig. 1): 

1. Removable storage device (external HDD or flash card) is to be divided into two 

partition [2]. The size of the first partition is determined by TrueCrypt size and makes 2-5 

Mb. 

2. Copy a TrueCrypt portable variant into the first partition. 

3. Start TrueCrypt and implement the encryption of the second partition. 

4. Mount the encrypted partition onto a Disk. 

5. Perform the information transfer onto a Disk. 

6. Umount Disk into the encrypted partition. 

 

Fig.1. Structure of the encrypted storage device 
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Comparative analysis of the PC performance with using the TrueCrypt software 

Pictures 1-3 show the results of an experimental study of the effect on PC performance 

when running encryption TrueCrypt software using PC stationary and its mobile version 

(Laptop) [10]. 

 

Fig. 1. Comparative performance PC video adapters. 

 

Fig. 2. Load time OS analysis with/out using Truecrypt software data encryption. 

As seen from the diagrams shown in Picture 1 and Picture 2, the performance of your 

PC video card is not reduced, and the boot time is increased by Laptop versions using SDD. 

 

Fig. 3. Comparative analysis of the PC performance with using PCMark. 
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As seen from the diagrams shown in Picture 3, there is a drop in performance version of 

Laptop PCs with SSD (-15%). At the same time, the initial speed of SSDs is so high that they 

still out perform PC HDD, lost in the PCMark only 4%. 

Comparative tests were carried out on the PC the following configurations: PC laptop 

performance (Laptop) - AMD Phenom II X4 905 (2.5 GHz), 6GB DDR3 1600 MHz, Radeon 

HD6870 OC 1GB DDR5, 120GB RunCore Pro V 2.5 "SATA III SSD; Stationary PCs - Intel 

Core2 Quad CPU Q9000 @ 2.00 GHz, 6 GB of RAM DDR2, ATI Mobility Radeon HD 

4650, Seagate Momentus XT 500GB HDD. 

Conclusions and prospects for further research in this direction 

Currently, the development of encryption TrueCrypt software was further developed in 

the form of individual cryptographic software: CipherShed [11] and VeraCrypt [12]. The 

basis for the collection of the original code base TrueCrypt software. This cryptographic 

software successfully developed and supported. Moreover, they fixed some bugs encryption 

TrueCrypt software [13]. 

It should also be noted that the formats of cryptocontainers VeraCrypt software become 

incompatible with TrueCrypt software. For comparison, cryptocontainers CipherShed 

software compatible with TrueCrypt software. 

Independent audit considered encryption TrueCrypt software, conducted by iSEC 

Partners showed that its code was found in a total of 11 members of security threats. 4 of 

them have an average level of danger, another 4 - low, remaining in principle, difficult to 

classify due to their insignificance. More detailed results of the audit were published in a 

document posted on site - opencryptoaudit.org [14, 15]. 

10-вОКr КЮtСШr’s ОбpОrТОЧМО ТЧ tСО ОЧМrвptТШЧ ШpОrКtТШЧ аТtС TrЮОCrвpt sШПtаКrО tШ 
protect the data storage suggests perfection, reliability and stability of the examination on. 

Thus, the use of encryption TrueCrypt software considered and its modifications, is the most 

effective measure that prevents leakage of confidential user information placed on your PC 

and external data storage. 
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Ɂɚɯисɬ ɧɨсɿʀɜ ɿɧфɨɪɦɚɰɿʀ є сɭɤɭпɧɿсɬɸ пɪɨɛɥеɦ, ɬɿсɧɨ ɡɜ'ɹɡɚɧиɯ ɡ ɜиɤɨɪисɬɚɧɧɹɦ 
ɤɪипɬɨгɪɚфɿчɧиɯ пɪɨгɪɚɦɧиɯ ɡɚсɨɛɿɜ ɪɿɡɧɨгɨ пɪиɡɧɚчеɧɧɹ. Дɥɹ ɜиɪɿɲеɧɧɹ ɰɶɨгɨ 
ɡɚɜɞɚɧɧɹ ɡɚсɬɨсɨɜɭєɬɶсɹ ɛеɡɤɨɲɬɨɜɧе, ɤɪɨсспɥɚɬфɨɪɦеɧе ɤɪипɬɨгɪɚфɿчɧе пɪɨгɪɚɦɧе 
ɡɚɛеɡпечеɧɧɹ (ПɈ) TrueCrypt ɡ ɜɿɞɤɪиɬиɦ ɤɨɞɨɦ, ɳɨ ɞɨɡɜɨɥɹє ɡɞɿɣсɧɸɜɚɬи 
ɲифɪɭɜɚɧɧɹ ɞɚɧиɯ «ɧɚ ɥɶɨɬɭ». Виɤɨɧɚɧиɣ ɚɧɚɥɿɡ ɦɨɠɥиɜɨсɬеɣ ПɈ TrueCrypt. 

Ɋɨɡɪɨɛɥеɧиɣ ɚɥгɨɪиɬɦ пɪɚɤɬичɧɨгɨ ɜɠиɜɚɧɧɹ ПɈ TrueCrypt ɞɥɹ ɡɚɯисɬɭ ɧɨсɿʀɜ 
ɿɧфɨɪɦɚɰɿʀ. Пɪиɜеɞеɧɨ пɨɪɿɜɧɹɥɶɧиɣ ɚɧɚɥɿɡ пɪɨɞɭɤɬиɜɧɨсɬɿ пеɪсɨɧɚɥɶɧɨгɨ 
ɤɨɦп’ɸɬеɪɚ ɡ/ɛеɡ ɜиɤɨɪисɬɚɧɧɹɦ ПɈ TrueCrypt, ɹɤиɣ пɨɤɚɡɚɜ фɚɤɬичɧɭ ɜɿɞсɭɬɧɿсɬɶ 
ɡɧиɠеɧɧɹ пɪɨɞɭɤɬиɜɧɨсɬɿ. Неɡɚɥеɠɧиɣ ɚɭɞиɬ ɪɨɡгɥɹɧɭɬɨгɨ ɤɪипɬɨгɪɚфɿчɧɨгɨ ПɈ 
TrueCrypt ɧе ɜиɹɜиɜ ɧɚɣɜиɳиɯ пɨгɪɨɡ ɣɨгɨ ɭɪɚɡɥиɜɨсɬɿ. Ɉсɨɛисɬиɣ 10-ɬи ɪɿчɧиɣ 
ɞɨсɜɿɞ ɚɜɬɨɪɿɜ ɡ еɤспɥɭɚɬɚɰɿʀ ПɈ TrueCrypt ɞɥɹ ɡɚɯисɬɭ ɧɨсɿʀɜ ɿɧфɨɪɦɚɰɿʀ ɞɨɡɜɨɥɹє 
ɡɚɬɜеɪɞɠɭɜɚɬи ɛеɡɞɨгɚɧɧɿсɬɶ, ɧɚɞɿɣɧɿсɬɶ ɿ сɬɿɣɤɿсɬɶ ɣɨгɨ ɪɨɛɨɬи. 
Пɨɤɚɡɚɧɨ, ɳɨ ɜɠиɜɚɧɧɹ ɤɪипɬɨгɪɚфɿчɧɨгɨ ПɈ TrueCrypt ɿ ɣɨгɨ пɨɞɚɥɶɲиɯ 
ɦɨɞифɿɤɚɰɿɣ, є ɧɚɣɛɿɥɶɲ ефеɤɬиɜɧɨɸ ɦɿɪɨɸ, ɹɤɚ ɞɨɡɜɨɥɹє ɡɚпɨɛɿгɬи ɜиɬɨɤɭ 
ɤɨɧфɿɞеɧɰɿɣɧɨʀ ɿɧфɨɪɦɚɰɿʀ ɤɨɪисɬɭɜɚчɿɜ, ɪɨɡɦɿɳеɧɨʀ ɧɚ пеɪсɨɧɚɥɶɧиɯ ɤɨɦп‘ɸɬеɪɚɯ 
ɬɚ ɡɨɜɧɿɲɧɿɯ ɧɨсɿɹɯ. 
Ʉлючові слова: ɤɪипɬɨгɪɚфɿчɧиɣ ɡɚɯисɬ, ɤɪипɬɨгɪɚфɿчɧе пɪɨгɪɚɦɧе ɡɚɛеɡпечеɧɧɹ, 
TrueCrypt, ɤɪɿпɬɨɤɨɧɬеɣɧеɪ, ɡɚɯисɬ ɧɨсɿʀɜ ɿɧфɨɪɦɚɰɿʀ, ɲифɪɭɜɚɧɧɹ ɞɚɧиɯ «ɧɚ ɥɶɨɬɭ». 
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Ɂɚɳиɬɚ ɧɨсиɬеɥеɣ иɧфɨɪɦɚɰии пɪеɞсɬɚɜɥɹеɬ сɨɛɨɣ сɨɜɨɤɭпɧɨсɬɶ пɪɨɛɥеɦ, ɬесɧɨ 
сɜɹɡɚɧɧɵɯ c испɨɥɶɡɨɜɚɧиеɦ ɤɪипɬɨгɪɚфичесɤиɯ пɪɨгɪɚɦɦɧɵɯ сɪеɞсɬɜ ɪɚɡɥичɧɨгɨ 
ɧɚɡɧɚчеɧиɹ. Дɥɹ ɪеɲеɧиɹ ɷɬɨɣ ɡɚɞɚчи пɪиɦеɧɹеɬсɹ ɛеспɥɚɬɧɨе, ɤɪɨсспɥɚɬфɨɪɦеɧɧɨе 
ɤɪипɬɨгɪɚфичесɤɨе пɪɨгɪɚɦɦɧɨе ɨɛеспечеɧие (ПɈ) TrueCrypt с ɨɬɤɪɵɬɵɦ исɯɨɞɧɵɦ 
ɤɨɞɨɦ, пɨɡɜɨɥɹɸɳее ɨсɭɳесɬɜɥɹɬɶ ɲифɪɨɜɚɧие ɞɚɧɧɵɯ «ɧɚ ɥеɬɭ». Вɵпɨɥɧеɧ ɚɧɚɥиɡ 
ɜɨɡɦɨɠɧɨсɬеɣ ПɈ TrЮОCrвpt. Ɋɚɡɪɚɛɨɬɚɧ ɚɥгɨɪиɬɦ пɪɚɤɬичесɤɨгɨ пɪиɦеɧеɧиɹ ПɈ 
TrЮОCrвpt ɞɥɹ ɡɚɳиɬɵ ɧɨсиɬеɥеɣ иɧфɨɪɦɚɰии. Пɪиɜеɞеɧ сɪɚɜɧиɬеɥɶɧɵɣ ɚɧɚɥиɡ 
пɪɨиɡɜɨɞиɬеɥɶɧɨсɬи пеɪсɨɧɚɥɶɧɨгɨ ɤɨɦпɶɸɬеɪɚ с/ɛеɡ пɪиɦеɧеɧиеɦ ПɈ TrЮОCrвpt, 
ɤɨɬɨɪɵɣ пɨɤɚɡɚɥ фɚɤɬичесɤɨе ɨɬсɭɬсɬɜие сɧиɠеɧиɹ пɪɨиɡɜɨɞиɬеɥɶɧɨсɬи. 
Неɡɚɜисиɦɵɣ ɚɭɞиɬ ɪɚссɦɨɬɪеɧɧɨгɨ ɤɪипɬɨгɪɚфичесɤɨгɨ ПɈ TrЮОCrвpt ɧе ɜɵɹɜиɥ 
ɧɚиɜɵсɲиɯ ɭгɪɨɡ егɨ ɭɹɡɜиɦɨсɬи. Ʌичɧɵɣ 10-ɬи ɥеɬɧиɣ ɨпɵɬ ɚɜɬɨɪɨɜ ɜ ɷɤспɥɭɚɬɚɰии 
ПɈ TrЮОCrвpt ɞɥɹ ɡɚɳиɬɵ ɧɨсиɬеɥеɣ иɧфɨɪɦɚɰии пɨɡɜɨɥɹеɬ ɭɬɜеɪɠɞɚɬɶ 
ɛеɡɭпɪечɧɨсɬɶ, ɧɚɞеɠɧɨсɬɶ и ɭсɬɨɣчиɜɨсɬɶ егɨ ɪɚɛɨɬɵ. 
Пɨɤɚɡɚɧɨ, чɬɨ пɪиɦеɧеɧие ɤɪипɬɨгɪɚфичесɤɨгɨ ПɈ TrЮОCrвpt и егɨ пɨсɥеɞɭɸɳиɯ 
ɦɨɞифиɤɚɰиɣ, ɹɜɥɹеɬсɹ ɧɚиɛɨɥее ɷффеɤɬиɜɧɨɣ ɦеɪɨɣ, ɤɨɬɨɪɚɹ пɨɡɜɨɥɹеɬ 
пɪеɞɨɬɜɪɚɬиɬɶ ɭɬечɤи ɤɨɧфиɞеɧɰиɚɥɶɧɨɣ иɧфɨɪɦɚɰии пɨɥɶɡɨɜɚɬеɥеɣ, ɪɚɡɦеɳеɧɧɨɣ 
ɧɚ пеɪсɨɧɚɥɶɧɵɯ ɤɨɦпɶɸɬеɪɚɯ и ɜɧеɲɧиɯ ɧɨсиɬеɥɹɯ. 
Ʉлючевые слова: ɤɪипɬɨгɪɚфичесɤɚɹ ɡɚɳиɬɚ, ɤɪипɬɨгɪɚфичесɤɨе пɪɨгɪɚɦɦɧɨе 
ɨɛеспечеɧие, TrЮОCrвpt, ɤɪипɬɨɤɨɧɬеɣɧеɪ, ɡɚɳиɬɚ ɧɨсиɬеɥеɣ иɧфɨɪɦɚɰии, 
ɲифɪɨɜɚɧие ɞɚɧɧɵɯ «ɧɚ ɥеɬɭ». 


