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Data storage defense is an aggregate of problems, interlinked with the use of cryptographic
program facilities of the different setting. For the decision of this task - using free of charge
cross platform cryptographic TrueCrypt software with the opened source code, allows to
make coding of information «on the fly». The analysis of TrueCrypt software possibilities
is executed. The algorithm for defense of data storage with practical application TrueCrypt
software is developed. The productivity comparative analysis of the personal computer
with/out cryptographic TrueCrypt software is resulted. Actual absence of the productivity
decline is showed. Independent audit considered cryptographic TrueCrypt software did not
expose the greatest threats his vulnerability. Personal author’s 10-years experience in
exploitation TrueCrypt software for defense of data storage allows to assert a
blamelessness, reliability and stability of it work.

It’s shown that cryptographic TrueCrypt software and its subsequent modifications, is the
most effective measure, which allows preventing the losses of confidential information of
users, placed on the personal computer and external data storage.

Keywords: cryptographic defense, cryptographic software, TrueCrypt, cryptocontainer,
defense of carriers of data, coding of information «on the fly.

The essence of a problem

Ensuring the protection of the users of personal computers (PCs) in practice is a set of
problems closely related with using software and hardware for various purposes. [1]

The most common feature of the operation PC users in different organizations is
practically nobody does not restrict access to them. This inevitably leads to the fact that a
"unit" PCs have access uncontrolled number of users. Such a "multi-user" mode of operation
eventually gives rise to the need to protect data as stored on a PC, so data users themselves.

The solution of this problem is argued by objective reasons, determining the importance
of ensuring the protection of user information:

. rapid growth of the number of PCs;

. widespread use of PCs in various spheres of human activity;

= accumulation of large amounts of data on PC;

. expansion of the users range who have access to PC;

. availability PC connecting to LAN or corporate network with Internet access.

A partial solution to this problem can be realized by using their individual user
information data storage - flash cards, portable hard disks, etc.

However, it did not really solve the problem of protecting information from
unauthorized access, "third parties" by hackers or malicious software (software) when
connecting individual carriers to the PC. Furthermore, it should also be noted that these
devices trust important information is unsafe. First of all because there is the risk of data loss
(physical or mechanical), especially if recorded on the data storage any confidential
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information of high importance, the consequences of such a loss can appear to be the most
sorrowful.
In this regard, the task of ensuring reliable protection of user data is current as ever.

Latest research and publications analysis have taken the initiative towards solving the
problem.

The most common methods of protecting information on connected data storage in a
customer environment include:

1. Create a hidden partition [2];

2. Create an archive, locked password [3];

3. Restrict access to files / folders. [4]

These methods of information protection have a number of drawbacks. The presence of
hidden partitions easily installed by comparing the actual and the real capacity of the storage
medium.

Creating archives locked password, inevitably increases:

. the probability of a lack of software on the PC;

. long time of creating and extracting;
. the probability of an incorrect input (random) password when creating an archive;
. The probability of a partial data loss in the process of creating an archive

especially grows when using flash cards (due to exceeding the number of read-write cycles
guaranteed by the manufacturer) [5].

Restrict access to files/folders is performed, usually with the help of additional
software: Folder Crypto Password; Secure Folder; Hide Folder; Lock Folder, etc. or built-in
operating system (OS). In this case, access to the protected data is limited to OS
administrative means, which in itself is unreliable.

Conclusions and prospects for further research in this direction

In connection with the above, it can be concluded that a reliable protection for user data
only option is to use any encryption in real time. This allows to realize continuous operation
of the encryption/decryption algorithm of traffic from the PC to the data storage medium
during recording/reading [6].

The purpose of the article

Consider the feasibility of cryptographic protection data storage users.

The basic material of the presentation

To solve this problem almost perfect free, cross-platform cryptographic TrueCrypt
software open source encryption of data "on the fly» (On-the-fly encryption). Under the
encrypted "on the fly" is to be understood that all data is encrypted and decrypted before the
direct appeal to them (read, execute, or save). The data is encrypted in its entirety, including
the file headers, the contents, metadata, etc. [7].

Considered software allows to create a file cryptocontainers, encrypt partitions
themselves HDD, including OS, as well as removable storage devices: USB-drives and
external HDD.

The benefits of encryption software TrueCrypt [8]:

. the ability to use a portable (portable version);
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. software works with Microsoft Windows, starting with 2000 / XP /7 (x32 / x64),
GNU / Linux (32- and 64-bit versions of the kernel 2.6 or compatible) and Mac OS X (10.4
Tiger and above);

. use strong encryption algorithm - AES-256, Serpent, and Twofish with the
possibility of a mutual combination);

. real-time encryption, and it is not noticeable to the user;

. pre-boot authentication to encrypt the system partition HDD;

. the possibility of creating separate file of cryptocontainers, including dynamically
expanding in the data storage with NTFS file system;

. creation cryptocontainers in the "cloud storage";

. cryptocontainers may look like an ordinary file with any extension, for example,
txt, doc (x), mp3, img, iso, mpg, avi, etc., with or without enlargement;

. full encryption of the contents of devices — HDD and removable data storage;

. creation of hidden volumes, including and the hidden OS;

. the OS cannot determine the presence of TrueCrypt volumes - they are just a set
of random data and identify them with TrueCrypt software does not seem possible (not
counting method termorectum cryptoanalysis);

. ensure that the two levels of plausible deniability of the encrypted data is one of
the most important features of the software TrueCrypt. Their operating principle is the ability
to create an encrypted carrier with two passwords - password of the available real data, and
the second - the other data [9]. Thus, in a situation where the encrypted user's data storage
formally withdrawn, the user can open the second password, wherein all important data that
are available at present the password will remain hidden.

. change passwords and key files for the TrueCrypt software volume without loss of
encrypted data;

. create an encrypted virtual drive;

. ability to use TrueCrypt software on PC as a normal user.

TrueCrypt practical use for storage devices protection (see Fig. 1):

I.  Removable storage device (external HDD or flash card) is to be divided into two
partition [2]. The size of the first partition is determined by TrueCrypt size and makes 2-5
Mb.

Copy a TrueCrypt portable variant into the first partition.

Start TrueCrypt and implement the encryption of the second partition.
Mount the encrypted partition onto a Disk.

Perform the information transfer onto a Disk.

Umount Disk into the encrypted partition.

QA wD

STORAGE DEVICE

R ENCRYPTED
PC {=) TRUECRYPT PARTITION

1 partition 2 partition

Fig.1. Structure of the encrypted storage device
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Comparative analysis of the PC performance with using the TrueCrypt software

Pictures 1-3 show the results of an experimental study of the effect on PC performance
when running encryption TrueCrypt software using PC stationary and its mobile version

(Laptop) [10].
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Fig. 1. Comparative performance PC video adapters.
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Fig. 2. Load time OS analysis with/out using Truecrypt software data encryption.

As seen from the diagrams shown in Picture 1 and Picture 2, the performance of your
PC video card is not reduced, and the boot time is increased by Laptop versions using SDD.
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Fig. 3. Comparative analysis of the PC performance with using PCMark.
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As seen from the diagrams shown in Picture 3, there is a drop in performance version of
Laptop PCs with SSD (-15%). At the same time, the initial speed of SSDs is so high that they
still out perform PC HDD, lost in the PCMark only 4%.

Comparative tests were carried out on the PC the following configurations: PC laptop
performance (Laptop) - AMD Phenom II X4 905 (2.5 GHz), 6GB DDR3 1600 MHz, Radeon
HD6870 OC 1GB DDRS5, 120GB RunCore Pro V 2.5 "SATA III SSD; Stationary PCs - Intel
Core2 Quad CPU Q9000 @ 2.00 GHz, 6 GB of RAM DDR2, ATI Mobility Radeon HD
4650, Seagate Momentus XT 500GB HDD.

Conclusions and prospects for further research in this direction

Currently, the development of encryption TrueCrypt software was further developed in
the form of individual cryptographic software: CipherShed [11] and VeraCrypt [12]. The
basis for the collection of the original code base TrueCrypt software. This cryptographic
software successfully developed and supported. Moreover, they fixed some bugs encryption
TrueCrypt software [13].

It should also be noted that the formats of cryptocontainers VeraCrypt software become
incompatible with TrueCrypt software. For comparison, cryptocontainers CipherShed
software compatible with TrueCrypt software.

Independent audit considered encryption TrueCrypt software, conducted by iSEC
Partners showed that its code was found in a total of 11 members of security threats. 4 of
them have an average level of danger, another 4 - low, remaining in principle, difficult to
classify due to their insignificance. More detailed results of the audit were published in a
document posted on site - opencryptoaudit.org [14, 15].

10-year author’s experience in the encryption operation with TrueCrypt software to
protect the data storage suggests perfection, reliability and stability of the examination on.
Thus, the use of encryption TrueCrypt software considered and its modifications, is the most
effective measure that prevents leakage of confidential user information placed on your PC
and external data storage.
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MPOTPAMHO-TEXHIYHI ACIIEKTHU KPUIITOT PA®IYHOT O 3AXUCTY HOCIIB IHOOPMAIIIT
O.B. 3anepetiiko, O.B. TposHCEKHI

Opechkuil HALlIOHATHHUN TONMITEXHIYHUH YHIBEPCUTET,
npoct. [lesuenka, 1, Oneca, 65044, Ykpaina; e-mail: alexander.zadereyko @ gmail.com

3axucT HOCIiB iHpopMalii € CyKymHICTIO MmpoOieM, TICHO 3B'SI3aHUX 3 BHKOPHUCTaHHSIM
KpUnTOrpadivHUX NPOTpaMHUX 3aco0iB pi3HOro mNpu3HayeHHS. [y BUPIMICHHS LBOTO
3aBJJaHHS 3aCTOCOBYETHCSI OE3KOLITOBHE, KpoccIulaTopMeHe KpunrorpadiuHe mporpamMmuae
3abesneueHHst ([10) TrueCrypt 3 BIAKpUTHM KOJOM, IO JIO3BOJSE 3IIMCHIOBATH
mupyBaHHs JaHUX «HAa JbOTY». BukonHanuii ananiz moximBocteir [10 TrueCrypt.
Po3poOnennit anroput™m npaktuynoro BxuBaHHsi [10 TrueCrypt mist 3axucTy HOCIiB
inpopmamii. IlpuBeneHO TOPIBHAIBHWUH aHami3 TNPOTYKTUBHOCTI IEPCOHAIBHOTO
koM 'torepa 3/0e3 BukopuctaHHsaM [10 TrueCrypt, sxwii mokazaB (akTHIHY BiICYTHICTb
3HIW)KEHHA MPONYKTHUBHOCTI. Hesamexxnuit ayaur posrmmsHytoro kpunrorpagiuxoro I1O
TrueCrypt He BHSBHB HAaWBUIIHMX MOTpo3 Woro ypazmuBocTi. Ocobuctmii 10-TH piuHHi
nmocBin aBTopiB 3 ekcruryararii [10 TrueCrypt mis 3aXucTy HOCIIB iH(popMamii T03BOJIsIE
3aTBEPKYBATH O€3M0TaHHICTh, HAMIIHHICTD 1 CTIHKICTh HOTO pOOOTH.

[Tokazano, mo BxwuBaHHi Kpunrorpadiysoro I[IO TrueCrypt 1 #oro mnogambIIUX
Moaudikanii, € HaHOLIBII e(pEeKTUBHOI MIpOI0, sKa JI03BOJISIE 3aMOOIITH BHTOKY
KoH(ineHNiHHOI iH(opMaLil KOpUCTyBaviB, PO3MILIEHOI Ha MEPCOHAIBLHUX KOMI IOTepax
Ta 30BHILIHIX HOCISX.

KoarouoBi cioBa: xpunrorpadiyHuii 3axucT, kpunrorpagiuHe nporpamHe 3a0e3leueHHs,
TrueCrypt, KpiITOKOHTEIHEp, 3aXHUCT HOCIIB iHPOpMAIIii, MUPPYBaHHS JaHUX «HA IIBOTYY.

MMPOTPAMMHO-TEXHUYECKHWE ACHEKTBI KPUIITOTPA®UYECKOM 3AIATHI
HOCHUTEJIEM HH®OPMAIIMA

A.B 3anepeiixo, A.B. TposiHCKuit

Opecckuit HAMOHATBHBIM NOTUTEXHUYECKUH YHUBEPCUTET,
npocr. [lesuenko, 1, Onecca, 65044, Ykpauna; e-mail: alexander.zadereyko @ gmail.com

3amuTta HOcuTenel WH(pOpMAIMK NpeACTaBiseT CO00M COBOKYMHOCTh MpOOJieM, TECHO
CBSI3aHHBIX C HCIIOJIB30BaHUEM KPHUINTOrpaHUuecKuX MPOrPaMMHBIX CPEACTB Pa3IHYHOIO
Ha3HaueHus. Jng perreHus 3Tol 3a1aun NpUMEHsAeTcs OecIulaTHOe, KpoCCIIaTpopMeHHOe
kpuntorpaduueckoe nporpammuoe odecnederue (I10) TrueCrypt ¢ OTKPBITBIM HCXOIHBIM
KOJIOM, TI03BOJISIFOIIEE OCYIIECTBIIATH IU(POBAHIE JaHHBIX «HA JIETY». BhINosiHeH anamms
Bo3moxkHOcTe [1O TrueCrypt. Pa3pabortan anroputm mpaktudeckoro mpumeneHus 110
TrueCrypt s 3ammTel HOocuTened wHpopMmanmu. [IpuBeneH CpaBHUTENBHBIN aHAIH3
MPOU3BOUTENBEHOCTH NEPCOHAILHOTO KoMmmbioTepa c/0e3 mpumenenueM 10 TrueCrypt,
KOTOpBI ~ TOKa3an  (aKTHYECKOE  OTCYTCTBHE  CHIDKGHHUSI  IPOM3BOJUTEILHOCTH.
HezaBucumerii ayour paccmorpenHoro kpunrorpadudaeckoro 1O TrueCrypt He BBIIBHI
HaWBBICIINX YTPO3 €ro ysA3BUMOCTHU. JInaneii 10-TH TETHHA OIBIT aBTOPOB B AKCIUTyaTaI[H
IO TrueCrypt pmns 3amuTel HOCHUTENEH WHPOPMALIMK TIO3BOJISET YTBEPXKIATh
0e3yIpeyHOCTh, HaIS)KHOCTh M YCTOIHUHUBOCTE €TO PaOOTHI.

ITokazano, uro mpumenenue kpunrtorpaduueckoro [1O TrueCrypt m ero mocieayromumx
MomubuKanul, sBiIseTcs Hambonmee S¢p(GEeKTUBHOH Mepod, KoTopas IO3BOJISET
NPEeOTBPATUTh YTEUYKH KOH(HAECHIMAIEHONH MH(OpPMALMK I10JIb30BaTeNeH, pa3MeIeHHON
Ha NEPCOHAIBHBIX KOMIBIOTEPAX U BHEIIHUX HOCUTEISX.

KatoueBble ciaoBa: kpunrtorpaduyeckas 3amiuTa, KpUNTOrpaduyeckoe HpOrpaMMHOE
obecrieuenne, TrueCrypt, KpUNTOKOHTEHHEp, 3alIUTa HOCHUTENeH HMH(pOpPMAILHH,
MU(pPOBaHUE JAHHBIX «HA JIETY.
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