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Statistics show high rates of increase in the number of destructive information security 

incidents. But the factors that cause this phenomenon, investigated enough. They cover a 

wide range of characteristics and do not reveal the full formal and system approach to 

solving cyber security tasks. Accordingly, a hypothesis on the dynamics of information 

flow singularity of destructive and beneficial characteristics was formulated. A simple 

mathematical model of multi-processing and filtering the information flow with feedback to 

ensure cybersecurity was developed. The study of four-stage dynamic system showed that 

it may have fixed quasi-periodic oscillations and dynamic chaos. In the transition period 

turbulence and singularity are possible. The use of mechanical analogies contributed to a 

more accurate understanding of research results. The conclusion was made about 

objectivity and singularity phenomena of turbulent transition and exogenous on the 

necessary measures to ensure cybersecurity. 

Keywords: cybernetic security, model of dynamic system, turbulent, singularly, 

bifurcation, cybersecurity incident 
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