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Abstract — The paper deals with questions of increasing the efficiency of block symmetric cryptographic algorithms used in
modern telecommunications systems. One of the most important elements of any modern symmetric block cryptographic algorithm is
its nonlinear transform or S -box, which largely determines its cryptographic features and performance. Therefore the task of devel-
opment of a large set of cryptographic S -boxes with a high level of quality is the key to solving the problem of increasing the efficien-
cy of modern cryptographic algorithms. The basis of one of the most common block symmetric cryptographic algorithms
AES/Rijndael is the nonlinear transform of Nyberg design of length N =256. This design allows construction of a small set of non-
linear transforms which have a high level of cryptographic quality. However, the development of modern computer technology dic-
tates not only the task of building of S -boxes of greater length, as well as finding ways to increase the cardinality of sets of available
high quality non-linear transforms. In this paper a class of S -boxes of Nyberg design with cardinality | =392 and the length
N =512 over all the isomorphic representations of the field GF(512) is built, which allows improvement of the efficiency of crypto-
graphic nonlinear transforms, as well as to increase the cardinality of their sets. The dynamics of improvement of the cryptographic
quality of S -boxes of Nyberg design with increasing of their length are investigated. It was found that increasing of the length of
nonlinear transforms of Nyberg design gives the rapid decline of correlation between vectors of output and input of S -box as well as
significant growth of its distance of nonlinearity. It is shown that great length S -boxes of Nyberg design obtains such distance of
nonlinearity, that it becomes almost equivalent to the distance of the nonlinearity of Boolean bent-functions.

Anomauyia — Y cmammi poseAsnymi numants no0ydosu Annomayun — B cmamuve paccmompervl 60npocot nocmpoer s
KAacy S -0A0kie nidcmanosku kowcmpyxuyii Hibepz nomyx- xaacca S -0A0k068  nodcmarosku  KoHncmpyxyuu  Hubepe

nocmi | =392, dosxunu N =512 nad ycima isomopprumu mougnocmuy | =392, daunot N =512 nad scemu usomopgp-

yssrennsmu noas GF(512). Jocaidxero kpunmozpagiury
axicmv nobydosanux S -0A0Ki6, a maxkox Ounamixy ii no-
AMNULeHHA 13 3pOCMAHHAM 006KUHU HEAIHIIIHOZ0 Nepemeo-
perts.

Homu npedcmasieruamu nors GF(512). Msyuervr kpunmo-
paduueckue Kadecmea NOCHPOEHHBLIX S -OA0K06, 4 marxe
QUHAMUKA UX YAYUUEHUS C POCTOM OAUHDL HEAUHEHO0Z0
npeobpasosarus.

Construction of any protected modern telecommunication system is linked inextrica-

bly to issues of design of cryptographic subsystem of information protection. Since high per-
formance and relatively good cryptographic reliability of block symmetric cryptographic
algorithms they are widely used now. One of such popular algorithms is AES/Rijndael, ac-
cepted as the sovereign-governmental US standard.

One of the main components of any modern cryptographic algorithm is the nonlinear
transform — S -box. Structure and properties of S-box largely determines the properties of
the cryptographic algorithm and significantly affects its performance [1].
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One of the most successful approaches for solving the problem of synthesis of S-boxes
having reasonable level of quality is an approach based on the mathematical apparatus of
the theory of Boolean functions. This approach revealed that with increasing of length of S -
boxes their cryptographic quality significantly improves, and hence, the effectiveness of
cryptographic algorithms in which they are applied.

On the other hand, is a very actual task of building a large plurality of good quality S-
boxes, which opens the possibility of using them as a long-term key element, as for example
allowed in the standard GOST 28147-89 [2].

As significant progress in solving these two problems became the synthesis method of
Nyberg construction S-boxes, which allows the building of highly nonlinear transforms
based on the algebraic Galois fields [3]. Further research allowed improvement of this
method by considering the extension of an extended Galois field and resulted in significant-
ly expanding the range of available high-quality S-boxes of length N =256 [4].

Hence, the further practical interest is the increase in length of S-boxes, whereas the
construction methods of nonlinear transforms of length N >256 are not sufficiently re-
searched in the literature.

The purpose of this paper is to develop a method of the synthesis of S-boxes of length
N =512 based on all isomorphic representations of the field GF(512) for encryption tasks in
modern telecommunication systems.

The classical Nyberg nonlinear transform is a mapping of a multiplicative inverse ele-
ments of the Galois field [3]:

y=x"modd f(z),p), y,xeGF(2"), 1)
combined with an affine transformation
b=A-y+a, abeGFQ2"), )

where f(z) is an irreducible polynomial over the field GF(2);

A — nonsingular affine transformation matrix;
a — shift vector;
p =2 — the characteristic of the extended Galois field, and 0'=0;

a,b,x,y — elements of the extended Galois field; treated as decimal numbers or bina-

ry vectors, or polynomials.
Analysis of (1) leads to the conclusion that the cryptographic properties of S-boxes
depends on the choice of the form of an irreducible polynomial f(z), while the affine trans-

formation (2) affects the correlation between output and input of the S-box [5] of Nyberg
construction and its periods of return to initial state [6].

It is significant that the Nyberg construction S-box can be implemented as a look-up
table, and with the help of an algebraic transformation (1), (2), which determines its flexibil-
ity in terms of resource consumption of the memory subsystem.

The total number of available different S-boxes of Nyberg construction is determined

by the number of, existing in the field GF(¢"), irreducible polynomials [7]
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where d — divisors of degree k; u(d) — Mobius function; notation d/k means that d di-
vides k.
In particular, when k=9, i.e. for the field GF(2°)=GF(512) there ‘Wzg ‘ =56. The set of

these polynomials are written for short as their decimal equivalents.

W, ={515,529,535,539,545,557,563,587,601,607,613,617,623,631,637,647,
661,665,675,677,687,695,701,719,721,731,757,761,769,787,789,799,
803,817,827,841,847,859,865,875,877,883,895,901,911,929,949,953,
967,971,973,981,985,995,1001,1019}.

(4)

For example, the first decimal equivalent of (4) can be converted into a polynomial
form 515,;, =1000000011, = f,(z) =z’ +z+1. Clearly, each of the polynomials (4) in accord-
ance with (1) and (2) determine a unique structure of S-box. On the other hand, researches
[4] indicate that the number of different structures of S-boxes can be significantly extended
by the consideration of all isomorphic representations of the original field GF(2°). The orig-
inal field allows the following representations

GF(512) =GF(2°) = GF(8°). (5)

Using (3) to that obtained in (5) expansion, we find that there are £ =168 more differ-
ent structures of the irreducible polynomials. However, the extended arithmetic field GF(8)
can be constructed in two different ways, determined by the corresponding primitive poly-
nomials

3.1
{nl(x) X' +x + ©)

() =x> + x> +1.

Thus, the total number of irreducible polynomials and respectively the various struc-
tures of S-boxes in the field GF(8>) is defined as \w; ‘ =2-168=336.

For example, the set of all irreducible polynomials decimal equivalents in the field
GF(8%) with arithmetic defined by primitive polynomial 1,(x) from (6) has the form
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W =1{522,524,526,529,532,533,539,540,543,545,550,551,555,557,558,56 1,562,563,
570,573,575,578,580,582,593,597,598,602,606,607,609,610,615,618,619,620,
625,627,628,636,637,638,641,646,647,649,652,655,661,662,663,665,667,668,
683,685,687,690,691,694,697,698,702,707,709,710,714,716,717,721,723,7 24,
732,734,735,737,739,741,754,757,758,763,766,767,769,770,771,777,779,782,
786,788,789,793,794,796,802,803,807,809,813,814,827,829,831,834,837,839,
844,846,847,850,852,855,858,859,861,865,869,870,874,875,878,881,885,887,
897,900,901,905,906,909,923,925,927,932,934,935,937,940,942,947,948,949,
953,954,959,963,964,967,970,971,974,977,979,983,995,996,998,1004,1005,
1007,1009,1010,1015,1018,1020,1021}.

)

and, accordingly, the set of decimal equivalents of irreducible polynomials constructed
above with the arithmetic defined by primitive polynomial 1,(x) from (6)

Wg’ =1{523,525,526,530,533,535,537,540,541,546,548,550,553,558,559,561,562,563,
571,672,575,579,581,5682,595,598,599,601,604,606,610,611,613,617,619,623,
625,626,629,636,637,638,642,644,646,651,652,653,661,662,663,665,666,609,
681,682,684,691,692,694,698,702,703,705,710,711,713,717,719,721,722,725,
732,734,735,738,740,743,754,755,758,761,763,766,771,772,775,781,782,783,
786,787,788,795,797,799,802,803,806,809,812,814,817,820,823,833,834,835,
841,842,846,849,851,853,859,860,861,865,868,870,874,875,879,890,892,895,
897,900,901,905,907,908,914,916,919,929,933,934,941,942,943,946,948,949,
953,955,959,962,965,967,970,971,974,985,986,991,996,997,999,1002,1005,
1006,1009,1011,1015,1019,1020,1021}.

(8)

Consider the polynomial 523 from (8), which can be represented by a polynomial-form
as 523,,=1013; =x° +x+3, based on which and in accordance with (1) the Nyberg con-

struction S -box can be built
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0,1,6,4,37,2,5,200,109,138,470,192,436,398,442,49,243,420,233,113,448,331,
218,96,64,151,283,181,426,357,162,344,311,479,505,210,414,486,320,312,339,157,
256,381,457,366,251400,276,384,81,77,92,191,225,168,291,271,495,124,300,128,
374,25,97,392,335,506,488,459,89,165,158,143,372,93,52,348,454,385,51,307,239,
144,315,104,493,458,71,126,205,53,76,245410,24,65140,237,209,299,364,228,86,
492,453,424,201,9,362,480,449,20,172,463,445,148,4/4,227,423,252,322,146,60,
301,90,204,62,375,406,446,240,361,309,352,326,377,10,471,98,236,373,74,84,314
123,323,117,444,282,26,213,441,490,498,257,42,73,164,198,416,31,356,159,72,485,
175,56,290,390,466,114,462,484,167,369,476,389,249,427,28,500,434,395,289,354,
336,324,502,224,54,12,437,408,316,268,230,160,417,8,108473,260,127,91,359,
223,298,100,36,415,440,152,387,221,379,267,23,330,386,215,358,207,190,55,475,
119,103,365,197,269421,19,295,262,141,9,306,83,132,360,497,17,411,94,465,280,
S=< 388,179,367,47,121,42,351,397,43,156,28,272,203472,235,294,286,346,378,217, ;. (9)
196,231,4%H,58,259,284,302,433,49,401,333,482,247464,150,27,273,258,264,347,
394,185,169,57,431,412,263,234,451,340,208,101,61,125,274,432,460,438,238,82,
353,134,345,33,40,338,145,85,195,409,329,371,39,487,122,147,188,503,136,376,
370,318,219,22,483,278,393,67,187,355,313,41,297,450,510,469,32,310,265,287,78,
455,396,254,135,308,186,337,163,30,222,206,241,133,110,481,102,229,46,250,477,
176,328,319,75,142,63,129,327,137,266,216,456,44,404,428,50,80,220,214,248,178,
170,467,66,334,288,184,350,255,14,443,48277,418,509,382,429,130,447,194,317,
95,244,293,430,37,211,161,199402,508,18,232,253,120,107,452,29,180,383,405,413,
292,303,275,183,501,13,193,305461,212,153,15,399,149,116,131,407,21,112,341,
296,425,106,79,349,380,45,88,70,304,439,173,115,281,246,171,391,511,343,11,139,
261,202,118,226,177,368,504,34,111,363,279,332,174,166,38.321,69,507,154,499,
105,87,270,569,16,242,155,491,182,435,189,325,478,35,68,489,419,403,342,468

Consider in more detail the cryptographic quality of S-box (9). Thus, this S-box can be
decomposed into k=9 component Boolean functions

S={F;FE,;E;F;F G E B R, (10)
algebraic degree of nonlinearity [5] of each of which is deg(F)=8, i=1,2,...9.

For each of component Boolean functions (10) can be calculated the distance of the
nonlinearity as the minimum distance from the component Boolean functions F; to the set

of affine functions A i [8]
N, =min{N, = min{dist (F, A)}, i=12umk, j=12,,2", a1

It is easy to calculate that, for S-box (9), the distance of nonlinearity (11) is equal to the
N,=234.
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Fig. 1 shows the change of the distance of nonlinearity dependent on the growth of

length N =2" of the Nyberg construction S-box compared with the growth of distance of
nonlinearity of the most nonlinear algebraic structures — bent-functions.

: : ——Nyberg —Ben
10" i i i i 1 h T
2 3 4 5 6 7 8 9 10

Fig. 1. The dependence of the nonlinearity of component Boolean functions
of Nyberg construction S -boxes and bent-functions from their length

The analysis of Fig. 1 shows very high nonlinear quality of S-boxes of Nyberg con-
struction, actually approaching the nonlinearity of bent-functions.

Another important criterion is the matrix R = Hr, j

, 1,7=0,1,...,k—=1 of correlation coef-

ficients of the output and input of S-box, defined as:

N
r=1-2%"%(x, ®y, ), i,j=01..k-1. (12)

m=1
For S -box (9) the matrix of correlation coefficients (12) of output and input is:

0.008 0.008 0.008 -0.063 0.07 0.055 0.07 0.039 0.055
0.008 0.078 0.008 0.07 -0.023 -0.063 0.039 0.063 0.07
0.008 0.008 0.031 0.055 -0.063 0.063 0.055 0.07 -0.016
-0.063 0.07 0.055 -0.031 -0.047 -0.031 0.078 -0.063 0.008
R=| 0.07 -0.023 -0.063 -0.047 0.031 -0.031 -0.063 0.055 0.078 |. (13)
0.055 -0.063 0.063 -0.031 -0.031 -0.016 0.008 0.078 0.008
0.07  0.039 0.055 0.078 -0.063 0.008 0.016 -0.016 -0.047
0.039 0.063 0.07 -0.063 0.055 0.078 -0.016 -0.031 0.016
0.055 0.07 -0.016 0.008 0.078 0.008 -0.047 0.016 -0.031

Note that the maximum correlation coefficient of matrix (13) is equal to
max{R} = 0.0781. The number of zeros in the matrix of correlation coefficients is K’ =0.

Fig. 2 shows the dependence of the fall of correlation interconnection between output
and input of Nyberg construction S -boxes with increase in their length.

“Author: A.V. Sokoloo <735


http://pt.journal.kh.ua/2015/2/1/
http://pt.journal.kh.ua/
http://pt.journal.kh.ua/autors/sokolov/

Peer-review e-journal

«Problemi telekomunikacii» e No2(17) » 2015 http://pt.journal.kh.ua

0.0 N b ]
08 , 3 ~ : .

07_ B P T B T ‘ cee

max{R}
[=]
w
T
|

Fig. 2. The dependence of correlation of output and input of Nyberg construction S -boxes
from their length

Another important quality criterion of S-boxes are their differential properties, charac-
terized by weight of directional derivatives of component Boolean functions
D, ,=E()®E(x®e,) in all directions e, of weight wt(e,)=1 [9]. For S-box (9) weight

matrix of directional derivatives of component Boolean functions is shown in Table 1.

Table 1. Weight matrix of directional derivatives of component Boolean functions of S -box (9)

e zvt([)nk) zot([)Lk) zut([)&k) zut([)&k) zut([)&k) zut([)&k) zut([)Zk) zvt([)&k) zut([)%k)
100000000| 256 236 248 264 248 260 252 264 264
010000000| 236 244 256 248 236 264 264 236 252
001000000| 244 256 236 236 264 248 236 268 264
000100000| 264 248 260 264 260 272 244 256 236
000010000| 248 236 264 260 244 264 256 256 244
000001000| 236 264 248 244 240 260 256 272 256
000000100| 264 260 272 256 256 248 236 264 248
000000010| 260 244 264 256 256 256 264 268 236
000000001| 244 240 260 256 236 256 268 252 264

The return period to initial state for S-box (9) is equal to T =2.
Table 2 shows the cryptographic properties of S-boxes of Nyberg construction for dif-
ferent representations of the original field GF(512).

Table 2. Cryptographic properties of S -boxes

Galois field T}lievzzlgl(];;lzfmizg g max{ri, j ‘} K° N, | min{deg(F)} T
GF(2%) 56 0.0625...0.0859| 0...21 | 234 8 2
GF(8%), polynomial 1;(x) 168 0.0547...0.0859| 0...8 | 234 8 108...29260
GF(8%), polynomial 1, (x) 168 0.0547...0.0859| 0...9 | 234 8 48...29260
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In conclusion, we note the main results of the research:

1. For the first time Nyberg construction S-boxes of length N =512 are constructed. It
is shown that these nonlinear transforms have a high level of cryptographic quality, which
allows their recommendation for usage in modern and promising cryptographic algorithms
for encryption purposes in telecommunication systems.

2. The complete class of all isomorphic representations of the field GF(512) are consid-
ered, which allows a significant increase in the number of high-quality Nyberg construction
S-boxes to the power of set ] =392. The complete classes of irreducible polynomials for the

field GF(8°) are obtained, which is important from the point of view of practical implemen-
tation of the developed S -boxes.

3. The dynamics of nonlinearity changes and correlation properties of Nyberg con-
struction S -boxes with increasing of their length are researched.
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