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Abstract—A constructive method is proposed for the synthesis of cryptographic substitution boxes

(S-boxes) satisfying both the strict avalanche criterion and the high nonlinearity criterion, where smaller

length S-boxes and highly nonlinear bent functions are used as a source material. In addition, effective

algorithms for the reproduction of the above S-boxes have been developed.
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The main characteristics of modern block ciphers and hash functions determining the level of their

security are nonlinearity and avalanche effect. A high level of cipher nonlinearity and a good avalanche

effect can be achieved at the expense of applying nonlinear transformations in the form of cryptographic

S-boxes, the quality of which determines the security of cryptographic transformation in whole.

S-box represents a substitution table, where a group of input bits x i is mapped into a group of output bits

y i in accordance with a specific rule determined by the coding Q-sequence.

For example, let us assume that the following coding Q-sequence of length N = 8 is specified:

Q �{ }4 7 261503 . (1)

Then the functional block diagram of the corresponding S-box has the form presented in Fig. 1.

Each S-box can be presented in the form of k N� log 2 truth tables of component Boolean functions. For

example, for the S-box of sequence (1) the truth tables of component Boolean functions (k = 3) have the form

presented in Table 1.

It is common to use the distance of nonlinearity N S in the sense of maximum of the minimal Hamming

distance from each of its component Boolean functions Fi to each of the affine functions as a measure of

nonlinearity of S-boxes [1]:
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where 	 � �  �a x b, are the code words of affine code (the first order Reed–Muller code), � . is the scalar

mod2 product, a x Vk, � , Vk is the linear vector space of binary vectors having size k, b�{ , }0 1 , while the

maximum is sought among all S-boxes.

For example, it is possible to build all code words of the affine code having length N = 8:

	

	

	

	

0

1

2

3

�

�

�

�

{ },

{ },

{ },

{

00000000

01010101

00110011

01100110

00001111

01011010

00111100
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11111111

10101010

11001100

10011001

11110000

10100101

1100001
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