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The use of the digital images in modern society is very common, making it difficult to
name an industry where digital images are not used. However, in certain situations, the
digital images may be direct or indirect digital evidence, such as in court cases. Tampering
or violating the integrity of the digital images is one of the important issues in the
information protection. The issue of the digital signal authentication by cybersecurity
experts is a pressing issue in the present days. Therefore, the development of methods and
algorithms for detecting the integrity of digital signals in general, and digital images in
particular, is a very crucial task. Among all the possible variations in the integrity violation
of digital images can be distinguished a separate group, in which the digital images are
processed by various filters editors, such as blurring, sharpening, etc. The blurring is often
applied to images not only when they are tampered, but also as a steganographic attack.
Blur detection indicates the inability to use a digital image as the evidence of anything. One
of the most effective blur detection methods known from the open sources is a method
based on the analysis of singular values of blocks of a digital image matrix. The aim of this
paper is to increase the efficiency of the blur detection in a digital image by modifying an
algorithm based on the analysis of singular values. Computational experiments are
performed to determine the number of parameters to be verified. The results obtained allow
modifying the algorithm of the method of the blur detection in a digital image. The
modification makes it possible to detect tampered access to a digital image. The modified
algorithm is no less effective than the original algorithm, and allows analyzing fewer
parameters in a shorter time. The computational complexity of the algorithm is determined
by the second order polynomial that is acceptable in terms of the practical application.

Keywords: digital image, blurring, integrity violations, singular values, digital evidences,
digital forensics.

Introduction

At present, the digital content expertise is actively developing, the software methods for
detecting the integrity violations of a digital image (DI), such as cloning, collage, scaling,
brightness correction, blurring, are being created and improved. As practice shows, blurring is
a very popular tool among graphic designers. The presence of blurring indicates the possible
tampering with DI, or the use of a steganographic attack.

In [1], the blur detection method (BDM) based on a general approach, to the analysis of
the state and technology of the functioning of the information system, is developed. Among
the methods well-known from the open sources, the BDM is the most effective. It is capable
of detecting a Gaussian blur of 1 pixel radius that is the most difficult case to detect (figure 1).

One of the advantages of this method is the ability to separate Dls blurred by graphic
editors from those which are stored in low-quality lossy format and (or) have a shallow depth
of field in the image space (figure 2).

To date, BDM has many modifications and adaptations to detect different types of
blurring [2, 3]. The method is based on the analysis of the growth rate of singular values
(SVs) of nxn-blocks of a digital image matrix (figure 3).
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Fig. 2. Shallow depth of field in the image space
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Fig. 3. Interpolating spline powers of one for SV set

According to [4], there is a correspondence between the singular spectrum and
frequency spectrum of the digital signal, i.e. the largest singular values correspond mostly to
low frequencies, the smallest ones correspond to high ones, with the decrease of the singular
value, the contribution of low frequencies becomes smaller and the contribution of high
frequencies becomes greater. Because blurring affects mainly the contour of a digital image, it
reduces the growth rate of the smallest singular values. The authors of the method found that
the analysis of at least five of the eight singular values makes it possible to detect the
application of the specified filter. However, the question arises as to why only the five SVs/
are analyzed, since the higher the contribution of the higher frequencies, the smaller the
singular value.

The basis of the modification performed is to verification the effect of the number of
analyzed singular values on the effectiveness of the blur detection method in a digital image.

The aim of the paper

Is to improve the efficiency of the blur detection in the digital image by modifying an
algorithm based on the analysis of singular values.

Main part

The visual result of the blurring is the contour smoothing, which will lead to a decrease
in the high-frequency component of the signal. The basic steps of the blur detection method
are as follows. The digital image matrix is divided into 8x8-blocks in standard manner. For
each block, the set of singular values is found. For the five smallest singular values in each
block, the linear approximation is obtained, and for the approximating function, the
derivative, whose value (constant) is the coefficient of the growth rate of the said singular
values, is determined. If the maximum value of the coefficient of the growth rate (Vmax)
among all 8x8-blocks does not exceed the threshold value, then the image is considered
blurred.

If the average value of the coefficient of the growth rate (Vav) among all 8x8-blocks
exceeds the threshold value, then the image is not considered blurred. In other cases, the
method requires additional verification. An additional verification is to have a deliberate
blurring of the digital image by an expert, followed by a comparison of the analyzed
parameters. If the expert blurring for the image is the first, the analyzed parameters are
decreased more than twice (table 4).

With repeated blurring, the required parameters are decreased twice or less. This feature
makes it possible to conclude whether the blurring by the expert is repeated for the image, or
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it is applied for the first time. Increasing the blur radius only facilitates the blur detection in a
digital image. However, the larger the blur radius, the lower the stability of visual perception.
That is, an image blurred with a radius greater than one-pixel radius should be alarming, since
it is most likely not original.

Table 1.
Influence of the expert blurring on the image analyzed parameters

Digital image Vav Vmax
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An experiment is conducted in which three, four, and six smallest singular values of
eight ones in the blocks of a digital image matrix are analyzed for the blur detection. The
images from the NRSC database recommended for the experimental DI is used for the
experiment [6]. One-pixel radius Gaussian blur is performed using Adobe Photoshop. The
experiments gave the following results.

In this case, the use of the three smallest singular values has led to a situation where it is
almost impossible to distinguish a threshold value when it comes to a Gaussian blur with a
radius of 1 pixel. Therefore, the given number of singular values for analysis is not successful
in achieving the aim and solving the tasks of the paper. This fact indicates that it is
inappropriate to use three SVs instead of the five SVs as in the original algorithm.

The use of the six SVs is resulted in a large number of type | errors, i.e. it led to a
situation where the blur is applied, but it could not be detected. The results of the experiment
are shown in table 2.

Table 2.
The effectiveness of blur detection with the analysis of the six SVs
Analysis of the six SVs
Image format TIFF JPEG
Type | errors 48 48
Type Il errors 0,0 0,0
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Instead, the use of the four singular values is comparable to the results obtained by the
use of the five singular values.
The experimental data is partially presented in Table 3. To establish the fact of blurring,
the coefficients is calculated using the ten blurred images as an example.

Table 3.

The coefficients of the average growth rate of the four SVs in the images before and after

blurring

Coefficient of the average

Coefficient of the average growth

No growth rate of SVs in the images rate of SVs in the images after
before blurring blurring
1. 5.3135 0.34524
2. 7.0841 0.73518
3. 5.3754 0.60165
4, 2.5972 0.2591
5. 2.2639 0.5707
6. 3.0558 0.43457
7. 1.9286 0.32922
8. 1.509 0.31949
9. 2.1537 1.439
10. 4.0608 0.6345

45

40F

e

30

8¢

20F

As we can see, including in Figure 5, the analyzed indices before blurring are
significantly different from those after blurring. This allows to set a threshold value and
indicates the possibility of using four singular values for analysis instead of five singular
values.
The threshold value is set experimentally and equals to 1.75 when using the four
smallest singular values of blocks of a digital image matrix.
Compare the efficiency of the said algorithm to the efficiency of the original algorithm
(table 3).
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Fig. 5. First order interpolating spline for the 4 SVs (blue graph) and a linear approximation
(red graph): a — before blurring; b — after blurring
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As we can see, the number of type I errors when using four SVs for analysis is 0.5%
higher than when using five SVs. However, the amount of time for the image verification by
the software with analysis of the four singular values is 3.6% less than with using five SVs.

Based on the findings obtained, an algorithm of modified method for the blur detection
in a digital image is developed.

Table 3.
Comparative analysis of the algorithm with the analysis of four SVs and five SVs

Analysis of the five SVs Analysis of the four SVs
Image format TIFF JPEG TIFF JPEG
Type | errors 0.0 0.5 0.0 1
Type Il errors 0.0 0.0 0.0 0.0

Let F is the nxm-matrix of the experimental DI.
Step 1. The matrix of the experimental digital image is divided into 8x8 blocks in
standard manner:

F,i=12..,[n/8],j=12,..,[m/8].

Step 2. The matrix of singular values is composed: singular value decomposition is
performed for each block Fij

F; =U; ZijviiT ’

where U;,V; are the orthogonal 8x8-matrices of the left and right singular vectors F;

ij? i

respectively,
2 =diag(oy,....0)

is a matrix of singular values, o, >...2 0, 20.

Step 3. For o;,1=5,...,8 blocks F; a linear approximating function is obtained
y=ax+b (w; =a).

Step 4. The matrix of the growth rate W is composed.
Step 5. The average value of the matrix of the growth rate M_ is calculated. If

M >1.75, the image is not blurred, otherwise the image is blurred.

When obtaining a conclusion about the presence of a blurring, it is recommended to
perform an additional verification with the blurring by expert.

Conclusion

The performed modification of the algorithm makes it possible to detect tampered
access to the digital image. The modified algorithm is no less effective than the original one
and allows fewer parameters to be analyzed in a shorter time. The computational complexity
of the algorithm is determined by a second order polynomial that is acceptable in terms of the
practical application.
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AHAJII3 TA MOIUDIKALIA AJITOPUTMY BUSIBJIEHHSA PO3SMUTTSA
IHMUPPOBOI'O 30BPAKEHHS

B.B. 3opino, O.10. JIebenera, I1.C. Cadporor

Opnecbkuii HAlllOHAJIBHUI MOMITEXHIYHUH YHIBEPCUTET
npocn. [leBuenka, 1, Oneca, 65044, Ykpaina; e-mail: vikazorilo@gmail.com,
0.y.lebedieva@opu.ua

Bukopucranns 1uppoBux 300paxeHb B Cy4acHOMY CYCHUIBCTBI HACTIIBKY TMOLIMPEHE, 110
Ba)KKO Ha3BaTH rayiysb, Jie 0 iX He 3acrocoByBaju. OJHAK y NMEBHUX CUTYyalisx HHU(POBI
300pa)KeHHsI MOXKYTh OYTH MPSIMUMH 200 HEMPSIMUMH U(POBUMU JTOKA3aMH, HANPUKIIA],
y cynoBux crpaBax. [ligpoOka abo nopyiieHHs HiTicHOCTI u(poBUX 300paXkeHb — OfiHA 3
BOXJIMBHUX npobneM 3axucry iHdopmarii. [lepen daxiBugmu 3 kibepOe3neku CchOromHi
rOCTPO CTOITh MHUTAHHS MEPEBIPKU aBTEHTHYHOCTI 1M(poBHUX curHaiiB. OTxe, po3podka
METOJIIB Ta aJTrOPUTMIB BHSBJICHHS MOPYIIEHb LITICHOCTI HU(POBUX CUTHAJIB B3araji Ta
uudpoBUX 300pakeHb 30KpeMa € IyKe aKTyalbHOw TeMmor. Cepel yciX MOMXKIHBUX
BapiaHTIB MOPYIIEHHS LTICHOCTI MU(PPOBUX 300paKEHb MOXKHA BHIUITUTH OKPEMY IPyIy —
3aCTOCYBaHHSI OOpOOKH Pi3HUMH (PUIbTpaMu rpadiyHUX PEIaKTOPIB, TAKUX SK PO3MHUTTS,
MiJIBUIIEHHST PI3KOCTI TOIIO. PO3MHUTTS TOBOJII YACTO 3aCTOCOBYIOTH /IO 300pa)keHb He
nme npu 1x danscudikanii, a i sk creranorpadiuHy aTaky. BusBieHHs po3MUTTS BKazye

Ha

HEMOJJIUBICTh BHKOPUCTaHHS LU(PPOBOrO 300pake€HHSI B SKOCTI J0Ka3y Oyab-4oro.

OnuH 3 HaliepEeKTUBHIIIIMX METO/IIB BUSBICHHS PO3MUTTS, BiIOMHX 3 BIIKPUTOrO APYKY,IE
METOJ, 3aCHOBAaHMM HA AaHaJi3l CHHTYISIPHHUX 4YKCelI OJIOKIB MAaTpulli IHuGpPOBOro
300pakeHHs. MeTol JaHol poOOTH € MiABHUINCHHS €(PEKTHBHOCTI BHUSBJICHHS PO3MUTTS
mudpoBOro 300pa’keHHS MNIIAXOM MomudiKallii alropuTMy, 3aCHOBAHOIO Ha aHali3l
CUHTYISPHUX 4YHCEI. B po0OTI MmpoBeAcHO OOYHCIIOBANBHI EKCIIEPUMEHTH IIOLO0
BCTAaHOBJICHHS KIUIBKOCTI IapamMeTpiB, IO mepeBipsioTbesd. OTpHMaHI pe3ylbTaTH
JO3BOJIIIOTE  MOAM(IKYBATH aJITOPUTM METOLY BHSBICHHA PO3MHUTITA IH(PPOBOTO
300paxkeHHst. Bukonana Momu(ikalfisi JT03BOJISIE BUSBUTH HASBHICTh HECAHKI[IOHOBAHOTO
Joctymy 0 1uppoBoro 300paxkeHHs. MoangikoBaHHii aqrOPUTM € HE MEHII e(heKTUBHUM
B TIOPIBHAHHI 3 OpHWTIHAJIOM 1 TPH IHOMY MJO3BOJISIE AHANI3YBAaTH MEHIIY KiJIBKICTh
mapaMeTpiB 3a Kopormmii gac. OOYHMCIIOBaNbHA CKJIANHICTD alTOPUTMY BH3HAYAETHCS
MOJIIHOMOM JIDYTOTO CTEIIeHs, W0 € NPHUHHATHEUM 3 TOYKH 30py HOro NpakTHYHOTO
3aCTOCYBaHHSL.

KuarouoBi cioBa: mudpoBe 300paskeHHS, PO3MUTTS, MOPYIICHHS IUTICHOCTI, CHHTYISPHI
gmcia, TAQPOBi JoKa3u, TUPPOBa KPUMIHAIICTHKA.
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AHAJIN3 U MOJAUD®UKALIUA AJI'OPUTMA BbISIBJIEHUSA
PASMBbBITUA HU®POBOI'O U30BPAKEHUSA

B.B. 3opuo, E.1O. JIebenena, I1.C. Cadporor

Onecckuil HALIMOHAJIBHBIN MOTUTEXHUYECKUIA YHUBEPCUTET,
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Ucnonp3oBanne 1MQPOBBIX HM300paKEHUH B COBPEMEHHOM OOLIECTBE HACTOJIBKO
pacIpocTpaHeHo, YTO TPYAHO Ha3BaTh OTpacib, rjie Obl MX HE mpuMeHsn. OnHaKo B
OTPE/ICNIEHHBIX CHUTyalMsX UU(POBbIE HM300paKEHUsI MOTYT OBITh MPSIMBIMH WA
KOCBEHHBIMU IIM(POBBIMH J0Ka3aTeIbCTBAMH, HalpuMmep, B CylAeOHbIX nenmax. [lommenka
WIN HapylleHHWe IIeJTOCTHOCTH LU(PPOBBIX H300pPaKEHWH - OIHA M3 BaXXHBIX NPOOJIEM
3anmtel MH(opmanuu. Ilepen crnenmanucramMu 1mo KuOepOE30MacHOCTH CErofgHs OCTPO
CTOMT BOIIPOC MPOBEPKU MOITMHHOCTH IM(POBBIX cCUrHAJIOB. TakuM oOpa3om, paspaboTka
METOJIOB M QJITOPUTMOB BBISBJICHHsI HapyIIEHHH IIEIOCTHOCTH IM(QPOBBIX CHIHAJIOB
BOOOIIE W HU(PPOBBIX M300paKEHHH B YACTHOCTH SIBJISETCS OUYEHb aKTYaJbHOW TEMOM.
Cpenu Bcex BO3MOXKHBIX BapHaHTOB HapYIISHHS IEIOCTHOCTH IM(PPOBBIX H300pakeHNH
MOYKHO BBICIUTH OTJAENBHYIO TPYIIIY - IPUMEHEHHE 00paOOTKH pa3IMYHbIMU (QUIIbTpaMu
rpapYecKuX peJakTopOB, TAKMX KaK Pa3MbITHE, MTOBBIIIEHUE PE3KOCTH U TOMY MOJJOOHOE.
Pa3MbITHE [IOBOJBHO YACTO MPUMEHSIOT K HW300paXEHHSM HE TOJNBKO TPH HX
¢anbcupukanmm, HO U Kak creraHorpauueckoil aTaky. BulsBieHHe pa3MBITHS YKa3bIBaeT
Ha HEBO3MOXKHOCTb MCIIOJIb30BaHUS IUPPOBOTO M300paKEHUsI B KAUECTBE JIOKA3aTeIbCTBA
yero-n16o0. OauH u3 caMbiX 3P QEKTHBHBIX METOJIOB BBISBIICHUS Pa3MBITHE, U3BECTHBIX U3
OTKpBITOI'O TI€YaTH, 3TO METOJ, OCHOBAHHBIA Ha aHAllM3e CHHTY/ISPHBIX 4Yuced OJIOKOB
MaTpuIpl TUPPOBOro wu3o0pakeHus. llenpro maHHON pabOTHI SBJISETCS IOBBINICHHUE
(G (PEKTUBHOCTH BBISIBJICHUSI Pa3MBITUS LU(PPOBOro M300pa)keHUss MyTeM MOIU(UKAIH
QITOPUTMa, OCHOBAaHHOTO HAa aHallM3e CUHTYISIPHBIX 4wnceld. B pabGore mnposeneH
BBIYMCIIMTENBHBIE  OKCIHEPUMEHTHl [0  YCTAaHOBJCHHMIO  KOJIMYECTBA  IapaMerpoB,
npoBepseMbIX. [lomydeHHbIe pe3yabTaThl O3BOMSIOT MOAU(DUIMPOBATH AITOPUTM METola
BBIABJICHUS Pa3MbITHA HIU(PPOBOro u3o0paskeHus. BeimonHeHHas MoaupUKanys M03BOIIET
BBIIBUTh HAJIMYME HECAHKIMOHMPOBAHHOI'O JOCTya K LU(PPOBOro H300pa)keHus.
MoanpuuupoBaHHbIil AITOPUTM HE MeHee dPQEKTHUBHBIM 110 CPABHEHHIO C OPUTMHAJIOM U
IPH ATOM N03BOJIAET AHATU3UPOBATH MEHBIIEE KOJINYECTBO apaMeTpoB 3a 0ojee KOPOTKOoe
BpeMs. BbluncnuTensHas CIOKHOCTh aIrOpUTMa ONpENeNseTcs IOJIMHOMOM BTOPOM
CTETIeHH, YTO SBIIAETCS IIPUEMIIEMBIM C TOYKHU 3PEHUS €r0 MPAKTHYECKOTr0 IPHMEHEHUS.
KnroueBble cioBa: 1nudpoBoe H300pa’keHHE, pPa3MbITHE, HAPYIIEHHS IEIOCTHOCTH,
CHHTYJISIpHBIE YHCTIa, IU(POBBIE JOKA3aTENbCTBA, HU(POBas KPUMHHAIHUCTHKA.
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