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DETECTION OF DIGITAL IMAGE BLURRING TRACES
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In this paper we develop and implement a method to separate digital image that was subjected
to blurring operation from not processed one. Digital image blurring traces indicate the
possible digital image falsification.
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Introduction

The considerable increase of unauthorized changes of digital images (DI) by software
tools (Adobe Photoshop, Adobe Illustrator, CoreIDRAW, etc.) causes an extraordinarily
actual problem of such falsifications recognition. As we know from practice and relative
papers blurring is often used while DI tampering. Sometimes it can be concluded that the
presence of digital image blurring (IB) traces indicates the possible DI falsification. In
accordance with [1-3], singular values (SV) and singular vectors of DI matrix determine the
informative system. Accordance between energy and singular spectrums of signal matrix is
determined in [1, 4, 5]. By this accordance while using of IB singular values diminish as
follows: SV, that correspond to the high-frequency constituent of DI signal (the least and the
middle ones), are subjected to the largest changes. Speed of their increase will be near to zero
(thus, the more radius of IB, the less difference of increase speed from zero), unlike increase
speed of the least SV of not blurred image (Fig. 1, see SV 6-12).

We will use this feature of singular spectrums for separation of original DI from blurred
one.

We’ll also automatize this process. To reach our aim it is necessary to decide following
problems:

= To choose the way of small and middle (most informative in this task) SV
presentation for valuation of their conduct;

= To get the threshold values for separation of blurred DI from not blurred one.

Determination of threshold values for image blurring detection

To present small and middle SV of DI matrix we will use the polynomial of degree 1 as
approximating function. It is necessary to valuate increase speed of the least SV of DI matrix.
So we can receive numerical parameters and threshold values for separation of blurred DI
(BDI) from not blurred DI (NBDI).The computing experiment with more than 400 different
DI produced by modern photo cameras in the jpeg-format was carried out. DI were blurred by
filter of Adobe Photoshop “Blurring on Gauss”. This filter is chosen because of its high-usage
in different aims, including the concealment of DI falsification tracks. We’ll examine case
when blurring radius is equal to 1. This is the most difficultly “caught” situation. The blurring
radius increase leads to differences increase between BDI and NBDI.
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Fig. 1. Interpolating spline powers of one for SV set of testing DI; 1 — origin DI; 2 — blurred
DI (radius 1); 3 — blurred DI (radius 2)

Proof of DI authenticity is the important task in many areas of human activity and in
particular in judicial trials. DI can be used as a material proof. Its quality must be acceptable.
This means that artifacts presence on an image is impermissible. Besides, image’s bad quality
causes a doubt in authenticity not allows to examine it as a material proof. One can save DI in
jpeg-format using different values of “quality” QO (Q takes on values 0, 1,.., 12 at Adobe
Photoshop). It was determined by the subjective ranging, that DI artifacts are noticeable to a
greater or less extent at O €{0,1,...,7}. Good visual perception is arrived at 0 =9, 0=10.
Therefore further researches are carried out forQ € {8,9,10}. Obviously increase speed of
small and middle SV for BDI differs from analogical description for NBDI, when an original
image is saved in the best quality (Q =10). Really, NBDI contours will be the clearest in this
case; the signal high-frequency constituent will be the most considerable. Increase speed of
the least SV of DI matrix will be the greatest in comparison withQ =8, 0 =9. There by the
effect of the least SV and their increase speed diminishing will be most noticeable under
blurring. Most “complications” will arise up at Q =8, because high-frequency constituent of

signal is quite small in itself in this case.
Let F is testable DI nxm matrix. We break up this matrix into 8 x8 blocks standard
character [6]. The total amount ( B) of blocks will be equal

B {g“%} = O(mn), (1)

where [o] is argument’s integer part. For each block we calculate the set of SV. We build a

linear approximating function for five the least SV of every 8x8 block. The angular
coefficient of the approximating function is the approximate value of SV increase speed. We

put the [g}x[%} matrix in accordance to testable DI. Every [g}x[%} matrix element

corresponds to a 8 x8 block with the same indexes and is equal to increase speed of the least
five SV of block. We’ll call this matrix “matrix of increase speed” (MIS). MIS differ
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qualitatively for NBDI and BDI. To automatize the process of recognition we create the
vector of mean values (VMV). VMV is the result of MIS values column-wise (row-wise)
averaging. Graphic VMYV presentations and VMV approximating linear functions are given in
Fig. 3 for DI “MASHA” (Fig. 2). To watch the range of values for basic part of MIS elements

before and after IB we enter two parameters: maximal (VMV,__ ) and mean (VMV,) values of

VMV. It is necessary for these parameters to find the threshold value separating BDI from
NBDI. As experiment shows the threshold value is equal to 1. So, if

VMV, >1 A VMV, >1,

then the image is not blurred; if

VMV, <1 A VMV, <1,

then the image is blurred or does not contain contours. However, by virtue of the examined
task specific, probability of analysis an image without contours is extraordinarily small. A
variant is possible in practice, when

VMV, >1 A VMV, <1. )

Fig. 2. Testing digital image “MASHA”

This may happened when an image produced in the mode “macro survey” or when Q=38

(and less than). Additional researches are required in this case. For greater visualization of
results distinctions the aggregate of graphics (further — resulting aggregate (RA)) is put in
accordance to MIS. Each graphic corresponds to MIS column and reflects dependence
between a column element number in and its value [2]. RA for image “MASHA” is presented
in Fig. 6, where every RA graphic has an individual color. Apparently, range of values (RV)
for most “density” of RA for NBDI much wider than analogical description for BDI; iterated
blurring does not change a qualitative picture practically, as compared with primary blurring
(Figs. 4(b), 4(c)).An analogical situation is observed for VMV (Figs. 3(b), 3(c)). This feature
enables to improve conclusion about blurring of testable DI.
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Fig. 3. 1 — graphic presentations of VMYV for test DI “MASHA”, 2 — linear approximation of
VMV: a — before blurring; b — after blurring (radius — 1 pixel); ¢ — after iterated blurring
(radius — 1 pixel)

Additional researches

One of possible reasons for origin (2) situation is a production of DI in the mode
“macro survey”, when the image means a sharp object (objects) on a blurred (unintentionally)
little informative background.

Degree of background blurring can be different at a macro survey. This depends from
parameters of photo camera, and also from distance to the object. In this case it is necessary to
resort to additional verification:

Step 1. Intentionally blur out a testable image. Use a minimum blurring radius.

Step 2. Build resulting aggregate and VMV for received DI.

Step 3 (analysis). Compare RA and VMV before blurring and after one. If the image
was already blurred, then undertaken blurring will change neither basic part of RA
fundamentally, nor VMV (Figs. 3(b, c), 4(b, c)). This will smooth out some largest values
only. If testable DI was not blurred out originally, then undertaken IB will be the first for the
image. This will reflects in RA and VMV (Figs. 3(a, b), 4(a, b)). Blurring is considered
primary if after IB implementation the range of RA values and is diminished in more than 2
times.
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Fig. 4. RA for DI “MASHA”: a — before blurring; b — after blurring (a radius is a 1 pixel); ¢ —
after repeated blurring (a radius is a 1 pixel)

To illustrate an efficiency of an additional verification we consider an example. Let’s
analyze DI (Fig. 5), produced in the mode "macro survey" and not exposed to intentional
blurring. The program, realizing the developed algorithm, reaches a conclusion (2). RA and
VMV for this image are presented in Figs. 7(a), 6(a). RA and VMV acquired the form,
presented in Figs. 7(b), 6(b) accordingly after intentional “suspicious” DI blurring. It is
obvious from comparison of Figs. 6(a) and 6(b) that diminished in more than 3 times after
blurring. Comparison of Figs. 7(a) and 7(b) shows diminishing for range of RA values in 3
times. It allows making conclusion that an image was not blurred originally.
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Fig. 5. DI in mode of “macro survey”

1.8 07
16 E nel
141 1
05k B
121 B 1

—

L
=
.

T
L

WValie of VIV element
o o
m m
\‘ )
! !
Walue of VIV element
[=] [=]
ta i
L.
! !

=
=
T
I

=
a
1
L
=]
L

1 1 1 1 1
0 10 20 30 40 a0 B0 70 a0 0 10 20 30 40 a0 =] 70 a0

]

]

Index of VIV element Index of VIV element
a b

Fig. 6. 1 — graphic presentations of VMYV for test DI, removed in the mode “macro survey”, 2
— linear approximation of VMV: a — before blurring, b — after blurring
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Fig. 7. RA for DI removed in the mode “macro survey”: a — before blurring, b — after blurring
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Computing experiment results

A computing experiment was conducted using MATLAB with more than 400 different
DI in the jpeg-format with a different “quality”. Images were produced by modern photo
cameras. DI was exposed to the operation IB in the Adobe Photoshop. Original and tampered
images were tested through intermediary of the developed and implemented method.
Experiment results confirm high efficiency of developed method. These are given in Table 1.

Table 1.
Efficiency of developed method
0=10 0=8
Amount of right answers (%) 90-95 80-86
Amount of right answers at additional verification (%) 99 95

Conclusion

The effective method of separation BDI from NBDI is developed. Its computing
complication is determined by the amount of blocks which the matrix of investigated DI is
broken up on. The offered method is maximally effective in the case when an image was
blurred as a whole. If IB was conducted only to pieces of DI, then it will be considerably
more difficult to detect blurring. In this case it is necessary:

1) To extract “suspicious” area of testable DI, that defiant doubts in authenticity;

2) To expose to the analysis containing a “suspicious” area part of image using the
developed algorithm.

At the moment authors are working on creation complex method of images falsification
detection. The offered method will be used as component in the complex method.

References
1. Kobozeva A.A., Zorilo V.V. Detection of digital image processing by some software tools (in
Russian) / Visnik of the Volodimir Dal East Ukrainian National University. — 2010. — 9 (151). —
pp. 62-72.

2. Kobozeva A.A. Information security analysis (in Russian) / A.A. Kobozeva, V.A. Khoroshko. —
K.: Publishing house DUICT, 2009. — 251 p.

3. Kobo3era A.A. Ananmi3 3axuiieHocTi iHdopMaiiiiiaux cuctem / A.A. Kobozera, 1.0. MauaitiH,
B.O. Xopouko. — K.: Bua. AYIKT, 2010. - 316 c.
4. KoGo3eBa A.A. CBsI3b CBOWCTB CTeraHOrpauueckoro ajiroputMa M HCHONb3YeMOH MM O0IacTH

KOHTelHepa UIs TOrpyKeHus cekperHoi uHpopmanuu / A.A. KoboseBa // VcKycCTBEHHBIH
uHTesekt. — 2007. — Ne4. — C. 531-538.

5. KoGozeBa A.A. [ToBbIIeHNE IIOMEX0YCTOMYMBOCTH cTeraHorpa4eckux  METOJIOB,
UCIIONIB3YIOMINX ~ CHHTYIISIPHOE M CHEKTPallbHOE pa3jioKeHHWEe MaTpHIbl KOHTelHepa /
A.A. Kob6ozeBa, .W. Bopucenko // Tpyast Onecckoro noiautexHudeckoro yausepcurera. — 2007.
— Ne2 (28). — C.192-198.

6. Toncanec P. Iudposas obpaboTka mzodpaxkenuii / P. I'oncanec, P. Bync. — M.: TexHocdepa,
2005. — 1072 c.

226



[HOOPMATUKA TA MATEMATUYHI METO/IU B MOJIEJTKFOBAHHI = 2011 = Tom 1, Ne3

B.A. Mokpuuskuii, B.B. 3opuino
BUSABJIEHHA HACJIIJIKIB PO3MUTTS HUD®POBOI'O 306PAXKEHHA

VY maniii ctarTi po3poOJICHO Ta peai3oBaHO MPOTPAMHO METOJ, IO JO03BOJISE BIIIUTHTH
HaBMHCHO po3muTe Ludpose 300paxeHHs Bl Hepo3MuToro. HaBmucHe po3MuTTs nudpoBo-
ro 300pa)keHHsI MOX€e BKa3yBaTH Ha Horo ¢anbcudikariiro.

Kurouosi cioBa: ganbcudikaiiist 300paxkeHHs, pO3MUTTS HU(POBOro 300paxKeHHs

B.A. Moxkpuukuii, B.B. 3opuio

BBISABJIEHUE TTOCJIEACTBUU PASMBITUSA HUD®POBOI'O M30bPAXXEHU A

B nmanHO# craThe pa3paboTaH M MPOrPaMMHO PEaTM30BaH METOJ, IMO3BOJISIONINA OTICITUTH
1 poBOe N300pakeHNe, MOIBEPTHYTOE OTIepaIlK Pa3MBITHS, OT Hepa3MbIToro. HamepenHoe

pasMbITHE TUPPOBOTO U300pPAKEHHUS MOXKET YKa3bIBaTh Ha €ro (hambcudukaiuio.

Kurouesrble ciioBa: danbcudukanus n3o0paxeHusi, pa3MbITHE HIUPPOBOro U300paXKeHuUs
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