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KaxyTh, 110 Haifikpaluii MeHeDKep MapoJjIiB — 1ie Halll MO30K. Y IIbOMY TBEpKEHHI € CeHC,
ajie 1HOJII Halll MO30K HE CHPABIISETHCS, JJOBOAMUTHCS 3aisiTH 30BHIIHI pecypcu. KijbkicTh
MapoJiB Ha OJHOTO KOPHUCTYBada 3pOCTae 3 KOXXHUM POKOM: HOBI COLiaJibHI Mepexi, HOBI
0aHKIBCbKI paxyHKH, HOBI peecTpaiii B pI3HHUX cepBicax, akayHTH Ha pI3HHX cepBicax
(TeneBi3iiHUX, MY3MYHUX, TOCIYrH IHTEpHET-NPOBaiilepiB TOIIO). 3a MpaBUIIAMHU
iHpopMaIliitHOT Oe31IeKH KOPUCTYBATHCh OJHHUM IapOJIEM JJIsl PI3HUX KITIEHTCHKUX CEPBICIB
HE € palioHaJbHUM, TOMY IO SKIIO 3JI0BMHCHHKH 3MOXYTbh, HAIPUKJIAM, MiAiOpaTH mapoib
JI0 Balloi eJIEKTPOHHOI IIOMITH, BOHM CHPOOYIOTH 3aCTOCYBAaTH HOTO 1 J0 IHIIMX BalIux
3aCTOCYHKIB Ha KIITAIT iHTEpHeT-OaHKIHr Ta iHme. CydacHa JIOIMHA pPO3YyMie€, IO IS
KOKHOTO CepBiCy NOTpiOeH CBill yHiKaJIbHUH mapoib. Ilapons Mae OyTu HaIIHUM, MICTUTH
MEBHY KIJBKICTh CHMBOJIIB, Jie cepe] Hudp Ta JiTep HaAilHICTh Mapoiisi IiABUIIYIOTh
CHelialbHI CHMBOJIU Ta 3MIHH PETICTPiB. 3amaM’aTaTh Bce 1€ BAXKKO. AJie 3armaM’siTaTd OJTUH
Mapojib — IIKOM Mija cuity Oinpmiocti 3 Hac. BuOparu 3pydyHuil Ta HagiiiHUN MeHeIKep
MapoJiiB — HenpocTe 3aBlIaHHs. Bu Maere nilicHO NOBIpsATH cepBicy. 3pemToro, came BiH
30epiraTume BalIi ceKpeTHi naHi. B poOoTi mpoTecToBaHO Ba AECATKH MEHEIDKEPiB MapoyiB
i BUOpaHO OAWMHANUATH, SKi € HaWKpaluMH 3 NOnIAAy (YHKIIOHAJIHHOCTI, Oe3NmeKHu Ta
3pyudHocTi. [Ipore KOXkeH 3 BIZJOMHX MEHEIDKEpiB He BPaxOBYE iHMBIIyallbHI OCOOIMBOCTI
KOpHUCTYBauiB 1 MoTpedye JOMOBHEHb 3TiHO iX moTped. ToMy CTBOpEHHS MpPOrpamMHOTrO
3abe3rneueHHs uisl 30epiraHHs MapojiB y 3amupoBaHOMY BUIIIAII € akTyanbHUM. JlocTyn
10 3amu(poBaHUX MApPOJIiB MOXKE BiIOYBATHUCS 4Yepe3 TOW OIUH MapoJib, SIKAH HEOOXiTHO
3anam’aTaT. Taki mporpaMHi 3a CTOCYHKH OYJIO CTBOPEHO Y JaHidl po0OoTi 3 ypaxyBaHHAM
noTped KOPHOPaTHBHOTO Ta MPUBATHOTO KOPUCTYBAHHSI.

Kirio4oBi cjioBa: 3aXucT 1aHKX, APOJIBHUI MeHeKep, InpyBaHHs, Kpunrorpadis.

Beryn

[IprurHaAMU BOTO JOCHIIKEHHS cTaja mpoliieMa 31 30epiraHHsAM BEJMKOI KIJIbKOCTI
napoiiB. be3niu maponiB Oysno 0€3MOBOPOTHO BTPAYEHO 1 JIOBOAMIIOCS CTBOPIOBATH HOBI i
3HOBY BTpauaTd. TOMy IMOCTall0 NMUTaHHsS 30epiraHHs BCIX IMapoyiB, 0akaHO B OJHOMY
HaJIHHOMY MICIIi.

Jl1 mo306aBiieHHs i€l mpobyieMu O0yi10 BUPILIEHO BUKOPUCTOBYBATH 1CHYIOU1 PIlLIEHHS
— «MEHEeKepH MapoJiiB» ado y pasi, SKIIO ICHYIOUl pIIIEHHs HE MiliiayTh, CTBOPEHHS CBOTO
MPOTrPaMHOTO MPOAYKTY.

HapiTh Halikpaluii y CBITI MEHEIDKEp NapoJiiB Oyjae MapHUM, SKIIO BiH HE BIMOBIIa€
KOHKpPETHUM MoTpedam abo MpOCTO 3aHAATO CKIAIHUN y BUKOpUcTaHHI. OCh YOMYy HE CHiJl
MOCIIIMATH 1 3aBaHTaXyBaTW MeHemkep mapoiiB Nel, mpencrtaBieHuil y Oyab-iKOMY TOI-
JICTI — MPOBEAEMO JTOCII)KEHHS 1CHYIOUHX PIlLIEHb.

[ToTpibHO OyTH BIEBHEHUM, IO PIIIEHHS Ma€ JOCTaTHIN (yHKI[IOHAN 1 HEOOXIIHY
KUIBKICTh OJTHOYACHUX MIIKIF0YeHb. KpiM TOTO BiH Ma€ MaTH 3py4HH iHTEpdEiic.

BinpimicTe  MeHemkepiB MapoiB  MPONOHYIOTh OJHAKOBUH HAOIp  (YHKIIIN:
CHHXpPOHI3allis, TeHepalis maponmiB Ta ABodakTopHa aBTeHTH(ikamis. [ns Bubipku
BHUKOpHCTOBYBasucs Taki kputepii. lludpysanus: Bce, mo menmie 256-6itHoro nmmdpy AES
BIMICBKOBOTO PIBHS, € HEMPUIYCTHMUM. Jl0JaTKOBI MOXJIMBOCTI: CKaHYBAaHHS JapKHETa,
U2FA, VPN a6o 06e3neyHuii 4aT — OCh JIMIIE JESIKI 3 TMPHUKJIAQIIB, sIKIi HAaJalOTh JOJAaTKOBY
HIHHICT TNpOAyKTy. baratodaxktopHa aBTeHTHGiKalis: Ha JOJATOK JO BJACHOTO
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aBTeHTH(iKaTOpa XOpOIIMA MEHEKEp NapojiB IMOBUHEH IPONOHYBATH KiJbKa 1HIIHX.
biomerpuuni gani (Touch ID ta Face ID) Takox moBHHHI mpaifoBaTH Ha BCIX MPUCTPOSX.
IMmopTt Ta ekcrmopT: BiJ MEHEIKepa HapoiB HE Tak 0arato KOPHCTI, K BiJl HEMOXKJIMBOCTI
IMIOPTYBAaTH Ballle CXOBUIIE 3 IHIIOI CIy>kOM uM Opaysepa. EKCHOpPT TakoX Ba)JIMBHH y
BHUIMAJKY, SKIIO BH BUPIIIATE 3MIHUTH MEHEKep naposiB. IIporpamu Ta po3IIMpEHHS IS
Opay3epiB: unM Ounbimie TUM Kpamie. CroiBBiIHOMIEHHS MiHA-IKiCTh. Ciyk0a MiATPUMKH
KIIIEHTIB: OHJaifH-4aT a0o miaTpuMKa mo TenedoHy — o3HaKa sKicHOro odcmyroByBaHHs. Te
caMe CTOCYETbCSI TOCTYMHOCTI 24/7.

Orasp cydacHuX pilieHb

Ha cporomnimmHiii 1geHb icHye Oe3niy mporpaM, fKi MaloTh IE€BHY CHCTEMY
aBTopu3alii. BaxmBoro MmeToro € 30epiraHHsd Ta 3a0e3leueHHs 3aXMCTy TUX JAHUX, LIO0
CTOCYIOTBCSI aBTOPHU3AIIi]l MEBHOT JIIOJMHU UM HiATPUEMCTBA.

Jlo ocHOBHOI MeTH 3a0e3nedyeHHs Ta 30epiraHHs JaHWX BIIHOCHTHCS HASBHICTH YCiX
JOCTYIIIB JIO CHUCTEM, sSIKi Mae€ IEeBHa JIIOJMHA YW opraHizamis. BaxmuBo 30epiraTé ycro
iH(dOopMAaIIito Mo10 aBTOPH3allii 10 pi3HUX CHUCTeM. AJke BTpaTa KoH(pimeH o1 iHpopMaIii
KOHKPETHOT O KOpHCTyBaya abo MiANpUEMCTBA MOXKE MPU3BECTH 10 YXKe TSHKKUX Ta 1HOAL 10
HE3BOPOTHUX HacCIHiAKIB. [I7s1 BUpIIIEHHS NaHOTO NMUTaHHS BUKOPHCTOBYIOTH CIIELIAJIbHO
MpU3HAYEHI CHUCTEMHU 1 30€peKeHHs MapojbHOi i1H(popMalii KopucryBada abo IIOro
nignpuemMcTBa. Tak sk iCHye 6arato CUCTEM, sIKi CIPSIMOBAHI Ha BUPILLIEHHS 1aHOTO MUTAaHHS,
nepes; KopyucryBaueM abo opraHizalli€ro mocrae BHOIp: Ky came cucteMmy Bapto oopatu. s
TOr0, 00 00paTH OAHY 3 CHUCTEM, HEOOXITHO MPOBECTU aHANI3 Ta OIJIA] Cy4aCHHUX CHUCTEM,
10 CIPSMOBAaHI Ha BHUPIIIEHHS JaHOT'O MUTAaHHs. [CHYIOTh HACTYIHI Mporpamu, siKi HaJarTh
MO>KJIMBICTh KOPUCTYBauaM 30epiraTi CBOi apoJibHi JaHi:

1) LastPass

2) Dashlane

3) 1Password

4) Bitwarden

5) Keeper

6) NordPass

7) Enpass

8) RoboForm
9) RememBear

10) Zoho Vault

11)  Passbolt

LastPass — naxiitHuii MeHemKep mapoiiB. BiH € OJHI€I0 3 HaWJICMIEBIINX CHCTEM Y
BUKOPHUCTaHHI (3 J0J1apy HA MICSIIb).

Leit MmeHemKep maposIiB BUKOPUCTOBYE OaratodakTopHy aBTeHTHdiKamio (MFA), ska
MO’K€ 3M1HIOBAaTHCh BiJl «BALIOr0 MPUCTPOIO» (cMapTdoH) 10 O10OMETPUUHUX JaHUX (BIIOUTOK
nanbil). MOXJIMBE BHUKOPHUCTAHHS HE TUIBKM BJIACHOTO aBTeHTH(dIKaTopa, aje i
aBTeHTU QikaTopa Bix YubiKey, Sesame, Google abo Microsoft.

Lleit meHemkep mapoJiiB MOXKHA BCTAHOBHTH Ha BCiX OCHOBHHMX IaTdopMmax 1 B
Oaratrox Opaysepax. LastPass mae posmmpenss nns Chrome, Firefox, Safari, Opera, Edge ta
Edge Legacy. Ane B Toii xe dac BiH He miaTpumye Vivaldi abo Brave. V miii cucremi
MPUCYTHI (PYHKIII{ aBTO3aIIOBHEHHSI Ta aBTO30EPEKEHHS.

KopuctyBaTics 1aHOIO CHCTEMOIO MOXHa 1 O€3KOIITOBHO, ajie B TaKOMY BHUIIAJKY
KOPUCTYBa4 HE MaTHME MOKJIHMBOCTI BHUKOPHUCTOBYBATH BeCh (YHKIIOHAN cUCTeMH. bes
MJIaTHOT MiIMUCKA KOPUCTYBA4YeBl HE MOCTYIMHI Taki (YHKIIT SIK: OlepaTHUBHE CIIJIKYBAaHHS 3
TEXMIATPUMKOIO, (YHKIIiSI aBapiifHOro JOCTYIy (KOJMH KOPHUCTYBad MOXKE HAJaTH JOBipeHiit
0c00i CBO€E CXOBHIIE 3 MAPOISIMH), OOMIH TTapOJIeM Yepe3 MEpexy 3 IHIIMMHU KOPUCTYBaYaMH,
He JocTynHa omnuig 6aratodakTopHoi aBTeHTU(DIKAIIT 111 3aXUCTy MapoibHUX AaHux. [lpu
BOMY JUI1 3BHYAHHOTO KOPHCTyBaua 3aXHCT JaHUX 3JAIHCHIOEThCS  256-0iTOBHM
M@ pyBaHHIM.
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Dashlane minTpumye Tpu Metoam ayTeHTUiKalii, mepmui 3 SKUX — JBo(aKTopHA
ayreHtudikauis (2FA). Lle uynoBuii cnocid 3axucTuTé 00I1KOBHUH 3amuc, HaBITh SKILO XTOCh
oTpUMae Balll Maiicrep-kiod. Jpyrum gaktopoM mMoxe OyTH iH(pOpMaLis, Ky 3HAETE TUIBKU
BH (PIN-kox), a60 Bam cmaptdon abo Giomerpuuna iHpopmais (Hanpukian, Face ID).

[IpemiyMm-tutan gocTymnHui 3a 1iHowo $4,99 i npomnoHye yHiBepcanbHy ABOGAKTOPHY
aBreHtudikanito (U2FA). e Oe3neunima Bepcis 2FA, B skiii mpuctpiii USB a6o NFC
MOXHA MiJKIYUTH 10 OyAb-IKOr0o KOMI'TOTepa JJIi MUTTEBOTO TOCTYITY J0 BaIlMX MapoJliB.
VY toit xe wac U2FA mpocrimia y BHKOPHUCTaHHI, HPUCTPiil OOMIHIOETbCA MaHUMH 3
KOMIT'FOTEpOM 3a npoTokosiom HID.

Takoxx € OloMeTpUYHMIl JIOTiH, SKMH MOXXHa BHUKOPUCTOBYBATH 3aMiCTh MaiicTep-
napoito. Dashlane migTpumye sik Touch ID, Tak i Face ID, Tomy Bce 3aeXuTh BiJl HPUCTPOIO
KOpUCTYBaya.

Ieit MeHemxep napoiiB NPOCTUH y BCTAHOBJIEHHI Ta BUKOPUCTaHHI, MpAIlO€ Ha BCIX
OCHOBHHX IuIaTopmax i Mae po3mmupenHs s 6paysepiB Chrome, Firefox, Safari, Internet
Explorer tTa Edge. MoxxHa iMmopryBaTH mapojii 3 OUIBIIOCTI Opay3epiB, 3a BHHATKOM
MOO1TTbHHX.

Hacrynnum y cnucky moxnuBocteit Dashlane #ine ckanep mapkuera. 3a OaxkaHHSM
KOPUCTYyBa4a CHCTEMa MOXE BHUKOPHUCTOBYBATH EJIEKTPOHHY IOIITY, MO0 MEpeBipUTH, YU
HEMa€e BUTOKIB NApojiB 4YM OaHKIBCHKUX pEKBI3UTIB. BpaxoByrouu, L0 KOXEH JACHb
3'IBIIIOTHCS  MINBMOHM HOBHX 3alMCIB, CKaHep JapKHETa MOXe CTaTh YyJIOBUM
THCTPYMEHTOM I 3an00iraHHs KpaaikKIli ocooncTux nanux. Takox € BOymoBanuii VPN.

1Password — mOTY»XHH# I1HCTpYMEHT Jjisi 30epiraHHs, CTBOPCHHS Ta KEpyBaHHS
NapossiIMU KOpUcTyBaya abo opraHizarii.

Hns  pobotu moTpibeH  MailcTep-mapoiib, TMPOTE 3aMiCTh IBOTO  MOXKHA
BUKOPUCTOBYBaTH OIOMETPUYHUN JIOTIH, $SK BHUKOPHCTOBYETHCS BIIOMTOK Hajiblsi abo
oOmmyust. [Hmmii BapiaHT 2FA — BUKOpUCTOBYBAaTH Tele(OH KOPUCTYBada ISl CTBOPECHHS
OZTHOPA30BOT0 MapoJIs.

Kpim Bcix ocHoBHux muatdopm, 1Password mintpumye Chrome OS Tta xomaHmHMIA
psanok. Ilo cTocyerbes posmmupens Opaysepa, moxiuBo oopatu Chrome, Firefox, Edge Ta
Brave.

Lleit MeHemKep MaposiB Mae aBTO3ANIOBHEHHS Ta CHHXPOHI3YE JlaHI KOpUCTyBauda Ha
BCiX mnpHucTposix. lle Takox crpourye OOMIH HapossIMM paxyHOK CTBOPEHHS T'OCTbOBHMX
oOmikoBux 3amuciB. 1Password He Mae oOMeXeHb Ha KUIBKICTh IFOJEH, SKi MOXYTh
KOPUCTYBATHCS BAaIllIM OOJIIKOBHM 3aIMCOM, IO POOUTH HOr0 JOCTYITHUM JIJIsi BAKOPUCTaHHS
y paMKax MiJnpueMCTBa.

VY 1Password mae dyHkiito mig Ha3Bow: «CtopoxoBa Bexay. Lle BeO-ckaHep, oqHaK
BiH TaKOX IepeBipse, un miarpumye Beo-cait 2FA i un BukopucroBye HTTPS. A Takox mae
¢yukuito «Pexum nomopoxi». Bona mnoTpiOHa a8 NPUXOBYBAHHS KOH(QIASHLIMHOT
iHpopmanii Ha Tenedoni. Skmo kopucrtyBau BTpaTe TeledoH abo XTOCh BHMKpaje Horo,
MOXJIMBO MOKeTe OyTH BIIEBHEHHM, 110 BCS ocoOucTa iH(opmarris B Oe3merri.

[epetitu no 1Password myxe mpocro, ajke y CHCTeMI MOXKJIMBO IMIOPTYBAaTH AaHi 3
Chrome, 3BuuaiitHoro CSV Ta IHIMX MNOMYISIPHUX MEHEIKEPIB MapolliB, BKIOYAIOYU
LastPass Ta Dashlane.

VYBech (DyHKIIOHAJ CHUCTEMHU JAOCTYIHMM JUJII BUKOPUCTAHHS 3 IJIATHOIO MiAMHCKOIO:
2,99 nonapa Ha Micslb JJI1 OAHOIO KOPUCTYBauya Ta € Tapu(HUH MJIaH Ha 5 KOpUCTYyBauyiB,
akui komtye 4,99 nonapa Ha MicsILib.

[Iporpama Bitwarden momomarae 30epiraté Ta OOMIHIOBATHCS KOHIISHIIHHIMHE
JaHUMHU 3 OyIb-IKOTO MpHCTporo. IIporpaMoro KOPHCTYIOTbCS MO BChOMY CBITY, TOMY IO
BoHa mpaitoe 40 MoBaMu. Y cepBici MOXXKHA CTBOPIOBATH YHIKajJbHI MapoJi, a MOCTIHHUN
aynuT 6esneku poouts Bitwarden HaniiiHUM MeHemKepoM A1 30epiranHs MaposiB.
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Keeper Hamae mnepcoHanbHE CXOBHINE KOXKHOMY KOpUCTyBady JMJis TOro, II00
30epiraTi Ta yHIpaBJsITH BJIACHUMHU MapoisimMu, (aitnamu, oOmikoBUMH AaHUMHU Tomio. [lane
CXOBHIIIE IIpeJICTaBJICHE Y 3alU(PpOBAaHOMY BUIJIISAL.

Keeper — naniliHuii Ta 6e3neyHuil MeHeIKep NapoiB, IKUH BUKOPUCTOBYE MIAXIJ 13
HYJIbOBOIO JioBiporo. [le o3Hauae, mo gaHi KopucTyBaya 3amm@poBaHi HE Ha CEpBEpi, a Ha
MPUCTPOI, 1 TUIBKK BU MOXKETE 1X po3IIH(pPyBaTH.

Yci MmeHemkepu mapoiiiB MaroTh 1Bo(akTopHy aBTeHTHdiKalio, a B Keeper ix 6e3miu.
MoxmmBo BukopuctoByBatn SMS, aBTeHTH(ikaTop Google Tta Microsoft (TOTP), RSA
SecurlD, Duo Security, U2F (YubiKey) ta KeeperDNA. OcraHHIiii € 3amaTeHTOBaHUM
BapiantoMm 2FA, skuii no3Boisie GioMETpUYHY aBTEHTH(]IKallil0 3a JOMOMOrow cMapTdoHa
a00 PO3YMHOI'0 TOJIMHHHKA.

VY Keeper € nporpamu misi Windows, macOS, Linux, Android ta i0OS. I{ono
po3IIMpeHb Opay3epa, BOHM BUKOPHCTOBYIOTBHCS JIMIIE JJISI aBTOMATHYHOTO 3allOBHEHHS
00JIIKOBUX JaHMX. 3BHYAIHO, 1€ MOKpallye cyMicHICTh - Tak 3BaHui KeeperFill mpaitoe 3
Chrome, Firefox, Opera, Edge ta IE.

Ileti menemxep mapoJiiB € OaratodyHKIioHaTbHUM. Jleski (yHKIIT HETOCTYNHI B
KOJHOMY 1HIIOMY MeHepkepl napodiB. Hanpukinan, KeeperChat — Gesneuna cucrema oOMiHY
MOBITOMJICHHSIMH 13 CAMO3HHIIYIOUMMH TIOB1IOMJICHHSIMU Ta MeJlia-TaJepeeto JIJIsl IPUBATHUX
¢dorocecii Ta My3uuHux kiaimiB. AGo Security Audit, skuli nepeBipse Bci mapoii
KOPHCTYyBaua, OIIHIOE iXHIO HAAIMHICTh 1 TPOIMOHYE 3MIHUTH cjaOki. Takoxk € CkaHep
napkHeta min Ha3Borw Breach Watch, skwmii mepeBipse, un He OyJM BHUKpaJCHI iMeHa
KOPHUCTYBa4iB UM MAPOJIi.

Keeper mintpumye immopt manux 3 Dashlane, 1Password, ZOHO Ta inmmx
MeHemkepiB napodiB. Illo crocyetses Gpay3epiB, MmoxkHa iMnopryBaTu ix 3 Chrome, Firefox,
Opera, Edge 1 naBiTh 3 Internet Explorer. Jloctynmauit excriopt 1o PDF, CSV a6o JSON.

beskomroBHOi Bepcii Hemae. Cepenns nina Keeper cknamae 2,91 momapa CHIA nHa
Micsap 3a piuHoi ommatu. IIpore KeepChat Ta wmonitopunr Dark Web Bumararothb
JI0JaTKOBUX BUTpaT. KpiM TOro, iCHyHOTh OCOOHMCTI, CiMeWHi, CTYIEHTCBKi, MiJIOBI Ta
KOPIIOPAaTUBHI IIJIaHU, TOMY OCTAaTOYHA I[1HA 3aJIeKUTh B1Jl 111J1l BUKOPUCTAHHS CUCTEMH.

OcHoBHiI (yHKIil Ta mapamerpu aonatky. Keeper Hamae mepcOHaIbHE CXOBUIIE
KO)KHOMY KOpHCTyBauy IS TOro, 1100 30epiraTd Ta yYNpaBisTH BIACHUMH MapOJIIMHU,
¢aimamMu, OOJTIKOBUMH JaHUMH TOMIO. J[aHe CXOBHUINE MPECTABICHE y 3almM(poBaHOMY
BUTIISiAl. ICHYe MOXJIMBICTH aBTOMATHYHOrO 3alOBHEHHS MapoiiB. KinbKicTh NaHMX, fAKI
MO’KHA 30epiratu y A0AaTKy, He 0OMexyroThcs. BiH Hanae QyHKIIT KOHCO1 aJMIHICTpaTOpa,
KOHTPOJIb BEPCiH, pOIILOBHI TOCTYI Ta i1CTOPIIO 3aMKCiB Ta 3BiTyBaHHSI.

[Iporpama crpsiMoBaHa Ha Te, 100 30epiraTu Mapojii Ta OCOOHMCTY 1H(OpPMAIIIO.
Keeper mpamoe Ha Oynb-akoMy MoOimpHOMY mpuctpoi Ta IIK, ne MoxiMBe CTBOpEHHS
BIIacCHOTO 3amm@poBaHoro cxosuima. CepBic MBUIKO BUTAAy€E HOBI Ta HAIINHI Mapoiii Ta
OJTHOYACHO 3aCTOCOBYE iX /10 MIAK/IIOUEHUX OOJIIKOBHX 3allMCIB y J0AaTKaxX Ta Ha BeO-cailTax.
Kpim mapousiB, y meHemxkepi 30epiraroTb NAcHOpTHI [JaHi, MOCBIAYEHHS BOJIS, BaXKIMBI
¢doTorpadii, TOKyMEHTH Ta iHIII TUTIN (HanIiB.

Hucnetuep mapoiiB NordPass € 4acTHHOW TakeTy OHJIAH O€3NeKH, KU BKIIOYAE
mudpatop NordLocker i NordVPN.

NordPass BuKOpHCTOBYe MaicTep-apoib IJs 3aXHCTy CXOBHINA KOPUCTyBaua Ta
CHUHXPOHI3Y€ BC1 JjaH1 MK npuctposiMu. Takox moxkHa BukopuctoByBaTi Touch ID abo Face
ID (timeku s 10S). ns aBodakTopHOi aBTeHTH(iKalii 3HAZOOMTHCS JIONATOK s
aBTEHTU (iKaIlil Ta eNEeKTPOHHUH JIMCT, HA KU Oy/1e Ha/liCTIaHO MIECTU3HAYHUN KOI.

Ieii MeHemKep nmaposaiB Moxe mpartoBaty Ha Windows, MacOS, Linux, Android Ta
10S. Takox MoxauBo BctaHOBUTH po3mpeHHs: NordPass y Chrome, Firefox, Safari, Opera,
Brave, Vivaldi ta Edge.
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NordPass BpaxoBye Bci 0COOJIMBOCTI Ta MOTpedH KOprcTyBavya. MOXIJIMBO T'eHEPYyBaTH
mapoii Ta OLIHIOBATH IXHIO HAJIMHICTh, BHUKOPUCTOBYBaTH aBTO3AllOBHEHHsS Ta
aBTO30€pEeKEHHS, a TAKOXK JUTUTHCS 00JIIKOBUMU JaHUMH JUIsI BXONY.

NordPass mae neski yHikajabHI ocobauBocTi. KopuctyBaueBl HalaeThCs MOXKIMBICTD
BIIOPSZIKYBATH JlaHI B Mamkax AJs MOJETHIeHHS AocTymy Ta BukopucroByBatd OCR mms
ABTOMATHYHOI'0 CKaHYyBaHHsS TEKCTOBOI iH(popmallii 3 KpEeAUTHHX KapTOK, JOKYMEHTIB Ta
¢dororpadiit. Kpim Toro, aBTOHOMHU PEXHUM O3BOJUTH KOPUCTYBady OTPHUMATH JOCTYH J10
CBOT'O CXOBHII[A, HABITH SKIIIO HEMAE MiIKIIOYCHHs 10 [HTepHeTYy.

NordPass Takoxx mpomoHye Oe€31id4 MOXJIMBOCTeW ayis imMmopry mnapoiiB. Croau
BXOJSITh HANMOMYJISpHIII MEHeIKepu MapoiiB, kKpiMm Zoho Vault, ta HaiimomynspHimi
Opaysepu, kpim Safari. Ilpore, KopucTyBaueBi IOBEIETbCS BpYYHY IEPEBIPATH, UH
eKcropToBaHuii Gaiin Bianosinae kpurepism NordPass.

NordPass mpomonye mmdpyBanas XChaCha20 HacTymHOro TOKONIHHS 3
BUKOPUCTaHHSAM Argon 2 11l OTpUMaHHS KITFOYiB.

NordPass mae BinMiHHY CIy)O0y NIATPUMKH, sIKa BKIIOYA€ II1JI0M00O0BUN 4ar,
€JIEKTPOHHY MOMITY 1 0a3y 3HaHB, 110 MOCTIHHO 3pOCTaE.

BeskomroBHa Bepcis MOTYXHa, ajie J03BOJIsIE BUKOPUCTOBYBATH JIMILIE OJWH aKTUBHUH
npuUcTpiii Ta He mependavae MOXIMBICTH Oe3leyHOro OOMIHY Ta JIOBIPEHHMX KOHTAKTIB.
Komrye 2,49 nonapis CLIIA Ha micsup (IIpu DOKYIILI HA 2 POKH).

Enpass — me miniMamicTuyHUN MeHemkep napotiB. Bin € kpoc-mmatdopMHuid, ane
HacamIepel TMpU3HAYEHWI [ aBTOHOMHOrO BUKopucTaHHsA. KopucryBadu MOXeE
HaJIAIITYBAaTH TapaMeTPH CHHXPOHI3aIlil MK PI3HUMHU MPUCTPOSMHU 3a JIOTIOMOTOK) CTOPOHHIX
m1aThopM XMapHOro XOCTUHTY, TakuXx sik OneDrive, Dropbox, iCloud 1 T.x1.

Enpass 3axumiae ineHTudikamiiHi JaHI KOpPHCTyBaya, 1HQOpPMAILIO MPO KPEIUTHY
KapTKky Ta Oarato iHmoro. /s 3axucTy MapoJiiB BUKOPUCTOBYETbCS I1HCTPYMEHT
MOHITOpHUHTY. BiH mormomarae OmMiHUTH HAJiHHICTh MapONiB 1 3MIHUTH iX y pa3i MOBTOPHOTO
BHUKOpHCTaHHs maposs. Takox e reneparop napodiis find-secure.

[udpyBaHHS TaHUX BUKOHYETHCS 3a jgonomoroto muppy AES-256 3 posmmpeHHsIM
SQLCIPHER.

[Iporpama Oe3KOMITOBHA, SIKIIO BHKOPHCTOBYBAaTHMETE TUIBKH HACTUIBHY BeEpCilo.
SIKmo moTpiOHO MepeMUKAaTHCS MK HACTIIBHUMH Ta MOOUIBHUMHU OOJIKOBUMH 3aIllucami,
KOpHUCTyBauy HEOOXIIHA CIUIATUTH JIIEH3IIO.

RoboForm - oxuH i3 HalicTapimmx MeHeKepiB maposiB. BiH icHYBaB Imie 0 TOTo, SIK
MEHEKEpU MapojiiB CTAIM BaXKJIMBUMH Ipoaykramu Oesneku. L{imboBa aynutopis - Oi3Hec.
Po3poOHUKK TMPOMOHYIOTH CAMOCTIMHHUNA XOCTHUHT JUIsi OE€3KOIITOBHUX KOPUCTYBadiB, aje
SKIIO O00paTH TMpeMiyM-IUlaH, KOPHUCTyBad 3MOXKE€ BHUKOPUCTATH iXHIO O€3IIOBHY
cuHXpoHi3amito. [le o3Hadae, M0 KOpUCTyBay, 10 MPUAOAB IPEMiyM-TUIaH MOXE OTPUMATH
JOCTYTI JI0 BCIX IapoJIiB HA BCIX CBOIX MPUCTPOSX.

RoboForm mae kisnbka QyHKIIH, sIKI MOXKYTh OyTH KOpucHUMH. BiH Mae ctanmapTHMi
TEHEePaTop MAPOIIB 13 3SMIHHUMH, SIK1 MOXKHA 3MIHUTH.

Takox MOXKJIMBO MOAUTUTUCH CBOIMHU OOJIIKOBUMHU JaHUMU 3 IHIIMMH KOPHCTyBa4aMH
RoboForm. € Takox KjJacH4HI MEHEIKEpH MapoJiB, Taki K Oe3leyHe XMapHE CXOBHUILE Ta
CIILIbHI TIATKH.

Bci naHi, siki KOpucTyBau 3aBaHTaxye, 3axulleHi mudpysanasm AES-256.

[{ina Ha mpeMiyM-OMIIi0 MOYUHAETHCA 3 1,66 monapa Ha MiCSIlb i Yac OIJIaTH KOXHI
I'SITh POKIB.

RememBear — e MeHemKkep napoiiB, sIKHi 30epirae, CHHXpOHI3YE Ta TeHEPY€E MapoJIi.
Takoxx MOXJIMBO 30epiraTh HOTATKH, KPEOUTHI KapTKH Ta JIOTiHHU, SKi Mi3HINIE MOXHA
BUKOPHCTOBYBATH [IJIsl aBTO3aroOBHEHHsS. Sk 1 Bci iHmi mporpamu, RememBear migrpumye
nBOoGaKTOPHY aBTEHTH(]IKAIIO Ta 610MeTpito (BiAOMTOK Maybls Ta 00 IMYIYs).

Hanuii cepic mae mporpamu s Windows, macOS, Android ta i0S. IcHyrOTh Tak0X
posmmpenHs nis 6paysepiB Chrome, Firefox Ta Safari, asie BoHu He € aBTOHOMHHMH.
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RememBear takox Moxxe imnopryBatu i3 Chrome, 3 1Password Ta LastPass.

beskomroBHa Bepcis JeMOHCTpye Jmme vacTuHy ¢(yHkuii RememBear. 3
OE3KOILLTOBHOIO BEPCI€0 HE MOXJIMBO CTBOPUTH PE3EPBHY KOIIIO CBOIX MapoiiiB, TOOTO
JoBeneThes 30epiraT Apyry Komito B iHmoMy wicii. Kpim Toro, cuHXpoHizamis Mix
MPUCTPOSIMU HE J03BOJICHA. Y TOMY YHCII OE3KOIITOBHA BEPCisi HE Mae MPIOPUTETHOL
MIATPUMKH, TOMY OTPUMAaHHS BIJIIOBII MOXKE 3a0paTh ASSIKUIA Yac.

RememBear kommrye Bix 2,5 1omapiB Ha MicSIIb.

binpuricTe Hallkpammx MeHeIKepiB MapojiB OpiEHTOBaHI Ha crokuBauda. HaBiTh
SKIIO BOHM MaloTh Oi3Hec-pimeHHs, cermeHT B2C 30impmye ix moxia. Lle He ctocyeThes
Zoho Vault, sixe 3HaxoauTbCa JeCh MDK CHoKuBaueM Ta Oi3HecoMm. KommaHis mo3uiioHye
Vault sik MeHemKep naposaiB A1 KOMaH/.

Zoho Vault He Ma€ KJIACUYHOTO 1HCTANSATOPA, 3aMICTh I[LOI'O BUKOPUCTOBYETHCS BEO -
noxatok. Ane € kmientd uist Android Ta 10S. o x 10 po3mmpens uist 6paysepa, To BUOIp
nocuTh mupokuii. Moo oopatu 3 Chrome, Firefox, Safari, Edge, Brave ta Vivaldi.

Jlesiki MEHeKepH MapoIliB € YaCTHHOKO MAKETy OHJIAWH-0e3MeKH, skuil Bkiroyae VPN
abo iHcTpyMeHT sl mudpyBanHs (aiiniB. Zoho Mae BETMYE3HUH CIUCOK JOAATKIB, SKi
IHTErpyroThea 3 Vault, mo € nume ogHuM 3 0e3niyul AocTynmHUx cepsiciB. Kpim Toro, meit
MeHemKep napoiiB mpononye enuHuil Bxig ans Office 365, Windows AD, Dropbox Ta
ZenDesk.

et menemxep naposiB miaTpumye nonan 400 caiitiB. Zoho Vault mae ckmaany
CHUCTEMY OOMIHY TapoJIIMH, sKa HaJa€ KOPHCTyBady OaratopiBHeBi (inbTpu, IOCTyH 3
O0OMEKEHHSIM 4acy 1 MiATBEp/UKEHHS a00 BIATYK OHUM KJIAIlaHHSIM MHIIII.

MoxuBo immoprtyBatd B Zoho Vault 3 Ouibmn HDK 20 nomatkiB Ta Opaysepis,
Brmovatoun Dashlane, LastPass, 1Password ta Keeper. [Ipote, immopr i3 Safari abo Edge
HegoctynHuid. Excriopt mocrymauit abo y mpocrtomy .csv, abo y ¢dopmari, 10 BiANOBiIae
dopmaty Zoho Vault.

CepBic BUKOPHCTOBYE MH(pyBaHHS BIMICHKOBOT'O PIBHS Ta apXiTEKTypy 3 HYJIHOBHM
piBHEM moBipu. MaiicTep-naponp KopucTyBada 3axuiieHuid anroputMom PBKDF2, sxuit
HaJla€ oMy OUTBIIOT HAIHHOCTI.

Zoho Vault mpomonye nmiaTpumMky uepes email, uepes Gopmy 3BOpOTHOTO 3B'I3KY 200
o Tenedony.

Jlana cuctema mae 3actapuinii iHTepdelic Be0-3aCTOCYHKY, 10 MOXKE IMEPEIIKOKATU
SKICHOMY Ta MIBUAKOMY KOPHUCTYBAaHHSI CHCTEMOIO.

BapricTsb minensii csrae 3,6 1oynapiB Ha MicCslb, 3 UM MOXHA OTPUMATH MOXKJIMBICTh
BUKOPHCTOBYBATH I'ATh MPUCTPOIB I KOXKHOTO 00JIIKOBOrO 3aIIMCY Ha JA0AATOK 10 CHIIbHUX
[ATOK Ta 3BITIB PO JOCTYI 32 MapOJIEM.

Passbolt — onuH i3 HebaraThb0X MEHEPKEPIB MapOJIiB 13 BIAKPUTUM BHXITHUM KOJIOM.
Bin npusHaueHuit 1 NiJIPUEMCTB Ta IPOMUCIOBUX MIANIPUEMCTB.

Passbolt Bumarae BukoprucranHs MaiicTep-apoJIio y HO€HAHH] 13 3aKPUTUM KIIIOYEM.

OCHOBHUM HEOJIIKOM € 3aJISKHICTh B1Jl 3aKPUTOTO KJIFOUA YU KIIOYOBOI (ppasu. SAkiio
KOpUCTYBau BTpayae OyIb-KOro 3 HUX, CXOBHIIE CTaHE HeNOCTymHHMM. He3Baxkaiouu Ha Te,
o I HalHOe3MeYHIMi MEeTOJl HalallTyBaHHsA, HOMY HE BHCTAadya€ 3pyYHOCTI JJIs
KopuctyBada. KpiMm Toro, jis 3MiHM KIr04oBOi (pa3m, 3HaIOOMTHCS 0a30Be pPO3yMiHHS
poOOTH 3 KOJOM.

Cepsepu Passbolt He MalOTb 1OCTyIy /10 JaHUX y BUIIIAAL BigKpuToro tekcry. [lapomi
3aBaHTAXKYIOTHCS Y XMapy JIAIIE y 3aiu(POBAHOMY BUTIISIIII.

Passbolt moxe Oyt aOCOMIOTHO OE3KOUITOBHUM CHOCOOOM KEpYBaHHS IMapOJIsIMH,
X0o4a 1€ HEe HaW3py4YHIIIUN MEHEKEp MapoiiB I HE HAATO TEXHIYHO MiAKOBAHUX
KOPUCTYBAYiB.

VY Xo#i orysiny Ta aHalli3y ICHYIOUHMX aHAJIOTIB, K1 € OIHUMH 3 HaWKpalluX pillicHb Ha
CHOTO/IHIIIHIN MOMEHT, HEMa€ K OIHOTO Jiepa, 1[0 He MaB OM TTEBHHUX HEOJIKIB.
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Po3pooka

Jlst mokpaleHHsl TaHuX aHaJoriB OyJjia peai3oBaHa po3poOKa HOBOT'O 3aCTOCYHKY,
KU CcHOpsIMOBaHWN Ha BUpILIEHHS 3aj1ad mignpuemMcTBa. O/HI€IO 3 TOJOBHHUX 3a4ad JAJs
JaHOTO TIPOTPAaMHOI'0 3aCTOCYHKY € aBTOpH3allisi IEBHOTO KOPHCTyBada B CHCTEMI,
30epiraHHsT Ta KepyBaHHS IapojibHOKO iH(opMamiero. s JaHOro 3acTOCYHKYy OyB
BUPIIIEHUH HEMOJIK, IO XapaKTepHUM IS KOXHOI 3 CHCTEM, a came: 1€ MOXKJIMBICTh
KOPHUCTYBATHCS TOBHUM (DYHKIIIOHAIOM cucTeMH 0e3 MpuI0aHHs MJIAaTHOI JilleH3ii. Y sKocTi
YIIOCKOHAJIEHHS 3aCTOCYHKY Oyiia 3ampoBa/DKEHa Ta pealli3oBaHa CHCTEMa HaraJyBaHb, IO
JI03BOJIsIE KOPUCTYBAau€Bl CTBOPIOBATH BJIacHI poboul HaraxyBaHHs. [1ig yac ormsiny cygacHuX
pimieHs mpobsiemu, OyJi0 BUSBIEHO, 110 B )KOJHOI 3 CUCTEMHM HeMae JaHOro (yHKIIOHAIY,
KU JTO3BOJISIB OM KOpHCTyBady CTBOPIOBATH BIIACHI HAaraJyBaHHS Ta BU3HAYaTH iX Yac
HAJXOJKEHHS Y BUTTISAL crioBineHHs. J[aHuii (yHKITIOHAN € Ay)Ke BaXKJIMBUM acIeKTOM JIJIsi
poOOTH MiANPHEMCTBA, aJpKe BiH 3a0e3meuye BHKOHAHHS POOOYMX IPOLIECIB BYACHO, IO
JoTIoMarae manpueMcTBY OyTyBaTH sIKICHY OHJIaiiH-iHPpacTpyKTypy Oi3HEcCy.
[aTepdeiic mporpamu moka3aHo Ha pUCyHKY 1.

Application

TecT
DAY.MONTH.YEAR HOUR MINUTE SECOND
TecTome HaragyeanHa

€5 16.06.2022 20:52:29
© 16.06.2022 20:55:10

a) CUCTEMH HaraJyBaHHS 0) CTBOpEHHS 3aInuCy
Puc.1. Iatepdeiic

BianpairoBaHHst HarajyBaHHs y BUTJSIII PUSh-CIIOBiIEHHS TOKa3aHO Ha pUC. 2.

4T, 16 Yeps.

= 2

HacTpoikn cnosiugens OumcTHT

Puc. 2. BignpamroBaHHs HarayBaHHS
IlepeBarn po3po0JIEHOrO 3aCTOCYHKY Yy TOpPIBHSHHI 3 ICHYIOUMMH aHaJIOraMH
MOJIATAIOTh Y HAssBHOCTI CUCTEMH KOPIOPATUBHUX HaragayBaHb. 3aCTOCYHOK Ma€ 3pyYHHN Ta
3pO3yMiNHil 1 KopUcTyBada iHTepdeiic. MoxkBe aBTOHOMHE BUKOPUCTaHHS (YHKI1OHATY
HaraJyBaHb; JOJATOK € O€3KOIITOBHUM Ta HE OTpeOye MpUAOAHHS JTIIICH3I.
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BucHoBku

VY craTTi BUKOHAHO (yHIAMEHTAJbHUN OIJIA[ HaMKpallux ICHYIOUHUX MEHEIKepiB
napoJiB Ha 1yMKY aBTopiB. KoskeH 3 11 MeHemkepiB napoiiB yHIKaJIbHUN 1 BUOIp TOro, sIKUM
Kpallle BUKOPUCTOBYBATH 3aJ€KUTh TUIBKM BiJ] KOpUCTyBauya: Horo morped i (hiHaHCOBUX
MOXKJIMBOCTel. Takok 3 AaHOTO OISy MOXHA IMOOAYUTH, IO B KOXHINA CHCTEMI € BJacHi
repeBaru Ta Helomiku. Po3poOka iHauBiIyadbHUX MEHEIDKEPIB 3T1IHO 3 IIMM € aKTyaJlbHOI0
3ajadero. 3rifHo 3 UM Oyna mpoBegeHa po3po0Ka HOBOT'O MPOrPaMHOTO 3aCTOCYHKY, SIKHH
YIOCKOHAJIIOE 1CHYIOU1 CHCTEMH Ta 3a/10BOJIbHSAE caMe Ti MOTpeOu opraHisallii, 110 He HasBHI
y MIOBHOMY CKJIaJll B KOJIHIN 13 HaBEIEHUX CUCTEM.
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It is said that the best password manager is our brain. This statement makes sense, but sometimes our brain does
not cope, we have to use external resources. The number of passwords per user is growing every year: new social
networks, new bank accounts, new registrations in various services, accounts on various services (television,
music, Internet service providers, etc.). According to the rules of information security, using the same password
for different client services is not rational, because if attackers can, for example, choose a password for your e-
mail, they will try to apply it to your other applications such as Internet banking and more. Modern man
understands that each service needs its own unique password. The password must be strong, contain a certain
number of characters, where among the numbers and letters the reliability of the password is increased by special
characters and case changes. It's hard to remember. But remembering one password is beyond the power of most
of us. Choosing a convenient and reliable password manager is not an easy task. You really have to trust the
service. In the end, it is he who will store your confidential information. In this paper, two dozen password
managers were tested and eleven were selected, which are the best in terms of functionality, security and
convenience. However, each of the well-known managers does not take into account the individual
characteristics of users and needs additions according to their needs. Therefore, the creation of software for
storing passwords in encrypted form is relevant. Encrypted passwords can be accessed through the one password
you need to remember. Such relationship software was created in this paper, taking into account the needs of
corporate and private use.

Keywords: data protection, password manager, encryption, cryptography.
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