Icauenxo O. B. / Indopmaruka. Kynerypa. Texnika. 2024; Tom 1 Ne 1: 233-238

DOI: https://doi.org/10.15276/ict.01.2024.35
VJIK 004.4

JloriyHi MeTOAHM KPUMIHATICTUYHOI eKCIIEPTU3H NPHJIALIB 3
onepauiiHo cucremMoro Android

Icauenko Oabra BonogumupiBHa

Marictp xad. Inpokomynikauiitnoi imxenepii imeni B.B. ITonoscskoro

E-mail: olha.isachenko@nure.ua

XapKiBCHKUH HalliOHAJILHUH YHIBEPCUTET pajlioeneKTpoHiky, np. Hayku, 14 . Xapkis, 61166, Ykpaina

AHOTANIA

Mo6inbHI pHUCTPOI 3apa3 HACTIIBKU PO3MOBCIOUKEHI, IO 3pOOMIN PEBOJIIONII0 B TOMY, SIK MH BUKOHYEMO OLIBIITY YacTHHY
Hamiol JIisUTbHOCTI. Y pe3yibTaTi MOOLTBHHI MPUCTpIl TEmep € BENMYe3HHM CXOBHINEM KOH(QINeHIiHOI Ta ocobucToi iHpopmarrii
PO CBOTO BJIACHHUKA.

Ile, y cBoio yepry, IpU3BEJIO 10 PO3BUTKY KPHUMIHAIICTHKH MOOUIBHHX HPHUCTPOIB, SKa 30CEpe/KCHA Ha BITHOBJIEHHI Ta
JIOCTIDKEHHI MOOUTFHUX JaHUX. MeTa KpiMiHaJICTUYHOTO MIPOIIeCY — OTPUMATH Ta BiIIHOBUTH OYyAb-AKYy iH(OPMALi0 3 MOOIIBHOTO
mpucTporo 0e3 3MiHM JaHUX Ha MpHUCTpoi. 3 pokamu HU(POBA KPUMIHATICTHKA PO3IIUPHIIACS PA3oM i3 IIBHAKAM 3POCTAHHIM
MOOIUIBHUX TIPHCTPOIB. ICHYIOTH pi3Hi ramxy3i HU(GPOBOi KPUMIHAIICTUKH 3aJ€KHO BiJl THUIy HHU(GPOBOrO HPHCTPOIO, HANPHKIAN
KOMIIT'I0TepHA KPUMIHaIICTHKA, MepekeBa KpUMiHaIIICTHKA, MOOUIbHA KPUMIHATICTHKA TOIIIO.

JlaHi, oTprMaHi 3 TeJIe(OHIB, CTAIOTh OC3IIHHUM JDKEPENIOM JTOKA3iB JJIsI PO3CIiIyBaHb Y KPUMIHATIBHUX, IUBIIEHUX CIIpaBax.
Pingxo MoxHa mpoBecTH IU(GPOBE KPUMIHATICTHYHE TOCHTIIKEHHS 0€3 BUKOPHCTAHHS TeNe(OoHy.

CTOpOHHI MpOrpamMu € HEBiJl'€MHOIO0 YaCTHHOK MOOLTBHOTO NMPHCTPOIO PO3CiiayBaHHs. J{Jisl HBOTO MOBUHHO PO3YMITH, A€ Ha
MpUCTPoi 30epiraroTbesl AaHi MPOTpaMu, SKi JaHi Mporpamu 30epiraroTbes U Ii€i IaThopMu Ta SKHA 1HCTPYMEHT HaiKparie
JIOTIOMara€e BUSIBUTH JOKa3u. Xoda JesKki KoMepuiiiHi iHcTpymeHTH, Taki sk Magnet IEF, Bimomi migTpHMKOIO CHHTaKCHYHOTO
aHaJi3y JOAATKiB, )KOJICH IHCTPYMEHT HE € iIeaIbHIM, 1 IHCTpYMEHTaM IMPaKTHYHO HEMOMIIMBO BCTHT'ATH 32 YaCTUMH OHOBJICHHIMH,
SIKI BUITYCKAIOTBCSI JUTsl KOXKHOT mporpamu. Haligacrirre gocTymHi KOMepuUiiiHi iHCTpyMEHTH aHai3yI0Th HANHIIONY ISIPHIII IPOrpaMu
Ha puHKYy. Hampukman, xomm Facebook mpumm6as WhatsApp, Cellebrite, IEF i Oxygen Forensics mouyanu miaTpuMyBaTé IO
nporpamy. Came B IbOMY BCI IIPOTPaMH BiIPi3HAIOTEHCSL.

KonrouoBi cimoBa: MoOUTbHA KpPHMIHANICTHKA; JIOTIYHI METOIM; aHANi3 MOOUIBHHMX JaHMX; KpPIMIHAJIICTHYHE IpOTpaMHE
3a0€e3meueHHs; 0e3mexa MOOUILHUX JaHUX

AxTtyanbHicTb. KpuminamicTuka MOOUTPHHX TPUCTPOiB, B CHIIy PI3HOMAHITHOCTI iX
onepaliiHUX CcHCTeM Ta O00JaJHaHHS, NOTpeOye CIeliani30BaHOro, HDX s KOMI IOTEpPHOT
KPUMIHAJIICTUKH HIPOrpaMHOro 3a0e3MedyeHHs, sKke O [J03BOJSIO BHIyYaTH Ta €(EeKTUBHO
aHaJIi3yBaTu JaHi 3 MOOUIBHUX MPUCTPOIB, BKIIIOYAIOUX apTe(aKkTH 3 HAHNONIMPEHIIUX JOAATKIB.

Mera fgocaigKeHHsI: TpoaHamizyBaTH  (YHKIIOHAIBbHI  MOXIMBOCTI  HaiBiZOMIIIOTO
KOMEpIIMHOro mporpaMHoro 3a0e3neuyeHHs y cdepi KpUMIHAIICTUKA MOOUIBHMX IPUCTPOIB Ha
OCHOBI onepariiitHoi cuctemi Android.

KpuMinanicTuuHi METOIM Ha MPUCTPOSX 3 onepauiiHoro cucteMoro Android yacTo noAuIAIOTH
Ha JoriyHi abo ¢izuyHi. JloriyHMiI MeTO BUTATYE NaHi 1 3a3BUYAll JTOCATAETHCS HUIIXOM JOCTYITY
1o (aitnoBoi cucteMu. BuaineHHs 1aHUX MPOCTO O3HAYAE, 1110 JaH1 HE BUAAISIOTHCA Ta JOCTYIIHI Y
¢aiinosiii cuctemi.

®i3uyH1 METOAM, 3 IHIIOro OOKY, CIPSIMOBaHI Oe3nocepeHb0 Ha (i3MYHUN HOCIH JaHUX 1 HE
MOKJIAZIAI0ThCS Ha caMy (haillIoBy CHUCTEMY JUISl JOCTYIy JI0 JaHMX. Y I[bOr0 HiAXOJy € MepeBary;
HaWOLIBII BOXKIIMBHUM € T€, 10 (I3UYHI METOAU HAJIAl0Th JOCTYII A0 3HAYHOI KIJTBKOCTI BUAJICHUX
naHux [2].

Ockinbku (QI3UYHI KPUMIHAIICTUYHI METOM 3a0e3MeuyloTh NpSIMHUM TOCTYH 10 HOCIS JaHUX,
MO’KHA BiTHOBUTH SIK BUJIUIEHI, TaK 1 HEPO3MOIiIeH] (BuaaieHi abo 3actapini) aani. Qi3udHi
METOJM TaKOX MOXYTh HaJaTh HabaraTo Oibiie anux. OaHaK iX CKIIQTHIINIE YCIMIIIHO BUKOHATH, 1
JUIs X aHaJli3y MOTPiOHO 3HAYHO OUIBIIE 3YCHUJIb.

PoznuBuMoch noriuni mMeronu. JIoridHi METOOM 4acTo € MEPUIMM ATaloM EKCIEepPTH3HU, SKY
MIPOBOJIUTH AHATITUK, OCKUIBKH 1X HE TIJIbKH JIETIIE BUKOHATH, ajleé BOHU YaCcTO HAJal0Th JIOCTaTHHO
TaHUX JUIS CIIPaBH.

JloriuHi METOJM TaKOX MarOTh MEpeBary Tak sK MPalioloTh 3 Ha0araTo OUTBLIOI KiTBKICTIO
CIleHapiiB, OCKUIBKH €IMHOI0 BHMOTOI € BBIMKHEHHsI HamaropkeHHs USB. [HmmMm crmoBamu,
JoriyHi Metoau kpuMiHamicTuku Android He mOTPeOyIOTh KOPEHEBOTO AOCTYITY.
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Jlo 7OTiYHMX METOMIB MOXKHO BimHecTH poboTy 3 yrimiToro adb. adb — me iHCTpymMeHT
KOMaHJIHOTO DSJKa, SIKHH JO0MOMarae CIUIKYBaTUCSA 3 TPUCTPOEM JUIsI OTPUMaHHS iH(opmarii.
BuxopuctoBytoun adb, MOXHO BUTATYBATH J1aHi 3 YCixX (aiiiiB Ha MPUCTPOI (110 SIKUX € JIOCTYII).

SIk mpaBwiio, MaHi Ha OPUCTPoi MOXKyThb 30epiratucs Ha RAM, y BHyTpimHIA nam'sri,
30BHIIIHIN Mam'sITi, XMapax.

[lo6 orpumaru moctyn no mpuctporo Android depe3 adb, HEoOXigHO BBIMKHYTH OIIIIiIO
HanaromkeHausa USB.

Jlo JIOriYHOrO METOXY BiIHOCHTHCS CTBOPEHHS OEKally DaHHWX 3 MPUCTPOI0. JOro MOKHO
3poOuTH 3a AoroMororo adb yTiiiTu ab0 BpydHY, KOPUCTYIOUHCH iHTepdeiicom Tenedony.

PosrisiHemMo komepiliiHe TporpamMHe 3a0e3Me4YeHHS [UIsl KPUMIHATICTHYHOI EeKCHEPTU3H
MOOUTHHUX MpUCTPOiB Ha ocHOBI Android OC:

— Cellebrite UFED.
— MOBILedit.
— Micro Systemation XRY.

— Oxygen Forensics.

1) Cellebrite UFED (Universal Forensic Extraction Device) — 1e HalicydacHilIHid iHCTPYMEHT,
KW JTa€ JOCTYN JIO HAMIIUPIIOrO CHEKTPY MOOUIBHHUX NPHUCTPOIB Ta [IO3BOJSIE OTPUMYBATH
JIOCTYI 70 KPUTHYHO BAXJIMBHX HU(GPOBUX a0Ka3iB 3 Tenedonis, npoHiB, SIM-kapt, SD-kaprt,
npuctpoiB GPS Tomo [1].

Cepist mponykTiB i3painbcbkoi kommanii Cellebrite BUKOPHCTOBYETbCS IJII BWIYYCHHS Ta
aHali3y JaHuX 13 MOOUIPHUX HPUCTPOIB MPABOOXOPOHHUMH opraHamu [2]. OcTaHHIMH pOKaMu
i3painbcpka ¢ipMa BUKIMKaNa 0araTo KPUTUKKA 3 OOKY aKTHBICTIB 3aXHUCTy KOH(IIECHIIHHOCTI
JaHUX, SKI CTBEP/KYIOTh, IO 11 MiSUIBHICTh € HEEeTHUYHOIO. [HII aTakyBalld KOMIIaHIIO 3a Te, 1110
BOHA HE PO3KpHJIa aKTUBHI BPA3JIUBOCTI, sIKi BOHA BUKOPHCTOBYE IS 37I0MY NMPUCTPOiB [3].

Cellebrite. UFED mnpomnoHye MATPUMKY pI3HHUX OMNEpaIlifiHuX cHcTeM, BKIrouyaroud i0S,
Android, BlackBerry Ta Windows Phone. 3a nomomoroto nepenosux meroniB BuinydenHss UFED
MOK€ OTPHUMYBATH Pi3HI TUNU JAHUX, HAMPUKIAA KYPHAIU BUKJIHKIB, MOBIJOMIIEHHS, KOHTAKTH,
MyJIbTUMEAIMHI (aitnu, nani nporpam Touro (Puc. 1).

PUBLIC SECTOR ENTERPRISE log ) W Support Training MyCellebrite  Careers Q | EEENW

':‘, Ce"ebrite Why Cellebrite Solutions + Products + Services v Resources + Company « Get Started

@ UFED
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Collecting Digital Data

g 2o : Version 7.60.0.128 Y 5:47:58 PM Ez] 11/21/2022
Collect data from the widest range of digital devices.

I Renew Your License

Puc. 1. Beocaiit Cellebrite

234 Meroau Ta 3aco0u iHTeNeKTyaIbHOT 00poOKy iH(popMmarii ISSN 2522-1523 (Online)



Icauenxo O. B. / Indopmaruka. Kynerypa. Texnika. 2024; Tom 1 Ne 1: 233-238

Cellebrite UFED mporonye n1Ba OCHOBHI METOJW BHIIYYCHHS: (Di3udyHUM 1 joriyHui. Dizudne
BIJIYYEHHS Iepeqdadae cTBOpeHHsS MOOITOBOI KOMil mam’siTi MPUCTPOIO, 10 3a0e3rneyye MOBHE i
TOYHE MPEJCTaBICHHS JaHUX. 3 1HIIOr0 OOKY, JIOT1YHE BUIYYEHHS 30CEPEKYEThCS Ha BUIYUYEHHI
BUOpAaHMX KaTeropii maHux Oe3 JOCTymy 0 BChOIO cXoBHIIa mpuctporo. OOuaBa MeToau
MIPOTOHYIOTH YHIKaJIbHI IepeBary Ta MPUCTOCOBAHI 10 KOHKPETHUX MOTPEO pO3CiiyBaHHS.

[licns BumydenHs panux 3a jomomoroto Cellebrite  UFED ix MoxHa J0ZaTKOBO
MpoaHali3yBaTH 3a JIOMIOMOTOK0 BOYJOBAaHWUX MOXJIMBOCTEH aHaNi3y 1HCTPYMEHTY abo
eKCIIOPTYBaTH B IHIIE NpOrpaMHe 3a0e3MeueHHs I  KPUMIHATICTUYHOI EKCHEePTH3H JUIs
nornu6aeHoro gociimkerHs. Cellebrite UFED nanae 3pyunuii intepdeiic, sskuii 103BOJISE CI1TIAM
IHTYITHBHO JOCIHI/DKYBaTH BUTATHYTI AaHi. BiH mae 3Mory 3ailicHIOBaTH mouIyk, QinbTpamio Ta
COPTYBaHHsI, @ TAKOXK CTBOPIOBATH JJOKJIA/IHI 3BITH.

Cellebrite UFED niarpumye po3mupeni MeToau nemudpyBaHHs Ta JEeKOyBaHHS JJIs JOCTYITY
10 3amupoBaHUX JIaHUX 1 BUSBJICHHS NMpUXoBaHOi iH(opmarlii. BiH Moxe mpairoBaT 3 pi3HUMH
MeToAaMu IM(PyBaHHS, BKIOYAIOUM INMW(GPYBAaHHS Ha PiBHI NPUCTPOIO, MH(PYBAHHS IS
KOHKpeTHOI nporpaMu Ta 3amudposani 6a3u ganux. UFED BUKOpUCTOBY€E MOTYXHI QJIFOPUTMU Ta
0a3u JaHWX JUIS JEKOAYBaHHS IIapoJiB, BiJHOBJICHHS BHJAJICHUX JaHUX Ta OOXOIy 3axXOiB
Oe3mneKu.

Physical Analyzer Hagae po3mmpeHi MOXIUBOCTI aHANI3y JaHHUX, JO3BOJIIIOYH JOCIHITHHKAM
Bi3yasi3yBaTH 3B’SI3KM, 4YacOBI paMKH Ta IIa0JOHU CIHUIKyBaHHS. BiH mpomoHye po3mmpeHi
¢byHkii, Taki K BUpi3aHHSA JaHWX, 3aco0m mepermsay SQLite i Plist, anamiz xapr i iHTerpoBaHi
THCTPYMEHTH aHATITHKY JIJIs1 €PEKTUBHOTO aHAJI3y BUAOOYTUX AHUX.

[aTerparis 3 iHIIUMHU KPUMIHATICTHYHUMH IHCTPYMEHTaMH JI03BOJISIIOE TIOETHYBATH MEPEBaru
PI3HUX pilleHb A7 OUTBIN BceOiYHOro aHamizy. MOKHO eKCIOpPTYBaTH BUTATHYTI AaHi 1o Magnet
AXIOM, EnCase Ta Oxygen Forensic Detective, mo 3a0e3meuye cHoiibHy poOOTy Mix
IHCTpYMEHTaMH Ta MiABUINYE e(hEeKTUBHICTb.

2) MOBILedit Forensic [4] — ue nudpoBuit kpuminazictuunmii npoaykt Bix Compelson Labs,
SKUH 1IyKae, MepeBipse Ta 3BiTye mpo AaHi MoOubHUX npuctpoiB GSM/CDMA/PCS. MOBILedit
MIJIKJIF0YA€EThCS 10 MOOUThHUX TenedoHiB yepe3 iHdpadepBonuit (1Y) mopr, Bluetooth, Wi-Fi abo
kabenpHUM iHTepdeiic. Ilicna BcTaHOBIEHHS 3’€AHAaHHSA MOjENb Tele(oHY 1IEHTH(IKYETbCS 3a
BUPOOHUKOM, HOMepoM Mojenl Ta cepiiinum HomepoM (IMEI) 1 BinmoBigHMM 300paskeHHSAM
tenedony [5].

MOBILedit Forensic mae BOynoBanuii o0xia Oe3neku sl 6araTbox Mojenel TenedoHis, M0
JI03BOJISIE OTPUMYBAaTU (i3UUHE 300pakeHHS, HaBITh SKIIO Tele(dOoH 3aXUIIEHO MaposieM abo
mabioHOM. 3ampoBa/PKEHO HOBHUHM MiAXiM A0 0o0xomy Oe3meku 3a JOMOMOror TexHojorii Live
updates — HoBi Moiesi TenedoHIB MOKHA JI0JaBaTH HaBITh Oe3 mepeBcTanoBiacHHss MOBILedit, sk i
oHoBJeHHs aHTuBIpycHoro I13 (Puc. 2).

Jlo JIOTIYHOTO BWIJIYYEHHS TaKoX HajgaHo 30ip ¢iznyHux naHux Android, mo no3Boisie
BUI0OYyBaTH (Pi3uyHI 300pa’keHHS AOCHIKYBaHUX TesledoHIB 1 MaTH TOYHI JBIMKOBI KIIOHH.
®i3uuHUl aHaNi3 103BOJISE BIAKpUBATH (ailan 300pakeHb, CTBOPEHI UM MpoLecoM, a0 OTprUMaHi
3a gonomoroto JTAG, chip-off un 1HIIMX 1HCTPYMEHTIB JUIsl BIAHOBIEHHS BHAaJeHUX (ailliB, a
TaKOXX yCIX 1HIIMX BUJAJICHUX JaHHX.

Jlnst aHamizy mporpaM BHUKOPHCTOBYIOTHCSI aIallTUBHI Ta TIHMOOKI METOAH, 100 rapaHTyBaTh
OTPUMaHHS MaKCUMyM JaHMX, JOCTYMHHUX IS KOXHOI HpOorpaMH, OCOOJIMBO BiJHOBJIEHHS
BHJIAJIEHUX JaHuX. JlaHl aHAMI3YyIOThCS HA MPEAMET iXHbOTO 3HAYECHHS [5], TOK MOXXHO Oa4uTH iX
Ha YacoBii MIKaJi K HOTAaTKy, pororpadito, BiIeO UM MOTIK NOBIIOMIICHb HE3aJE€KHO BiJl TOTO, sIKa
porpamMa BUKOPUCTOBYBAJIACS IS iX HAJICHIIAHHS.

OHOBJIEHHS B peallbHOMY yaci — Iie¢ yHiKajdbHa (yHKIis Ta cuiabHa ctopoHa MOBILedit
Forensic, sika 3abe3nedye HerailHe OHOBJICHHSI aHali3y MporpaM, o0xoay Oe3meku Ta I1HIINX
GbyHKLIH y peaJbHOMY Yaci Ta Tak 4acTo, sIK 11 He0O0X1THO.
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Forensic products

Extract and deeply analyze phone content including deleted data, application’s data, passwords, geolocations and anything what might reside
in the phone. Professional tool for authorities as well as for enterprise and end users

MOBILedit Forensic
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Camera Ballistics
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Android Forensic Connector
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Puc. 2. Cnexrp npoaykriB MOBILedit

Kpim orpumanHs BMicTy TenedoHy, BUAOOYBAaHHS 3 XMapu € HEOOXIIHICTIO Ui OTPUMAaHHS
Bcix MoximBux Aanux. MOBILedit Cloud Forensic migTpumye HalnmomyJsipHillli XMapHi cepBicH,
taki sk Booking, Microsoft Teams, Dropbox, Box, Microsoft OneDrive, Google Drive, Facebook,
Instagram, LinkedIn, Twitter, Facebook Messenger, Slack ta 6araro inmux. Llsg notyxHa dyHKIis
TOCTYITHA SIK OKpeMHUH TPOIyKT abo Moxe OytH interpoBana B MOBILedit Forensic Pro.

3) Micro Systemation XRY — me iHCTPYMEHT KPHUMIiHAICTUYHOI EKCHIEPTH3U MOOITBHUX
NPUCTPOIB, po3polOsieHmit Micro Systemation, sKWil Hamae iHTYITHBHO 3pO3yMUIHMHA 1 3py4HUH
iHTepdeiic 11 aHali3y MHUPOKOTOo Aiana3oHy MOOIIbHUX TenedoHiB [7] Ta BKIIOYae MporpaMHe Ta
armapaTHe 3a0e3MeUYeHHS /IS JIOTIYHOTO Ta PI3MIHOT0 aHaIi3y MOOUTEHUX MPUCTPOiB (Puc. 3).

MoxnuBo, HauBigoMimmM 1 HaWHamiiHimmM maketoM € XRY Logical [6]. TIporpammue
3a0e3neueHHs aHali3ye Ta OTPUMY€ OTOYHI (KHBI1) JaHi 3 MPUCTPOIO.

M S A B &2 English | f_) Support Customer Portal | O Search

Products ~ Solutions & Services v Training v About us v Resources v Investors Contact

Product overview

> MSAB Extract - XRY > MSAB Analyze - XAMN > MSAB Manage - XEC > Platforms
XRY Logical ) ew XEC Director
XRY XAMN Pro XEC Export
XRY
XRY Photon
XRY Cloud
XRY PinPoint

XRY Camera

& / XRY - Fxract

Puc. 3. AcoprumenT npoaykriB Micro Systemation

236 Meroau Ta 3aco0u iHTeNeKTyaIbHOT 00poOKy iH(popMmarii ISSN 2522-1523 (Online)



Icauenxo O. B. / Indopmaruka. Kynerypa. Texnika. 2024; Tom 1 Ne 1: 233-238

Onunu 3 HOBHX makeriB - XRY Pinpoint — me cydacHe kKOMmakTHe OOJagHAHHS Ta MOTYKHE
nporpamMHe 3a0e3NedeHHs, fKe JJ03BOJII€ KOPHCTyBayaM BUTATYBaTH Ta JEKOAYBaTH MdaHi 3
HECTaHAAPTHUX MOOUTPHHX NpHUCTpoiB. PinPoint Mo)ke aBTOMAaTW4YHO BH3HAYaTH KOHQIrypariro
KOHTAKTIB, II00 CHIJIKYBaTUCS 3 MOOIJTBHUM MPUCTPOEM.

4) Oxygen Forensics BigoMHii Hacammepe] CBOIM MPOCTUM Yy BHUKOPUCTaHHI iHTepdercoMm.
[ToyaTkoBe MIAKIIOYEHHS A0 MOOUIHPHOTO MPHUCTPOIO 3IMCHIOETHCS 32 JOMOMOIOI MalCTpa, 110
pOOUTH HOTO TOCUTH IPOCTUM y BUKOpHucTaHH1 (Puc. 4).

Oxygen Forensic Detective — 11¢ BHCOKO(YHKI[IOHAIBHUN POrpaMHUil iHCTpYMEHT [8], sKuii
BUKOPUCTOBYETHCS JUIA LU(PPOBUX KPUMIHATICTHYHUX JOCTPKEHb MOOUIBHUX MPUCTPOIB 1
XMapHUX CXOBHIIL.

BiH MOXe BUKOPHCTOBYBATHCS IS

— Otpumanns ganux 3 npuctpois (Android, BB, i0S, WP tomo).

— Immopty pe3epBHUX Komiit i 300paxens (iTunes, Android, JTAG, Chip-Off).
— Amnamni3y gaHuX 3 IPOTrpam.

— BigHOBIIGHHS BU/IANEHNUX JTAaHUX.

— AmHanizy ganux (couianbHu# rpadik, XpOHOIOTIs, KIIOUOBI JOKA3H).

— Tlomyky gaHuX 3a KpUTEPisMH, BKIIOYAIOUN KJIIOYOBI CIIOBA.

— BigHoBIIeHHS mapoiB A0 3amu(PpoOBaHUX PE3EPBHUX KOIIH 1 300paKeHb.

— OO0xiny 6110KyBaHHS eKpaHa Ha nonyisapHux npuctposix 3 OC Android.

BucHoBkM. 32 JOMOMOTOI0 HABEJICHOTO KOMEPUIHHOTO MPOTpaMHOTro 3a0e3redyeHHs] MOKHA
MIPOBECTH KPUMIHAJIICTUYHE JOCIIIKEHHS MPHUCTPOIO 3 omepaniiHo cucreMoro Android. SIkmio
MPUCTPIN 3aXUIICHO MapolieM, 00 OTpUMATU AaHl HEOOXiAHO OOINTH 3axuCT. Xoua iCHye pi3Hi
METOAM O0XO0Iy KOAY JIOCTYIy, HEMOXIIMBO JOCIITH IIbOrO 3a Oyab-skux oOcraBuH. Komm
NPUCTPIA CTa€ JOCTYITHUM, MOXXKHO BHOpaTh MiX JIOTIYHHM 300pOM, SIKHH 30CEpEIKYEThCS B
OCHOBHOMY Ha HEBHJAJICHUX JaHHUX, a00 OUIbII peTeNbHUM, aje TEXHIYHO CKJIAJHUM (I3MYHUM
3060pom. Toxi sik (hi3uyHE OTPUMAHHS JIaCTh OLIBIIIE JaHUX.

binbuicTe KOMEPLIMHOTrO MPOrpaMHOro 3a0e3MneyeHHs JO3BOJIsi€ BUITYYUTH Ta IpOaHali3yBaTu
OCHOBHI J1aH1 3 Tene(doHy, Taki K KOHTaKTH, )KypHaJiu BUKIHNKIB, GPS koopaunath, ¢oto/Bineo,
ICTOPIIO MOIYKY, 3araibHi (aiu.

KomepriiitHe nporpamHue 3a0e31neyeHHs K NpaBuIo HaJae OuTbll (PYHKIIIOHAY Ta MOKIMBOCTEN
10 JI0 BUJIYYEHHS Ta aHaANI3y JaHUX, HIXK MPOrpaMHe 3a0€3MeUeHHS 3 BIAKPUTHM KOJIOM.

o) OXYGEN

FORENSICS WhoWeHelp  Products~  Trainingv  Resources  Company v Get In Touch

Our

Want to learn more about our digital forensic solution or the basics of digital
forensics? Check out our resources where we cover extraction methods, how-to
videos, trends in digital forensics, new product features, and much more.

Blog Oxygen Forensic® Detective ~ Oxygen Analytic Center Oxygen Corporate Explorer

Check out our blogs where we cover Go more in-depth on our products with Check out the latest updates and Check out the latest updates and
everything from extraction methods to our blogs as they dive into how to features to Oxygen Analytic Center. features to Oxygen Corporate Explorer.
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ABSTRACT

Mobile devices are now so ubiquitous that they have revolutionized the way we do most of our activities. As a result, the
mobile device is now a huge repository of confidential and personal information about its owner.

This has led to the development of mobile forensics, which focuses on the recovery and investigation of mobile data. The
purpose of the diagnostic process is to retrieve and recover any information from a mobile device without changing the data on the
device. Over the years, digital forensics has expanded with the rapid growth of mobile devices. There are different branches of digital
forensics depending on the type of digital device, such as computer forensics, network forensics, mobile forensics, etc.

Data obtained from telephones becomes an invaluable source of evidence for investigations in criminal and civil cases. It's rare
to conduct digital forensics without using a phone.

Third-party applications are an integral part of the investigation mobile device. This requires understanding where app data is
stored on the device, what app data is stored for that platform, and which tool best helps uncover the evidence. Although some
commercial tools, such as Magnet IEF, are known for supporting application parsing, no tool is perfect, and it is nearly impossible
for tools to keep up with the frequent updates that are released for each application. The most commonly available commercial tools
analyze the most popular programs on the market. For example, when Facebook acquired WhatsApp, Cellebrite, IEF, and Oxygen
Forensics started supporting the app. This is where all programs differ.
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