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[pennoxxeHa HoBasi KiIACCU(HUKALUS METOMOB 3alIUThl UHOOPMALMH C YYETOM METOJIOB
MIPOBEPKH IIEJIOCTHOCTH IM(POBBIX CHI'HAIOB, KOTOPHIE HAa CETOAHSIIHUM J€Hb BBI3BIBAIOT
HauOONBIINK MHTEpPEC, OJHAKO HE MMEIOT CBOEro MeCTa B paMKax METOJOB M CPEICTB
3alUTHl HHPOPMAIHH.
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LEJIOCTHOCTH, METOJbl aKTUBHOM 3aluThl WH(OpMAIMK, METOIbl MACCUBHON 3allUThI
nHpopmanuu

BBenenune

[Iporiecc BHempeHUs: HOBBIX WH(MOPMAIMOHHBIX TEXHOJIOTUH BO BCE CQEpbl KUIHU
oOuiecTBa HEMBICIUM 0€3 peleHus BONPOCOB MH(OPMALKMOHHONW O€30MacHOCTH, KOTOpas
CTPYKTYPUPYETCS B COBEPIICHHO Pa3HBIX, HO CBS3aHHBIX MEXIy co0o# acmekrax [1, 2]
(puc. 1).

ColnHaTEHAA BEoennan
Hopmatueno- X Hugopuanuonnas .
S— T . SEOMOTHYeCKAR
g EcrecteenbG-
SEOHOMHYECKAS N ———
HaydHad
D unancoBan Texuuueckas

Puc. 1. Acnextsl ipo0aemMbl ”HPOPMAITMOHHON 6€30TaCHOCTH

[InpoxomacmrabHoe HCII0JIb30BaHUE BBIYUCIIUTEIIEHOM TEXHUKHU u
TEJIEKOMMYHUKALIMOHHBIX CUCTEM, IepexoJ K O0e30yMakHONW TEXHOJOTUH, YBEJINYEHHE
00beMOB 0OpabaTbiBaeMOil MH(GOPMaLlUU U PAaCHIMPEHUE Kpyra IMOJb30BaTesIeld MPUBOASIT K
KaueCTBEHHO HOBBIM BO3MOKHOCTSIM HECaHKIMOHHUPOBAHHOIO JOCTylla K pecypcaMm H
JTaHHBIM WH(GOPMAIIMOHHBIX CHCTEM, K UX BBICOKOW YS3BUMOCTH. B COBpEeMEHHBIX yCIOBHAX
BO3HHMKAeT HEOOXOJMMOCTh 3alIUThl HE TOJbKO TOCYJAapCTBEHHOW M BOEHHOW, HO H
MIPOMBIIIIJIEHHOW, KOMMepYecKoi 1 (PMHAHCOBOMW TaiiH. 3amura UHQOpPMAIH B 1IEJIOM, B TOM
yyclie 3auTa UHpOpMalMM B aBTOMAaTH3MPOBAaHHBIX CHCTEMax, CTaHOBUTCS Bce Oosee
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aKTyaJIbHOM U CJO0XHOW MNpoOJeMoM, Juid pelIeHHs KOTOpOod HeOoOXOJIMMO MOCTPOEHHE
00LIero CUCTEMHOT0 KOMIUIEKCHOTO TIOJIX0/1a K 3alUTe HH()OPMALIUH.

CoBpemMeHHasl ~ KOHLIETLIMS  KOMIUJIEKCHOM — 3alllUThl  COIJIacyeTcss C  UACSIMH,
BBICKa3aHHBIMU e1ie B 1986 1. B [3], Tie BIepBhie B OTECUECTBEHHOM NEYaTH 3aTparuBaroOTCs
BOIIPOCHI MEPCHEKTUB PA3BUTUS TEOPHUM 3alllUThl, MPUHLMIINAAIbHBIE MOJIOKEHUS KOTOPOM
chopMyIUpOBaHbl YyTh TMO3KE B [4], TI€ KOMIUIEKCHOCTh 3aIlMThl MH(POPMALUH CTPOTO
000CHOBAHHO CTABUTCSI HA IIEPBOE MECTO.

B [1, 2] npencraBieH cucTteMaTu3upoBaHHbIA 0030p COBPEMEHHOTO COCTOSIHUS U ITyTeil
pa3BUTHUSI METOJIOB M CPEJCTB 3alIUThl MHPopMauuu. Mcnonap3yemblil A 3TOTO €IMHBIM
CUCTEMHO-KOHIIENTYaJIbHbII MOJIXO0M, B paMKax KOTOPOTO IIPOBOJAUTCS BbIIECTICHUE B IPEAMET-
HOM 00J1aCTH 3alUTHl UH(DOPMALIMK TPEX UEPAPXUN: CTPYKTYPHOU, IPUUUHHO-CIIEICTBEHHOM
1 QYHKIMOHAJIBHON, pacCMaTPUBAIOIIUN U aHAJIM3UPYIOLIUN BCE 3HAYUTENIbHbIE (DAKTOPHI HE
OTJIeNbHO, a KaK CHUCTEMY, IPUBOJUT K BBIPAOOTKE COBOKYIIHOCTH B3IJISIIOB U OIICHOK JUIS
o01rero cimy4asi Ha CYITHOCThH TpoOsieM U oOmux permeHuit. OAHON U3 CHCTEMOOOPa3YIOIIUX
3aa4  sBisieTcs OOOCHOBaHHBIM BBIOOpP TpeOyemMoro YpOBHSI 3alllUThl HH(POPMAIHH,
MIOCKOJIbKY KaK 3aHMKE€HUE, TaK U 3aBbIILICHUE YPOBHS HEN30€XKHO BEAET K notepsaM. B cBs3u
C 3TUM Ype3BbIYAITHO 3HAYMMOW SIBISETCS CHCTEMaTu3alus W OOOCHOBAaHUE CO3/IaHUs
YCJIOBUH, HEOOXOIMMBIX JIJIsl ONTUMAIBHOM peaan3aiuy KOHIETINHY 3aiuThI [ 1, 2].

CurcTeMHO-KOHLENITyalbHbIA TMOAXO0J, HCIOJIb3yeMbl B [1], moay4ywsn nanbHeiinee
pa3BuUTHE B [5], I/ie BBIABUTACTCS €MHASI KOHIIETIINS 3aIllUThl, OCHOBAHHAsI Ha KOMILJIEKCHOM
MIPUMEHEHUH BCEX MMEIOIUXCSI METO/IOB U CPEJICTB, ONPEIEIAIOTCS OCHOBHBIE TPEOOBAHUS K
KOMILJIEKCHBIM CHCTEMaM 3allUThl HHPOPMAILUH, CPEIU KOTOPBIX:

" JCNOJb30BAaHUE KOMIUIEKCA MPOrPaMMHO-TEXHUYECKUX CPEACTB M OpraHu3allhoOH-
HBIX MED;

" HaJIe)KHOCTb, MPOU3BOJUTENBLHOCTh, KOHPUTYPUPYEMOCTH;

" 3KOHOMUYECKas 11eJ1ec000pa3HOCTh;

® BO3MOKHOCTb COBEPILIEHCTBOBAHMUS;

= o0ecrnieueHuEe pa3rpaHUuEHUs JOCTyna K KOH(UIEHIMaIbHOH HHPOpMAIUU C
OTBJICYEHHEM HapYUIUTENS Ha JIOXKHYI0 HHPOPMALIUIO;

" B3aMMOJICHWCTBHE C HE3AIIMIIEHHbIMU KOMIBIOTEPHBIMU CETSIMH 10 YCTAHOBJIEHHBIM
U1 3TOTO MpaBUJIaM pa3rpaHUYeHUs IOCTYIIa;

= o0ecrieueHuWEe TMPOBEACHUS ydyeTa U paccleJOoBaHUs CIy4aeB HapylIEHUs
0€30MacHOCTH UH(POPMALIK B KOMITBIOTEPHBIX CETAX U T.[.

JlanpHelilee cCOBEpIIEHCTBOBAHNE TEOPUU 3aLIUTHI OUEBHIHO CBSA3aHO C y4ETOM HOBBIX
00CTOSITENILCTB, XapaKTEPHBIX JMJIsi COBPEMEHHOIO Iepuojia pPa3BUTUS HUHPOpMaTH3ALUU
oOmiecTna:

* HaOnrofaeMble B MOCJIEAHHWE TOJbl TEHICHUMH B PAa3sBUTUU UHPOPMAIMOHHBIX
TEXHOJIOTUHN BEAYT K MOSBIEHUIO KaYECTBEHHO HOBBIX (MH(OpMaLHOHHBIX) (hopM OOpHOBI, B
TOM 4YHCJI€ U Ha MEXIOCyJIapCTBEHHOM YpoBHE. B cuiy 3T0oro Bce OOJIBILIYIO aKTyajabHOCTb
pHOOpETaeT He TOJIBKO 3alUTa HHPOPMAIUK, HO U 3alllUTAa JII0JIeH U TEXHUYECKUX (TJIaBHBIM
00pa3oM, ANIEKTPOHHBIX) CUCTEM OT pa3pylIAIOUIEro BO3ACUCTBUS HH(OpPMAaLMU, B CBS3U C
yeMm GopmupyeTcs 3aada odecredeHuss HHHOPMAITMOHHOW O€30TTaCHOCTH KaK OPraHUYeCKOu
COBOKYITHOCTH 3a/1a4 3aIlUThl HHPOPMAIMH U 3aLIUTHl OT HH(OpMALIUK;

" C caMOTro Hauaja PeryjspHOro HMCMOJIb30BaHHUS aBTOMATHU3MPOBAHHBIX TEXHOJIOTHMA
00paboTkn MHGOPMAIMU aKTyaJbHOW SIBIIAETCSA 3ajada oOecredeHus: TpeOyeMoro KadecTBa
uHpopmanuu. C Te4eHHEM BPEMEHH aKTyaJIbHOCTh JIaHHOM 3a/1a4i BO3pacTaeT, a cama 3ajaua
YCIIOKHSIETCS,

* OCHOBHO€ BHHMMAHHME Ha HOBOM JTale pa3BUTHUS TEOPUM 3alllUThl HH(OpMaLUU
JOJKHO OBITH  Y/IEJICHO COBEPIIEHCTBOBAHHIO HAy4YHO-METOJOJIOrMYecKoro Oasuca u
MHCTPYMEHTAJIbHBIX CPEJICTB, 00ECIEUNBAIOIINX PEUICHUE JII0ObIX BO3ZHUKAIOLIUX 3a/ad Ha
peryiasipHON OCHOBE.
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VYrinyOneHHoe u3ydeHue npobiieMbl COBEPIIEHCTBOBAHUS HAyYHO-METO/I0JI0IHUECKOTO
0a3uca Teopuu 3anuThl HHGOPMAIMK MPUBEJIO K BBIBOJY, YTO YK€ B HACTOAIIEE BPEMs U B
MEePCIEKTUBE pelIeHrne NpoOeM 3alluThl BHE OPraHUYECKOW CBS3M C pelieHueM Oosiee
o0mux mpobsieM (MHGOPMAIIMOHHBIX TEXHOJIOTHI, HHPOPMATH3aMK 00IIEeCTBA U T.[I.) MOXKET
MIPUBECTH K HEAICKBATHBIM PE3yIbTaTaM.

Ieanb cTaTh M MOCTAHOBKA 3a1aHU M

Jlo HemaBHEro BPEMEHM KOMILIEKCHBIE CHCTEMBl 3allUThl HH(POpManuu ObUIH
OPHEHTHPOBAHBI HA 3aIIUTY UHPOPMAINH, KOTOpasi CO3/IAETCS, PEIAKTUPYETCS U TIepeaaeTCst
HETOCPEACTBEHHO B caMoil cucteme. OHaKo, CYIIeCTBOBaHUE M (DYHKIIMOHHPOBAHUE JTIFOOOM
CHUCTEMBI HEBO3MOXHO 0€3 KOMMYHHKAIIUU C BHEIIHEH CpeIoi U APYrUMH cucTeMaMu. Takum
00pa3oM, 3alIuIIEeHHOCTh HHPOPMALIUKA B CaMO#l cucTteMe OyAeT 3aBUCETh OT JOCTOBEPHOCTH
M LEJIOCTHOCTH HWH(OpManuM, MOCTyNawme wu3BHe. [0 HemaBHEro BpPEMEHHM METO/IbI
MIPOBEPKH LIETOCTHOCTU HE ObUTH YITCHBI MPU MOCTPOCHUH KIaCCU(PUKAIIMTH METOOB 3alIUTHI
uH(popMaLnH.

L]envro maHHOM pabOTHI SIBISETCS MMOCTPOSHUE HOBOW KJIACCU(DUKAIIUYA METOJIOB 3aIUTHI
MH(pOpPMAIIUK C Y4ETOM METOJOB MPOBEPKH LETOCTHOCTH MU(PPOBBIX CUTHAJIOB.

JI1st MOCTHKEHHUS TTOCTAaBIEHHOM 1€ HEOOXOUMO PEIIUTh CISAYIONINE 3a/1a4u:

1) PaccmoTpeTs cymecTByomme KiacCu(UKaIiu METOJ0B 3alUThl HHPOPMAIINH;

2) OmnpenenuTb OCHOBaHUE JUIsl Ki1acCU(UKALUK Ha KaXJ/I0M YPOBHE;

3) [IpoBectu Ki1accupuKauo METOI0B MPOBEPKHU LETOCTHOCTH IU(PPOBBIX CUTHAJIOB.

OcHoBHAA YacTh

Jlia pemenus 3agay 3amuthl uHopmanuu (3U) cymecTByeT menblil psi METOMAOB,
KOTOpBIE, MO0 CIOCO0Y WX pealn3anuy ObUIM KIaCCU(PUIUPOBAHBI CIEAYIONIUM 00pa3oM:
OpraHu3alMOHHbIE, TEXHUYECKUE, KpunTorpadudeckue u nporpaMmmusie [1,2].

Opeanuzayuonusvie MetoAbl 3amutel uHGopMmanuu (M3U), B cBoro ouepenp, ObLIu
pasneneHbl Ha 3aKOHOJATENbHBbIC [5—7], agMUHUCTpaTHBHBIE [8] M MOpaIbHO-ITUYECKHE
METO/bl, KOTOpbI€  HallpaBJE€Hbl HA:  HCIOJIb30BAHHWE  3aKOHOJATENIbHBIX  AKTOB,
perJaMeHTUPYIOIIUX IpaBa UM O0S3aHHOCTH (U3WYECKUX M IOPUAMYECKUX JIMI, a TaKKe
rocynapctBa B oOsactu 3U; opraHusanuio COOTBETCTBYIOLIEIO peXUMa CEKPETHOCTH,
MIPOITYCKHOTO M BHYTPEHHEro peXrMa Ha oObEeKTe; CO3JaHHE W MOJJepKaHHE Ha 0OBbEeKTe
MOpaJIbHOM aTMocdepbl, B KOTOPOW HapylIEHHE perjaMEeHTUPOBAHHBIX IPaBHJI MOBEACHUS
OLICHUBAJIOCH Obl OOJILIIMHCTBOM COTPYJHUKOB PE3KO HEraTuBHO [1].

Texnuueckue METONbl BKJIIOYAIOT B ce€0sl NMPUMEHEHHE OJIIEKTPOHHBIX U JIPYIHX
ycrpoticts mist 3U [9].

B kpunmoepaghuueckux meronax ucnosb3yercs MHUPPOBaHUE U KOJUPOBAHUE IS
COKpBITUS 00pabaTbiBaeMOl U mepenaBaeMoil HMHQOpMALMK OT HECAaHKIUOHUPOBAHHOIO
noctyna [10,11].

IIpoepammmbie METONIBI UCTIONB3YIOT MIPOTPAMMHBIE CPEICTBA pa3rpaHUUYEHUs JOCTYIa
K uHopmanuu [5].

[IpencraBieHHbIe METO/IbI 3alUTHl HH(OPMALIUK HAIleJIeHbl HA COXPAHEHWE OCHOBHBIX
Kareropuid  MHPOpMAMK  —  LEJOCTHOCTH, JOCTYIHOCTH, KOH(MUICHIHAIbHOCTH,
JNOCTOBEpHOCTU. Takue MeToAbl HA30BEM METOJaMH aKMUEHOU 3allUuThl HH(QOpPMAIUU
(MA3U).

B nocnennue roapl Giaroapsi MHUPOKOMY pacipOCTPaHEHHUIO BCEBO3MOXKHBIX CPEJICTB
(OBITOBBIX M CHENMANbHBIX) (QUKCAIMU U XpaHEHUs (POTO-, BUJACO- U ayAuouH(pOpMaluu B
pacrnopsKeHUM OPraHoB JIO3HAHUSA, CIEACTBUS M CyAa 4acTO OKa3blBalOTCs Qororpadumu,
BUJICO- U ayIMO3aIIUCH, KOTOPbIE MOTYT SIBJIATHCS JI0Ka3aTeJIbCTBAMU MO YTOJIOBHOMY JIEIY.

165



E.B. Hapumanosa, E.A. Tpudonora

Bce uaie BO3HUKAIOT CIIEACTBEHHbIE CUTYallMHM, B KOTOPBIX MOSBISETCS HEOOXOIUMOCTh B
IIPOM3BOJICTBE AKCIEPTU3bI IPEIOCTABIEHHBIX MaTepraioB [12].

Jliia perienusi HOJOOHBIX 3a/1a4 MPUMEHSIOTCS APYTHe METOJbl 3allUThl UH(POPMaLUU
(M3H1), uenpto paboTel KOoTOphiX (B oTiaumume oT MA3W) sBasercs oOOCHOBaHHAs
KOHCTaTalus (pakTa HaJIM4YUs UM OTCYTCTBUSI HAPYIICHUS OJTHOM UM HECKOJIBKUX KaTeropuii
uHpopmanuy, yaiie Bcero nenoctHoctu. Hazosem ux meronamu naccuenoti 311 (MII31).

B kauecTBe OCHOBaHMSI Ha IEPBOM YPOBHE HOBOW KilacCU(UKALMU IpeiaraeTcs
WCIIONb30BaTh I1eb HCmoiab30Banuss M3U, Ha BTOpOM — cmoco® peanuzarnuu (crocod
noctxenus nenn) M3U. CxemaTudecku IpeioxKeHHas KiacCU(pUKalUs METOJ0B 3alllUThI
uH(pOopMaLUY Ipe/ICTaBIeHa Ha PUCYHKE 2.

MeTo1pl 321U THl HHPOPMAIUMK IEPBOHAYATIBHO MOXKHO KJIACCU(PUIIMPOBATH MO LETH UX
WCIIOJIb30BAHMSI HA METOJbl aKTMBHOM M NAacCUBHOM 3amuThl. Llenpr0 METOIOB aKTHBHOU
3aluThl MHGOpMALUMU SIBJIIETCS COXpaHEHUE BceX KaTeropuit mHdpopmanuu. MeToibl
MACCUBHOM 3alIUThl MHPOPMAIMH HALIEJIEHbI Ha TO, YTOObI 1aTh OTBET, OBLJIO JIM MPOU3BEIECHO
IpelHaMepPEeHHOE HapylleHUe Kakon-I1100 KaTeropuu HHGopMaIiu.

[To criocoOy peanuzamnun MA3U MoxHO Ki1accuPUIIMpPOBaTh B COOTBETCTBUU ¢ [1, 2] Ha
OpraHu3alMOHHbIE, TEXHUYECKHe, Kpuntorpaguueckue u nporpammusie. MII3U no cnocoby
UX pealu3allid MOXHO Ppa3JeIuTb Ha METOJbl HKCHEPTHOM OLEHKHU, MpPOrpaMMHO-
TEXHUYECKUE U IPOrPaMMHBIE.

Metoibl 9xcnepmHoll OEHKU UCIOJIBb3YIOT BU3YyaJbHOE MM aKyCTUYECKOE OLICHUBAHUE
uH(pOpMaLIUY CIIeNUaNUCTOM. | JTaBHBIM HEJJOCTATKOM METOJI0B AKCIEPTHOM OLIEHKH SIBIISIETCS
HaJU4He 9eI0BEYECKOTO (hakTopa.

IIpoepammno-mexnuueckue MII3  oCHOBBIBAIOTCS Ha 3HAHWU CHEIHPUICCKUX
0COOEHHOCTEHN YCTPONCTB aynno-, BUAeo- uiu (otodukcauuu U (Win) BO3AEHCTBUS KaKHUX-
1100 BHEUTHUX ()aKTOPOB Ha MPOBEACHUE 3aMHCH.

M3

MA3HU < Jlonemu —» MII3HU

ITo ciocoOy
47
peanu3aum

Texauueckue
OpraHu3aiuoHHbIe

[Iporpammusbie
Kpunrorpadpuueckue
[Iporpammusbie
[IporpamMMHO-TEXHUYECKUE
OKCIEPTHOM OIEHKH

Puc. 2. HoBas knaccuduxanus METO0B 3allUThl HH(OpMAaLUU

166



[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIFOBAHHI = 2013 = Tom 3, Ne2

IIpoepammmusie Meronpl 33U aHaNM3UPYIOT UL HUPPOBYIO (GOpMY MpeACTaBIICHUS
camoro curtHaina [13, 14], a mo3TomMy He 3aBUCIT OT TEXHUYECKUX XAPAKTEPUCTUK YCTPONCTB
WIA 4YeNoBEYeCKOro (akropa, Kak B MPOrpaMMHO-TEXHHYECKHMX METOJAX M METOAax
SKCIEPTHOIO OLICHUBAHMS.
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HOBA KJTACHU®IKAIISI METO/IIB 3AXACTY ITHOOPMAIIIT
0O.B. Hapimanoga, K.O. Tpudonosa

Opecbkuii HalllOHAJILHU MTOJITEXHIYHUH YHIBEPCHUTET,
npocr. Illeruenka, 1, Omeca, 65044, Ykpaina; e-mail: semejka@ua.fm

3ampornoHoBaHa HOBa Kiacudikallis METOIB 3aXUCTy iH(opMallii 3 ypaxyBaHHIM METOJIB
MepeBipKy IUTICHOCTI IM(QPOBUX CHTHANIB, SKi Ha CHOTOJHINIHINA JE€Hb BHKIHKAIOThH
HAKOUIBIINI 1HTEpEC, MPOTE HE MAIOTh CBOTO MICII B paMKaX METOJIB Ta 3aC00iB 3aXUCTy
iHpopmarii.

KawudoBi ciaoBa wiacudikamisi, Meroan 3axucty iHpopMalii, METOAU IepeBipKu
LUTICHOCTI, METOIM aKTHBHOTO 3axXHCTy iH(oOpMalii, METOAM IAaCHBHOIO 3aXHCTy
iHpopManii

A NEW CLLASSIFICATION OF INFORMATION PROTECTION METHODS
Olena V. Narimanova, Ekaterina A. Trifonova

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: semejka@ua.fm

A new classification of information protection methods including methods of digital signals
integrity check is proposed. The last ones today are the most popular but do not have their
place among the information protection methods.

Keywords: classification, information protection methods, methods of integrity check,
methods of active information protection, methods of passive information protection
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