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B pabore moxyumn panbHeiliee pa3BUTHE CTeraHOrpaUUecKUil METOH JBYXITAITHOT'O
JIEKOAMPOBAHUS TOTIOJHUTENBHOW HMH(GOPMALlMM, OCHOBAaHHBIA Ha pEHIEHHMH CHCTEM
JIUHEHHBIX aNreOpandyecKuX YpaBHEHHWH, pe3yJIbTaTOM KOTOPOTO CTall CTEraHOAITOpUTM
CAB-SIGN, oOecrnieunBaromuii  OJHOBPEMEHHOE peIIeHHe JBYX OCHOBHBIX 3a/ad
cTeraHorpa(uu — CKpbITOH Nepeiadn JaHHbIX U ayTeHTU(UKAIMU KOHTEHHEpa, B Ka4ecTBe
KOTOPOTO HCHONb3yeTcs I1M(ppoBoe H300paKeHUe, C COONIIOACHHUEM HaleKHOCTH
BOCHPUSITUSL ~ CTEraHocooOmmieHus .  Pa3paOoOTaHHBI ~ CTEraHOAJITOPUTM  SIBIISIETCS
YCTOWYMBBIM K BO3MYINAIOIIUM BO3JCHCTBHSAM 3a CYET OOECHEYEeHHs] Malloro 4ucIiia
00YCIIOBJIEHHOCTH 3a/laud JEKOIUPOBaHHS JIOTIOHUTENbHOW WH(OpMAIUK, SBISETCS
3¢ (QEKTUBHBIM MPU BBISBJICHUH HAPYLICHUS IIEIOCTHOCTH CTETaHOCOOOIIEHHS. AJITOPUTM
CAB-SIGN sBistercst MOJTUMHOMHAJILHBIM CTEIIEHHU IBAa.

KnarwueBbie caoBa: creraHorpaduyeckuii  anroput™, ayreHTHUKanus, udpoBoe
n300pakeHne, YUCIo 00yCIOBICHHOCTH, MaTPHIIA, CHCTEMA JIMHEWHBIX ypaBHEHHH

BBenenune

OnmHUM U3 caMbIX BaXKHBIX BOIIPOCOB, PEUIAeMBIX OONIECTBOM, Ha CETOTHSIIHUI J€HB
ABIISIETCS oOecneueHune 3amuTel nHpopManuu. B HacTOsSmui MOMEHT OOIIECTBO BCTYIAET B
MEPUOJI CBOETO Pa3BUTHSA, KOTOPBIA IO MPaBy MOXKHO Ha3BaTh MHQpOpManuoHHbM. MHDOp-
MaIysl CTAaHOBUTCS OJJHUM W3 OCHOBHBIX M CaMBIX Joporux ToBapoB [1]. B cummy storo
00JIpIIIOE BHUMAaHUE JIOJDKHO YICNSATHCS €€ 3aIUTE, B YaCTHOCTH, PEaTH3alUU TTOJIOKECHUI
3aKOHOJIATENLCTBA YKPauHbI 00 aBTOPCKOM IPaBe.

AXTyallbHOCTh TpOoOJIeMbl MH(GOPMALMOHHON OE€30MACHOCTH CTHUMYJIHUPYET CO3/IaHUE
HOBBIX aJTOPUTMOB H METOJIOB, ITO3BOJIIONIMX OCYIIECTBIATh ee 3amutry. OaHO u3
MEPCIEKTUBHBIX HAINPaBICHUN 3alIUTHl HH(MOpMAIK cHOPMUPOBAIA COBPEMEHHBIE METOIBI
creradorpaduu [2, 3]. Creranorpadusi mpenacrtaBiseT co0O0i COBOKYIMHOCTh METOJIOB,
OCHOBBIBAIOIINXCS HAa PA3IUYHBIX NPUHIUIAX, KOTOPbIE OOECIEYNBAIOT COKPHITHE CaMOTo
¢dakra cymniecTBoBaHMs KOH(UIEHIMAIbHON HH(OpMalMu B TOM WM MHOM cpese, a Takke
CPEACTB pealn3allii 3THUX METOJO0B. A MMEHHO, OpPraHM3alds CKPHITOTO KaHaua CBS3U
OCYIIECTBIISICTCS BHYTPU OTKPHITOrO KaHama: B HEKOTOPBIA KOHTEHHEP, WIM OCHOBHOE
coobmenue (OC), ocymecTBisieTcs BHEAPEHHE MONoJHUTENbHON uHbopmarmu (W) Tak,
4yTOOBI pe3y/ibTaT TaKOTo BHeApeHUs — creraHocoobmienre (CC) OblT 3pUTEIbHO HEOTINYUM
ot OC [4].

HauOosbmasi akTHBHOCTh Ha CETOJHS B HAayYHOH JEATEIHHOCTH B OOJIACTH CTETaHO-
rpaduu CBs3aHa C OrpaHUYECHUEM HUCIIOJIB30BaHUs MIHM(POBAHNUS BO MHOTHUX CTpaHaxX MUpa, B
TOM YHCJIE U B YKpauHe.

Oco0eHHOCTh cTeraHorpauyeckoro IMoJAX0Jla IO3BOJSET B paMKax TPaIULUOHHO
CYIIECTBYIOIIUX WH(MOPMAIIMOHHBIX TIOTOKOB WM WH(MOPMAIIMOHHON Cpeabl pemarb
HEKOTOpbI€ BayKHBIE 3a/1a4M 3aIIUTHl MH(OpMaLMK psiAa NPUKIaHbIX obnactei [3,4].
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OpuuM u3 3((EeKTUBHBIX pelieHui MpoOiaeMbl 3allUThl aBTOPCKOTO IpaBa, MO3BOJIA-
IOIIUX TIPOBEPUTH MpaBoobOanaTess nudpossix nzoopaxkenuii (L{N), Buaeo-, 3Byko3amnucei,
SBJIIETCS OpraHu3alus 00ecreuyeHns ayTeHTUYHOCTHU 3a CYET BHEIPEHUS IM(PPOBBIX BOASHBIX
3HakoB (1IB3) [3]. Pa3paboTtka metonoB BctpauBanue [IB3 u BctpauBanus AU ¢ nenvio ee
CKPBITOH Iepenayn o0pa3yroT JABa OCHOBHBIX HAIpPaBJIEHUS PA3BUTHS COBPEMEHHOM CTeraHo-
rpaduu, pemapmux pasHble 3ana4u. Mcxoas U3 BaXHOCTU U aKTYaJIbHOCTH PELIEHUS ATHX
3a/la4 — ayTeHTU(UKAUU M OpraHU3alluu CKPHITOW mepeaayu HH(pOpMaluH, B OTKPHITOM
MevyaTy IpeyiaraloTcsl CTEraHOAITOPUTMBI, OCYLIECTBIISIONINE X OJHOBPEMEHHOE pEelIeHHE,
OJIHAKO HMEIOIIMECS pa3pabOTKW HE JUIICHBI psA/la CYIIECTBEHHBIX HEIOCTaTKOB [5, 6],
OCTaBJIsiI AKTyaJIbHOM 3aJady pa3paOOTKU HOBBIX CTEraHOTPAa(PUUECKHUX aJIrOPUTMOB,
MO3BOJISIIOIIMX ~ OJIHOBPEMEHHO  O0ecneurMBaTh  CKpPBITYIHO  IepeAadyy  JaHHbIX U
ayTeHTU(HUKALMIO CUTHAJIa-KOHTEHepa.

]_le.]'lb HCCJICI0BAHUA U IMMOCTAHOBKA 3aJaHUA

OddextuBHOCTH NMI060TO creraHorpaduyeckoro meroga (CM) ompenensercss psaaom
XapaKTEepU3YIOIINX €ro paboTy mapaMeTpoB, Cpeid KOTOPBIX: TapaHTUPYEMOCTh 00eCIeUeHUs
HAJEKHOCTU BOCIPUATUS CTEraHocooOmieHus; ycroiunBocth CM K moMexaMm — aTakawm;
BEJIMYMHA CKPBITOI MpOIycKHOM ciocoOHocTH [3].

W3BecTHO, 4TO Ha CErOAHSIIHUN JAEHb MIPU OpPraHU3allMy KaHajla CBSI3U OYEHb LIUPOKO
UCIOJIb3YEeTCsl MeToA Moin(pUKaluu HauMeHblero 3Havamiero oura (LSB). Onnako npu ero
BECOMBIX [JOCTOMHCTBAX, TAaKUX KakK, HAlpuMep, MPOCTON peanu3aluM, 3HAYUTEIbHON
CKPBITOM MPOMYCKHOM CIIOCOOHOCTH, OH UMEET CYIIECTBEHHBIM HEIOCTATOK, HEMAJIOBAKHBIN
npu nepenade CC B kaHasle CBSI3M, CBS3aHHBIA ¢ yyBcTBUTENbHOCTHIO CC K Jro0oro poja
BO3MYIIAIONIUM BO3JIEHCTBUSAM. B cBsizu ¢ atum B [7] Obin mpemokeH CM opranuzanuu
CKPBITOH Iepeayu JaHHbIX, OCYLIECTBISIONINI IByXdTanHoe aAekoaupoBanue /M, ocHoBaH-
HbI Ha pelIeHUU CHCTEeM JUHEHHbIX anreOpanyeckux ypaBHeHuil (CJIAY), mo3BonuBIIMii
3HAYUTENIBHO YBEIMYUTh YCTOMYMBOCTH K BO3MYILAIOLIUM BO3JEHCTBHUSAM CYILECTBYIOIINX
CTEraHOAIrOPUTMOB, B YacTHOCTH, LSB, 4To Ob1JI0 000CHOBAaHO TEOPETHUYECKU U MPOBEPEHO
IpU TIOMOIIM MPEACTABUTENbHBIX BBIYUCIUTENBHBIX JKCcIepuMeHTOB. OnHako pa3paboTaH-
HBIM B [7] MeToA, SBISAACH NMPHUBJIEKATENbHBIM C TOUKH 3PEHHUS €r0 YCTOMYMBOCTU K aTakaM,
He o0ecrieurnBaeT ayTeHTU(UKALUIO CUTHATA-KOHTeHepa. B cBs3u ¢ aTum

Lenvro paboTel siBasieTcss Moaudukamus CM nByxatamHoro aekoaupoBanus AU [7] mis
o0OecrieyeHHs: OJHOBPEMEHHOIO PELIEHUSI C €ro MOMOUIBIO JBYX OCHOBHBIX 3a/lady CTEraHo-
rpaduu — CKpbITOM mepeaayu NaHHbIX U ayTeHTUukanuu OC ¢ coOnoieHneM Ha/leKHOCTH
Bocrpusitust CC.

JI1st mOCTHKEHUS 1IeTTU B paboTe PEIIaoTCs CIEAYIONINE 3a0aiu:

1) HecnOXKHOW B BBIYUCIUTEILHOM CMBICIIE OpTraHU3al[UU EPECHUIKU U I€KOIUPOBAHUS
U

2) o0ecrmeyeHus1 MaJioro 4rciia 00yCIOBICHHOCTH 3a/1auu AekoaupoBanus JU;

3) opranuszanuu obecrneuenus ayreHtupukanuun OC;

4) obecrnieuenust 3pdekTuBHOTO AcKoAupoBanus W B ciydae HapylieHUs ayTeHTHY-
HOCTH JUIsl KOHTEWHepa, B KauecTBE KOTOpPOrO BBICTYNAaeT IIPOU3BOJILHOE LHU(pPOBOE
n300paxeHue.

OcHoBHAA YacTh

B kauectBe OC paccmarpuBaercs nupetHoe (moaens RGB) IIU. CII Oyner mpoBoautcs
IyTeM BO3MYIICHUS OJHOU M3 TPEX MaTpPHII, OTBEYAIONINX KOHTCHHEPY, HAIIPUMEP, MATPHIIBI
KpPaCHOM COCTaBJIAIONICH (XOTs 3TO HE MPUHIMMIHAIBHO). O003HaYMM TTpeoOpazyemMyro 1 X m -
MaTpuIly KOHTelHepa [ .
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Creranorpaduueckoe npeodpa3oBaHrue U300pakeHus: OyaeT MMETh XapaKTep MaTpuuy-
HbIX omepauuid [8, 9], m B nmanpHedmem TpakTyercss kak Bo3Mmymenue OC. CreraHo-
COOOIllEHHE TIpU TMEPEChUIKE MOXKET IOJIBEprarbCsi Kak IpeJHAMEPEeHHBIM, TaK H
HEeIpeJHaMEPEHHbIM aTakaM, 4To (opmanusyercs B BUJE JOMOJIHUTEIbHBIX BO3MYLIAIOIINX
BO3JICHCTBUIN U MOXKET MPUBECTH K CHHKEHUIO 3 (EeKTUBHOCTH AeKkoaupoBanus 1.

Meton nepecsliku U aekoaupoBanus [V, nmpumeHseMblii B 00J1aCTH KOMIIBIOTEPHOMN
creranorpaguu, OyJeM Ha3bIBaTh YCTOMYHUBBIM, €ciau (opMupyeMoe npu rnomoiu 3toro CM
CTEraHOCOOOIEHUE SBIISETCS HEUYBCTBUTEIbHBIM (MaIOUyBCTBUTEIBHBIM) K BO3MYIIAIOLUIUM
BO3JICHCTBUSM, T.€. JEKOJUPOBAHHE MOJYYEHHOW MH(POPMALMU MPOU3BOJIUTCS aIpEcaToM C
MaJiol pe3yIbTUPYIOMIEH OMMOKOW MpPH HATWYUM BO3MYINAMOIIMX BO3JACHCTBHMU B KaHAJC
CBSI3H.

PazobbeM Marpuiy koHTeiiHepa [ Ha s§xs§-0J0KM (B YaCTHOCTH, CTaHIAPTHBIM
pa30ueHNeM MaTpHIIBl SBIISeTCS pa3OueHue Ha Onokm pasmepa 8x8 [10]). Ilyctb B —
MaTpulla MPOU3BOJBLHOTO Oyioka. Jlamee Bce mpeoOpa3oBaHUs MPOU3BOIATCA C KaXKIbIM
OJIOKOM B OTJEJbHOCTH.

B xauwectBe 11 Oymem paccmaTpuBaTh CGHOPMHUPOBAHHBIA CIIy4allHBIM 00pa3oM

. n m
OMHApHBI BEKTOP X JUIMHBI [—}x[—}, rae [0] — 1enasg 4acTb apryMeHTa, DJIEMEHTBI
s s

kotoporo X; € {—L1}. ]I MoxeT comepkaTh U MEHBIIIEE KOIHMIESCTBO IIEMEHTOB, TOT/Ia OHA
JOTIOJTHSICTCS He3HAYAIIMMH JJIEMEHTaMU 110 HY)KHOU JITHHEI.
B xaxnpnii Omox B BcrpamBaerca 1 6ut A1 — X, mocie ero mpeaBapUTENBLHOTO

KOJMPOBAHUsS, KOTOPOE OCYIIECTBIsIETCs ciaeayromuM obpasom. bury JIM x, craButcs B

B B
COOTBECTCTBHE BEKTOP X C 3JIEMECHTAMHU X ; JUIMHBI § II0 CICAYIOMIEMY IIPaBUITY:

s |L ecau x, =1, o —
x ;= , j=1s.
—1, ecru x, =-1

B o
Bekrop x° nmnpusBaH oOecneduuTh B JajbHEHIIEM MPOBEPKY ayTEHTUYHOCTU
KOHTEIHEepa, a UMEHHO, ero YacTH, OTBeUaromen 010Ky B .

Matpuue 610ka B craBuTcs B COOTBETCTBME HIDKHSS TpeyrosibHas Matpuua B ¢
aJeMeHTaMu by, i, j =1,5 , B COOTBETCTBUU C COOTHOIIECHUEM:

Lecmui=j,

0,ecrui<j, R

1, ecru (i>j)&(bjj >t) , L, j=Ls. (1)
0, ecau (i>j)&(b‘. St)

q

by =

max f,. +min f
i i T

2
st moboro Onoka B uwcxomHoi Marpunbl 1 OC HIDKHSS TPEyroJibHasi, HEBBIPOXKIACHHAS

3nech t = , Tae f; — sneMeHTsl Matpuubl £ . Martpuua B 110 nocrpoenuio

(detE =1), Xopo1Io 00yCIOBJICHHAS.

v B o
O6o3HauuM Vv — BEKTOp JUIMHBI S, OTBEYAIOIIMA BEKTOPY X , IOJy4aeMblil
CJIEIYIOLIUM 00pa3oM:

v=Bx". (2)
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BekrTop v, xak cienyet u3 (2), Oyaer uMeTh Ielible KOMIOHEHTHI OJJTHOTO 3HaKa. 3aMETHM,

o B
YTO MPH NPEANOTI0KEHUN OTCYTCTBUS OIMIMOOK MAIlIMHHON apu(PMETUKU, BEKTOP X~ SBIISETCS
TOYHBIM PELICHUE CUCTEMBI TUHEHHBIX alredpanyecKux ypaBHEHUH

Bx® =v. (3)

Bekrop v morpyxkaercs B Onok B, peanmm3ys TeM caMbIM IOTpYyXeHHE HH(opma-

nuoHHoro 6ura x; JIW. [l ero a1eMeHTOB v, , i = 1,s, u3 (2) ¢c yuetom Buia B BBITCKAeT:
vl<s, i=Ts. 4)

B ornmwuum ot [11], roe aHamorWyYHBI MaTeMaTHUYECKHH OOBEKT IMOJBEPraeTcsl TOIOJTHH-
TEJIbHBIM IPE0Opa3oBaHusAM JJisl oOecreueHus: HaJle)KHOCTH BocnpusaTus noiaydaemoro CC,
COOTHOILIEHHE (4) MO3BOJISIET OCTaBUTh C(HOPMUPOBAHHBIN B COOTBETCTBHUH C (2) BEKTOp v 0€3
npeoOpa3oBaHMii: Mbl YXOJUM OT BbIOOpa JOIOJIHUTENBHOIO MapamMeTpa m , OT KOTOPOro B
[11] 3aBucena 3¢ dekTuBHOCTS AeKoaAupoBanus M.

B mponecce CII s mepemaun mo kaHaimy cBsisu omHoro Outa x; I B marpuny B
MOTPYXKAETCSl BEKTOP V: B KaXJbIM 3J€MEHT i-0M CTpOKHM OJOKa aJAMTUBHO BCTPaMBAETCS
COOTBETCTBYIOIIEE 3HAUCHHE V;, [ =1,5.

IIpu nepecbuike CC MOXKET MOABEPraThCs BO3MYILAIOIIMM BO3JCHCTBUSM B KaHaJe
CBSI3M, AKTHBHBIM aTaKyIOIIUM JACUCTBHUSIM, YTO €CTECTBEHHBbIM OOpa3oM H3MEHHUT €ro
MaTpHilLy.

HexomupoBanue JIM angpecarom BkiatowaeT B cebst nBa dsrama aHajgorwdno [11].
Marpuna momydensoro CC pasémBaercss Ha §X s -0710KH, 0003HauaeMble mamee B°. U3
Kaxoro 6moka B Ha mepsoM stame gexoaupoBanmsi [V W3BIeKaeTcs B 0OmEM Ciydae

BO3MYIIEHHEIH BEKTOp V, 0603HauaeMblii v°, paccMaTpuBaeMblii kak npasas dacte CJIAY
(3), rne marpuna CJIAY oTBedaeT HMKHEHM TPeyrojpHOW OMHApHOI MaTpule, MOCTPOCHHOU

S —S
s onoka B® ananmormuHo (1), oO0o3Hauaemas nanee B . BwiieneHue WHPOPMAIMOHHOTO
B . B
BekTOpa Xx°,, C DIEMEHTaMu (x np )l., i=15, — NpuOIMKEHHOTO JUIsI X TMPOUCXOJUT Ha

BTOPOM JTare JEKOJWPOBaHMS MpH pemieHun HeogHoponaHoit CJIAY — B oOuiem ciyuyae
BO3MYILIEHHOM cucTeMBI (3), KOTOpasi UMEET BUI:

ESxBnp == VS . (5)

Ha »srom »srtane ocymectBiusercs npoBepka ayreHTuyHoctd L[M: B orcyrcTBumn
Bo3MyIaronux BosaencTuil Ha CC npu pemenuu CJIAY (5) g kaxaoro 6j10ka MaTpuibl
CC

(xBnp)l-Zl, z':l,_s, IR (xBnp)l-:_l, izl,_s,

YTO TOBOPUT O HEHAPYLIEHHOU LEJI0CTHOCTU KOHTeiHepa. B mporuBHom ciyyae CC Obuio
MOJBEPrHYTO  BO3MYIIAIOIIMM  BO3JCHCTBHSAM, TIPETEpPIEN0  HECAHKIMOHUPOBAHHBIC
M3MEHEHHSL.

[Tpu BBISBICHUM HAPYIICHHS IETOCTHOCTH 3a7adya JIEKOJWPOBAHUS OCTACTCS AKTyallb-
HOW BO MHOTHUX CJTydasiX, B YaCTHOCTH, €CJIH AT HapyIIeHHUs ObUIH HENpPeIHAMEPECHHBIMHU.

_S —_—

Jlyis OONBIIMHCTBA M300pa)KEHUI NPU MaJlbIX BO3MYIIEHMSIX B KaHaie cBsizu B = B.
OTnuuus 3TUX MATpPUL] MOXET OBbIThb B TEX JJIEMEHTaX, KOTOpBIE SIBISAIOTCA PE3YIbTaTOM
KOJUPOBaHUS 3JIEMEHTOB HCXOJHOW MaTpullbl U3 oOKpecTHoctu f. Takum oOpasom, c
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HE3HAYUTEJIbHBIM JOMYIICHUEM B MPEANOI0KEHUHN MaJIbIX BOSMYILEHUNH MOXHO CYUTATh, YTO
cucrema (5) oTauyaeTcss OT cucTeMbl (3) JMIIb BEKTOPOM IpaBoil yactu. B sTtom cimyuae

B
xBn,, * XB . YuuteiBas BHJ MHOKCCTBA, KOTOPOMY IIPUHAAJICIKAT 3JICMCHTEI X, 3aMCTHUM, UTO
AL OCYHICCTBJIICHUA JACKOAWPOBAHHA HAC HE CTOJIBKO HHTEPCCYIOT HEIMOCPCACTBCHHBLIC
3HA4YCHUA 5JICMCHTOB xBn,, , CKOJIbKO HMX 3HaK. OKoHYaTeJIbHEIN IIar JACKOOAUPOBAHHA OTBCUACT

dbopmyme:
(%) =sign((x®,),), i=Ts. 6)

HyxHO oTMETHTB, YTO NpH HAPYIICHHH LEIOCTHOCTH KOHTEHMHEpA AIEMEHTBI BEKTOpa

B
X" »p MOTYT HE OKa3aThbCsl paBHbIMU. B 3TOM citydae npeanaraercst out I x; monaoxuts pas-

— _
HBIM JIeMeHTy x° ,, ¢ HaumbompmmM moBTopenueM. Hampumep: ecmm Bexktop x” ., (s=38),
MOJIyYEHHBIN B pe3yiapTaTe onepaunuu (6), conepxkut anements (-1, -1, 1, 1, -1, -1, -1, -1), T0
x, =—1.

1

o B
B cnydae, korna uncno BitoueHuii -1 u 1 B x° ,, coBnazaer, To 1enecoodpa3Ho OpaTh

] B
BO BHUMAHHUC 3HAK, COOTBCTCTBYIOIIMU IMOCICIHEMY JJICMCHTY BCKTOpA X np: HPU HOTYUC-

HUU UMEHHO TOCJIETHETO AJIEMEHTa BEKTOPA MPH KOJAWPOBAHHUM, BEPOSITHEE BCETO IMOJIYYUTh
HauOOoJIbIlIee BO3MYIIEHHE, KOTOPOE Jajiee HE MEePEeKPOeTCs UIyMOM aTaKyloIero, 4ToObl He
MPUBECTH K BUAMMBIM HapyLIEHUSIM KOHTeHepa.

Bekrtop x” Oyzem HaspiBaTh sign-pemeHueM cucTeMbl (3), a HENOCPEICTBEHHYIO
peanu3anuio aropuT™Ma, uies KOToporo npeioxeHa Boime, Oynem HazpiBath CAB-SIGN.

Ucnonb3oBanue Qopmynsl (6) mnpu JEKOAUPOBAHHMM, JOIMYCKAaeT HEOIPAHUYEHHO
0OJbIIME TMOrPELIHOCTH MpHU pelieHuu (5), KOTopble MOTYyT BOOOIE HE MOBIUATH Ha

pe3ynbTaT AeKoaupoBaHus (6), T.€. HxB = X" H MOXET OBITh CKOJIb YTOJHO BEJIMKA, €CITH TPH

. B . B . I
3TOM BBITIOJIHSFOTCS YCIOBUS: szgn(x 1'): szgn((x np )1- ), i =1,s. Takum oOpa3omM, gake OUYCHb

0oJbIIME BO3MYLIEHUS MPaBOM 4YacTH CHUCTEMbl INpU (OPMUPOBAHHU V, O KOTOPBIX
TOBOPHJIOCH BBIIIE, COXPAHSAIOIIME 3HAKM 3JIEMEHTOB BEKTOpPA, MOTYT HE OTPa3UThCS Ha
pe3yJsbTaTe NeKOJUPOBAHHUS.

[Ipennoxennslit noaxoxa K pemenuto CJIIAY naeT BO3MOXKHOCTh MpPH AEKOJIMPOBAHUU
[OJIyYUTh OTBET O HAPYIIECHUU/COXPAaHEHUH LEIOCTHOCTH KOHTEWHEepa, a Takke, Kak
MIOKa3bIBAIOT PE3YJIbTAaThl BBIYMCIUTEIBHOTO SKCIEPUMEHTA, MOJIYYUTh OO0JbIION 00BeM
MPaBUJIbHO BOCCTAHOBJIEHHOM HMH(OpMaLMU Jake NpU OOJBIINX BO3MYIIEHHUSIX BXOJHBIX
JAHHBIX.

Pe3y.111,TaT1,1 BBIYUC/IUTECJIBHOIO 3KCIIEPUMEHTA.

[enbto BBIUUCIUTENBHOTO 3KCIIEPUMEHTA SIBJISIETCA [TpaKTUUecKasi MpoBepKa dPPeKTuB-
HOCTH pa3paboTaHHOTO cTeraHorpaduyecKoro MeToaa.

OpHuM U3 MoKasaresneil, HCIOJIb3yeMbIX JJIsl OLEHKU 3(PPEKTUBHOCTH METO/Ia SBJISETCS
o0beM TMpaBWIbHO BOcCTaHOBIeHHOW JIM mpu OJAMHAKOBBIX YCIOBHSIX IPOBEIEHUS
AKCIEPUMEHTA, KOTOPBIH BhIYMCISAETCS 1O hopMyJIe:

p_ Ko — Bo OHUT cexpeTHOTo COOOIICHHS, BOCCTAHOBJICHHBIX BEPHO

x100% (1)
OO1ee KoJ1 — BO OMT CEKPETHOTO COOOIICHUS

Bce BrluncnuTenbHble 3KCIEPUMEHTHI IPOBOAUINCH B cpeae MathWorks MATLAB na
200 wm3ob0paxkenmsix, coxpaneHHsix mocie CII, mpoBoaumoro CAB-SIGN, B ¢dopmare 6e3
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notepb. Bo3mymaromue BozneiictBus Ha CC MOAETUPOBAIUCH IYyTEM HAJIOKEHHUS B
MIPOCTPAHCTBEHHOM O00JIACTH Pa3IM4YHBbIX IIYMOB C pa3IU4YHbIMU MapameTpamu (Tadm. ).
Hapymenune nenoctHoctn CC B poBEICHHOM dKcriepuMenTe 0bu1o 3aduxcupoano B 100%
ciydaeB, 4To TroBOpUT 00 »3ddexruBHocTu wucnosns3oBanuss CAB-SIGN ¢ nensio
ayreHTu¢ukanuu OC.

Tao6auua 1.
3aBUCUMOCTb 00bEMa MPaBUIILHO JIEKOAUPOBAHHON MHPOpMaAK P OT ypOBHS LIyMa,

HAJIO’)KEHHOTO Ha CTEraHOCOOOIIeHNE

Mym CpenHexBaapaTuaHOE P (%), npu HaNOXKEHUU TITyMa
OTKJIOHEHUE O Ha BCE Ha KpPacHYIO
n300paxeHue COCTaBJISIOLLYIO

M300pakeHUs
I"ayccoBckuit 0.01 68 62
0.001 82 71
0.0001 96 94
0.00001 99.9 98
MynbTHINTMKaTUBHBIN 0.01 87 87
0.001 95 96
0.0001 98 98
0.00001 99.9 99
IlyaccoHOBCKMI 90 89

[Ipouecc CII wmerogom CAB-SIGN He HapymaeT HaJIeKHOCTb BOCIPUATHUS

nosyueHHoro CC, B 0TJIMYHE OT IpoLiecca HAJOKEHUS aJAMTUBHOTO TayCCOBCKOTO LIyMa CO
cpenHekBagpaTuyHbIM oTkiIoHeHHeM Oosiee 0.0001 (puc. 1), KOTOpHBIA, OAHAKO, COXpaHSET
BBICOKYIO 3(dexkTuBHOCTS nexkomupoBanus AW (tabn. 1). PesynpTaThl ompenensinch Kak
cpennee apupmernaeckoe aist 200 Tectupyembix LI s kaxkmporo mapamerpa mryma.

PaccmoTpuM moapoOHO Bompoc BeIOOpa pasmepa Omoka B. U3 (4) ciemyer, dro
HauOOJbpIIME 1O  MOAYJIIO  3HAYEHUS  DJIEMEHTOB  BEKTOpa Vv, paBHbl  §.
VYMmeHblIeHHE/yBeIMUEHUE pa3Mepa OloKa TMpUBENET K  yYMEHbIIEHUIO/YBEIUUYEHHUIO
Bo3mymienus nukcened [[M-konreitnepa B mpomecce CII. Uem OGosbmie pasmep Osioka, Ha
KoTopblii pa3zbuBaercss marpuna OC, Tem Oojbllie 3Ta MaTpulia MOJIYYUT BO3MYILEHHUE B
npouecce norpyxenus W, uTo, Bo-nepBbIX, NPUBEAET K YMEHBIICHUIO YyBCTBUTEIbLHOCTH
CC K BO3MYIIAIOIKUM BO3JIEHCTBUSAM, UTO SBJISETCS MOJIOKUTEIbHBIM (AKTOPOM (CM. puc. 3,
4), HO, BO-BTOPBIX, MOKET IMpPHUBECTH K HapylleHUI0 HajaexxHocTu Bocrpusitusi CC, a B-
TPEThUX, YMEHBIIIHAT CKPBITYIO MIPOITYCKHYIO CIIOCOOHOCTH OpraHu3yeMoro
cTeraHorpau4eckoro KaHajaa CBS3H.

3amMeTuM, dYTO HE IEJIeCO00pa3HO HCIOJIb30BaTh OJIOKH, M KOTOpPhIX §<4.
HeiictButensHo, B 3TOM ciydae, ¢ ydetroMm (4), CII npuBemer K HE3HAUUTEIbHBIM
Bo3mymieHusM matpuilel OC, pesympratom dero craner CC, 4yBCTBUTENIBHOE K JIFOOBIM
BO3MYIIAOIINM BO3JEHCTBUSIM.

Kak crnenyer u3 pe3ynbTaToB BBIUUCIUTEIBLHOTO dKcrepuMeHTta (puc. 3, 4), nHaubosee
MPEANOYTUTENbHBIM C TOUYKHU 3peHust ycronuuBocTu siBisiercs CAB-SIGN, ucnonb3yronimit
omoku pasmepa 16x16. OmHako HCMOIB30BAHME TaKWX OJIOKOB MOXKET MPHUBECTH K
HapylieHuo HajaexHoctu Boctpusitus CC, a Takke yMEHbIIAeT B 4eTbipe (IIeCTHAIaTh)
pa3a CKpBITYIO MPOIYCKHYIO CIOCOOHOCTh OPraHM3yeMOro KaHajla CBSI3H, IO CPaBHEHHIO C
8x8- (4x4-) 6nokamu. B Toxke BpeMs 00beM P BEpHO JIEKOJMPOBaHHO# MH(OpMALUU B
ciydqae 16x16-0610k0OB HE3HAUUTENBHO OTJIMYAETCs OT 3HaueHuss P 1pu BbIOOpe OJioka
pasmepom 8x8. Takum oOpazom, miss CAB-SIGN pexkoMeHIyeTcsi MCIOIb30BaTh OJIOKH
CTaHJIaPTHOIO pa30ueHus - 8§ x§.
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r A

Puc. 1. U3o0paxenue Image u ero mpeoOpasoBanms myrem BHeapeHus I u HamoxeHus
aJTUTUBHOTO TayCCOBCKOIO IIyMa C HYJEBBIM MAaTOXHUIA€M U Pa3IMYHBIMU 3HAYCHUSMHU
CPEIHEKBAIPATUIHOTO OTKIOHEeHHS o : a — ucxoxnoe L[U; 6 — CC; B — 0=0.01; v —
0 =0.001; 1— o =0.0001
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100
95
90
83
80
73
70
65
60
55

50 T T T T L
a 0,002 0,004 0,006 0,008 0,01

Puc. 3. 3aBucumocts 00beMa 1€KOMPOBAHHON HH(OPMALIUK OT MapaMeTpa HaK/IabIBaEMOI0
Ha CC aguTHBHOTO TayCCOBCKOTO IIyMa IPHU Pa3IMYHBIX pa3Mepax Ojoka MaTpuisl: 1 —
s=4;2—-5=8;3-5=16

a 0,002 0,004 0,006 0,008 0,01

Puc. 4. 3aBucumocts 00beMa 1€KOJMPOBAHHON HH(OPMALIUK OT MapaMeTpa HaK/IabIBaEMOIr0
Ha CC MyIbTUIUIMKATUBHOIO IlIyMa IIPU pa3JIMYHBIX pazMepax Ojoka Matpuibl: 1 — s =4; 2
—-5=8;3-s5=16

3akjaueHue

B pabore mnpemnoxena moaudukamus CM nByxstamHoro aexkomaupoBanus U,
ocHoBaHHOoro Ha pemenun CJIAY, oOecneunBaromiasi OJHOBPEMEHHOE pEILIEHUE IBYX
OCHOBHBIX 3ajJjau cTeraHorpaguu — CKpBITOM Iepeladdl JaHHBIX M ayTEeHTH(QHUKAUU
KOHTeHHepa ¢ cobmoienneM HaaexHoctu Bocupusarus CC.
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Pazpaborannsiit  creranoanroputM  CAB-SIGN  sBnsiercs  yCTOWYMBBIM K
BO3MYILAIOIMM BO3JEHCTBUSAM 3a CYET OOECleYeHHs] Majoro 4Yucia OO0YCIOBIEHHOCTH
3amaun nexkoaupoBanus M. O0bem BoccraHoBieHHON (M B ycClIOBHSIX HaJlOXKEHHs LIyMa
coctaBusl P >90% npu o <0.001 mist agAUTUBHOTO TayCCOBCKOTO U MYJIbTUIIJIMKATUBHOTO
IIYMOB, 4TO FOBOPUT O BbicOKOH 3 pexkTuBHOCTH CAB-SIGN.

[Ipu mapymennn nenoctHoctn CC, chopmupoBanHoro CAB-SIGN, sTo HapymieHue
06110 BeIsIBIICHO B 100% citydaes.

2
BoruncnuTenbHas ClI0XKHOCTh Pa3pabOTAHHOTO alropuUTMa ONpEeNeNseTcs Kak Q(n )

JUTSL 11X 1 -MaTPHUIIbI KOHTEHHEPA.
Bce BolleckazanHO€ 1MO3BOJISIET YTBEPKAATh, YTO 11€JIb Pa0OTHI JOCTUTHYTA.
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CTETAHOTI'PA®IYHUM METO/ IBOETAITHOI'O JJEKOAYBAHHSI, 11O 3ABE3NEYY€E
AYTEHTU®IKAIIIO KOHTEMHEPA

A.A. Koboszesa, M.O. Kosina

Opecbkuii HalllOHAJILHU MTOJITEXHIYHUH YHIBEPCHUTET,
npocr. Illeruenka, 1, Oneca, 65044, Ykpaina; e-mail: alla_kobozeva@ukr.net

Y poGoTi OTpuMaB NOAANBUIMN PO3BUTOK CTeraHorpagiuHuii METoJ| JBOETAITHOIO
JIEKOTyBaHHSA JIONATKOBOI iH(OpMaIlii, 3aCHOBaHMN Ha pIIMICHHI CHCTEM JIiHIHHHX
anreOpaiyHUX pIBHSIHB, PE3yJAbTaTOM sIKOro craB creranoanroput™ CAB-SIGN, 1o
3a0e3neuye OJHOYACHE DIllIEHHS JBOX OCHOBHMX 3ajlad creraHorpadii — IpUXOBaHOI
nepenayi JaHUX 1 aBTeHTH(DIKAIIT KOHTEHEepa, Y SKOCTI SIKOTO BUKOPUCTOBYETHCS LH(poBe
300pakeHHs, 3 JOTPUMAaHHSAM  HAIIHHOCTI  CHPUHHATTS  CTEraHOINOBiIOMIICHHS.
Po3pobnennit creraHoanropuT™M € CTIHKUM A0 30ypHHX JiH 32 paXxyHOK 3a0e3IedyeHHs
MaJIoro uuciaa 00yMOBJICHOCTI 3a/1a4i JeKOyBaHHsI JONAaTKOBOI iH(popMaii, € ehpeKTUBHIM
NIpY BUSIBJICHHI TOpYIIEHHS ITicHOCTI creraHomnoBigomieHnsi. AnroputM CAB-SIGN e
TIOTIHOMIaJIbHUM CTYIICHS JBa.

Karwudosi cioBa: creraHorpadiynuii anroput™, aBTeHTHQIKAIis, H(POBE 300paXKeHHs,
YKCII0 00YMOBJICHOCTI, MaTPHIIS, CUCTEMA JIiHIHUX piBHSIHB

THE STEGANOGRAPHIC METHOD WITH A TWO-STAGE DECODING WHICH PROVIDS
AUTHENTIFICATION THE CONTAINER

Alla A. Kobozeva, Mariya A. Kozina

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: alla_kobozeva@ukr.net

The steganographic method with a two-stage decoding of additional information, based on
the decision of the systems of linear algebraic equalizations, the result of which has become
steganoalgorithm SAB-SIGN, providing at the same time the decision for two basic tasks of
steganography — the hidden data of communication and authentification the container as
digital image, with the observance of reliability perception of steganomessage, has got
further development in this article. Steganoalgorithm which was developed is steady to
revolting influences due to providing a small number of conditionality of the task with
decoding the additional information, is effective at the exposure of violation integrity of the
steganomessage. An algorithm of SAB-SIGN is polynomial with second degree.
Keywords: steganographic algorithm, authentication, digital image, number of
conditionality, matrix, system of linear equalizations
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