[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIKOBAHHI = 2013 = Tom 3, Ne4

Mathematics Subject Classification (2010) 94A60 Informatics and Mathematical Methods in Simulation
Vol. 3 (2013), No. 4, pp. 323-330

A TECHNIQUE TO ESTIMATE A STEGANOGRAPHIC
CAPACITY OF A STEGO CHANNEL FORMED WITH LSB
MODIFICATION APPROACH

Ivan 1. Bobok

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: onu_metal@ukr.net

A polynomial technique for estimating a steganographic capacity (SC) of a stego channel
formed with least-significant-bit (LSB) modification approach was developed within the
framework of steganalysis efficiency-improvement job based on general approach to
analysis of the status and performance of information systems. Digital images of lossy
compression formats were used as cover objects. The technique developed is important to
implement decoding of additional data embedded in a cover object. With respect to stego
transformation with LSB approach, a relationship between the rate-of-change of smallest
singular values of image blocks (i.e., submatrices) and SC value was established. It was
empirically established that the absolute error of SC obtained by the developed technique is
essentially independent of its true value, but dependent on the number of stego messages
(images) subjected to analysis.
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Introduction

The state-of-art steganography, recent scientific activity in this area, and publications of
some results in open-access sources have boosted the chance of various anti-state and terrorist
structures to implement the new developments. Therefore, the issues related to increase in
efficacy of steganalysis are of supreme importance [1, 2].

The main problems of steganalysis are:

= Detection of steganographically embedded data, and, if detected;

= Decoding the data embedded inside a cover object.

Currently, the first of these two problems remains the most important, and, when
developing the techniques to solve it, a special attention is given to minimization of type-I
errors [3].

Today, when organizing a stego communication channel, the most widely used
approach is that of LSB modification [1]. However, in current use, it involves some
specificity as follows: embedding additional data (AD) in a cover object is often implemented
with a low steganographic capacity (SC) [1, 2], thus hampering detection of AD with
steganalysis algorithms.

In [4], the author presented a steganalysis technique to detect the embedded data
produced with LSB approach, that technique being efficient also for low SC. Digital images
(D) of lossy compression formats were used as cover objects. The basic idea of the technique
developed based on general approach to analysis of the status and performance of information
systems [4] involves estimating the rate-of- change of two smallest singular values (SVs) of
blocks (submatrices) of DI under test, these smallest SVs obtained as a result of standard
decomposition [5]. The conclusion of the presence or absence of embedded AD is made after
comparison of the argument of the histogram of angular factors interpolating the 7™ and 8"
SVs of all DI blocks in which the global histogram maximum is achieved, with an
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experimentally set threshold value. Such use of the technique ensures effective detection of
the result of stego embedding with LSB approach [3]; however, to perform decoding
operations, it is important to estimate the SC value of a stego channel used for transfer of Al.

Therefore, development of a technique to estimate a steganographic capacity of a least-
significant-bit approach with the performed stego transformation is deemed appropriate for
organization of steganalysis process.

Aim of the Work and Problem Setting-up

The aim of the research is to develop a technique to estimate a steganographic capacity
of a stego channel formed with least-significant-bit (LSB) modification approach based on the
earlier developed steganalysis technique, by estimating the rate-of-change of two smallest
SVs of DI blocks obtained with standard DI matrix decomposition. To accomplish the
purpose, the following problems are to be solved:

= Establishing qualititative features of SVs of stego message (SM) blocks with increase
m SC value;

= Establishing quantitative features of SVs of stego message (SM) blocks with increase
m SC value;

= Ensuring a low computational complexity for the technique developed to estimate a
steganographic capacity of stego communication channel, and

= Guaranteeing efficient work of the technique developed regardless of the real value
of SC when embedding Al with the LSB approach.

Main Body

Let us review characteristic features of changes for the smallest SVs of blocks of lossy
compressed (LC) cover objects (digital images) within the process of stego transformation
(ST).

Comparison of properties of SVs of blocks of lossy and lossless compressed cover
objects makes it possible to foresee the behaviour pattern of properties of SVs of blocks (i.e.,
submatrices) of LC cover objects within the course of ST. Presence of non-zero SVs within
the submatrix is indicative of the submatrix degeneracy (linear dependence of its row vectors
(column vectors)). If the smallest SVs are non-zero, but close to zero (as it is often observed
in the DI fully restored after compression), the submatrix, being not degenerative, but badly
conditioned, contains row (or column) vectors that are close to being linear dependent, e.g.,
the angle between some row (or column) vectors can be not equal, but close to zero. Any
disturbance (in particular, ST), will change these angles in some way. However, apparently,
the possibility that the angle will become equal to zero, thus leading to the increase in the
number of zero SVs, is much lower than that the angle would remain non-zero after
disturbance. Besides, due to specificity of the problem concerned, all row (or column) vectors
of 8x8 blocks are geometrically located in the first coordinate orthant of R®vector space,
and, in the main, no disturbance can lead them beyond the limits of this orthant. Therefore, if
the close-to-zero angle between row (or column) vectors of the matrix is disturbed, the
possibility of increase in value of the angle is higher, than that of decrease. In order to test the
proposed hypothesis, we performed a computing experiment involving 250 JPEG DlIs. The
experiment was performed as follows. Each DI was decomposed into 8x8 blocks in a

standard way. Block columns were normalized. For each normalized B block, an 8x8 B
matrix was calculated with b, i, Jj =1,8 elements equal to the scalar product of i™ and ;™
columns of B matrix (i.e., cosine of the angle between i™ and jth columns). Blocks, where
corresponding B matrix contained close-to-one (>0.999) elements, were marked, and their
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total number for the each DI was counted. Furthermore, in marked blocks, the indices of
close-to-linearly-dependent columns were saved. With the noise (Gaussian noise with zero
expectation value and different variances) superimposed on the image, the matrix was
decomposed into blocks again, and the whole above-mentioned procedure was repeated for

them. The experiment results showed the following. The number of blocks for which B
matrix contained close-to-one elements did not increase in 83% of DIs tested. At the stage of

verification of the marked blocks, non-increase of the corresponding B elements (increase of
the angle between column vectors of B) was registered in 93% of all close-to-linear-
dependent columns found at the first stage.

The experiment, in case of disturbance, confirmed an increase in the degree of non-
singularity of the corresponding block for DI of lossy-compressed format (LCF), decrease of
its condition number, increase of deviation-from-zero value for the smallest SVs of the block,
thus confirming that, as a result of ST, a block of LC cover object will be «losing» LCF
properties of SVs, and «acquiring» those of lossless-compressed format (LLCF) [6].

Therefore, qualitative results of ST of LC cover objects with LSB approach will be as
follows:

= Decrease in the quantity of non-zero SVs in blocks compared to LC cover-object
blocks, and, the higher is SC of the organized stego channel, the greater will be this decrease,
and,

= With the increase of SC, the behavior pattern of SVs of SS blocks will be more and
more «matching» to that of SVs for lossless-compressed DI; in particular, for the majority of
blocks, the rate of change for the smallest SVs will increase.

Thus, increase in the rate-of-change of the lowest SVs for the overwhelming majority of
image submatrices comparing with the corresponding characteristic of LC cover object states
that the ST procedure has been held, and the rate-of-change of the lowest SVs itself appears to
be that very characteristic of disturbance of image parameters that allows not only to
determine the presence of ST [3, 4, 6] results, but also to estimate the SC value.

Let us perform a detailed analysis of the parameters of stego message vs. the value of
SC of a channel.

As it follows from above, ST will result in a decrease in number of degenerated blocks
when compared to that of LC cover object, and, the higher is SC, the greater will be the
number of degenerated blocks [7]. Using estimation of the number of non-degenerated DI
blocks as a basis for conclusion on the presence/absence of Al in DI in actual practice causes
difficulties due to availability of a vast number of LC cover objects with =100% percentage of
the blocks not involving zero SVs. This results in great computational complexity in obtaining
a threshold value of this number in order to separate the cover image from SM.

Let us review a relationship between the average rate-of-change for the smallest SVs of
DI matrix blocks and SC. This relationship is reflected by the plot built according to the
results of the computing experiment performed in MathWorks MATLAB environment with
500 DIs from the NRCS database [8], the latter being traditional one to test algorithms dealing
with images; here the lowest SC was 1/20 bit per pixel (or 5%) (Fig. 1).

The results obtained fully quantitatively confirm the qualitative statement that, with the
increase in SC, the behavior of SVs of blocks belonging to SM «tends to» match to that of
SVs of lossless-compressed DI. This fact is reflected in strictly monotomic increase of the
rate-of-change of smallest SVs with the increase of SC, and the average rate-of-change V' vs.
steganographic capacity S characteristic is practically linear (Figure 1) and can be
approximated by the following relationship:

V ~0.004- S +0.346. (1)

This fact provides a possibility in principle for the following:
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= Estimating quantitatively the average rate-of-change for the arbitrary SC within 5 to
100% range based on the plot obtained, and

= Estimating the SC value from average rate-of-change of the smallest SVs of the
blocks, when developing SM with LSB approach, thus increasing efficiency of Al decoding
(if required).

The results received can have practical importance when not one, but a set of DIs
received during stego channel work with maintained SC undergo steganalysis. That is the
basis for the SPS technique used to estimate SC of the stego channel organized with the help
of LSB approach. The main steps are as follows:
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Fig. 1. Average rate-of-change of the smallest SVs of SM blocks vs. SC characteristic: 1 —
interpolation spline of degree 1; 2 — linear approximation

Let F,, i=1,n be the matrices of DIs under analysis, received from the same stego
channel (it is supposed that stego messages were formed with the same SC).
Step 1. Decompose matrices F,, i =1,n of digital images under analysis into 8x8§

1

blocks (sumbatrices) B;, j =1,N , where N is the total number of the blocks obtained.

Step 2. For each of thus B, j= 1, N submatrices obtained:
2.1. Determine the set of singular values as follows: o, >...> 0'8(‘i '>0;

2.2. For 0'7(‘i ), 0'8(‘i ) determine angular factor k) of interpolating polynomial of degree
1.

Step 3. Determine V', the average rate-of-change of the smallest SVs of SM blocks of
DIs under analysis:
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N

zk(.i)
V= J=1 . (2)
N b

Step 4. Estimate the SC value in accordance with (1) and using the result of (2):

_V-0.346

0.004 ®)

The value of SC obtained in step 4 with formula (3) is approximate. Let us perform a
computational experiment to test the technique developed. For this purpose, let us form an /
set of DIs (cover objects) from 500 images taken from NCRS base. With this done, let us use

LSB approach to form 1,, 1,, I,, 1,, I, sets by stego transformation of the images from /
set with steganographic capacity equal to 10, 30, 50, 70, and 90%, respectively. In order to
determine the steganographic capacity used during the development of stego messages
incorporated ito proper sets, let us subject each of 1, 1,, I, I,, I sets to analysis with

SPS method. The test results are given in Table 1.

Table 1.
Results of tests of SPS method
The set under test I, I, A I, I
True value of SC (%) 10 30 50 70 90
for complete
set (500 DIs) 5/5 33/3 55/5 72/2 86/4
SC value {ZB S“Si:)t 713 34/4 56/6 73/3 86/4
obtained/absolute
error (%) {‘3’5 S“]gise)t 5/ 35/5 55/5 76/6 84/6
for subset
(200 DIs) 4/6 37/7 57/7 78/8 81/9
Average error value 4.75 4.75 5.5 4.75 5.5

As our computational experiment shows, when estimating steganographic capacity with
SPS technique, the average of A (absolute error) practically does not depend on the true
value of SC (including small SC values), but depends on K number of digital images
subjected to analysis: the average of A (absolute error) denoted hereinafter by Ag, is
increased with decrease in K (Fig. 2), which is natural if one takes into account the way in
which relationship (1) was obtained.
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Fig. 2. Average absolute value of steganographic capacity determined with SPS method vs.
Number of digital images subjected to analysis

Note. The computational complexity of SPS technique developed to estimate SC of the stego
channel by analysis of a set comprising K number of nxn-pixel digital images (with this
channel organized by means of LSB modification approach) is determined by a number of
blocks (i.e., submatrices) obtained by standard matrix decomposition. When it concerns one

digital image, the computational complexity equals to Q(nz). Therefore, the resultant

computational complexity of SPS technique is determined as K - Q(nz).

Conclusions

In this work, a polynomial (of degree 2) technique for estimating a steganographic
capacity of a stego channel formed with LSB approach was developed based on general
approach to analysis of the status and performance of information systems. Digital images of
lossy compression formats were used as cover objects.

During the performance of this work:

1) It was established that strictly monotomic increase of the rate-of-change of smallest
singular values with the increase of SC is the qualititative feature of the two smallest singular
values of blocks (i.e., submatrices) of a digital image. This fact supports the following
hypothesis: with the increase of SC, the behavior pattern of SVs of SS blocks will be more
and more «matching» to that of SVs for lossless-compressed DI.

2) With respect to stego transformation with LSB approach, a quantitative
correspondence relationship between the rate-of-change of smallest singular values of digital
image blocks (i.e., submatrices) and SC value was established.

3) It was empirically established that the absolute error of SC obtained by SPS
technique is essentially independent of its true value, but dependent on the number of stego
messages subjected to analysis.
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METO/I OIIIHKH BEJIMYUHU IMTPUXOBAHOI HPQHYCKHOi CITPOMOKHOCTI KAHAJTY,
C®OPMOBAHOTI'O METOJIOM MOJU®IKALIl HAMMEHIIIOI'O 3HAUYIIIOI'O BITA

1.I. Bobok

Opecbkuii HalllOHAJIBHU MTOJITEXHIYHUH YHIBEPCHUTET,
npocr. Illeruenka, 1, Onmeca, 65044, Ykpaina; e-mail: onu_metal@ukr.net

VY paMkax MiJBHIICHHSA €(pEKTUBHOCTI CTETaHOAHAJI3y Ha OCHOBI 3araJIbHOIO MiAXOIY 110
aHayi3y craHy W TexHomorii (yHKIIOHYBaHHS iH(QOpMaLifHUX CHUCTEM pO3pOOJIEHUI
TIOJIHOMIaJIbHUI METOJI OI[IHKH BEJMYMHU MPUXOBaHOI MpomyckHoi cnpoMokHocti (ITTIC)
KaHaJTy 3B’S3Ky, OpPraHi30BaHOI'O0 3a JOINOMOrOK MeTony Monaudikallii HaiMEHIIOro
3Hauymoro Oita (LSB-merony). Sk KOHTelHepHM BHKOPUCTOBYBAaJUCS LHU(POBI
300pakeHHs Y opMmartax i3 BTpaTaMu. Po3poOcHHI METO € BaXKIMBHM IIPU OpraHizarlii
JIleKoAyBaHHsT BOyJOBaHOI B KOHTeHHep nomatkoBoi iHdopmamii. OTpumanuii 3akoH
KIUJIbKICHOI 3aJIe)KHOCTI CEpe[HbOI IIBUIKOCTI 3MIHHM HAaWMEHIINX CUHTYJISPHHX YHCEI
6mokiB MaTpuni 300paxxenHs Bix BenuunHu [1I1C npu opranizanii cTeraHonepeTBOpeHHs
LSB-meromoM. EMmipHuHO BCTAHOBICHO, MO0 aOCOJIOTHA IOXHOKA OIEP)KYyBaHOTO
po3pobiienum MerooM 3HadeHHs [1T1C npakTHYHO HE 3aJI€KUTh Bij ii AifiCHOr0 3HAYCHHS,
a BU3HAYAETHCS KUTBKICTIO 300pakeHb-CTEraHOMOBIIOMJIEHD, 10 aHATI3YIOThCSL.

KarwudoBi cioBa: creranoaHaiiz, IMpUXOBaHA MPOITYCKHA CIPOMOXKHICTh, CHHTYIISIPHI
yucna, nuppoBe 300pakeHHs, MATPHULIS

METO/] OIIEHKH BEJIMUMHBI CKPBITOM ITPOITYCKHOM CIIOCOBHOCTHU KAHAJIA,
COPOPMUPOBAHHOI'O METOAOM MOJNPUKALINN HAUMEHBIIEI'O 3BHAYAIIEI'O BUTA

N.N. Bobok

Opnecckuii HAIMOHAIBHBIN MOJUTEXHUYECKUN YHUBEPCUTET,
npocr. [lesuenko, 1, Oxecca, 65044, Ykpauna; e-mail: onu_metal@ukr.net

B pamkax moBeiieHuss 3(QEKTUBHOCTH CTEraHOAHAJIM3a HAa OCHOBE OOIIEro momxona K
aHaJM3y COCTOSHUS W TEXHOJOrMW (PYHKIMOHMPOBaHMS WH()OPMAIMOHHBIX CHCTEM
pa3paboTaH TOJMHOMUAIBHBI METOA OLECHKHM BEIMYMHBI CKPBITOH IPOIYCKHOM
cnocobHoctH (CIIC) kaHana CBsI3U, OPraHU30BAaHHOTO MPH MTOMOIIU METOAa MOAUGUKAIIU
HauMeHbIIero 3Hayvamniero outa (LSB-MeTona). B kauecTBe KOHTCHHEPOB HCIIOIB30BAIUCH
uudpoBsle u300paxkeHUs B QopMaTax € IMOTepsSMH. Pa3paOoTaHHBIA METOH SBISETCS
Ba)XHBIM TIPH OpPTaHHM3allMH JEKOJMPOBAHMS BHEIAPEHHOW B KOHTEWHEP IONOJHUTENbHON
nHdopmanmu. IlomyueH 3aKOH KOJWYECTBEHHOH 3aBHCHMOCTH CpEOHEH CKOPOCTH
W3MEHEHHs] HaWMEHBIIUX CHUHTYJISPHBIX 4YHCENT OJIOKOB MaTpUIbl H300pa)KeHHs OT
BenmunHbl CIIC npu opranu3aimu creraHonpeodpasosanus LSB-meTonom. DMmpuyeckn
YCTaHOBJIEHO, YTO a0COJIIOTHAs MOTPEIIHOCTh IOJy4aeMOro pa3paboTaHHBIM METOIOM
3naueHusi CIIC mpakThyecku He 3aBUCUT OT €€ MCTHHHOTO 3HAYEHUS, a OIpeelsercs
KOJIMYECTBOM H300paKeHUI-CTeraHoCco00IIeHHH, KOTOPBIE TOJIBEPTalOTCs aHAU3Y.
KnaroueBble ciioBa: creraHoaHajus, CKpbITas NMPOIYCKHAs CIIOCOOHOCTb, CHHTYJISIPHBIE
yucna, nuppoBoe N300paKeHne, MaTpULA
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4) It was established that the absolute error of result obtained by SPS technique is
dependent on the K number of stego messages obtained with the same SC and subjected to
analysis: the more is K number, the less is the error of estimated SC.
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