[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIFOBAHHI = 2014 = Tom 4, Nel

YJIK 004.056.5: 518: 512.624.3 Informatics and Mathematical Methods in Simulation
Vol. 4 (2014), No. 1, pp. 44-49

SINGULAR VALUES DECOMPOSITION AS A TOOL
ENHANCING THE EFFICIENCY OF STEGANOGRAPHIC
ALGORITHM

M.A. Melnyk

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: ritochek@yandex.ua

A technique for singular value decomposition of blocks of a cover matrix was improved to
enhance the efficiency of decoding the additional information by a “robust to compression
attacks” steganographic algorithm which has been developed earlier by the author. The
proposed algorithm design ensures reliability of perception of the image. The results of
computational experiment are presented to confirm the decrease in sensitivity of the formed
stego message to computational error.

Keywords: steganographic algorithm, singular values decomposition, computational error,
robustness against lossy compression, matrix

Introduction

In her earlier work [1], the author has proposed 42, a “robust against lossy
compression, in particular, with significant coefficients” steganographic algorithm based on
perturbations of singular vectors (SNVC) corresponding to maximum singular values (SNVL)
of blocks of a cover matrix obtained by standard decomposition [2]. It was established that the
main disturbing impact for the stego message (SM) obtained with the help of 42 and affecting
the decoding of auxiliary information (Al; otherwise called secret message) is caused not by
compression but by rounding operations involved in generation of the SM. Let us assume that

B is an 8x8 block (submatrix) of a cover matrix, B is a result of embedding Al in B, B is

a SM block that corresponds to B. In the general case B B. This is due to the rounding of

values of B elements to integers within 0 to 255 range during generation of the SM. It is the
computational error that is mostly responsible for errors when decoding Al with the 42
algorithm [1].

In her earlier work [3], the author has proposed a technique to reduce the influence of
rounding errors on the robustness of the 42 algorithm. Let us assume that o, >...> 0, 20 are
singular values (SVs) of an arbitrary B block. The technique involves what is called a
singular value decomposition (SVD). Given the fact that post-stego-transformation rounding-
off operations disturb mostly the SNVCs corresponding to the smallest SNVLs [4] due to low
separateness of these SNVLs (here, by separateness svdgap(i,B) of SNVL o, of B matrix

we understand svdgap(i, B) = min ‘aj (B)- al.(B)‘ [5]), the reduction in the sensitivity of such
i#j

SNVCs (and, therefore, that of a stego message in total) was obtained through artificial
increase in the separateness of o,,0,,0, by changing them to

os—h,o0,—2h,0,-3h, (1)
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where h=(o,—-0,)/3 did not affect the reliability of image perception. However, the

results of testing the modified A2 algorithm [3] have shown that the value of influence of
rounding-off operations on the efficiency of decoding Al in this algorithm requires further
reduction.

Purpose of the Work and Problem Setting-up

The purpose of the work is improve the efficacy of decoding Al with 42, an earlier
developed “robust against lossy compression” steganographic algorithm, by reducing the
sensitivity of stego message generated by this algorithm to computational errors.

To accomplish the purpose, the following problems are to be solved:

1. To determine the causes of remaining (as per [3]) sensitivity of stego message to
rounding-off errors, and find the way to further reduction of this sensitivity,

2. To refine the SVD technique, given the requirement to ensure the appropriate
reliability of perception of the resultant image.

Body of the Work

In general, the SVD technique proposed in [3] showed some improvement as it ensured
the increase in efficiency of decoding Al with the 42 algorithm. However, the meticulous
investigation of SVD operation related to a separate block has established that reduction of
the sensitivity to computational errors occurs not in all the cases. Indeed, if the pattern
presented in Fig. 1(a) is observed in the block, than, with the SVD operation performed as per
formula (1), the separateness of non-minimal SNVL is reduced (refer to Fig.1b, SNVL o),

thus impairing the sensitivity of the block. Therefore, the SVD technique proposed in [3]
requires improvement, with the proposed procedure given below.

svdgap(s, B svdgap(b, B)
t — t t —a= 3
0 o o & . o+ s s}
svdgap(7, B
a
svdgap(8,5) = svdgap(7,8) = svdgap(b, B)
+ + + + + -
0 JS J’? Cr.j er - - . Jl
b

Fig. 1. Possible results of SVD operation: a — SNVL of the block of original digital image; b —
SNVL of this block after performance of the SVD operation

In the original digital image, generally, SNVLs of practically all the blocks are non-zero
(i.e, positive), and of the smallest separateness are o,,0,(Table 1). Given this, to avoid the

situation presented in Fig.1, we propose to perform the SVD operation in one of the two
following ways.
1. For convenience, we shall denote post-SVD SNVLs of the block by

Oi svdgap(i,B), i =1,8. In an arbitrary case, the increase in the separateness of all SNVLs
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will be ensured only by increasing the distance between each two SNVLs with consecutive
indices. This may be made as per the following formula:

ci=0, +(8-i)h, i=18. )

Table 1.

Mean values of separatenesses belonging to blocks singular values, received as a result of
computing experiment with 200 DI

Mean value svdgap(i, B)
i=1 i=2 i=3 i=4 i=5 i=6 i=7 i=8
712.4564 | 23.1111 7.9843 3.0004 1.4232 | 0.7125 | 0.4667 0.5781

Relationship (2) makes it possible to increase the distance between each two SNVLs
0,,0,,, by h, while 4 must be selected given the requirement for reliability of the perception

of post-SVD image. The significant increase in efficiency of decoding with 42 stego
algorithm occurs when /4 is comparable with 10; however, in this case, the amount of
increase in SNVL value will result in the increase in energy of the image, and, consequently,
may result in lightening (Fig. 2¢) and even the development of evident artifacts (Fig. 2d).

1] 2] 100 IE‘I:I 21:‘!3 240
Mghtnﬂs value

c d

Fig. 2. SVD result showing steadily increase in separateness of every SNVL. a — initial
image; b — histogram of DI pixels brightness values; ¢, d — SVD results
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As the computational experiment shows, such situation often occurs in shaded digital images
with the pixel brightness histograms similar to that shown in Fig. 2b. Therefore, in practice,
we propose to use A~ 2.

2. Considering possible violation of reliability of perception of the DI at SVD when
using method 1, in order to enhance efficiency of 42 it is proposed to provide SVD via
nullification of o, without changing the position of other SNVL (Figure 3a and Figure 3b
respectively). This will ensure the increase of svdgap(8,B) without attenuation in
separatenesses of all other SNVL, although svdgap(7, B) may not experience changes (Figure
3c and Figure 3d respectively). Method 2 guarantees reliability of perception of the image,
although it is much less optimal from the point of 42 efficiency enhancing (Table 2).

svdgap(B, B

t ——— t t -
0 o o g Ty s s e o
2 =
svdgap(l, B

svdgap(s, B

I:I:JS J? Jﬁ .::l'j - - - J].
- .
svdgap(l, B

svdgap(B, B
t t t t t -
0 a g T T, s s e e

svdgap(l, B

svdgap(i, B

O=cT, & p =P s o+ O
svdgap(l, B)
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Fig. 3. Result of carrying out SVD using method 1: a, c — SV state in the initial block B ; b, d
— SNVL state after SVD when using method 1

Results of the computing experiment, involving 300 digital images, shown in Table 2,
testify the decoding efficiency increase at the cost of SVD in A2, that was evaluated
regularly according to correlation coefficient (NC), defined in accordance with [6]:

4 —_—
zpiv > piv o B B -
NC:%, where  p,p,,Dis U Pl DasesD,s  PiD, €01}, i=1Lt, —
correspondingly, secret message inserted in the container and decoded from steganography
message, p,'=1 p,'=1,1f p,=1, p,=1,and p,'=-1, p,'=-1,1if p,=0, p, =0. Therefore, the

value p,'x ;i'e {1,—1} is received.
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Table 2.
Results of Al decoding using the 42 steganography algorithm

SM format TIF JPEG
QF =80 QOF =30 OF =20 OF =10
Without SVD 0.9603 0.9577 0.9498 0.9454 0.9359
Mean | SVD with method 0.9801 0.9767 0.9634 0.9484 0.9409
value 1 h=10
NC SVD with method 0.9706 0.9617 0.9569 0.9465 0.9386
1 h=2
SVD with method 0.9621 0.9587 0.9507 0.9453 0.9375
2
Conclusions

In the present paper, a technique for singular value decomposition of blocks of a cover
matrix was improved considering requirements for reliability of perception of the image
received as a result. The efficiency of decoding the auxiliary information was improved by a
“robust to compression attacks” steganographic algorithm 42 due to decrease in sensitivity of
the formed stego message to computational error.
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PO3IIOALT CUHT'YJIAPHUX UUCEJI SIK IHCTPYMEHT, IO NIABUINY € EOEKTUBHICTD
CTETAHOI'PA®IYHOI'O AJIT'OPUTMY

M.O. MenbHuK

Opecbkuii HalllOHAJILHUI MTOITEXHIYHUH YHIBEPCHTET,
npocr. Ilesuenko, 1, Oneca, 65044, Ykpaina, e-mail: ritochek@yandex.ua

Y pobOTi NUIAXOM YAOCKOHAJCHHS CIIOCO0Y PO3MONIIY CHHTYJISPHUX YHCENT OJIOKIB
MaTpuili IM(POBOro 300pakCHHSI-KOHTCHHEpA MiABHIICHA €()EKTUBHICTh ICKOIYBAaHHS
oaaTkoBol iH(opMaIlii po3po0JICHOr0 aBTOPOM paHIIIe CTIHKOrO JO0 aTaKd CTHCKOM
cTeraHorpa(iuHoro ajaroputMy. 3amnporoHOBaHa po3poOka 3abesneuye ITOTPUMAaHHS
HaAIHHOCTI  CHPUHHATTS 300paxkeHHA. HaBeneHi pe3yiabTaTH  OOYKCITIOBAJIHHOTO
EKCIIEPUMEHTY, [0  MATBEP/KYIOTh  3MEHIICHHS  YYTIMBOCTI  3()OPMOBAHOIO
CTETraHOIIOBITIOMJICHHS 0 OOYUCITIOBATIBHOT ITOXUOKH.

KawudoBi ciaoBa: creraHorpadiuHuil  aJropuTM, PpO3IMOAUT CHHTYJSIDHUX — YHUCE,
00YHCITIOBAJIBHA TIOXHUOKA, CTIHKICTh IO aTaAKH CTHCKOM, MATPHUIIS.

PA3JIEJIEHUE CUHTYJISIPHBIX YUCEJ KAK MHCTPYMEHT, IOBBIIAFOIIIMIA
IOPEKTUBHOCTD CTETAHOTI'PA®UYECKOI'O AJITOPUTMA

M.A. MenbHUK

Opnecckuii HAIMOHAIBHBIN MOJUTEXHUYECKUN YHUBEPCUTET,
mpocr. llesuenko, 1, Oxecca, 65044, Ykpauna; e-mail: ritochek@yandex.ua

B pabore myTeM ycOBEpLICHCTBOBAHHUS CIIOCO0A pa3/eeHus] CHHIYJISAPHBIX YHCel OJIOKOB
Matpuibl  mUpoBOro  U300paXKEHHA-KOHTECHHepa  MOBbIMICHA  3()(EKTHBHOCTD
JCKOAMPOBAHMS  JOIONHUTENBHON HH(pOPMAlMKM pa3pabOTaHHOTO aBTOPOM  paHee
YCTOMYMBOIO K arake CKaTHeM creraHorpaduueckoro anroputma. [IpeaoxeHHas
pa3paborka obOecniedrBaeT COOJIIOACHHE HAJEKHOCTH BOCHPHUATUS — H300paKeHUsI.
[puBeneHbl  pe3yabTaThl  BBIYMCIHTENBHOTO  3KCIEPUMEHTa,  TOATBEPIKIAOIINE
YMEHBIIICHHE YyBCTBUTEILHOCTH (POPMHUPYEMOIO CTEraHOCOOOIICHUS K BBIYMCIUTEIHHOM
MOTPEIITHOCTH.

KnroueBble cnoBa: creraHorpaUyecKuil aaropuT™, pasZeleHUue CHHTYISIPHBIX UYHCE,
BBIYHCIUTEbHAS IOTPEITHOCTh, YCTOWYUBOCTD K aTaKe CXKATHEM, MaTPHIIA.

49



	[5]Melnyk_6p

