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B paGore BbIsiBIEHBI W OOOCHOBaHBI HENOCTAaTKM TPH OOECIIEYEHHH YCTOHYUBOCTH
CTEraHOAITOPUTMOB K aTake C)KaTHEM B Cllydae OpTraHH3alliH CTEraHONpeoOpa3oBaHHUS B
YaCTOTHOM, MPOCTPAHCTBCHHOW/BPEMEHHOW O0acTH KOHTEHHEpa, B KauyeCTBE KOTOPOTO
BBICTYNAlOT IU(pOBbIE M300pakeHHs, ayauo M BHIEO IOcienoBarenbHocTU. [lokazaHo,
YTO OIHOW M3 OCHOBHBIX MPUYMH OTCYTCTBHS OKOHYATEIBHOTO PEHIeHHs O0CYyXIaeMoin
3aJ1auy SIBJISETCS] OTCYTCTBUE €IMHOTO TEOPETUUECKOTro 0as3uca, 00LIero MaTeMaTHYECKOro
noaxoza kK ee pemenuto. OOOCHOBAHO, YTO MEPCIIEKTUBHBIM, C TOYKH 3PEHUSI IOCTPOSHUS
Ha €ro OCHOBE CTETraHOAJITOPUTMOB, YCTOMYMBBIX K CKAaTHIO, B TOM YHCIE CO
3HAYUTEIbHBIMU KO3 duIeHTaMu, sBIsIeTCS OOLIMHA MOAXOA K aHaJTU3y COCTOSHUS U
TEXHOJIOTUH (YHKIMOHUPOBAHUSI HMH(GOPMALMOHHBIX CHUCTEM, OCHOBAaHHBI Ha TEOPUH
BO3MYILEHUI ¥ MATPUYHOM aHAJIU3E.

KnroudeBble ci10Ba: CTEraHOAITOPUTM, aTaka IPOTUB BCTPOSHHOTO  COOOLIEHMUS,
YCTOHYMBOCTh K CXKATHIO, OOIIWHA MOJAXOJ K aHajJu3y COCTOSHUSI W TEXHOJIOTHH
(YHKIIMOHUPOBaHUS THPOPMAIIMOHHBIX CHCTEM

BBenenune

Creranorpaduueckasi cucremMa CETrOAHS SIBJISETCS OJHOW M3 HamOojee 3HAYMMBIX
COCTaBHBIX YacTel KOMILJIEKCHOM cucTeMbl 3amuThl uH@opmanuu [1]. KommnbrorepHsiit
XapaKTep COBPEMEHHOW cTeraHorpaguu 0OYCIOBUJ IIMPOKOE HCIOJIb30BAaHUE B KauecTBE
KOHTEHHEPOB (B TOM YHCIIE, U B HACTOSIIECH padoTe) Nu(poBhIX H300paKeHUH, BUACO, ayI1O.

[Ipu paszpaboTke creraHorpaduueckoil CHCTEMBbl HEOOXOJUMO YUUTHIBATh TPeOOBaHME
YCTOMYMBOCTH 3TOM CHCTEMBI K aKTHBHBIM aTaKylOUIMM JeicTBusM. OIHUMU U3 Hamboliee
naryOHbIX aTak SBJIAIOTCS aTakd MPOTHUB BCTPOCHHOIO cooOuieHus [2], uMeromue cBOeH
LeNbl0 pa3pyllieHne KOH(UIEHIMAIbHON HHPOpMaALMK, IEpelaoleicss MTOCPEICTBOM
OpraHM3alMl CKPBITOrO KaHajla BHYTPU KaHaja oOuiero mnojs3oBaHus. K atakam npoTus
BCTPOEHHOTO COOOIIEHHSI OTHOCSTCS: HaJloKeHHe Imyma Ha creranocoodmenne (CC), ero
bwieTpanus, cxarue ¢ motepsamu. [locnemHss W3 MepedUCICHHBIX aTaK SIBIISIETCS CETrOIHS
Ype3BbIYAiHO  paclpOCTpaHEHHOW  Oyarojapsi  HOMYJISPHOCTM U HEOOXOJUMOCTH
WCTIOJIb30BaHUsl (POPMATOB C MOTEPSIMU UL XPaHEHUsSI U Tiepenadyn mu(pOBBIX CUTHAIIOB (B
yacTHOCTH, 1M poBbix n3obpaxenuit (L{N)). Ilo sToil xe nmpuuuHe AEMCTBUS aTaKyOIIEro,
cBs3anHble ¢ niepecoxpanenueM CC B hopmaT ¢ oTepsiMH, HE TIPUBJICKAIOT K ce0e BHUMaHUE
aZpecaToB M MOTYT OCTaTbCsi He3aMeueHHbIMU. OpraHuzatopbl CKpBITOrO KaHala
3aWHTEPECOBAHBI B TOM, YTOOBI pE3ylIbTaT TAaKWX JCUCTBUH HE MPHUBEN K Pa3pyHICHUIO
nepenaBaeMoil mHpopmarmu. Kpome TOro, YYHMTHIBasS peajMH CETOMHSIIHErO JIHS,
HE0OX0IMMO OTMETHTb, YTO Nepecbuika LU, aynuo, uudposoro Buaeo B popmare 0e3 noTepb
cama 1o cebe MpuBJIEKaeT BHUMAHUE U BbI3BIBAET Moj03peHue. [loaToMy npu opraHuzanuu
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cTeraHorpaM4eckoro KaHajla CBA3M JUIsl [E€pearollell  CTOPOHBI  I1eJ1IecO00pa3HO
UCI0JIb30BaTh (hOpPMATHI ¢ OTEPsAMHU ellie Ha stare popmuposanus CC.

W3 Bcero BhIIECKAa3aHHOTO OYEBUAHBIM SIBJISIETCS] BHIBOJ: NPU OPraHU3allU CKPHITOTO
(cTeranorpauyeckoro) KaHalla CBSI3M HEOOXOJIMMO HCIOJIb30BaTh CTETaHOAITOPUTMBI,
YCTOWYMBBIE K CXATHIO, YTO JAacT BO3MOXKHOCTb €lle N0 mnepechUiku coxpansite CC B
MIPUBBIYHOM CEroJHs opMare C MOTEPSIMU, HE MPUBJIEKAIOLIEM BHUMaHUS (Hampumep, Jpeg
st [{), a Taxxke wm3Biekarh nonosHUTENnbHYI0 uHMopmaruio (M) B cioywae, ecnmu CC
MIO/IBEPIJIOCh COOTBETCTBYIOLICH aTake.

Ha ceromusmHuii JAeHb CYIIECTBYET 3HAYUTENbHOE KOJUYECTBO  Pa3IUYHBIX
creranorpapuueckux anroputMoB (CA), KOTOpble NO3ULIUOHUPYIOTCS aBTOpPAMM Kak
yCTOWYMBBIE K CXaTHiO [3-5], 0llHAaKO BCE 3TU ANTOPUTMbI HE JIMIIEHBI 3HAYUTEIBHBIX
HEJ0CTAaTKOB: MHOTHE U3 HUX HE 00€CIIeYnBaIOT YCTOWYMBOCTD K CKATUIO CO 3HAUUTEIbHBIMU
ko3 urmenTamMu, MHOTHE HE 00ECIIEUMBAIOT HANIEKHOCTh Boctpusatus popmupyemoro CC.
Heo0xo1umMo 0TMETUTB, UTO MPU PACCMOTPEHUU JAHHON MPOOJIEMbl B COBPEMEHHOM Hay4HOMI
auTeparype OoJIbIlIOE BHHUMaHUE YIEISeTCsl YyCTOWYMBOCTH K cxkaTuio CA, peaau3yromux
NorpykeHre LUQPPOBbIX BOJISHBIX 3HAKOB (e HaaexHocTh Bochpustus CC yacto He
TpeOyeTcs), a BOT aJrOPUTMbl OPraHM3allli CKPBITOrO KaHaja CBSA3M paccMaTpUBAOTCS
ropazgo pexe. [IlpuuMHa »3TOMYy sICHA: CIOXHOCTh OJIHOBPEMEHHOIO oOecnedeHus
YCTOMYMBOCTH K CKaTHUIO (CO 3HAUUTEIbHBIMU KOAIPPHUIIUEHTAMH) U HAZEKHOCTH BOCIIPUSTHS
CC, oOycioBleHHas  OTCYTCTBHEM  €IUHOTO  TEOpeTUYecKoro  0Oasmca,  OOIIero
MaTeMaTUYeCKOro  IMOJAXOJa JUIsl  pelIeHHus  paccMaTpuBaeMbIX 3adad.  PasBurtue
creraHorpa¢uu B HaIpaBJICHUU CO3/1aHUS YCTOMYMBBIX K CKATHIO CTETaHOMETOJIOB CETO/IHS
UJET 1O HKCTEHCHMBHOMY IyTH, NPU IOMOIIM HAKOIUJICHUS Bce OOJIBIIEro KOJUYECTBa
paznuuHbix CA, KOTOpble HE OTIMYalTCA JpYr OT Jpyra NPUHIUIHAIBHO, a JIUIIb
HE3HAYUTEJIbHO YITYYIlaloT [apaMeTphl CBOEH pabOThl OTHOCUTEIBHO «IIPEAILIECTBEHHUKOB).

Takum  o0pa3oMm, yerp HaAcTOsIEH  pabOTHI, 3aKIIOYAIOMIAsCI B BBIOOpE
MaTeMaTUYEeCKUX OCHOB Uil IIOCTPOEHHUs TeopeTudeckoro 0Oaszuca Uil pa3paboOTKu
cTeraHorpau4eckiux MeTOJI0B U AJITOPUTMOB, FAPAaHTUPOBAHHO YCTOWYHUBBIX K CXKATHIO, B
TOM 4HCle, CO 3HAUUTEIbHBIMU KO3 (duLUEeHTaMU, OOECHeUnBaAOIUX HAIEKHOCTb
Bocripusitust CC, i NOBbIIIEHUS JPPEKTUBHOCTH PAOOTHI CTEraHOCUCTEMBI, M, Kak
CJIEJICTBUE, KOMIUIEKCHOM CHCTEMBI 3aIllUThl HH()OPMALIUHU, SIBISETCS AKMYAIbHOU.

OcHoBHAA YacTh

AHanu3  COBpPEMEHHBIX  HAay4HbIX  MYONMKalUMi,  Kacaroumuxcs  pa3paboTKu
CTEraHOMETOJIOB M aJTOPUTMOB, YCTOMUYMBBIX K arake CXaTHeM, B TOM 4HCIE, CO
3HAYUTEIbHBIMU KOd(DPHUITmeHTaMu, MPUBOJANT K CICTYIOIINM BBIBOAM.

[Topasnsromee 60apmMHCTBO CA, HO3UIMOHUPYEMBIX KAaK YCTONYMBBIE K CYKATHIO,
MIPOU3BOJIUT CTEeraHonpeoOpa3oBaHUE B YAaCTOTHOM 00JIaCTH KOHTEWHEpa, WM OCHOBHOI'O
coobmenus (OC) [4,5], ocHOBBIBasiCh Ha CHIOpHOM B cBeTe [1,6] yrBepkmeHuu, 4To OoJiee
YCTOWYMBBIMH K pPa3HOOOpa3HbIM HCKaKEHHUSIM, B TOM 4HCIe, K CxaTuio, aBisiorcs CA,
UCIOJIb3YIOLIME JUIsI CTEraHonpeoOpa3oBaHHs HMMEHHO YacTOTHYH0 oOsacte. Takue
QITOPUTMBI, OCHOBBIBAIOTCS Ha KOMIIPOMHCCE MEXIy TpeOOBaHUSAMHU HAJEKHOCTU
Bocrpusitust popmupyemoro CC U yCTOMYMBOCTH K CHKATHIO, TOCTUTa€MOM B OOJIBIIMHCTBE
ClIydaeB 3a CUET HMCIOJIb30BAHUS B IMPOIIECCE CTEraHONpPeoOpa3oBaHHUs, INIABHBIM 00pa3oM,
CpeIHEYacCTOTHRIX KO3 GUIMEeHTOB. OTHAKO 3TOT KOMIIPOMHCC HE TO3BOJISIET JIOCTUYD
sbdextuBHOro gexoaupoBanust JM mnpu 3HaumtensHoM cxatuu CC, OH sBisSeTCS
ONpE/ENIEHHbIM OrpaHUYUTENEeM Ha MOBBIIIEHHME A((EKTUBHOCTH  CTEraHOCHUCTEMBL
OcTaBasich B paMKax TaKoOro I0JX0Jla, HEBO3MOXKHO IOBBIIIEHUE YCTOMUMBOCTU K CXKATHUIO
pa3pabaTbhiBaeMbIX cTeraHoMeT0/10B, CA M COOTBETCTBYIOIINX CTETaHOCUCTEM.

B cBs3u ¢ 9TMUM uWHTEpEC BBI3BIBAIOT TMIOMBITKA YYEHBIX BBIUTH 3a TPaHUIIBI
CpenHeYacTOTHOW obnactu mpu opranusaruu BHeapeHus AWM. Ho xoTs 3T mombITKu U
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NpEeANPUHUMAIOTCS, OHU HE COJAEp)KAaT HUYEero MPUHIMUIMAIBLHO HOBOTO B MOAXONE K
penieHuto paccmaTrpuBaeMoi 3anaun [7-9]. OCHOBHBIMH HeOCTaTKaMu cymiecTByromux CA,
UCHOJIb3YIOLUIUX 3HAYMMble YacTOTHbIE KOA((UUMEHTHl B MpOIecCe OpraHu3alUU
CTEraHoMpeoOpa3oBaHus, IBIISIOTCS:

" HErapaHTUpPOBAHHOCTh oOecrmeueHuss HazaexkHoctu Bocopustus CC  3a  cuer
3HAYUTENIBHOTO Bo3MylleHUs MaTtpuubl 1l mnpu  BO3MyIIEHHSX  HU3KOYACTOTHBIX
K03 (HULIMEHTOB;

= s coOmojeHuss  HaaexkHocTw  Bocopustua CC  mpu  opraHuzanuu
CTETaHOIMPeoOpa3oBaHUsl 32 CUYET BO3MYIIEHUS HU3KOYACTOTHBIX KodhduimumentoB OC 3T
BO3MYILIEHHS HEOOXOJIMMO HACTOJIBKO Majbl, 4To s jaekogupoBanust [l tpebyercs
HaJM4ue KOHTeHHepa, YTO Ha IPAKTHKE YaCcTO HE UMEET MECTa.

[ToaneXUT COMHEHHIO HE TOJIbBKO MHEHHE O IPEUMYIIECTBE YacTOTHOM o00sacTu
CTEraHOMpPeoOpa30BaHUsI B CBETE YCTOMYMBOCTH CTETAHOCHUCTEMBI K CkaTuio. ABTOpPHI [10]
yTBepKaatoT, 4To CA MOXKEeT ObITh YCTOWYUBBIM K CXKATHIO TOJILKO TOTJa, KOT/a OH OyAeT
YUHTBHIBaTh OCOOEHHOCTU pea3allud alrOpUTMa IEPCHEKTUBHOTO CHKAaTHUS: AITOPUTM,
YCTOMYMBBIM K CXKaTHUIO, OCHOBAaHHOMY Ha BeHBieT-npeodpazoBanuu (Jpeg2000), moxer
OKa3aTbCsid HEYCTOMYMBBIM K C)KaTHIO, OCHOBAaHHOMY Ha JUCKPETHOM KOCHHYCHOM
npeobpazoBanun (Jpeg). C yderoM TOro, 4YTo CXKaTHE SBJSICTCS JIMIIb OJHUM U3
Bo3mymatomux BoznedcTBuii Ha CC [1], cmemuduka KOTOPOTO — 3TO OOHYJICHHE
BBICOKOYACTOTHBIX COCTABJIAIOIIMX CHTHaja, TaKO€ MHEHHE B OOIIeM cllyyae SBJISETCS
OLIMOOYHBIM, OHO OIpPaHWYMBAET BO3MOXKHOCTU JUIsi mocTtpoeHus CA, yCTOMYUBBIX K
KOMITPECCHH.

Takum oOpa3om, B paMKax YacTOTHOM OO0JIacTH, MCIOJIb3YyeMOM JUIsi OpraHu3aluu
CTera”onpeoOpa3oBaHusi, oOecreueHne OAHOBPEMEHHOU yctoiunBocTH CA K CXaTHIO CO
3HAYUTENIbHBIMUA KO3 dunmeHTamu, HaaexxHoctu Boctpusatus CC, opraHuzamum Iporecca
NEKONMpOBaHUsl 0e3 HaJWyusl KOHTEWHEpa BbI3bIBAET HENPEOJOJUMbIE TPYIHOCTH.
Hcnonb3oBaHue 4acTOTHOM 00JIaCTH MPUHIMIHAIBLHO HE MO3BOJISET IPOBOAUTH AaJIbHEHIIIEe
YBEJIMYEHUE YCTOMUNBOCTHU pa3padaThIBAEMbIX CTETaHOAITOPUTMOB K CIKaTHIO.

Opranuzanus cTeraHonpeoOpa3oBaHUs B paMKax IPOCTPAHCTBEHHON/ BPEMEHHOI
obOnactu koHTeiiHepa [3] B oOmieM ciaydae Takke HE MOKET rapaHTHpOBaTh YCTONYMBOCTU
CA: Bce mukcenu Marpunpbl LU, kanpa BumeomnocienoBaTelnbHOCTH, OTCUETHI LU(POBOro
ayIuo paBHOIPABHbI; H3MEHEHUS KaKuUX-IMO00 U3 HHUX (HampuMep, MaKCUMAalIbHbIX,
MUHUMAaJbHBIX, CTOSIIMX Ha ONPEIENIEHHbIX MECTaxX U T.J.) HE OTBEYaloT, B 00IEM ciydae,
KaKMUM-JIM0O OMpeeNeHHbIM 4YacTOTHBIM XapakTepuctukam. KpaiiHe 3aTpyAHUTENBHO B
[IPOCTPAHCTBEHHON/BPEMEHHOW  00JacTu  yOpaBisTh  IPOLIECCOM,  CBSI3aHHBIM €
HE0OX0IMMOCTbI0 U3MEHEHUI KOHKPETHBIX YACTOTHBIX COCTABIISIFOIINX CUTHAJIA.

Takum 00pa3om, Il MHTCHCU(PUKALIMK TPOIIecca PEIICHUsI paccCMaTpUBAeMON 3a1aun
TpeOyeTcsi BBIXOJA 3@ IIpeleibl 4YacTOTHOW, MPOCTPaHCTBEHHON/BpEMEHHOW oObiacTeit
KOHTEHHepa s  OpraHu3aluy  CTEraHONpeoOpa3oOBaHHUs,  HCIIOJIb30BAHME  HOBBIX
MaTeMaTU4YE€CKUX MHCTPYMEHTOB U TIOJXO0B.

[lepcrieKTUBHBIM C TOYKHM 3pEHMsI MOCTPOEHHUS Ha €ro OCHOBE CTEraHOAJrOpPHUTMOB,
YCTOMYMBBIX K CXKATHIO, B TOM 4YHCIIE, CO 3HAYUTEIbHBIMH KOA(PPUIUEHTAMH, SIBISETCS
oOLIMil MOAX0J K aHAINU3Y COCTOSHUS U TEXHOJIOTUU (PYHKIIMOHUPOBAHUS UH(POPMALTUOHHBIX
cucteM (OITAUC), ocHOBaHHBIN HA TEOPUX BO3MYIIIEHUM U MaTPUIHOM aHanu3ze [1].

OcHoBHas uiest ATOro NoJixo/a 3akitovaercs B ciaenyromem. L{U, Buzaeo, a Takxke ayauo
MIOCJIEI0BATENILHOCTh ()OPMAJIbHO MOJKHO IPEICTaBUTh B BHJAE OJHOM WM KOHEYHOIO
MHO>KECTBa JBYMEpHBIX MaTpull. B cuiy storo B kauectBe OC, He orpaHuyuBas 0OLIHOCTU
pacCyXJeHHI, NI MPOCTOTHI M3J0KeHus paccMmarpuBaercs L[ B rpaganusax ceporo c
Matpuueil F . PesynpTaT creranonpeoOpa3oBaHMs, HE3aBHUCHUMO OT cnocoba u oOnactu
norpyxenust AW, dopmanbHO mpencTaBisieTcsl B BUJE COBOKYITHOCTU BO3MYLIEHUI MOJIHOTO
Habopa napametpos [1], onpenensiromux marpuity OC (unu matpunsl 6;10koB OC). Ilpu sTom
nocnenyromue n3Menenus CC, B TOM 4ucClie U B pe3y/ibTaTe aKTUBHBIX aTaKyIOLIUX JIeHCTBUN
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(B 4acTHOCTH, aTaku cCxaTueM), (GOpMalIu3ylOTCs B BUAE JIOMOJHUTEIbHBIX BO3MYILIECHUI
MOJTHOTO Habopa mapameTpoB. B kadecTBe Takoro Habopa MOMKET HCIOJIB30BaThCS HaOOp
cuHryssapHbix uucen (CHY) u opTOHOPMUPOBAHHBIX JIEKCUKOTPAUUECKH MOJIOKUTEIbHbBIX
CUHTYJIIpHBIX BeKTOpoB (CHB) cooTBeTCTBYyIOIINX MAaTpUl], OJHO3HAYHO OMPEIENIIEMbIX UX
HOPMaJIbHBIM CUHTYJIIPHBIM pa3IO’KEHUEM, IIeJIECO00Pa3HOCTh HCMOJIb30BAaHUS KOTOPOIO
noapoOHO o0ocHOBaHA B [1] (Be3ae HUKE, €CIM HE OTOBOPEHO 0c000, CUHTYJISIPHBIE BEKTOPBI
paccMaTpuBalOTCI B OPTOHOPMHUPOBAHHOM JIEKCUKOTPa(pHUUECKHU IOJIOKUTEILHOM BHJIE).
Takum o6pazom, pesynabtar cxkatuss CC ¢ moTepsMH (QOpMaIbHO MPEICTABISETCS Kak
coBokynHocTh Bo3mylueHuit CHY u CHB cooTtBercTByromeit Mmatpuis (Matpuir) CC.

B [1,6] moka3ano, uto cBoiictBa CA, B TOM YHCJE, UX YCTOMYMBOCTh K aKTUBHBIM
aTaKyIOIUM JIEHCTBHAM, ONPEICIISIIOTCS BeIMYMHAMU U JoKanu3anuend Bo3mymieHuin CHY u
CHB marpuii, oTBeHamuX KOHTEHHEPY, TPOU3OMIECANINX B X0A€ CTETaHONMPeoOpa3oBaHus, a
He 00J1aCThI0, UCTIOJIb3YEMOH ISl CTETaHOIIPeoOpa3OBaHMS.

Bce BrllieckazaHHOe W pe3yabTaThl, U3JI0KEHHbIE B [1,6], IPUBOOUT K CIEAYIOLIUM
3HAYMMBIM JIJIs pACCMaTPUBAEMOM 3a/1a4Ml BBIBOJaM, ToBopsAuM o npeumytnectBax OITANC
nepeJl UCIOIb3yEMbIMU JI0 HACTOSILIEr0 MOMEHTA MOAXO0JaMU KaK OCHOBBI JJIsi pa3paboTKu
YCTOWYMBBIX CTEraHOAITOPUTMOB:

I. CHY u CHB npuHIMOHagbHO OTJIMYAIOTCS IO CBOMM CBOMCTBaM OT
COBOKYITHOCTH YaCTOTHBIX KO3(QUIIMEHTOB, KOTOpbIE TAKKE OJHO3HAUYHO OIMPEAEIsIOT
Matputy I u ucnonb3oBaHMEe  KOTOPBIX — TPAAMIIMOHHOIO IpPH  OpraHU3alUH
CTeraHonpeoOpa3oBaHusi, B YaCTHOCTH, KO3(PPHUIHEHTOB JUCKPETHOTO KOCHHYCHOTO
npeoOpaszoBanus. Eciu

F=Uz2.V,'

— HOPMAaJIBHOE CUHTYJISIpHOE paszioxeHue marpuusl F [1], rne U,V — opToroHainbHble
MaTpulsl 1eBbIxX U npaBsix CHB F cootBercTBeHHO, cTOOLBI U, — NEKCHUKOrpaduyecKku
MIOJIOKUTEIIBHBL, & X, :diag(a] (F),....o,(F )) — wmatpuna CHY, 1o kaxmas cUHTyIspHas
TpOMKa

(0,(F),u,(F),v(F)),

rae u,(F),v,(F) — neswii u npaseiii CHB, cootBercTByromue o,(F), HeceT B cebe B TOH

WK MHOM Mepe MHpopMaluioo 000 BCEX YACTOTHBIX COCTABJIAIOIIMX CUTHANIA-M300pakeHUs
(npu 3ToM MakcumanbHble CHY — riiaBHbIM 00pa3oM, 0 HU3KOYAaCTOTHBIX COCTAaBJISIONINX, a
MHUHHMAaJIbHBIE — O BBICOKOYACTOTHBIX) [1,6]. A 3TO 3HAYHUT, YTO BO3MYIICHHUE J1a)K€ OJTHOTO
CHY/CHB B mnporecce creraHonpeoOpa3oBaHUs B TOW WM HWHOM MeEpe «PacCTBOPHUT»
MOTPYKEHHYIO HH(OPMAINIO BO BCEX YACTOTHBIX COCTABJIAIOIIMX KOHTEHHEPA; BO3MYILEHUE
makcuMmaneHeix CHY npu mnorpyxenun M 3arpoHET HE TOJBKO HHU3KOYACTOTHBIE
KO3 (ULMEHThl TUCKPETHOIO KOCHHYCHOTO mpeoOpa3zoBaHus Matpuubl LlM-koHTeiiHepa
(XOTS UMEHHO OHM BO3MYTSITCSI B 3TOM ciydae OoJibllieé BCEro, MO CPaBHEHHUIO C JIPYrUMU
[1,6], uto u Oyzner obecrneunBaTh HeUyBCTBUTEIBHOCTh CC K CXKaTHIO CO 3HAYUTEIbHBIMU
ko3¢ ¢unuentamu [1]), HO U Bce ocTajabHbIE, YTO YMEHBUIUT «ydap» Ha HU3KHUE YacTOTHI,
MOBBIIIAS IPU 3TOM BEPOSTHOCTH obecriedenust HanexHoctu Bocupustua CC. Takoit
MPUHIMINAIBHO HOBBIM TOJXOJ] OINOCPEJOBAHHOIO «pa3Ma3bIBaHUS» JOMOJIHUTEIbHON
uHpopmanuu 1o BCEM 4aCTOTHBIM COCTaBJISIOLIUM npu OpraHu3aluu
CTeraHonpeoOpazoBaHusl JOKEH MO3BOJIUTH MOJyYUTh Oojiee ycToWuuBbie K ckaTuio CA,
o0ecnieunBarolIle HaJIeKHOCTh BocHpuaTrsa cootBercTBytomero CC, mo cpaBHEHUIO ¢ TEMU
CA, KOTOpBIE OCHOBBIBAJIMCH Ha BOMYILEHUAX UCKIIFOUUTENIBHO B yacToTHOU obOnactu OC.

2. C yueroMm Ttoro, uro aHaiu3 coiictB CA B cBere OIIAUMC wyacto cBoguTCs K
ananu3y Bo3mymennit CHY matpunsl (610oxoB matpuisl) I [1], BaKHO OTMETHUTB, YTO
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TaKoOW aHauM3 SBISIETCS 00Jie€ MPEANOYTUTEILHBIM B BBIYHCIUTEILHOM CMBICIE TIO
CPaBHEHHUIO C aHAJIM30M BO3MYIICHUHN SIPKOCTHU TMHKCEJIEH B MPOCTPAHCTBEHHOUN 00NIACTH WU
YaCTOTHBIX KOA(D(PHUIIMEHTOB M300pakeHHs, YTO UMEET OOJIBIIOE 3HAYCHHE, OCOOCHHO MpHU
paboTe ¢ BUACO MOCIECNOBATEILHOCTIMU. J{eHCTBUTENBHO, IS 11 X 1 -MaTPUIIBl H300paKeHUS

KOIMYECTBO MHKCeNed, KaKk M YacTOTHBIX KOd((HIMEHTOB paBHO 7°, B TO BpeMs Kak
CUHTYJISIPHBIX YHCEJI HA IMTOPSAIOK MEHBLIE - 71 .

Takum 006pazom, UCIIOJIB30BaHUE OOLIETO MOAX0A K aHATIU3y COCTOSHHS U TEXHOJIOTUU
(GYHKIIMOHUPOBAHUS MH(OPMALIMOHHBIX CUCTEM SIBJIIETCS Ha CETOAHSIUHUN JlIeHb HauboJiee
MEPCIEKTUBHBIM Ul pa3palOTKM Ha €ro OCHOBE CTEraHOAJITOPUTMOB, YCTONYHMBOCTH
KOTOPBIX K CKATHUIO IPEBBICUT ATOT MapaMeTp IS CYIIECTBYIOIIMX aHAJIOTOB.

BrIBOABI

B pabGoTte 000ocHOBaHO, YTO MPH OpPraHU3alUU CKPBITOTO KaHalla CBS3M BHYTPU KaHaja
oOliero MoOJb30BaHUSI HA COBPEMEHHOM JTale pa3BUTHS HMH(POKOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH 11e1ec000pa3HO UCIOJIb30BaTh CTEraHOAITOPUTMbI, HEOOXOAUMO YCTOMYMBBIE K
aTakKe C)KaTHEM.

B pabote BbisBIEHBI M OOOCHOBaHbI HENOCTAaTKH IpPU OOECIEUEHUH YCTOMUMBOCTH
CTEraHOAITOPUTMOB K C3KaTHUIO C MOTEPSIMU B CIIy4ae OpraHu3ally CTeraHonpeoopa3oBaHus B
YaCTOTHOM, NPOCTPaHCTBEHHOW/BPEMEHHON 00JacT KOHTEHHEpa, B KauecTBE KOTOPOIo
BBICTYNAIOT HU(POBbIE N300pAXKEHUSI, ayTUO WU BUAEO TOCIIEI0BATEIBHOCTH.

[ToxazaHo, 4YTO OAHOM W3 OCHOBHBIX MPUYHUH OTCYTCTBUS OKOHYATEJIBHOTO pPElICHUs
00Cy)X1aeMoil 3adaud SIBJISETCSI OTCYTCTBHE €IMHOTO TEOPETHYECKOTo 0as3mca, oO0IIero
MaTeMaTHUYECKOIo MOIX0/1a K €€ PEeLICHHIO.

O060CHOBaHO, 4YTO NEPCIEKTHBHBIM C TOYKHU 3PEHUS] IOCTPOCHUSI HA €ro OCHOBE
CTEraHOAITOPUTMOB, YCTOWYMBBIX K CXAaTHIO, B TOM 4HCIE, CO 3HAYUTEIbHBIMU
kod(punmentamu, sBISIETCS OOUMKA TMOAXOJ K aHAJU3y COCTOSHUS W TEXHOJOTHH
(GYHKIIMOHUPOBAHUST MH(POPMAIMOHHBIX CHUCTEM, OCHOBAaHHBIM HAa TEOPUH BO3MYILIEHUN U
MaTpUYHOM  aHaju3e, [NPUHIMIHNAIBLHO  TO3BOJSAIOIIMNA  OpPraHu3oBaTh  Ipoliecc
CTeraHonpeoOpa3oBaHusi TakUM 00pa3oM, 4YTOObI, Hapsily C YCTONYMBOCTBHIO, HOBBICUTH
BEPOSITHOCTh 00€CIEUEHUsI HAJIeKHOCTU BOCHPUSITHUS CTEraHOCOOOIIEHHS MO CPaBHEHUIO C
CYLIECTBYIOIIMMHU aHAJIOTaMH.
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3ATAJIBHUAM IIJIXIT 10 AHAJIZY CTAHY IH(I)OPMAJ]_[II‘/JIHI/IX CHUCTEM SIK TEOPETUYHUI
BA3UC AJI51 CTETAHOAJII'OPUTMIB, CTIMKUX 10 ATAKHA CTUCKOM

A.A. Kobozea, M.O. Menwhuk, I1.€. bapaHor

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUH YHIBEPCHUTET,
npocr. Ileruenka, 1, Oneca, 65044, Ykpaina; e-mail: ritochek@yandex.ua

Y pobori BusBNeHI U OOIpyHTOBaHI HENOJMIKM TpH 3a0E3MEYEeHHI  CTIHKOCTI
CTEraHOAITOPUTMIB JI0 aTakd CTHCKOM Y BHIIQJKy OpraHi3auii CTeraHoIlepeTBOPEHHS B
YaCTOTHIHM, MPOCTOPOBIH/4acoBili 00JACTi KOHTCHWHEpa, y SKOCTI SIKOTO BHCTYIAIOTh
nudpoBi 300pakeHHs, aymio W Bifeo MociigoBHOCTI. [loka3aHo, MO ONHIEI0 3 OCHOBHUX
MIPUYUH BiICYyTHOCTI OCTaTOYHOIO PillIeHHS OOTOBOPIOBAHOI 33/1a4i € BiJCYTHICTD €JJHHOTO
TEOPETHYHOTO 0a3HCy, 3aralbHOr0 MaTEMaTHYHOTO IiAX0ay A0 ii pimeHHs. OOrpyHTOBaHO,
10 TEPCIIEKTUBHUM 3 TOTJISY OOYI0BU HA HOrO OCHOBI CTEraHOAJITOPUTMIB, CTIHKUX JIO
CTHCKY, Y TOMY YHCII, 31 3HAUHUMU KoedillieHTaMU, € 3arajibHUM MigXij 10 aHali3y CTaHy
i TexHomorii (pyHKIIOHYBaHHS iH(QOpMAaliHUX CUCTEM, 3aCHOBaHMH Ha Teopii 30ypeHsb i
MaTpUYHOMY aHaJIi3i.

Karwu4osi cioBa: creranoairopurm, ataka npotd BOYJOBaHOTO MOBiJOMIJIEHHS, CTIHKICTh
JI0 CTHCKY, 3arajbHUi MiAXiM J0 aHamizy craHy W TexHomorii (yHKIiOHYBaHHS
iH(OPMAIIfHUX CHUCTEM.

GENERAL APPROACH TO INFORMATION SYSTEM STATE ANALYSIS AS THEORETICAL
BASIS FOR STEGO ALGORITHMS ROBUST AGAINST COMPRESSION ATTACKS

A.A. Kobozeva, M.A. Melik, P.E. Baranov

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: ritochek@yandex.ua

Shortcomings in the process of provision of stegoalgorithms with robustness to
compression attacks were identified and proved for the case of stegotransformation in
frequency, spatial/time domain of a cover object, with digital images, audio and video
series used as cover objects. It was shown that lack of a comprehensive theoretical basis
and general mathematical approach to the solution process for the problem discussed is one
of the basic reasons for absence of the final solution. It was justified that general approach
to information system state and functioning analysis based on perturbation theory and
matrix analysis is a promising one for the development of robust to compression attacks
stegoalgorithms, including those with significant coefficients.

Keywords: stegoalgorithm, attack against the embedded message, robustness against
compression, general approach to information system state and functioning analysis
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