[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIFOBAHHI = 2014 = Tom 4, Ne2

YJIK 004.056.53 Informatics and Mathematical Methods in Simulation
Vol. 4 (2014), No. 2, pp. 149-157

HNPUMEHEHUE METOJ10B MAIIMHHOTI'O OBYYEHUA
JAJIAA ®DOPMUPOBAHUA CHUEHAPHUEB ITIOBEJAEHUSA
BPEJOHOCHBIX ITPOI'PAMM

B.M. PyBunckas, A.B. MoJsigaBckast

Onecckuii HAIMOHAIBHBIN MOTUTEXHUUECKU YHUBEPCUTET
npocr. llesuenko, 1, Oxecca, 65044, Ykpauna; e-mail: amme4od@mail.ru

CraTbsl TMOCBsIIEHA MpoOJieME aBTOMATH3MPOBAHHOTO (POPMHUPOBAHHS  CICHAPHUEB,
OITUCHIBAIONINX IOBEJCHHE BPEIOHOCHBIX IporpamM. [IpuBeneHbl IyTH €€ MO3TarHOro
pelIeHusl ¢ MMOMOIIBI0 METO/IOB MAaIIMHHOTO OOy4YeHHs, 0OOCHOBAH BHIOOP KOHKPETHBIX
MeronoB. IIpemnoxeHo mperncTaBieHHE CIEHapHeB B Bujae OaifecoBckux —cereil.
[IpuMeHUMOCTh 3TOTrO pelIeHus] MPOJEMOHCTPUPOBaHA HA TNpuMepe. Taxke OIMUCaHBI
TpeboBaHus K 00y4arolieil BEIOOpKE, BHIIOJHEHHE KOTOPHIX HA 3Tare cOopa MH(OpMAaIUK
MO3BOJIUT YBEJIMYUTH TOYHOCTH PabOTHI METO/JOB MalMHHOTO oOy4eHus. [IpoBeneHb
SKCIIEPUMEHTHI, JIEMOHCTPUPYIOIINE TOBBIIICHHE KAa4eCTBa Pe3yJbTaTa IMPH TMOBBINICHHH
Ka4yecTBa BHIOOPKH.

KiroueBble ci10Ba: BUPYCOJIOTHS, aHTUBUPYC, CIICHAPHU, MAIIMHHOE OOYyUCHUE, AIACpPHBIC
¢ yHKIIMY, OalleCOBCKUE CETH, CTPYKTYPHOE O0yUCHUE.

BBenenune

Bo3sgeiicTBre BpPEIOHOCHBIX NIPOrpaMM Ha CETOAHSIIHUN J€Hb SBIAETCA OJHOU U3
OCHOBHBIX yrpo3 JUIsi KOMITBIOTEPHBIX cucTeM. [losBiieHHE U pacrpocTpaHeHHe HOBBIX YIrpo3
MpPOUCXOIUT KpaiiHe OwicTpo [l]. BcenenctBue »3toro ObicTpoe OOHapyKeHHE U
UJACHTU(QUKAIMS  HOBBIX  BPEJOHOCHBIX IPOrpaMM  SIBJISIETCS. OCHOBHOHM  3ajaueit
pa3pabOTYNKOB AHTUBHPYCHOTO MpoTrpaMMHOro obOecnedeHus. beictpoe u s dexTuBHOE
peleHe 3ToH 3aa4M C MCIOJIb30BaHHEM HCKITIOYUTEIBHO CTATUYECKUX METOJOB, TAKUX KaK
PYYHOH WJIM aBTOMATH3UPOBAHHBIA CUTHATYPHBIN aHAIHM3, CETOIHS HEBO3MOYKHO IO TPHYNHE
aKTHBHOTO WCIIOJIb30BaHMsl aBTOPAaMH BHPYCOB TEXHHK, 3aTPYIHSIONIMX O3TOT aHAIU3
(o6dyckanms, momumopdusm, mudppoBaHue koga U T.4.). OIHAKO OTHOBPEMEHHO C ITHM,
MOBEJICHHE MHOTHX HOBBIX BPEJOHOCHBIX IMPOTPAMM OCTAETCS TUIIMYHBIM: OTIPAaBKa JaHHBIX
MoJIb30BaTeNlsl Ha CTOPOHHME  ajpeca, TIeHepanus Tpaduka, camMopacchlika H
caMOKOTIpoBaHue [2]. B cBsi3M ¢ 3TUM pacTéT HHTEpEC K AMHAMUYECKAM METO/IaM aHalln3a, B
YaCTHOCTH, K METOJaM IOBEJIEHYECKOT0 aHallM3a BPEJOHOCHBIX MporpaMM. lMcnonb3oBaHue
UX COBMECTHO CO CTaTMUYECKMMH IO3BOJIAET 00Jiee MOJHO U IIIyOOKO HCCieloBaTh 00pasiibl
yrpo3. biaronaps 3tomy pa3paboTUYMKK aHTUBUPYCHOTO MPOTrPaMMHOI0 00eCredyeHus MOTyT
CBOECBPEMEHHO OOHApYXKMBATh HOBBIC YIPO3bl U BHOCHUTH COOTBETCTBYIOLIHE M3MECHEHHUS B
aHTUBHPYCHBIE 0a3bl M KaTaJIOTH BPEJOHOCHBIX IPOTpPaMM, IpPEAOTBpaIas AajbHeuIIee
pacrpocTpaHeHNe STHX HOBBIX YTPO3.

PabGora mnocesmieHa BompocaM aBTOMAaTU3UPOBAHHOTO (POPMHUPOBAHMS CIIEHAPUEB
MOBEJICHHSI BPEJOHOCHBIX MIPOTPaMM Ha OCHOBE 0OydeHwHs 1o npuMepam. [IpuMeHenne Takux
CIIeHapHUEB ISl OOHAPYKEHUs Yrpo3 ObLI0 BrepBbie npeioxkeHo B [3]. Tam ke nmpuBeneHbI
MpUMEpHl CIEHAPHEB M MPEUIOKEH ammapar uisi UX ONKMCAaHUS Ha OCHOBE PEryJIsipHBIX
BeIpakeHuil. CornacHo [3], cuieHapuii mpeacTaBisieT co00i MOIeNb MPEACTABICHUS 3HAHUM,
ONKCHIBAIOLIYI0 O0OOIIEHHOE MNOBEAECHHE KaK IIOCIEOBATEIbHOCTh JEHCTBUI C ydyeToMm
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ANbTEPHATHB, LHMKJIOB, a TaKXX€ HEPAPXUM C HCHOJIB30BAHUEM PETYISPHBIX BBIPAKECHUN.
3ajaHue ClieHapueB IMOBEACHUS BPEJOHOCHBIX NPOrpaMM BPYUHYIO — OYEHb TPYyIOEMKas
3agada. [loaToMy yenvio Hallero HUcciIelOBaHMs SBISETCA BbIOOP METOJOB MALIMHHOTO
o0OyueHus, KOTOpbIe MOAXOMIN Obl /U1 (OPMUPOBAHUS ONMCAHUI MOBEACHUS BPEIOHOCHBIX
IIporpamm 1o npumepam. st 3Toro cieayer peluTb Takue 3a0aqu:

- HU3YUUTh W MPOaHAJIM3UPOBATH CYHMICCTBYIOIIME MCETOAbl MAIIWMHHOI'O O6y‘I€HI/I$I,
BbIOpaTh HanboJiee MoIX0ISIINE;

- ornucarhb Tpe60BaHI/I${ K BXOIHBIM JaHHBIM, BbIJIBUI'a€MBIC 3THMH MCETOJAaMH, B
KOHTEKCTEe HaOJI0JIeHHs BPEIOHOCHBIX IPOTpamMm;

- OHpO6OBaTB BBI6paHHBIC MCTOABI, OUCHUTL PE3YyJIbTaT.

O030p MeTO10B MALIMHHOT0 00y4eHUsl, MOAXOAAIIHUX I (POPMHPOBAHUS CLIEHAPHEB

3amgauy GopMHUPOBAHHS CIICHAPUSI C TTOMOIIBIO MAIIMHHOTO O0YYEHHUS MOXHO YCIIOBHO
pa3zenuTh Ha JBa dTara:

"  [OJIy4yeHHE CIMCKa COOBITUH ClIeHapus;

"  [OJIy4YEHHE CBSI3€H MEXIY COOBITUIMH.

Merton moslyueHHsS CHUCKAa COOBITHH JOJDKEH T03BOJIATH 0000IaTh JACHCTBUA
Pa3IMYHbIX BPEAOHOCHBIX MPOTpPaMM, HOCSIIUE CXOAHBIN XapakTep. O4eBH/IHO, YTO TEpes
HaMH, IO CYTH, CTOMT 3ajada kKiaccuukauuu JuO0 Kiactepuzaluu. To ecTb METOA0M
MOJIyUYEHHUSI CIHUCKA COOBITUH MOXET cTaTh J000M MeTon Kiaccupukaluuu OOJbLIOro
KOJIM4ecTBa JaHHbIX. OJJHAKO HY)XHO YYUTBHIBaTh, YTO MbI OyZ€M MMETh JI€JI0 C JOCTATOYHO
00JbIIMM OOBEMOM JAHHBIX, KOTOpPbIE TaKK€ MOTYT ObITh 3alIyMJIEHHBIMU BCJEJICTBUE
HaJIM4us HE COBCEM THUIMYHBIX BPEIOHOCHBIX mporpamm. Jljis 3Toro mpuaércs NpUMEHATh
JOCTaTOYHO HOBBIE U PA3BUTHIE METOJ/bl, @ MMEHHO METOJlbl MAIIMHHOTO OOYy4YeHMsI Ha
SJIEPHBIX (PYHKLHMAX, adalTUPOBAHHbIE Ui KJacCU(UKALKUKA UMEHHO N0 OOJBIIMM 00bEMaM
MpENeCHTOB (TaKk Ha3bIBaeMBbIC siiepHbIe MeToIbl) [4]. OHU criennaibHO TTPeAHA3HAYEHBI IS
KJIaCCU(UKALUU CUIIbHO MEPEMEIIAHHbBIX JIAaHHBIX U XOPOILO CIPABIIAIOTCS C 3alTyMJICHHBIMU
JTAaHHBIMHU.

Hzlepm,le METOAbI Oﬁy‘lEHI/Iﬂ

Metonpl oOyueHuss Ha spax, TaKKe HM3BECTHble Kak sjepHble MamuHbl (kernel
machines), TPUMEHSIOTCS B pEIICHUH 3a7ad Kilaccupukanuu W Kiactepuszanuu. Mnues
METO/IOB COCTOUT B TOM, YTOOBI MPEACTABUTH MPOCTPAHCTBO KJIACCU(UIUPYEMBIX JAHHBIX X ,
JUI KOTOPBIX HE CYLIECTBYET JMHEMHOro pa3JesiuTeNsi, B MPOCTPAHCTBE Oojiee BBICOKOM
MEpHOCTH Y, rJie TakoM pasjesuTenab MOXKHO OyaeT NOoCTpouTh. JJis OCYIIECTBIEHUS ITOTO
HEOOXOJMMO BBIUMCIUTH Ui K&XKJIOTO BEKTOpa JaHHBIX (QYHKIHMIO HEIMHEWHOIo
otoOpakeHuss ®:x — y, rme x — AIEMEHT NPOCTPAHCTBA MCXOJHBIX JaHHBIX X (Oojee

HU3KOM pPa3sMEpHOCTH), a ¥ — €ro NpoeKlus Ha HpocTpaHcTBO Y (OoJiee BBICOKOM

pazMepHocTr). CII0KHOCTh TAaKOTO BBIYUCIIEHHS BO3PACcTAa€T MPONOPIHUOHAIBHO YBEIUUYEHUIO
MEpHOCTH IpocTpaHcTBa. KpoMe Toro, MEpHOCTbh MPOCTPaHCTBA ¥ MOKET OBITh JIOCTATOYHO
BeIUKa, U B TakoM ciyyae P(x) BbIUMCIUTL HEBO3MOXKHO. PemuTth naHHyio mnpoOiemy

MOHO C TIOMOIIBIO TaK Ha3bIBAEMOTO SIAEPHOTO Tproka. [ Beruncienus @ ucnosb3yercs
CKaJIIpHOE TPOM3BEJICHUE JIBYX BEKTOPOB, /I KOTOPOTO TPEOYETCs YYUTHIBATH MEPHOCTH
npocTpancTB. Ho BO3MOYKHO TaKkKe 3aMEHUTH €ro ClelnalbHOM saepHoit hyakimen K(x,y),

KOoTOpast o0yajjaeT CBONMCTBAMM CKAaJIIPHOTO INPOU3BENCHMsA. B pesynbrare cama (yHKUUA
®(x) U, COOTBETCTBEHHO, MEPHOCTH MIPOCTPAHCTBA MEPECTAIOT UI'PATH POJIb B BHIYMCIICHUSAX:

Tenepb J0CTaToOyHO BBIYUCIUTH K(x,y) . To ecTh, UCHOIb30BaHUE SAEPHBIX (QYHKUUN
II03BOJIAET HCIIOJIB30BATh B MPOCTPAHCTBE Y T€ K€ aNrOpUTMBI, YTO Il IPOCTPAHCTBA X
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06e3 HeoOXOAMMOCTH YUHUTHIBATh MEPHOCTH Y . AJTOPUTMBI, UCIOJB3YIOLIUE 3TOT MPUEM, a
BMecTe ¢ HUM U pyHKIuio P(x), 1 Ha3bIBAIOT SIIEPHBIMHU.

Jst moctpoenust sigmepuort ¢yakinuu O(x) B oOmEeM BUIE AOCTATOYHO CIIEIOBATH

Teopeme Mepcepa, mpuBeACHHOW B [5], KOoTOpas ompeaenseT HEoOXOJUMbIE CBOWCTBA
¢bynkuuu. Tam ke NpHUBENeHBI MpaBHIa TMOPOXKACHUS (GYHKIUU. Takxke HOBbIE (DyHKIHH
MOJTy9arOT, OCYIIECTBIISISI IMHEHHBIE KOMOMHAIIMY ¥ KOMITO3UIIMH CyIIecTBYIOmHMX. [Ipu aTom
Kax/1asi KOHKpEeTHas (DYHKIHS ONTHUMAIBHO MOJXOAMUT TOJILKO ISl OTPEACIEHHOTO psiaa
3a7ad. DTO CBSI3aHO C PAa3HOTUITHOCTHIO pa30poca JaHHBIX B HMCXOJHOM TMPOCTPAHCTBE B
Pa3NMYHBIX 33/1a4axX, YTO HY)KHO yYHTHIBaTh IPU MEPEHOCE NAHHBIX B MPOCTPAHCTBO OoJiee
BBICOKON MEpPHOCTH.

[Tocne BbIOOpa siapa TpeOyeTcs pemHTh 3aaady MoaA00pa YHCIOBBIX IapaMeTpOB
sanepHoi  ¢yHkiuu. CylecTBYIOT METOAbl aBTOMATUYECKOro Moj0opa IapaMmeTpoB.
[Ipumepamu HanboJee TOYHBIX SIBJISIOTCS JOBOJIBHO 3aTpaTHBIA METO MOMCKa 1o ceTke (grid
search) u cumrmuiekc-meton Hennepa-Muna.

BaxHo pa3nmuyate saepHbie QYHKIMHA U METOIBI KJIacCH(UKAIIIH FITN KIaCTEPHU3aINU C
UX WCIIOJIB30BaHUEM (SICPHBIC MAIIWHBI): B OJMH U TOT K€ METOJ MOXET OBITh BHEApPEHA
MPOU3BOJIbHAS sifiepHast QyHKIusA. JlocTaTo4HO, YTOOBI K 3TUM METOJaM OBLI MPUMEHUM
SIIEPHBIN TPIOK.

Haunbosiee THMOBBIM W MIMPOKO TPHMEHSEMBIM TPUMEPOM SICPHBIX MAIlIHH,
WCTIONB3YEMBIX U KJIaCCH(DHMKALWK, SIBIISTIOTCS MAalIMHBI OTIOPHBIX BEKTOPOB (supporting
vector machines, SVM). MeToJl olOpHBIX BEKTOPOB OCYLIECTBIISIET KJIACCU(PHUKALUIO Yepe3
OTJIeJIEHHE KJIACCOB PYT OT JPYra THIIEPIUIOCKOCTSIME, WIH JTMHEHHBIMU pa3aenutensiMu. [1o
00erM CTOpOHaM JIMHEHHOTO PAa3JIeNUTENs, WIN Pa3[elionieil THIePIUIOCKOCTH, CTPOUTCS
emeé JBe TUIMEPIUIOCKOCTH TaKUM 00pa3oM, 4YTOOBI IOJydCHHBIE B PE3YJIbTaTe KIIACCHI
HAXOJWJINCh BHE OTIENEHHON MMM OOJIaCTH, WU 3a30pa. KadecTBo Kiaccu(puKanuy 3aBHCUT
OT IMIMPHHBI 00pPa30BaBILIEroCs MEXIy KilaccaMu 3a3opa. [Ipumepom MeTona KiracTepu3aliu
CIIYXKUT SIICPHBIN BapuaHT anropurma k-means. Meton k-means, wiam MeTon k -CpenHUX,
HAXOJUT KJacTepbl, OOHapyXWBasg HamOoJiee TOAXOIAIIAE WX LEHTPBI, U Yero HYKHO
3apaHee 3HaTh KOJHMYECTBO KJIAcTEpOB. SlnepHble (GYHKIUHM ITO3BOJISIFOT MPHUMEHSATH STH
METOJBI B CIIyYasx C TPYIAHOPA3IEIUMBIMH CHJIBHO TEpeMeIIaHHBIMU JaHHBIMU [6]. Mx
napaMeTphl HaCTPaWBaIOT TaKUM 00pa3oM, YTOOBI ONTHMHU3UPOBATh TOYHOCTh M THOKOCTH
paboTel MeTosa. Hanpumep, koHcTaHTa ¢ B MetoZie SVM BiusieT Ha IUUPUHY 3a30pa.

Metoabl CcTPpYKTYpHOro o0yudeHusi. IlpumeHeHue 0OaiieCOBCKHMX ceTeil IJIsl ONMCAHMS
CLleHApUeB

[TonyuuB cnucok COOBITUH, CENYET ONPEAETUTh CBSA3H MEXKIYy HUMH, YTOObI OJYIUTh
cuenapuu. O600mEénHOEe omucanue ¢opmara cueHapusi npuBeneHo B [3]. YTounum, 4TO
KaXJi0€ CcOObITHE B ATOM (opmaTe Ha3bIBACTCS IEJIbI0 JHUOO TMOIICIBI0 BPEIOHOCHOU
nporpaMMbl. O4eBUAHO, CJEAYeT IOCTPOUTHh CEThb, CBSA3M B KOTOPOM CIIOCOOHBI
COOTBETCTBOBaTh HEOOXOJIUMBIM PETYISPHBIM BbIpakeHUsIM. Kpome TOro, cBsI3U JOJKHBI
OBITh HAIIPABJICHHBIMH, YTOOBI OTPAXKATh MPUIMHHO-CIICICTBEHHBIE CBSI3H MEXKIY COOBITUSIMHU.
Hakonen, Takas cerb J0JDKHa OBITh BEPOSITHOCTHOHM, YTOOBI 00ecrneyuTh TUOKOCTH B
NPUHATUH PELIeHUH, KoTopas Haubojee BaxkxHa B OOHAapYXEHHM HOBBIX MOJUUKaLUN
U3BECTHBIX YTpo3. M3 Bcex NpUMEHsSEeMbIX CEeroJiHsl BEPOSITHOCTHBIX HANpPaBJICHHBIX rpados, ¢
ONHMCAHUAMHU HEKOTOPBIX M3 KOTOPBIX MOXKHO O3HAaKOMUThCA B [7], mns Hac Haubosee
MTOJXOSIIIUMU  SBJISIIOTCA  0alieCOBCKUE CeTU. DTO OOYyCIOBJIEHO TeM, 4TO OaliecoBCKas
BEPOSITHOCTh sIBJIsieTcsl Oosiee TMOKOW IO CpaBHEHUIO € dYacToTHOW. OHa crnocoOHa
OOHOBJIATHCS 1O Mepe NoiaydeHus: HoBoi mHpopmanuu. Kak yacroTHas, Tak u OailiecoBckas
BEPOSITHOCTH OMNEPUPYIOT C JaHHBIMU CTaTUCTUKUA. OJHAKO YacTOTHas BEPOSTHOCTD
UCIOJIb3YeT €€ JIMIIb KaK OINHMCAaHWE IapaMeTpoB, a OaillecoBckas — ISl MOJyYEHHS
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BEPOSITHOCTH  TOTO, 4YTO OIpeAei€HHble MapaMmeTphbl  (BblpaxkaeMmble  CIy4yailHbIMU
MIEPEMEHHBIMHU) JIOCTUTHYT OMNPEIENEHHOTO LEJIEBOr0 COCTOSIHUS, MPUYEM MpPHU YCIOBUU
JTOCTOKCHHS IPYTUMHU CBSI3AHHBIMHU C HUMHU TIapaMeTpaMH ONpeaeN€HHbIX cocTosiHuM. MTaKk,
0aiiecoBCKasi BEPOSITHOCTb BbIPaXKaeT MPUUMHHO-CIIEICTBEHHBIE CBSI3U, IEMOHCTPUPYS KAKUM
00pa3oM (C Kakoil BEpPOSITHOCTHIO W TPH KaKUX CBOMX 3HAYEHHUAX) TMPUYUHBI BIMSIIOT Ha
cinenctBus [8]. biarogaps aToMy, €€ MOXHO YCHEIIHO MCIOJIb30BaTh B 3ajadyax MPUHATHS
pelieHni (K KakoBbIM OTHOCUTCS M Hallla 3a/1a4a). YTo KacaeTcs UCIOIb30BaHUs PErYISIPHBIX
BBIPOKEHUH B CLEHApUAX, NpeaaraeMoro B [3], TO OHO OKaXKeTcsl 3aMEHEHO OTHOILLIEHUSIMU
YCIIOBHOI BEPOSATHOCTU U YCIIOBHOIM HE3aBUCHUMOCTH, KaK Oy/eT MOKa3aHO HWXKE. YCJIOBHAs
BEPOSITHOCTh — 3TO BEPOSTHOCTH BBHINOJHEHHS] OJHOTO COOBITHS, €CJIM ObLIO BBINOJIHEHO
apyroe. YclOBHas HE3aBUCUMOCTb — 3TO OTHOILIEHHUE MEXIY TpeMsl NEpPEeMEHHBIMH, B
KOTOPOM OJIHa NepeMeHHas nepeaaét nHGOPMaLUIo O 3aBUCUMOCTU MEXAY JABYMS JPYrUMU
[9].

[Ipomecc moctpoeHusi 06ail€COBCKOM CETH € TIOMOIIBI0 HEKOTOPOTO aJrOpUTMa
Ha3bIBAETCS CTPYKTYpHbIM oOyueHuem. [lo cBoeMy OCHOBaHUIO U TNPUHIUIY pPaOOTHI
ITOPUTMBI 00YUYEHHUS CTPYKTYpPE JENIATCS Ha KIacChl, IPEICTaBICHHbIE HUXKE.

1. OcHoBanHble Ha orpaHuyeHusIX. OCHOBHOHM HJie€il aNrOpUTMOB, MCIIOJIb3YIOLIUN
TAHHBIA METOJI, SIBJISIETCS NPOBEJICHHE aHajlu3a YCIOBHON He3aBUCHUMOCTU. B pesynbrare
ompeJeNnsieTcs, Kakue y3Jibl CBS3aHbl, a Kakue — HeT. [lociie 3Toro cTpouTcst «CKeIeT» CeTH, TO
€CTb OIpeeNsieTcs CTpyKTypa rpada 6e3 HampasieHuid. Ha nociennem stane onpenensitoTcs
HampasiieHus 1yr. Bo3moxHas ommnbka aaropuTMoB 3TOro Kjacca: Ha BBIXOJE MOTYT ObITh
MOJIyY€Hbl ~ HEOPUEHTUPOBAaHHbIE  pEOpa  BCIEACTBHE  HEBO3MOXXHOCTH  IPHUHSITUA
OJIHO3HAYHOT'O PELICHUSI.

PaccmoTpuMm mpocteitmmii anroputM 3Tol KaTeropun — anroput™ Ilerepa-Kiapka (PC)
[10]. OH nmpuHUMaET 3a OCHOBY «HAUXY[IIHNI» ciay4yail, B KOTOPOM BCE IIEPEMEHHBIE CBS3aHbI
co BceMHu (a TOTOMY CTPYKTypa oOpasyercs Hambojiee CII0KHAs W3 BO3MOXKHEIX). Jlamee
BEJETCS MOMCK YCIIOBHO HE3aBUCUMBIX JPYr OT JApyra MEePeMEHHbIX, TO €CTh TaKuX, KOTOpbIE
CBSA3aHbBl MEXIy COOOW IpyrMMH NepeMeHHbIMH. Pa3 cBsi3pb Mexay HHUMH oOecredeHa
IIPOMEXYTOUHBIMU y3JIaMHU, TO HETIOCPEICTBEHHAs CBSI3b JIOJKHA ObITh yAaleHa. biaromaps
3TOMy OyAeT BHJHO, Kak IepBas IEpPEeMEHHAas BIIMAET Ha BTOPYIO C Y4YETOM BIIMSHUSA
MIPOMEXYTOUHBIX IEPEMEHHbIX. Ecaum Ke OCTaBUTh HENOCPEACTBEHHYIO CBS3b, 3Ta
nH(pOopMaLKs OKaXeTCsl TOTEPSHA.

Hpyrumu, 6osee CIOXHBIMU, HO U 00Jiee NEPCIEeKTUBHBIMU AJTOPUTMAaMHU SBIISIOTCS,
HarpuMmep, amepukanckuii SLA (Simple Learning Algorithm) [11] u xopeiickuit SCD
(Sequential Causal Discover) [12]. O6a OHHM HCHONB3YIOT CBOMCTBA M OCOOCHHOCTH
0alieCOBCKHX CETH KaK BEPOATHOCTHOTO HampaBJIeHHOIo rpada.

2. Merpuueckue. OcHOBaHBI Ha Mepe KauecTBa, T.€. JOCTOBEPHOCTU ceTH. Takue
QITOPUTMBl HAaXOJAT HauOOJIee BEPOSTHYID CTPYKTYpY CETH, MNPUYEM BEPOSITHOCTH
BBIYUCIISIETCSI HAa OCHOBE CHEIUAIBHOW MeTpuueckol (GyHKuMM (MHA4Ye Ha3hIBAEMOU
METpUKOU 100 (yHKIIMOHAJIOM KadecTBa). Bo3MolkHast ommOKa anropuTMOB JAaHHOTO
KJ1acca: YCTaHOBJIEHHE OIIMOOYHBIX CBSI3EH.

Onnoit u3 Hambosee MIMPOKO MCIIOIB3YEMBIX CETOMHs MeTpuk siBisercs K2 [14, 15].
Ona oOpa3oBaHa u3 ¢opmyibl baiieca, B KOTOpyl0 B KaueCcTBE apryMEHTOB I10/ICTABJICHbI
ucxoaHas 6a3a v uckomas ctpykrypa. CyTb pabOThl aJropuT™Ma Ha OCHOBE JAaHHOW METPUKU
3aKioyaeTcss B cienywoomeM. B xozme paboThl  anropuTMma  JUid  Kaxaod  ciaydaiHON
nepeMeHHo# x; (i €[l,n], rae n — KONMYECTBO NMEPEMEHHBIX) MPOU3BOJUTCSA OLIEHKA BCEX

BO3MOXHBIX €€ poauTelaeld M WX KOMOMHAIHMA C ITIOMOIIBI0 METPHUYCCKOW (DYHKITHH.
Haubonpiiee BbIvmCIIeHHOE 3HAYeHHE (DYHKIMM COOTBETCTBYET HamOoJiee BEPOSTHOMY
Habopy poauteneil. Jlyis BBIUMCIEHHS] HUCHOJB3yeTcs NOACYET B oOywaronieil BbIOOpKe
KOJINYECTBA KOMOMHALUI BCEX BO3MOKHBIX 3HAUYEHHI POJUTENECH M CaMOH IEPEMEHHON X, .

To ectb, BeposTHOCTH TOrO, 4ro mnepemenHas x;, ( je€[l,n] , roe n — KOIMYECTBO
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HCpCMeHHHX) ABJIACTCA POAUTCIIEM X, 3aBUCUT OT TOI'O, CKOJIBKO pa3 BCTPEHACTCS OJHA U Ta

’)Ke KOMOHMHALMSA MX BO3MOXKHBIX 3HAUY€HUH B 0ase. DTO OOBICHSIETCA TEM, 4YTO YacTO
BCTpeUarolMecs  KOMOWHAIMKM  BBIPAKAIOT  COOOM  HEKOTOPYID  3aKOHOMEPHOCTb,
CYUIECTBYIOIYI0 MEXAy CIy4ailHbIMM IE€PEMEHHBIMU. OJTa 3aKOHOMEPHOCTb W SBJIAETCA
HMCKOMOM CBSI3bI0, TO €CTh YaCThIO HCKOMOW CTPYKTYPBI.

CyliecTByIOT TaKKe METPUKH, OCHOBaHHbIe Ha Teopun HHPopmanuu. [lo cBoemy
MPUHIUIY pabOThl OHU JOCTATOYHO CHJIBHO OTJIMYAIOTCS OT Kiacca OaiiecoBbix. B HHX
CYLIECTBYIOT MEXaHM3Mbl JUIsl TOMCKAa Haubosee KOMIIAKTHOM CTPYKTYpbl CETH, OJIHAKO
BMECTE C 3TUM JaHHbIE aJTOPUTMbI MOTYT CTpajaTh OT MEepeoOydeHus, WIh OBep(UTTUHIA
(omnboYHOTO OOHApPY)KEHMsI 3aKOHOMEPHOCTEM B oOydaromieil BBIOOPKE, KOTOPBIX B
pEaTbHOCTH HE CYIIECTBYET) JMOO H3JIMIIHEH BBIYMCIUTEIBHON CIIOKHOCTH. M3BecTHBIE
MpUMEpPbl METPUK HAa OCHOBE TEOPHM MH(pOpMAIMK — MHGOPMAIMOHHBIN KpuTepuil Akaunke
(AIC) u poncrBennslit emy nuHdopmanroHHslit kputepuit baiieca (BIC).

OkcniepuMeHThl Tokazanu [14], yto MeTpuku OailecoBOil TIpynmbl Ha OOJBIIUX
BBIOOpKax paboTalOT ycnelHee WHPOPMAUMOHHBIX, HO MPOUTPHIBAIOT UM Ha HEOOJbIIHX.
ANTOpUTMBI K€ Ha OCHOBE OTPAHUYEHUN MOTYT CTPOUTH CETh HE MOJHOCTHIO, CTAIIKUBASICh C
HeonpenenéHHoctsMu [10], yero ¢ MeTpuYeCKMMH aIrOpUTMaMu He rpoucxoauT. Mexonas us
CKa3aHHOTIO, B Halllel 3a/1a4ye MpeAnoYTUTEIbHEE UCII0Ib30BaHNE METPUK HA OCHOBE TEOPEMBI
baiteca.

CrpykrypHoe oOyueHue — pecypcoéMmkas 3ajada, MOCKOJIbKY 3a4acTylo He yHaércs
n30exaTb HUCHOJb30BAaHUS TaK HA3bIBAEMOIO <(OKAaJHOTO IIOMCKa» HYXHOro rpada B
npoctpaHcTBe TIpadoB JIMOO JAPYruX BBIUMCIMTEIBHO CIIOXHBIX AJIEMEHTOB alroOpUTMa.
Cokpatuth OOBEMBI  BBIYMCIIEHUN  TO3BOJISIET  NPEIBAPUTEIBHOE  YHOPSJOUYMBAHUE
MIEPEMEHHBIX, YTO YyKa3aHOo B creuuduxanusx pspa aimroputMoB [11-13]. B pesynbrare,
MOMCK POJUTENICH M KOMOWHAIMKA POAMTENICH IS KaKJIOW TMEepeMEHHOW BENETCS TOJBKO
cpelu npeaBapsooIuX e€ nepeMeHHbIX. Bo MHOTHX 3aauax Takoe TpeOoBaHHE K UCXOJAHBIM
JAHHBIM SBJISIETCSI HEYAOOHBIM OTpaHUYEHUEM, TPEOYIOIMM BMELIATENIbCTBA AKCIEPTa, U OT
Hero crpemsTcst u3daBuThes. OJHAKO B 3a/1ade MOCTPOEHHUS CLIEHApHsl OHO INpeBpallaercs B
[IPEUMYILECTBO: MOCKOJIbKY Mbl HaOJIOAaeM CleNyIoIIMe Ipyr 3a APYroM COOBITHS, TO
[IEPEMEHHbIE OKaXYTCSl €CTECTBEHHBIM O0pa3oM yMOpSAAOYEHBl €1€ Ha 3Tale MOCTPOEHUs
CIHMCKa IIEPEMEHHBIX (TO €CTh Ha ATare KiacCupuKalun).

TpebGoBanus k kauecTBy 00y4aroiieii BLIOOPKH

YcnemHocTs MOCTPOSHHS CETH HAMPSAMYIO 3aBUCHUT OT KauecTBa 00ydaroiiel BbIOOpKH,
a MMEHHO OT PENpe3eHTAaTHUBHOCTH W 3alIyMJICHHOCTH BXOJHBIX JAaHHBIX. B ToMm cmyuae,
KOI/Ia OT 3alllyMJIEHHOCTH HE YAAa€Tcsi M30aBUTHCS, MOYKHO CHHU3UTH €€ BIUSHHE, JOTIOJHUB
BBIOOpPKY OOJIBIIMM KOJMYECTBOM JIMIIEHHBIX IIyMa JaHHbIX. bojee croxxHoll 3amaueit
ABJIgeTCA oOecredyeHre 10CTaTOYHON penpe3eHTaTuBHOCTU. B o0uiem Buie OHO JocTUTraeTcs
TeM, 4YTO B TpOIECCEe OKCIEPUMEHTa CJEAyeT JJAOOMBAThCS TOTO, YTOOBI KakKjas
paccmarpuBaeMas CiydaiiHas IepeMEeHHas MpPUHUMAala BCE CBOM BO3MOJKHBIE 3HAYEHUS,
[IOCJIE YEro OTCIIEUTh, KaK 3TO OTPA3UJIOCh HA COCTOSIHUSX BCEX MPOYUX IepeMeHHBIX. To
€cTh, cleayeT oOecrneunTh pazHooOpasue pe3yiapTaToB. brmaromaps ToMmy, YTO B
Ha0JII0JaeMOM TIOBEJICHUU WJIM MOJIEIHN CYIIECTBYIOT CKPBIThIE CBS3HM (KOTOpbIE U JOJLKEH
BBISIBUTH QJITOPUTM CTPYKTYpHOTO O0Oyd€HHs), 3TO pa3HOOOpa3ue MO3BOJUT IPOSCHUTH
3akoHOMepHocTH. OOyuaromiasi BIOOpKa JIOJKHA IEMOHCTPUPOBATh (PYHKIUU BPEIOHOCHON
MIPOrpaMMbl Tak, YTOObI MepeaBaTh WX CEUU(PUIHOCTD U B3aUMOCBS3b Apyr ¢ Apyrom. To
€CTb, NPU IPOBEIACHUM SKCIIEPUMEHTOB CJEAYEeT OXBAaTHTh KaK MOKHO OOJibllie BapHAHTOB
IIOBEJICHUs KaXKJIO0M BpPEIOHOCHOM mporpaMmsl. JliI1 3TOro HEAOCTATOYHO TOJBKO
HaOJI0/IEHUS 32 MOBEJIEHUEM BPEJOHOCHOM MPOrpaMMbl B HOPMaJbHBIX YCIOBUSX, I'JIE€ OHA
OyJeT yCIIeITHO BBITMIOJHEHA OT Havaya A0 KoHa. Heobxoaumo Takke 00ecreuuTsh yClIoBus,
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B KOTOPBIX aKTHBHOCTH JIFOOOW (PYHKIMHM BPEJOHOCHOW MPOTpaMMBI MOKHO TpepBaTh, HE
3arparuBas npounx e€¢ ¢yHkumid. Torma, eciam HEKOTOpbIE Opyrue (QYHKIUH 3aBUCIT OT
MpEepBaHHON, OHM TaK)KE HE BBINOJHATCSA, YTO W OyneT 3auKCHpOBaHO B pe3yibTaTax
skcriepuMenTta. CienoBarenbHO, OyneT OOHapy)KeHa YCJIOBHAasi HE3aBUCHUMOCTh MEXIY
MIpEpBAHHON (PYHKIMENW U BCEMU TPOUNMH.

OnpoGoBaHue MeTO/1a MOCTPOEHHSI CTPYKTYPbI CIleHAPHsI HA OCHOBe 0aiiecOBCKO# ceTH

PaccMoTpuM Ha TecTOBOM MpuMepe, Kak KayecTBO BXOJHBIX JAaHHBIX BIIMAET Ha
TOYHOCTh TOCTPOEHHUs ceTU. Bo3pMEM BBIOOPKY IO MOBEIEHUIO HEKOTOPOTO KOJMYECTBA
MOYTOBBIX 4epBeil u3 sHuukioneauun Securelist ot Jlabopatopun Kacmepckoro [15]. Ona
npuBeaeHa B Tabmuue 1. B nanHo#l BbIOOpKEe 3HaueHHE | COOTBETCTBYET BBIIIOJIHEHHUIO
coObITHsl, 3HaueHuE 0 — HEBBIIOJIHEHHUIO.

Cocrasnennniit Jlaboparopueit Kacniepckoro [16] Ha 0OCHOBE )KM3HEHHOTO IMKJIA YEPBS
CLEHapUil NOBEACHUS IPUBEIECH Ha pHuC. 1.

Taouuna 1.
Br10opka ¢ JaHHBIMH 10 TIOBEJICHUIO THIIOBBIX ITOYTOBBIX YepPBEH
HaumenoBanue Coznann | Uzmenen | CkanmpoBa | Cxanupo | Camopac
€ KOTIHH ue HUE BaHUC CBLIIKA
Ha JIUCKE | peecTpa apecHOM (aiinos
KHHUTH
Email-Worm.VBS.Challenge 1 1 1 0 1
Email-Worm.Win32.Silver 1 1 1 1 1
Email-Worm.VBS.KakWorm 1 1 1 0 1
Email-Worm.Win32.Mintal.003 1 1 1 0 1
Email-Worm.Win32.Sober.a 1 1 0 1 1
Email-Worm.JS. Nevezed 1 0 1 0 1
Email-Worm.Win32.Dumaru.b 1 1 0 1 1
Email-Worm.Win32.Gismor 1 1 1 0 1
Email-Worm.JS.Sigbug 1 1 1 0 1
Email-Worm.Win32.Hermes.a 0 0 1 0 1
Email-Worm.Win32.Pepex.a 1 1 0 | 1
Email-Worm.Win32.SysClock 1 1 1 1 1
Email-Worm.Win32.Scorpion 1 1 1 0 1

B BwIOOpKE 3adukcHpoBaHO HOpMaIbHOE MOBeneHHWE |3 HauMMEHOBaHUN 4YEpBEH B
YCIIOBUSIX, TJI€ OHM HE BCTPETHJIM HUKAKMX MPENATCTBUH g cBoeil pabotel. [lompobyem
MOCTPOUTHh 0alleCOBCKYI0 CEThb Ha OCHOBE TaKuUX JaHHBIX C [IOMOIIbIO aJroOpUTMa
CTPYKTYpHOTO 00yueHus. Bocnonb3yeMes At 3T0ro MeTpuieckum anroputmom K2, tak xak
€ro pe3yabTaThl paboOThl Jerde i MOHUMAHUS U JEMOHCTpAIMH, YeM Pe3yJbTaThl pabOThI
METPUYECKUX aITOPUTMOB Ha OCHOBE TCOPUU MH(POPMAIIUH M aJITOPUTMOB HA OIPAHHYCHHUSIX.
Anroput™M Ha OcHOBE TeopeMbl baiieca K2 BbIYMCIAE€T BEpPOSTHOCTH BCEX BO3MOYKHBIX
BAPUAHTOB CTPYKTYPHI CETH, YTO MOXKET MPUTOIUTHCA ISl OLIEHKH TOTO, TJI€ U HACKOJIBKO
omuOCs aNropuTM B Ipolecce 00ydeHHs] U COOTBETCTBYIOIIMM 00pa3oM CKOPPEKTUPOBATH
CTpYKTYpy. Pesynmprar pabGoTel anroputma (HauboJiee BeposiTHAs JJs AaHHBIX u3 Tabm. 1
CTpyKTypa rpada) npuBeJeH Ha puc. 2.

W3 storo pesynbTaTta CienyeT, YTO JUIl PACCHUIKM KOMUW Ha Jpyrue 3JIEKTPOHHbIE
azpeca ¢ 3apakKe€HHOI0 KOMITbIOTEpPa IPOrPAMME-YEPBIO TOCTAaTOYHO CO3/1aTh CBOKO KOITHIO Ha
KECTKOM JIUCKE 3TOro KoMmmbioTepa. OT CKaHMpPOBaHUS K€ aJPeCHON KHUTW WM (aiiaoB HA
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aucke (OTKyJa Ha caMOM JieJie 4epBb M M3BJIEKAaeT ajpeca A PacChUIKU) 3TO JeHCTBUE
sAKOObI He 3aBUCUT. OUYEBUIHO, PE3yJIbTaT B 3TOM MECTE COAECPKUT OIIUOKY.

JlononHUM Temnepb MCXOJHYI0 BBIOOPKY TakuM 00pa3oM, yTOObl OHa coJepkaja He
TOJIBKO JJaHHBIE O TOM, KaK BeAET ce0sl YepBb B HOPME, HO ¥ O TOM, UTO OyJIeT IPOUCXOIUTH C
€ro JCWCTBUSMH TPH HEBHINIOJHEHUH OJHOTO W3 HHUX. OTH JOIOJHHUTEIbHBIC JaHHBIC
Ipe/ICTaBJIeHbl B TabauIEe 2.

Coznanue _“I:i_z_ """"""""" CraHHpOBAHHE CxaHHpOBaHHE Paccerika
MeHeHHe = 5 %
KOIIHH Ha ampecHOH KHHTH daiimor KOIIHH
peecIpa
JgHCKEe | -~ ¢
HeobGa3aTensHoe neficTBHe H/HIH

Puc. 1. Tunuusslii cueHapuii OBEAECHUS ITOYTOBOIO YEPBS

CoznaHHe KONHH Ha qHCcKe| 3| CKAaHHpPOBaHHE aIPeCHOH KHHIH

. : |

HMaMeHeHHE peecTpa Paccrprika xonHi Chaﬂqfﬁc_f::m

Puc. 2. Pe3ynbrar CTpyKTYpHOTO OOYy4€HHUS CETH Ha OCHOBE MIEPBOTO BapuaHTa BEIOOPKU

Tabnuua 2.
JloToTHATEIBHBIC JAHHBIE O TIOBEICHUH YEPBS C YCIOBHEM IPEPHIBAHUS HEKOTOPBIX
COOBITHI
HaumenoBanue Coznann | U3menen | CxanupoB | Ckanupo | Camopac
€ KOTIHH ue aHHe BaHUE CBUIKA
Ha JTUCKE | peecTpa | aapecHou | (aitios
KHHUTH
Email-Worm.VBS.Challenge 1 | 1 0 |
Email-Worm.VBS.Challenge 1 0 0 0
Email-Worm.VBS.Challenge 1 1 0 0 0

[Tosicaum 3Tu paHHble. B nepBoil cTpoke MbI J1J1s1 HArJISIIHOCTH OCTaBWJIM HOPMAaJlbHOE
MoBeICHHE YepBs. Bo BTOpOH MpeanoioKuian, 4To U3MEHEHHE peecTpa (a UMEHHO, 3alKcCh
4yepBsl B aBTO3amyck) He npousouuio. Ilockonapky paboTa uepBsi HOCTpOEHA HA aKTHUBALUU B
BUJIE MPOrpaMMbl aBTO3aIyCKa, HEBBINOJIHEHUE JAHHOTO COOBITHS 03HA4YaeT HEBO3MOXKHOCTb
BBINIOJIHEHUSI BCEX OCTalIbHBIX (QyHKUMN uepBs. [loaToMy Bce COOTBETCTBYIOIIME COOBITHSA
npuHuMaroT 3HadeHue 0. B Tperbeil cTpoke mpeamosiaraéM, 4YTO HE IMPOU30LLIO0
CKaHUPOBAHUS AJPECHON KHHUTM. YUUTHIBAs, YTO CKaHMpOBaHUE (AiJIOB JaHHBIA 4YepBb HE
CIIOCOOEH BBINIOJHUTh, CAMOPACCHUIKA OKAa3bIBA€TCSI HEBO3MOXKHOW U TOXe IMpUOOpeTaer
3Hauenue 0.

Takum o6pa3oM, BbIOOpKa mpuoOpena OoJibllie PENpPe3eHTaTUBHOCTH, TO €cTh Ooliee
MIOJIHO ONHUCHIBAET MPEAMETHYIO o0nacTtb. Pesynbrar pabotsl amroputma K2 ¢ HoBoif
BBIOOPKOI! PUBEJIEH HA pUC. 3.
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[Tosicaum 310T pe3ynbrar. TOT (akT, 4T0 U3 U3MEHEHHUsS peecTpa He CJelyeT HU OJIUH
U3 CIEIYIOLIUX Y3JI0B, TOBOPUT O TOM, YTO M3MEHEHHE peecTpa SBJISETCS HeoOs3aTeabHbIM
cOOBITHEM B CIIEHAPUHU, YTO COOTBETCTBYET J3KcHepTHOM Bepcuu. CkaHupoBaHHE (ailyioB
JNEUCTBUTEIBHO CIENYET M3 CKAHMPOBAHMS aJpPECHOM KHHUIHU: €CJIM 4YE€pBb HE CKaHUPOBAI
a/IpECHYI0 KHUTY, BEPOSITHOCTh TOT0, YTO OH OyJIeT CKaHWpOBaTh (ailyibl, MOBBIIIAETCS, TaK
Kak u3 (QailloB TOXKE MOXHO M3BJIEKaTh ajJpeca IEKTPOHHOW mouThl. Paccelika komwuii
clIelyeT KaK U3 CKaHUPOBAHMS aJpeCcHOIl KHUIM, TaK U U3 CKaHUpOBaHUs (ailioB MO TOM ke
MPUYMHE: aapeca MOXHO IMOJIY4YUTh U3 000MX MCTOUYHUKOB. CXOAsIascs CBSI3b aHAJOIMYHA
OTHOLIEHUIO «1/uiu». Takum 00pa3zoM, CETh OCTPOEHA BEPHO U MOJHOCTHIO COOTBETCTBYET
CLICHAPHUIO.

Co31aHHe KOIHH Ha JHCKE »| CKaHHPOBAHHE aIpecHOH KHHIH
V3venenne peecTpa Paccslika KomHil |[¢—— CKa}aJHpPBaHHe
aHIoB

Puc. 3. Pe3ynbrar cTpyKTYpHOTO OOYyUEHHUS CETH Ha OCHOBE BTOPOTO BapHaHTa BRIOOPKHU

BrIBOAbI

Cnenan BBIBOJ, UTO MKCIOJb30BAaHHME MEXaHU3MOB MAIIMHHOIO OOyYeHHUs JUIs
¢dbopMupoBaHMs ClieHapueB BO3MOXHO. [IpeummyiecTBa 3TOro moaxoAa MO CPaBHEHUIO C
PYUYHBIM COCTaBJIEHHEM CLIEHAPUEB 3aK/II0YAIOTCS B MUHUMU3AlMK Harpy3KU Ha dKCIepTa Mpu
COCTaBJIeHUM 0a3bl 3HAHUM I SKCIIEPTHOM CHCTEMbI, UCHOJb3YIOIIEH cleHapuu. beuin
OMKCAaHbl 0COOEHHOCTU PAOOTHI C AAEPHBIMU MAlIMHAMM, IPUMEHSIEMbIMU B KJIaCCU(pHUKALIUU
n kiacrepusauuu. CrenaH BBIBOJI, YTO OHHM MOAXOJAT Al (OpMUpOBaHHS 000OILEHHBIX
KJIaCCOB TOBEJEHUS BPEIOHOCHBIX IporpaMM. PaccMoTpeHa BO3MOXHOCTb IOCTPOEHHUS
CIIEHApUEB C TOMOILBIO METOJOB MAIIMHHOTO OOy4YeHHs, NPUMEHSEMbIX B OOy4YeHUU
OaiiecoBckux cereil. [lpencraBienne B Bujae Oalle€COBCKHUX CETEl MO3BOJIAET BbIPA3UTh
[IPUYMHHO-CJIEJICTBEHHbIE CBSI3U MEXJY COOBITHUSIMHU, a TAK)KE BETBJIEHHE, KOTOPOE YacTo
BCTpeyaeTcs B cleHapusiX. bbuio nmpoieMoHCTpUpOBaHO, Kak ceTeBasi CTPyKTypa 0ToOpaxaer
o0s3aTenpHble U HE0oOs3aTeNbHbIE MO/IENH, PETYIIPHOE BhIpakeHue «u/unu». Kpome toro,
OblTu  pa3paboTaHbl  TpeOoBaHMS K oOydammed BBIOOpKE, TMOCiAe Yero  ObUIOo
SKCHEPUMEHTAJIbHO MOJITBEPXKJIEHO MX BJIMSHHME HA TOYHOCTb PE3Y/bTaTa MpPHU BBHINOJIHEHUU
CTPYKTYPHOTO OOyUEHHSI.

B nocnenyromux ucCleOBaHUSAX MOXET ObITh  pacCMOTpPEHa BO3MOXKHOCTh
MIPE/ICTaBICHHS IIUKIIOB B CLIEHAPUSIX, IOCTPOCHHBIX HA AlMKINYECKHX Oall€COBCKUX CETHX.
JlanpHeHIIMM HampaBlieHuEM pabOThl CTaHET TaKXKe YriyOJIeHWe OIMUCaHUsS CLEHapus Kak
CTPYKTYpPBhI JaHHBIX.

Cnucok uTepatypsbl

1. Mansfield-Devine, S. Significant rise in cybercrime against public sector organisations. / Steve
Mansfield-Devine. — Computer Fraud & Security, Issue 1. —2012. —p.1-3.

2. Honig, A. Practical Malware Analysis. / A. Honig. — No Starch Press, 2012. — 800 p.

3. PyBunckas, B. M. DBprcTHYECKHE METOIBI IETEKTUPOBAHHS BPEIOHOCHBIX MPOrPaMM Ha OCHOBE
ciienapueB / B. M. Pysunckas, E. JI. bepkoBuy, A. A. Jloroukuii // ICKycCTBEHHBIN MHTEIIICKT. —
2008. — Ne 3. — C. 197-207.

156



[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIFOBAHHI = 2014 = Tom 4, Ne2

4,

10.

11.

12.

13.

14.

15.

16.

Gammerman, A. Hedging Predictions in Machine Learning. / A. Gammerman, V.Vovk // Comput.
J. 50,2.-2007. —p. 51-163.

Wang R. Introduction to Orthogonal Transforms. / Ruye Wang //Cambridge University Press. —
2012.-590 p.

Grigorios F. Tzortzis. The global kernel k-means algorithm for clustering in feature space./ G. F.
Tzortzis , A. C. Likas // IEEE Transactions on Neural Networks, v.20 — 2009. — n.7. — p.1181-
1194.

Tonmun, JI.A. BepositHocTHBIE cetu Juist onucanus 3HaHui /J[.A. Tonmun // VMHpOpManmoHHbIe
nporeccel. — M.: Pycunsect, 2007. — 1. 7, Ne 1. — ¢.93-103.

Ullman, D.G. Making Robust Decisions. / D.G. Ullman // Trafford Publishing. — 2006. — 348 p.
TynynseB, A. JI. BaliecoBckue ceTu: JIOTHKO-BeposSTHOCTHBIN moaxon. / A.JL Tymymees, C.H.
Huxkonenko, A.B. Cupotkun. — CII0. : Hayka, 2006. — 608 c.

Spirtes, P. Causation, Prediction, and Search. / P. Spirtes, C. Glymour & R. Scheines // MIT Press,
Adaptive Computation and Machine Learning, second edition. — 2006. — 549 p.

Cheng, J. Learning Bayesian Networks from Data: An Information-Theory Based Approach. / J.
Cheng, R. Greiner, J. Kelly. //University of Ulster. — 2001. — 74 p.

Lee, S. A New Polynomial Time Algorithm for Bayesian Network Structure Learning. / S. Lee, J.
Yang, S. Park. // Berlin, ADMA. —2006. — p.501-508.

Cooper, F.G. A bayesian method for the induction of probabilistic networks from data. / F. G.
Cooper, E. Herkovits // Stanford University School of Medicine, Stanford — 1993. — 39 p.
Carvalho, A.M. Scoring functions for learning Bayesian networks. - Tec. Rep. / Alexandra M.
Carvalho // INESC-ID 54/2009. —2009. — 48p.

SecureList - HoBele omucaHusi AETEKTUPYEMBIX OOBEKTOB. [DNeKTpoHHBIA pecypc]| // Pexum
nmocryma: http://www.securelist.com/ru/descriptions

Bupycsl 1 cpenctBa 60pb0OBI ¢ HUMHU. YUeOHBIH Kypc. [DiekTpoHHbIN pecype] // Pexxum gocryma:
http://www.csid.omsu.omskreg.ru/docs/docs/viruses.pdf

3ACTOCYBAHHS METOJIIB MAIIMHHOT'O HABYAHHS J1JISI ®°OPMYBAHHS CIIEHAPIIB

MOBEAIHKH 3JIOBMUCHUX TPOT'PAMHUX 3ACOFBIB
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CraTTsl mpucBsiYeHa MpoOJieMi aBTOMATH30BaHOTO (DOPMYBAHHSI CLIEHAPIiB, IO OMHUCYIOTh
MOBENIHKY 3JIOBMHUCHHX TIporpam. [IpuBeseHO HUIAXH ii MOETAmHOrO PO3B’3aHHS 3a
JIOTTOMOTOF0 ~ CIIEHApiiB, OOIPYHTOBaHO BHOIpP KOHKPETHMX METOMIB. 3alpOIIOHOBAHO
NIPE/ICTABJICHHS. CLEHapiiB 3a JIONOMOTOK OAa€CiBCBKHUX MEpEX, IPOJEMOHCTPOBAHO
pe3yNbTaTh eKCIIEPUMEHTIB Ha BUOIpKax JaHUX Pi3HOIO PiBHS SKOCTI.

KirouoBi ciioBa: 3m0BMHCHE TporpaMHe 3a0e3ICUeHHs, CIICHapii, MalllMHHE HaBYaHH,
sinepHi (GyHKII1, 0aeCiBCbKI MepeKi, CTPYKTypHE HaBYaHHS

USING MACHINE LEARNING METHODS TO FORM THE SCENARIOS OF BEHAVIOR OF

MALICIOUS SOFTWARE
A.V. Moldavskaya, V.M. Ruvinskaya

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: amme4od@mail.ru

The paper is devoted to the problem of computer-aided forming of scenarios, with the latter
describing the behavior of malicious software. The means of step by step problem solution
using machine learning methods were discussed, and the choice of specific methods was
substantiated. Presenting the possible scenarios in the form of Bayesian networks was
proposed. Applicability of this approach was exemplified. Moreover, there were described
the requirements to learning sample, which, if met at the data acquisition stage, would
increase the accuracy of operation of machine learning methods. The experiments were
conducted to demonstrate the improvement of the result quality with improvement of
sample quality.

Keywords: virusology, antivirus, scenario, machine learning, nuclear functions, Bayesian
networks, structural learning,
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