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3arpornoHoBaHO MiJIXi/] 10 TeHEpYBaHHS IapaMeTPiB eNiNTUIHOI KPUBOi B KPHIITOCHCTEMAX
Ha OCHOBI T€HETHMYHOTO aJrOPUTMY Ta 3 BUKOPUCTaHHSM CHMBOJIIB $k00i, po3pobieHo
HOBUI aJrOPUTM T'eHEPYBaHHsS IMapaMeTpiB Ta 0a30BOi TOYKM ENINTUYHOI KPHUBOI, IO
JIO3BOJIB ITiIBUIUTH CTIHKICTh ajJropuTMIB IMM(pyBaHHSA iH(GOpMAIii Ha ETINTHYHHUX
KpHUBHX Ta e()eKTUBHICTh 3aXUCTy iH(OpMallii B KOMIT IOTEPHUX CHCTEMaX.

KarwudoBi cmoBa: kpunrocucrema, emiNTHYHA KpUBA, IapaMeTpH eNiNTUYHOI KPHBOI,
cumMBoI Sko0i

Beryn

[ndopmarriitni pecypcu B CydacHHX YMOBaxX € OJIHUM 13 HAaWBAKIIMBIIIUX PE3YNIbTATIB
JISUIBHOCTI JIFOJICBKOTO CYCHUIBCTBA, caM€ TOMY OcOOIMBa yBara HMPHAUISETbCS 3anadl ix
3axucTy. UiibHE MICIe Y BUPILICHHI Li€1 CKIaJHO1 33/1a4l ociqae KpUnTorpapiuHuii 3axuct
iHbopMaLlli - BHJ 3aXHUCTy, IO peali3yerbCs NUIAXOM IEpeTBOpPEeHHs 1HpopMauii 3
BUKOPHUCTAHHSIM CIICIIaTbHUX JaHUX (KIIOYOBHX [AHWX) 3 METOI0 MPUXOBYBaHHS (200
BITHOBJICHHSI) 3MICTYy iH(opmalii, MiATBEp/HKEHHs i CHpPaBXKHOCTI, LUIICHOCTI, aBTOPCTBA
tomo (ctT. 1 3akony Ykpainu «lIpo gepkaBHY Ta€MHUIIIO»).

Bei kpunrorpadiyHi anroputMu 3 BIIKPUTHM KIIIOYEM JJIs PO3NOALTY KIIOUIB,
mudpyBaHHs 1HPoOpMaIlii COUPAIOTBCS HA OJWH 3 HACTYMHUX THIIB HE3BOPOTHHX
nepeTBopeHs [1]: po3kiiaj BEIMKUX YMCENl Ha MPOCTI MHOKHUKH, a00 3a1ada (pakropu3zalii;
mpo6JieMa TUCKPETHOTO JoraprudMyBaHHs; 00UHCICHHS KOPEHIB aJIreOpaidHUX PIBHSHbD.

Jlig HazpiiHOTO 3axMCTy iH(OpMalii B kpunrocucreMi RSA BUKOPUCTOBYIOThCS K041
po3psaHicTio He MeHuie 1024 6ir. 3axunieHicTh OUIHIIOCTI IHIIUX AJITOPUTMIB 3 BIAKPUTUM
kioueM — Enb-I'amans, DSA tomjo rpyHTyeTbes Ha 3a1adi AUCKPETHOTO Jorapu(MyBaHHS.
[Ipu ominmi ckimamHOCTI omeparli ¢dakTopu3alii yucen 1 po3B’s3aHHI 3a4adl AUCKPETHOTO
nmorapu(ma Moka3zaHo, 10 BOHM BHUMAraloTh MPUOJM3HO OJHAKOBOTO 00csry poboTtu [2].
Orxe, xmoul RSA, Enp-I'amans, DSA onHakoBoi N0BXMHU OyqyTh MaTh NPUOIU3ZHO
OJIHAKOBY CTIAKICTb.

Skmo He BpaxoByBaTH BKe BIIOMI KpunrorpadiqyHo ciabkKi KpuBl, CTIHKICTh
QITOPUTMIB IIM(PPYBAaHHS Ha €NINTUYHUX KPUBUX OLIIHIOETHCSA SIK €KCIIOHEHIIIlHa [3, 4, 5, 6] .
CxJ1aiHICTh aTaky Ha KIII0Y Y [IbOMY BHIAJIKY €KCITOHEHIIIHHO TOB's3aHa 3 JOBKUHOKO KITI0Ua,
TOOTO HApOCTa€ Ay)K€ WIBUAKO M JUId JEsIKOl JOBXKMHHM KJIIOYa aTaka CTa€ IMPaKTUYHO
HepeanizoBaHoto.  Criiikicte ke  cuctem  wmudpyBanHs RSA # Enp-Iamans
cyOexcnioHeHIiiHa. [IpakTuyHO 1€ O3Haydae, M0 AITOPUTMHU MK(PYBAHHSA Ha EIINTHYHUX
KPUBHUX 32 OJIHAKOBO1 CTIHKOCTI MalOTh pO3MIp KJt0Ya Ha MOPSAOK MEHIINN, HDK Y Ha3BaHUX
cucremax. Bimomo [7], mo enintuyHa KpuBa 13 po3mipom kitoya 160 01T 3abe3neuye Ty kK
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CTIMKICTB, 10 ¥ TpaJuLIAHI CUCTEMU 3aXUCTy po3MipHOCTI Kiatoya 1024 6ir. Tomy Ha naHuit
Jac, [0 CyTi, HeMa€ aJlbTepHATUBH aJITOPUTMaM MIU(PPyBaHHS Ha €NINTUYHUX KPUBHX.

Ha cporosani eminTuyHi KpUBI 3aCTOCOBYIOTH ISl peaii3alii pi3HOMaHITHUX KjaciB
cucTteM 3axucTy iH(opmarii, 30kpema i MOOYIOBH CHMETPUYHHUX, ACUMETPUYHHUX
KPUIITOCUCTEM Ta CHCTEM €JEKTPOHHOro uu@poBoro minnucy. HesBakaroun Ha Baromi
nepeBaru 3actocyBanHs eninTuuHoi kpuBoi (EK), icHytoTs npobaemu, 1110 3yMOBIIOIOTH TaKi
Kjacu 3agad [2,3]: reHepyBaHHsS MapaMeTpiB EIINTHYHOI KPHUBOI, OOUYMCIEHHS MOPSAKY
eJINTUYHOT KPUBOT; IUCKpPETHE JIorapuMyBaHHS.

ITocTanoBKka 3aaa4i ToCaiKeHH i MeTa cTATTI

3aoauero renepyBaHHs apaMeTpiB eNINTUYHOT KpUBOI BUTJISAY [2]

y* =x" +ax+b(mod p), pFefl,,

(D
A=—(4a>+27b*)#0,a,be F,,
ne (x,y)€E(F,)V0O, O - HECKIHYECHHO BIJJ@JicHa TOYKA, € 3HAXOKCHHS TaKHX
napaMmeTpis:
1. Ilpocre umcno p — moaynab mnepeTrBopeHHs rpyn Todok EK, mo mnoBuHHO

3aJ0BOJILHATH HEPIBHICTH p >2°°. BepXHs TIpaHUIl 4YHCIAa BM3HAYAETHCA KOHKPETHONO

peaiizaiiero kpunrocucreMu. s cTBOpeHHs HU(POBOro MAMUCY TOBKUHOKO 512 OIT, SIK Lie
oyno mis crangapty ['OCT 34.310-95, yucino p TNOBMHHO 3aJ0BOJILHSTH HEPIBHICTH

p <2%°. B HoJanbIoMy BBaKaeMo, IO YUCIO p JIEKUTh B Mexkax 27 < p <27°;

2. Ilpocre uucno ¢, sike BHU3HAYAE MOPANOK IUKIIYHOI HIATPYNU TPYHNU TOUYOK
emnTuaHoi KpuBoi £ [2].

Jljis reHepyBaHHs MPOCTOTO YKMCJIa MOKHA BUKOPUCTOBYBATH TaKl MPOLIETYPH:

= reHepyBaHHs yucna g B crangapti [OCT 34.310-95;

"  TreHepyBaHHS BHUIMAJKOBOTO MPOCTOTO YHCIA JTOBKHHOIO 256 OiT;

®  TEeHEpYyBaHHS CUJIBHOIO MPOCTOTO YMCIIA;

" TeHepyBaHHs Koe]ilieHTIB, A¢ a,b € GF(p), 110 3a1al0Th €IINTUYHY KpUBY E.

VY [8] 3ampomoHoBaHO MeToA TeHepyBaHHA mnapamerpiB EK, mo Oa3yerbcs Ha
FeHETUYHOMY MIJIXO[l, KU IoJisirae B OJEp’KaHHI 3a ONTUMAJIbHUM Yac MaKCUMalbHO
HaOMMKEHOTo 3HadeHHs IUboBoi ¢yHKIil [9]. ms #ioro peanizamii B3STO 32 OCHOBY
anroput™ A.12.4 crangapty IEEE P1363 [10] 1 po3pobieHO anropuT™M TreHepyBaHHS
napametpiB EK 3 BUKOpUCTaHHSAM I€éHEeTUYHOTO MIIXOTy.

Buxopucrano Ttakuii kpurepii Ha 0a3l HaBEIEHOIO B CTaHAAPTI CHIBBIIHOIIECHHS
OIIIHKH I'JIa/IKOCTI KPUBOI, OTPUMAaHOT Ha OCHOBI BUpa3y

f=c-b*(mod p)—a’(modp), (2)

ne a,be GF(p).

BpaxyBanusi HampsiMy 3MiHH KOoe(ii€eHTIB @, b AO3BOJHIIO CYTTEBO ITJIBUIIUTH
e(eKTHUBHICTh POOOTH AITOPUTMY — IIBHAKOMIA 3pocia B 1.5-2 pa3u B 3aJeKHOCTI Bif
PO3MIPHOCTI MapaMeTpiB @ 1 b BIAHOCHO AJITOPUTMY MPOCTOro mepedopy. 3a3HayMMo, IO
JTaHUW anropuT™M Mae GyHKIIOHATBH1 00OMEXEHHS - MpocTuit nepedip napametpis (a,b), xoua
13 BpaxXyBaHHM OIlepaTOpiB MyTallli Ta HANPSAMKIB 3MIHU KOEQILIEHTIB a, b .

Omxe, UIs NiABUILEHHS €(DEKTUBHOCTI 3aXUCTY 1HPOpMaIli B KOMIT FOTEPHUX CUCTEMAX
Ta CTIMKOCTI alropuTMmiB ImU@pyBaHHS 1HGOPMALIHNHUX MOTOKIB Ha ENINTUYHUX KPUBHUX
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MOTPIOEH MOIIYK HOBHUX MIAXOJIB, K1 JO3BOJISITH HNPUIIBUIIIMTUA QJITOPUTM TE€HEPYBaHHS
napametpiB EK, mo 1 € memoro ganoi crarri.

OcCHOBHA YacTHHA

Jliig migBuUIeHHs WBUIKOIT reHepyBaHHs napametpis EK npononyerbcs HOBUE miaxij
3 BUKOpPUCTaHHSM cuMBOJIB k061 [11]. [JocmimkeHHs mMOKa3amw, MO II€ JaCTb 3MOTY
3MEHILIUTH YacOBHH pecypc 1 30UIBIIMTH 3arajbHy KUIBKICTh Map mapamerpiB (a,b), 1o
reHepytotbcsi. CumBonm SkoOi Jal0Th MOJKIIMBICTh BU3HAUWTH, YW ICHYE Take /h, sKe
3aJI0BOJIbHSIE PIBHICTh, OTPUMaHy LUIIXOM II€PETBOPEHHS BUpPasy (2):

h=(c"'(mod p)a’)mod p. (3)

3rizHo BiacTHBOCTI cuMBoiB SKko6i [11], sxkmo (a/p)=-1, 10 X, =amod p He Mae

pilieHHs. 3aBASKM LbOMY MOJKHA BIJICIIOBaTH 3HAa4YeHHS h, Ui AKUX cuMBOJ SKkoOi
nopiBHIoe —1. Skio x cumBoul ko001 10opiBHIOE 1, TO oziepKyeEMO

b* = h(mod p) 4)

3anpornoHOBAaHUM aNTOPUTM 30UTHIINTH IIBUIKOJII0 B TMOPIBHAHHI 3 TEHETHUYHUM
anroputMoM noiyky napamerpis EK 3a paxyHok BifcitoBaHHs napameTpiB (a,b), 1 sSIKUX
cuMBoJ fIko0i1 He JopiBHIOE 1.

3 BpaxyBaHHSIM BHUIIE CKa3aHOTO 3arajlbHUi ajaroputM reHepyBaHHs mnapamerpis EK
3aMUIIEThCS HACTYIIHUM YHHOM.

I'enepyBanHs uncna c.

['enepyBaHHs BUITaIKOBOIO YuCia d .
OOuucneHHs 3Ha4eHHS /i .

3HaxopKeHHsT cuMBogy ko061 j = J(h, p).
Sxmo j=-1, To mepenTH 10 KpoKy 2.
3Haxo/KeHHs yucna b .

. Ilepexin Ha kpox 1.

Cnip 3a3HauMTH, 110 NPU KOKHOMY T'€HEpYBaHHI HOBOI'O 4YMCia ¢ JUIsl KOXKHOI mapu
napamerpiB EK 3HayHO 3MeHIIyeThCS MIBUAKOIIS alroputMmy. biok-cxema anropurmy
mojaHa Ha puc. 1.

3 BHUKOPUCTaHHSIM HABEJIEHOTO QJITOPUTMY pPO3POOJEHO MPOrpaMHUN IMPOIYKT
reHepyBaHHs mnapamerpiB EK st 3amaHoro Monyist p B CEpElOBHILNI Bi3yallbHOTO

N kv

nporpamyBanHs C++ Builder 6.0. s Bu3HaueHHsT MIBUAKOIIT 3aIIPOTIOHOBAHOTO AJTOPUTMY
Oyno 3renepoBano 10 tucsa map nmapametpiB EK. 3aranpHuii yac reHepyBaHHSI CTAHOBHUTDH 2
XB. 26.58 cek., ToOTO MpUOIU3HUN Yac reHepyBaHHs OJHIET mapu JopiBHIOe 14 mc. Bapro
3a3HAYUTH, 1110 IPU BU3HAUYEHHI MIBUAKOII YMCI0 a Oyno 256-0iTHUM, a aNrOpuTM JI0IyCKae
3MEHIIEHHsI Woro po3psaHocTi. Toml mBuakoais anroputMy Oyzae mie Bumoro. [Iporpama,
po3pobiieHa IS pealizailli moJaHoTO ajIropuTMy, Oylia TOMMOBHEHA peaji3alli€lo alrOpuTMy
reHepyBaHHs 0a30B0i Touku Ha EK. Moayns kpuBoi p Oyio B3sTO 3 ctanaapty X9-62 [12]:

p =115792089210356248762697446949407573530086143415290314195533631308867097853951

[licnst JOMOBHEHHS MporpaMu Te€HEPYBAHHS NapaMeTpiB T'€HEPYBaHHSIM TOYKHU
LIBUJKICTh BUKOHAHHS aJlTOPUTMY HE3HAYHO 3MEHIINIIACS.

B tabmuui 1 nonano nmpukiiaj 3reHepoBaHUX MapaMeTpiB 1 KOOpAUHAT 0a30BUX TOUOK
eJINTUYHOT KPUBOI.
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KinpkicTh map, siki reHepyIOThCS, BU3HAYA€E May3y MK LIMKJIaMU resepyBanHs. [1in yac
reHepyBaHHs IapaMeTpiB JOCTYIY 10 €JIEMEHTIB KEpyBaHHsS BIKHOM HEMae, TOMY IIicCis
reHepyBaHHs KUIbKOCTI Map, sKa 3aJjaHa B BUIIE3a3HaYEHOMY I10JIi, poOuThCs may3a Ha 100
Mc. Ilpu 3amanH1 Iyxke Maiaux 3Ha4YeHb IIBUAKOAIS MPOTPaMU CYTTEBO 3MEHILUTHCS depes
BEJIMKY KUIBKICTh Iay3, MiJ 4Yac SKUX MapaMeTpu He TreHepyBatuMyTtbes. [Ipu 3amanHi
BEJIMKUX 3HAY€Hb MIBUIKOIIS BHCOKA, MPOTE Maibke He Oyae JoCTymy 10 BIKHA.
Ontumanbauit BuOip — 500-1000 map. Im’s monst peparyBaHHs, B SIKOMY BCTAHOBIIOETHCS
KUIbKiCTh TeHepoBaHux nap, EFreq. [1o 3aMoB4YyBaHH1 B 11bOMY I10JI1 BCTAHOBIIIOETHCS YUCIIO

500.
( TlouaTox >

A

I'enepyBanus ¢

A

cgen«+—1000

A

['eneparis a

A

O6uuciaenns A

cgen<—cgen-1

A

O6uucauru b

A

[Tomyk ToukH

< TlouaTox >

Puc.1. Anropurm renepyBanss napametpis EK 3 Bukopucranusam cumbodiB Sko01
[IpoTe He 3aBxau MOTPIOHO reHepyBatu came 256-0iTHe uncio a. Moro po3psmHicTh

MOXXHA 3MIHUTH, MEPEKIIOYMBIINCH HA 3MIHHY PO3PSIIHICTH 1 BKa3aTH MeX1 OITHOCTI yuclia
a. SIkmo motpibHEe umcio cTporoi pospsaHocti (Hampukiaa, 200 0it), To HEOOXITHO
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BCTAHOBUTH OJIHAKOBl 3HAYEHHS JII MaKCHMAaJbHOI Ta MIHIMaIbHOI po3psaHOCTI. SKio
PO3PSAIHICT BCTAHOBUTH HEMPABUIILHO, TO MOJAETHCS TOBIIOMIICHHS, MTPEACTABICHE HA PUC.

2.

Taoaunsa 1.

[Ipuxnan 3reHepoBaHUX MMapaMeTpiB Ta KOOpAUHAT 6a30BUX Touok Ha EK

Yucio ¢

[Tapamerpu EK

KoopannaTtu Touku

c=4622141082350
761958088502957
771218460401318
074586653131924
490106838143083
4019

a=114696062184921291074865670
68054309197980372528558405435
2011807055156770377329

b=841023222462353149745592116
56505809896498381488370328980
244492251701089994880

x=563421868221961100817039648
57654083632130498187698608236
967225088647602140708

y=454365965925119316295698855
64096535284318424274910022081
214046273849647278168

c=4495282155949
033906019773293
755442107970996
262433769553132
698783128445532
2679

a=624485043717780937523339154
66416825250203415860656193403
073976324655346540088

b=487760277949220977012685921
25885615099753604479151430418
547735948440420840414

x=932732926462204380524923766
63941162818585306673620807190
438274113700039002007

y=-556843238082099176
5342879723984285106
45865178119693397205711468572
54294477132

¢c=4631150059097
348210440033480
198418634575360
382240344739275
695741690967414
4562

a=694555539263599989359569752
07837961345215187825158850426
367316454247044183376

b=101921245183226147244012099
90443502405655683069689431820
7652305979079392107026

x=961169947263813680823857016
74005499394115565542615817795
86275296230817584968

y=-785024814107883208
6782998900642022692058
58180045641255973366754666003
73083457

¢c=2587762300678
935703451124709
265240616294772
707383432045542
153686871273158
7895

a=735875671267604836775853578
60726059097012187533517473774
145023184880783157813

b=332063496062754484532058678
54697432988301728737300381901
236754438097544091177

x=727523675521774054958355159
61374751940024200546485626335
681266135036309097122

y=726161820508571658310810441
77317019061041565413455809618
410794248932607278083

c=2181212195678
094818479708491
098824025372465
709197803661588
154957091039001
9686

a=859997439017321900411494888
84242181294898484866902415434
124761386757328167530

b=103615535785767612720472812
07511476143254362069691704141
1990013038205060297460

x=6779257572574225023

=-8462646205002030098020
14132751659349153
50944360430106725242471082843
207917740

Jlo BUXITHUX [MaHUX MPOrpamMu BIAHOCITBCS 3rEHEPOBaHI IMapaMeTpu, YUCIO C,
koopauHaTH Touku Ha EK 13 3HalijeHMMM NapaMmeTrpamu, KUIBKICTh 3alyCKiB INpoOIeaypu
reHeparii mapameTpiB, cMMBOJI KOOl JUIsi KOHKPETHOTO YHCIa «, KUIBKICTh 3HaWJIEHUX
rapaMeTpiB Ta Yac MOLIYKY apaMeTpiB.

UYucna a,b,c BUBOJATHCA B moJig penaryBaHHs 3 iMeHaMu ANum, BNum, CNum

BianoBimHO. B mux mossix BiactuBicTh ReadOnly BcTanoBiena B true, ToOTO 3MIHIOBAaTH B
HUX TEKCT KOPUCTYBAa4d HE MOJKeE, ajie MOXKe cKomitoBatH ioro B 0ydep oominy OC Windows.
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Bci 1111 BUXiHI 1aH1 BUBOAATHCS 3a oromororo Mitok (tum TLabel). Ix iMena st 3HAYCHD
KUIBKOCTI 3aIlyCKIB MpPOLEAYpU reHepauii cuMmBoity SIko6i, KulbKOCT1 3HaiAeHux nap (a,b),
MITKH, fIKa MICTUTh KUIBKICTh 3T€HEpOBAaHUX Map (ISl 4acoBOI XapaKTEPUCTUKU 3HAUEHHS
KUIbKOCTI nap kpaTtHi 500) Ta MITKH, SiKa MICTUTbH 3arajlbHUN yac reHeparii, MaloTh 3HAYE€HHS
BianosinHo CStep, Jac, Couples, LFound, Found.

Bxigni gani
Mogyne P: | 115792089210356248762697446949407573530086143415290314195533631308867097853951
Ckinbku nap redepyem 3a paz? 500 Ake yicno A rexepyeati?
) 256-GitHe
(%) 3MiHHOT poapAgHoCT
MinimansHa pospaghicte: | 150 g (1 - 256)

MakcumansHa pospagHicTs: (149 g (2 - 256)

Elliptic_Curve
BuxigHi gani
@ HenpasunbHo 3a0aHa Po3pPAAHICTE HSMcna Al
-
Al
B:

KoopauHati areHepoBaHol TOYKK:
x
Y=

Kpok: 0 Cumeon Axobi: 0 3HaigeHo nap: 0 500 nap aHaiigeHo 3a: 0

Puc.2. ITpouec renepyBanns napamerpa EK

[Tpuxnan podoTtu nporpamu ans rexepauii 1200 map 3 6itoBuM kopugopom g a 120-
200 61T moaHO HA PUCYHKY 3.

B Menepauia napametpie EK Q@
BxigHi gani
Mogyne P:
Ckinbkn nap reHepyem 3a paz? 600 AKke uncno A rexepysati?
() 256-BiTHe

(%) 3MiHHOT poapAgHOCTI
MiHiMansHa poapagHicTs: 120 ﬂ (1-256)

MakcumanksHa poapagHicts: 200 g (2 - 256)

BuxigHi aaHi -

C: (43973982548631697958122791230841713935842828754450589860423224024892805047905
A: | 73591940612116536956223385462664458320
B: |96781319809590123266491001572456643036934784516705328489129634263390756783731

KoopguHati areHeposaHoi Touki:
¥ | 109958593261866684004987184643739288793244543204030462467933277977740610595484
Y- | 155668902686247943832565946657116981283694947347815283770339370196110318056715607

Kpok: 2443 Cumeon Hrobi: 1 3HanaeHo nap: 1200 1000 nap aHaigeHo 3a: 0:19:14

Puc.3. [atepdeiic renepyBanus napamerpiB Ta 6a30B0i Touku EK

170



[HOOPMATUKA TA MATEMATHUYHI METOZI B MOJIEJIFOBAHHI = 2014 = Tom 4, Ne2

Takox BUXiTHI JaH1 BUBOJATHCA B JBa ¢aiiin — Numbers.txt Ta Time.txt. B nepuuit
(aiin BUBOAATHCS 3reHepOBaHi mapaMeTpy Ta KOOPAUHATU TOUKHU. BiH mporpaMoro HIiKOJIu He
3HUIIYeThCS. B ¢aiin Time.txt BUBOAUTHCS YacoBa XapaKTepUCTHKA. [Ipu KOKHOMY 3amycKy
nporpamMu ner ¢aiin oumiyerses. [Iporpama BukopucToBye 30BHIMIHI 010m10TeKn lip.c Ta
Biglnt.cpp. B nepuuiit MicTsaThecs QyHKIIT A1 peanizaiii anropuTmis, siki BukopuctoBye IEEE
P1363 A.12.4 ta 1IEEE P1363 A.11.1. [lpyra mictuth (yHKUIi, sIKI BUKOPUCTAHO MJIsi
peanizalii npoueaypyu BUKOHAHHS OTIEpAIliid HaJl YUCIIAMH BEJIMKOT PO3PSITHOCTI.

Pe3ynbraty uucenbHOro EKCHEPUMEHTY TIE€HEpPYBAaHHHS IapaMeTpiB - 3aJIeKHOCTI
kiIpKocTi map napamerpiB EK Bij uacy reHepyBaHHs HaBeZleHO B Ta0II. 2.

AHani3 pe3yinbTaTiB MOJICIIOBAHHS IMOKa3aB, IO IMIJX1J 3 BUKOPUCTAHHSIM CHUMBOJIIB
Axo061 m03BOJISIE TPUIIBUIIIUTH Yac poOoTu amroputmy B 9.91736*103 pas3iB 1o
BITHOILIEHHIO JIO T€HETUYHOTO aIrOpUTMY, OT)KE, FT€HEPYBaTH MapaMeTpU eIINTUYHOI KPUBOi
Ui OOYJOBU CUCTEM 3aXHUCTY 1H(OPMAIIHUX MMOTOKIB 3 BUKOPUCTAHHAM MaTeMaTUYHOTO
anapaty EK Maibke Ha 4OoTHpM NOpSAAKM IIBUAIIE, Ta O IIECTH MOPSJKIB BITHOCHO
AITOPUTMY MPOCTOTO TIEPeOOPy.

Tadoauus 2.
YacoBi XxapaKTepUCTHKU poOOTH IporpamMu
Kinbkicts nap (a,b) Yac, ¢ Yac, 10~ ¢ ['enernunuii
QJIITOPUTM 3 BUKOPUCTAHHSIM aNTOPUTM
cUMBOJIIB SIK001
500 10.89 108.001
1000 21.19 209.1467
1500 31.77 315.0749
2000 42.69 423.2771
2500 53.25 528.0979
3000 63.66 631.3396
3500 74.25 736.3912
4000 84.80 840.9612
4500 95.52 947.1576
5000 106.05 1051.7643

BucHoBxku

3anponoHOBaHUN anroput™ reHepyBaHHs napameTpiB EK Ha ocHOBI BuUKOpHCTaHHA
cuMBOJIB  Slk00i, po3poOsieHnii Ha ©6a31 TEHETUYHOTO AaJITOPUTMY, XapaKTePU3YEThCS
CYTTEBUMH IepeBaraM MIBUIKOAIl - MPUOIU3HO YOTUPU HOPSAIKU MO BIAHOLIEHHIO /10
F€HETUYHOT0 AJIFOPUTMY, Ta JI0 LIECTH HMOPSAAKIB BIAHOCHO aJIFOPUTMY IPOCTOTO nepedopy,
0 € BaXKJIMBOIO IEPEBArol0 Horo 3acTocyBaHHsS Uid MNOOYJOBH CTIMKHUX CHUCTEM 3aXUCTY
1HpOpMaLIHUX pecypciB 3 BUKOPUCTaHHIM MareMaTuyHoro anapary EK.
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Hpe;LnomeHo nmoaxoJ TICHEpUPOBAHUA napaMeTpoOB SJIIANITHYECKOM KpHBOﬁ B

KPUITOCHCTEMAaX Ha OCHOBE T'€HETHUYECKOrO ajrOpUTMa M C HCIIOIb30BAHHEM CHMBOJIOB
SIkobu, pa3paboTaHO HOBBIM AJTOPUTM T'€HEPUPOBAHMS MapaMeTpOB M 0a30BOU TOYKH
SIUTUNITAYECKON KPUBOM, KOTOPHIA TO3BONKI  TOBBICHTH CTOMKOCTH alrOPUTMOB
umdpoBaHus HHOOPMAIMH HA DIUTUNTHYCCKUX KPHUBBIX M 3(D(HEKTUBHOCTH 3aIlUTHI
UH(MOPMAIIUK B KOMITBIOTEPHBIX CHCTEMAX.

KunroueBsble ciioBa: Kpumnrocucrema, 3JUTHITHYECKAs] KPUBAst, MApaMeTPhbl JUTHIITHYECKOH
KPHBO#, CUMBOJ SIKOOU.

USE OF JACOBI SYMBOLS TO GENERATE THE ELLIPTIC CURVE PARAMETERS IN
CRYPTOSYSTEMS

1.Z. Yakimenko', L.N. Timoshenko?, V.A. Mokritskyi’

! Ternopil national economical university
1, Lvivska Str., Ternopil, 46020, Ukraine;
? Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: lint0902@gmail.ru

A Jacobi symbols-utilizing approach to generation of elliptic curve parameters in
cryptosystems was proposed based on genetic algorithm. A new algorithm to generate the
elliptic curve parameters and reference point was developed thereby providing for
improvement in both robustness of data coding algorithm based on elliptic curves and
efficiency of data protection in computer systems.

Keywords: cryptosystem, elliptic curve, elliptic curve parameters, Jacobi symbol.
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