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CraThs TOCBSIICHA aKTyalbHBIM BOIIPOCAM KOHCTPYHUPOBAHHUS MONYyTOpPaOaiTHBIX S-
OJIOKOB  TIOJICTAHOBKM U TIOBBIMICHUS J(PQPEKTHBHOCTH COBPEMEHHBIX IIU(POB.
IToctpoens! noxyTopabaiiTHeie S-0J0KkM KOHCTpYKIMH Hubepr Haxg BceMu m30MOp(GHBIMHU

12
npencrapnenusmu monss  GF(27), mpoBemeHo WX BBIOOPOYHOE TECTHPOBAaHHWE Ha

COOTBETCTBHE OCHOBHBIM KPHUTEPHUSIM KPHUNTOrpaguIecKoro KayecTBa, KOTOPOE MOKa3alo,
4TO mosyTopabaiiTHbie S-0J0KM 001aal0T 3HAYUTEIBHO JIYUIIMMH KPHIITOrpaduiecKkuMu
XapaKTepUCTUKAMU, HEXeNU OXHOOalTHhle WM monyOaiiTHble. BBeneH ynoOHBIH [uist
JUIMHHBIX S-OJIOKOB KPUTEPHUH yJAEIBHOIO PACCTOSHUS HEIHMHEHHOCTH, XapaKTepU3yIONUii
«KOJINYECTBO HENMHEWHOCTH» B 3JeMeHTe Q-TIoCieoBaTeNbHOCTH JIMOO 3HAYECHUH
OyneBoit ¢yHKIMH. Pe3ynbpTaTbl paOOTHI MO3BOJAIOT YTBEPXKIaTh, YTO IOCTPOCHHBIE S-
6mokn MoryT OBITh 3((EeKTHBHO MCHONB30BaHBl UIS MOJCPHHU3ALNH COBPEMEHHBIX
MK(POB U MOCTPOCHUS HOBBIX MEPCIIEKTHBHBIX KPUIITOAITOPUTMOB.

Kawuesrble ciaoBa: S-610k, koHCTpyKIus Hubepr, noxe ["anya, nzomopdusm

BBenenne

[loBcemecTHOE BHEApPEHUE KOMIIBIOTEPHONW TEXHHUKH BO BCE C(epbl UEI0BEUECKOU
NESTeNbHOCTH  HPUBOAUT K IOCTOSHHOMY DPOCTY KOJM4YecTBa  0OpabaThiBaeMOH,
nepeaaBaeMoil U Xxpanumoi nHpopmaruu. J[aHHoe 06CTOATENHCTBO MPUBOIUT K TalbHEHIIIEH
aKTyaJM3alliy BOIIPOCOB COBEPILIEHCTBOBAHMS METOOB 3aIUThl HH(OpMAIK, B TOM YHCIIE,
JalbHENIIero  pa3BUTHS  KpUOTOrpaduyeckux anropuTMoB. B mocneanee  Bpems
CYIIECTBEHHOE PACHPOCTPAHEHHUE MOJYyYWIN OJIOUHBbIE KPUNTOAITOPUTMBI, YTO OOBSACHSETCS
TE€M, YTO Ha CETOJHSAIIHUN J€Hb OHM OO0JAJAI0T NMPOCTOM TEXHUYECKOH peanu3anuen u
BBICOKMMH TTOKA3aTeNIIMU KPUNITOrpahuuecKoro KauecTsa.

OaHuM U3 BaXHEWIIMX 3TaloB pa3pabOTKU JIOOOT0 COBPEMEHHOTO CUMMETPUYHOIO
0JI0YHOTO anropuTMa MU(POBaHUS SBISETCS MOCTPOCHUE HETMHEHHOTO MpeoOpa3oBaHUs —
S-050Ka MOJACTAHOBKH, XapaKTEPUCTUKH KOTOPOTO BO MHOTOM ONPEIEINISIOT XapaKTePUCTUKU
KoHCTpyupyemoro mmdpa. Tak, B nuTepaType JOCTaTOYHO MHOI'O BHUMAaHHs YAeseTcs
npobsieMe TIOCTPOEHHUs BBICOKOKAYECTBEHHBIX S-O0JIOKOB, TE€M HE MEHee, BCE OHU
XapaKTEPU3YIOTCA JUIMHOW BXOAHOTO citoBa k <10 [1].

C n#pyroil  CTOpPOHBI, pE3ynbTaTbl 3KCHEPUMEHTOB [2] TMOKa3bIBAIOT, YTO
Kpunrorpaguieckoe KauecTBO S-OJIOKOB TOJICTAHOBKHM M WX CIIOCOOHOCTH MPOTHUBOCTOSITH
arakaM KpUITOAHAJIM3a 3HAYMTEIHHO YIYYINATCS C POCTOM WX uMHbI N =2°. JlaHHOE
0OCTOSITENTLCTBO YETKO MPOCIIEKUBACTCS HCTOPUYECKU B BUJE POCTA JIIMHBI IPUMEHSIEMBIX B
Kpunroanroputmax S-61okoB. Tak, Ha cmeHy amroputMmy DES, korTopslii ucmonb3oBan
nostyOaiiTHeIe S-0510KH, npunien kpunroanroput™ Rijndael (AES), koTopblii siBiIsieTcs HbIHE
neiictyomuM cranaaprom mudpoanus CIIA u wucnomb3dyer S-0J0KH KOHCTPYKIHH
Hubepr ¢ panuHOM BXogHOro cioBa k=8 OWUT M, COOTBETCTBEHHO, C JIMHON Q-

nocnenoparenbHocty N =2° =256 (omHoGaiiTHEe). McXoms M3  ATOro, CTAHOBUTCS
OYEBHJIHO, YTO CJICAYIOIIMM IIaroM B KOHCTPYMPOBAHUHM HOBBIX KPUIITOAITOPUTMOB OyIeT
CHUHTE3 M UCIIOJIb30BAHKE MTONYTOPAOAUTHBIX S-OJTOKOB MOACTAHOBKH.
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[Ipouecc BeIOOpa S-On0Ka SBISETCS BEChbMa TPYAOEMKHM C BBIYMCIHTEIHLHOW TOYKHU
3peHusi, MO3TOMY B COBPEMEHHOW KpuUNTOrpapuu NPHUHAT TMOAXOJA, OCHOBAaHHBIA Ha
NOCTPOCHUM PETYISPHBIX METOAOB CHHTE3a S-OJOKOB € 3apaHee ONpeieiICHHBIMU
KpuntorpaguueckumMu — xapaktepuctukamd. OJHUM U3 TakuX METOJOB  SIBISIETCS
npemioxkenHas K. Hubeprom KOHCTpYKIIMs, OCHOBaHHas Ha OOpAIICHUH SJIEMEHTOB TIOJS
["amya mo Moxymto HenpuBoguMoro nosmHoMa [3]. Tem He MeHee, B iuTepaType S-0J0KH
KOHCTpyKIuu Hubepr cuHTe3upoBaHbl JUIIb AJI1 3HAYEHUI IJIMHBI BXOJHOTO cioBa k <10, B
TO BpeMs KaK HCCIIeIOBaHUE XapaKTePUCTUK Oosiee IMHHBIX S-0JOKOB B JIUTEpaType
OTCYTCTBYET.

Ilenpto  HacTosAmed pabOTHl  ABIAETCS IOCTPOEHHE S-OJOKOB  MOJCTAaHOBKHU
KOHCTpyKuuu Hubepr ¢ amuHOi BXomHOoro cioBa k=12 (monyropaOalTHBIX) HaJ BCEMU

130MOp(HBIMU HpecTaBneHusaMu mons GF (2'7).

OcHOBHAA 4YaCTh

KoucTpykius S-0JI0KOB MOJICTAHOBKM KJIACCHUYECKHUX OJIOUHBIX KpPUITOrpapuuecKux
anroputMmoB (Hanpumep, 'OCT 28147-89, Marma, Kanuna, BelT, DES, AES u np.) cocrout
u3 aemudparopa, KOTOpPbIA MpeodpasyeT k-pa3psaHblid ABOUYHBIA CUTHAI B OJHOPA3PSAHbBIN
CUrHAJI Mo Moxaymo 2°, cucTeMbl BHYTPEHHHX CBsi3el (BCEro cBssel JOIKHO ObITh 2°) m
mudparopa, KOTOphlil IpeodpasyeT CUTHAT M3 OJHOPaspAmHOro 2° -uuHOro B k-paspsaHblil
nBoW4HBIH. Cxema mosryropadbaidTHoro S-0J0Ka mpezcTaBieHa Ha puc. 1.
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Puc. 1. Koncrpykuus noiayropabaliTHOro S-610Kka moacTaHOBKH

OueBuHO, YTO S-0JIOK MOJCTAHOBKHU OIPEACNISIET OJIHO3HAYHOE COOTBETCTBUE MEXIY
AIIEKTPOaMU Jleu(paTopa U dJAEKTpoaamMu mudpaTopa Wil COOTBETCTBYIOIUMU SYEiiKaMu
MaMsITH, KOTOPBIE peaTn3yIoT OJIOK MPOrpaMMHO. JJaHHOE MTPaBUIIO YaCcTO 3aMUCHIBAIOT B BHJIC
KOIUMPYIOIIEeH Q -IOCIIeI0BATEILHOCTH, KOTOPAasi B CBOIO OUYEpPEe/Ib MOKET OBITH IMpECTaBIICHA

B BUJE k KOMIIOHEHTHBIX OyneBbIX (pyHKimil. Kpunrtorpaduueckue cBoiicTBa MOCIETHUX
MOJHOCTBIO ONPEIEIAIOT KaueCTBO KOHCTPYHUPYEMOTo S-010Ka.

S-010k Ha3bpIBalOT OMEKTHUBHBIM, €CIM €ro Koaupymomas (Q -NMociae0BaTelbHOCTD
COJIEP)KUT B CBOEM COCTaBE€ BCE 3JIEMEHTBHl TPUBUAIBHOM BXOJHOH MOCIEN0BAaTEIbHOCTH
{O,l,...,2k_1}, a Bce JMHEIlHble KOMOHMHAIMM KOMIIOHEHTHBIX OyieBbIX (YHKLIHH,
COOTBETCTBEHHO, SBJISIIOTCS  CcOAlTaHCUPOBAaHHBIMHU. SICHO, 4YTO BCero OWEKTHBHBIX
noJayTopabalTHBIX ~ S-OJIOKOB  CYIIECTBYET Jope =21=4096!,  uro  sBusercs
aCTPOHOMMYECKOW  BeNMYMHOM. J[aHHOE€  OOCTOSTENBCTBO  MOJHOCTBIO — HCKIIIOYAeT
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BO3MOXXHOCTh TIOMCKAa ONTHUMAJbHBIX CTPYKTYp ( -TIOCIEA0BaTEIbHOCTEH MNepeOOpHBIMU

METOAAMU U JUKTYET HEOOXOJUMOCTh MPUMEHEHHS PETYISIPHBIX METOJIOB CUHTE3a, OJJHUM U3
KOTOpBIX SBJISIETCS paHee HCHojb3yemasl Uisi HEeOOJNbIIMX AJIUH S-OJOKOB KOHCTPYKIUS
Hubepr [3].

Konctpykuuss Hubepr, kortopas mnpezacraBiser co0oil oToOpaxxeHue, 3aaBaeMoe
MyJIBTUILTUKATHBHO OOpPAaTHBIMH dieMeHTamMu nons lamya GF(2%) omnpeaeIsieTcs
CJIETYIOIIUM COOTHOILIEHUEM

y=x"modd[f(z).p) y.xeGF2"). M
CKOMOMHHPOBAHHBIM BMecTe ¢ apPpUHHBIM MTpeodpa3oBaHuEM

b:A-y+a,a,beGF(2k), (2)

rae f(z) — HenpuBOAMMBIN Haj mnoieM GF (2*) mommHOM; A— HEBBIPOKJCHHAA MaTpHUIla
ad(UHHOTO TTPEOOPa30BAHUS; @ — BEKTOp CIABUTA, p =2 — XapaKTEPHUCTHUKA PACIIUPECHHOTO

nons Fanya, 0°' =0 — mpuHATO; a,b,x,y — 3JIEMEHTHI paciupeHHoro nois Iamya GF(2°),
paccMaTpuBarOTCi KakK JIECATUYHBIE 4KCia, JUOO0 JABOWYHBIE BEKTOPHI, JIMOO MOJUHOMBI
creneHu k—1.

S-0110KH, TOCTPOECHHBIE B COOTBETCTBUHU C BbIpaxeHUs MU (1) u (2) o0nanaroT BEICOKUM
ypOBHEM KpunTorpadguueckoro kaudectBa [4, 5]: BbICOKOW anreOpandeckoil CTENEHBIO
HEJIMHENHOCTH, BBICOKMM pAaCCTOSSHUEM HEIMHEHWHOCTH, PAaBHOMEPHOM MUHUMH3ALUEH
ko3 uunenToB koppessauuu. CyiecTBeHHbIM HEJOCTaTKOM KOHCTpykunu Hubepr sBisercs
TO, YTO KOJUYECTBO PpA3JIMYHBIX CTPYKTYP BBICOKOKAYECTBEHHBIX S-OJIOKOB paBHO

k
KOJIMYECTBY HENPHUBOAMMBIX IMOJIMHOMOB Haja mnonemM GF(2°), KOTOopoe SBISETCS BEChMa
HEOOJIBIIIUM M OIpeIesisieTcs Kak [6]

1
= 2Zma™ 3)

dJk

rae d — jgenurenu creneHd k; p(d) — Qynkums MéGuyca; 3anuchk d/k o3Hadaer, 4To

d nenut k Haueno.

B cnydae wueGonpmux S-0JIOKOB TMOJACTAHOBKH JaHHBIA HEJOCTATOK  YAAlOCh
MPEO0JIONIETh 3a CYET PACCMOTPEHUS BCEX MU30MOPGHBIX MPEACTABICHUA OCHOBHOTO ToJis [1],
OJIHAKO, KaK IIOKa3bIBAIOT OJKCIEPUMEHTHI, JaHHbIA MOAXOJ MNPUMEHUM U  JUIs
oJIyTopabalTHBIX S-OJIOKOB.

Tak, ocHOBoOmoJIararoass Teopema nosier l'amya riacut, 4ro Juis KakJAOoro mpocToro

9pcIa p M HATYpaJbHOTO k CYIIECTBYeT KOHEYHOE anredpamdeckoe mMoje mopsaka p',
€IMHCTBEHHOE C TOYHOCTBHIO a0 wu3omMopdusma. OnHAKO, OKa3bIBAETCS, YTO CBOWMCTBA

KpUNTOTrpapuuecKuX KOHCTPYKLUH, POBHO KaK U KOPPEKTUPYIOIIUX KOJIOB U IITYMOIOJO0HBIX
CUTHAQJIOB, CYLIECTBEHHO 3aBUCAT OT BbIOOpa BHUAa mpexacraBieHus nons. Ilostomy c

NPUKJIAIHON TOUKM 3peHHs LeJeCOo00pa3sHO pa3IMuHble MPEACTABIEHUs IO MOopsaka p
paccMaTpuBaTh Kak pa3iIHyHbIe MOJIS.

OcCHOBHOE, paccMaTpuBaeMoe B JaHHOH pabote mome GF (2'?), mmeer cnemyromme
CBOM U30MOP(HBIC MPEICTABICHUS

GF (¢") = GF (2"*) = GF (4°) = GF (8*) = GF (16"*) = GF (64?) . 4)
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Takum o6pazom, ucxozs u3 (3) BeipakeHue (1) npuHUMaeT BU

y=x"moddd[f,(z). £,(z). p] y.xeGF(g"), )
rae f,(z) — HENpUBOAUMBIA IOJMHOM, OMNPEICISAIOIINNA ONEPalui0 YMHOXEHHUS B II0JIE
«HmwxHero ypoBHs» GF(q), f,(z) — B 1OJIe «BEPXHEro YPOBHA», T.€. PACIIUPEHUU

pacimupennoro nons GF (q") .

KonnyectBa pa3inuyHbIX HEMPUBOIUMBIX MOJMHOMOB [3] Haj  pa3MYHBIMH
MPEeJICTaBICHUSIMA OCHOBHOTO 110151 (4), 1 COOTBETCTBEHHO, KOJIMYECTBA PA3IIMUHBIX CTPYKTYP
S-0710KOB MOACTAHOBKH, PACCYMTAHHBIE B COOTBETCTBHH C (3), MpuBeaeHBI B Ta0I. 1.

Tabumna 1.
KonnyectBa pa3auuHbIX HEMPUBOAUMBIX TOJIMHOMOB
[Mone GF(q") GF(2")| GF(4%) GF(8") GF(16’)| GF(64%)
Kon-Bo HenpuBoOA. MOJMHOMOB f,(z) B IOJIE 1 1 2 2 6

GF(9)

Ko:1-Bo HenpuBo/. MoIMHOMOB f,(z) B IoJIe 335 670 1008 1360 2016
GF(q") nns BeIGpanHoro f,(2)

OO61ee K0JI-BO HEMPUBO/. MOJIMHOMOB B TI0JI€ 335 670 | 2016 | 2720 | 12096
GF(q")

Takum oOpazoMm, obiree KOIU4ecTBO S-OJOKOB MOJCTAHOBKH KOHCTpyKuuu Hubepr,
KOTOpbIE MOTYT OBITH IOCTPOCHBI HaJ BCEMH H30MOP(HBIMU MPEACTABICHUSIMHU TOJIS

12
GF (2°7), cocraBiasger J=17837, 4TO SABIAETCSA NOCTATOYHBIM i HCIOJB30BAaHMS ITaHHBIX

BBICOKOKAUECTBEHHBIX IOJICTAHOBOYHBIX KOHCTPYKIMI B KauyecTBE JOJITOBPEMEHHOI0 KIH0Ya,
a TaKKe JUTsl peai3aliy KOHIICTIIIMN ONIepaTHBHON CMEHBI KITF0Ya.

B Hacrosmieit cratbe mosdydeHHble mojayTropabalTHbIE S-OJ0KHM OBUIM MOJBEPTHYTHI
TECTHPOBAHUIO TIO CIEAYIONIMM OOMICTIPHHATHIM KPUTEPHUSIM KPUITOTpapUIECKOro KayecTBa
[4, 5]:

. anreOpanyeckas CTENEHb HEITMHEWHOCTH, OIpenenseMas Kak MaKCHMallbHas
cTerneHb (HauOoJbIIee U3 KOJIWYECTB KOHBIOHKLUH B TepMme) anredpandeckoil HopMalbHOU
GbopMbI TpeACTaBICHUS] KOMIIOHEHTHBIX OyieBbIX (QYHKIUM S-Oj0ka (MUHUMYM Cpeau
KOMITOHEHTHBIX OyJIeBbIX (QYHKIHIT);

. paccTossHWE HENWHEHHOCTH, OmlpeAensieMoe KaK MHHHMAaJIbHOE pPaCcCTOSHUS
X5MMMHTa OT KOMIIOHEHTHBIX OyNeBbIX (yHKIMHA S-0JI0Ka A0 KOAOBBIX CIOB appUHHOTO
KoZa (MUHUMYM Cpe/li KOMIIOHEHTHBIX OYyJIeBBIX (PYHKIIHI);

. MaTpulia Ko3((UIMEHTOB KOPPEesMs, IOKa3bIBAIOIIAs] KOPPEJISALUOHHYIO
B3aMMOCBS3b BEKTOPOB BbIXOJ]a S-0JI0Ka ¥ BEKTOPOB €ro BXO/a.

AHanu3 KpuntorpauuecKkux CBOMCTB S-OJOKOB OONBLIONW JJIMHBI, HalpUMeEp,
NoJTyTOpabalTHBIX TPEACTaBIsIET COOOH BEChbMa CIIOXKHYIO BBIYMCIUTEIBHYIO 3a/1ady, 4YTO
JUKTYeT HEOOXOIMMOCTh IPOBEACHUS BHIOOPOYHOrO aHajdM3a Ha IOJHOM MHOXECTBE
MOCTPOEHHBIX S-0JI0KOB. Pe3ynbTaThl BHIOOPOYHOrO aHaiM3a KpUNTOrpaduyecKuX CBONCTB
S-0JI0KOB TO/JCTAaHOBKM Ha OCHOBE DPA3JIMYHBIX HM30MOPQHBIX MPEICTaBICHUH OCHOBHBIX

nosneit GF(2'), GF(2%), GF(2") MIPUBEICHBI B Ta0JI. 2, TJie JaHHbIE 3aMMCaHbl B CIEAYIOIIEM

nopsiike: anredpandeckasl CTENEeHb HEIMHEWHOCTH (PAcCTOSHUE HETMHEMHOCTH) MaKCHMYM
cpenu MoayJield Kod(hPUIMEeHTOB KOPPETAIIUH.
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Taoauna 2.
Kpunrorpadudeckue xapakTepucTUKH S-0JIOKOB MOJCTAaHOBKU
ITosne GF(2") GF(4") GF@8") | GF(16") | GF(32") | GF(64")
[TonyGaiiTHBIC 3/4/0.25| 3/4/0.5 — — — —
Omofai 7/112/ 7/112/ B 7/112/ B B
/IHODAHTHEIC 0.125 0.125 0.125
HonviopaGaiinme | 117 19847 [ 117198471 11/1984 | 11/1984 B 11/1984
yrop 0.0293 0.0293 | / 0.0283 | /0.0313 /0.0313
AHanu3 JaHHBIX TaOl. 2 TOKa3blBaeT CYIICCTBEHHBIH TPUPOCT B KayecTBE

MTOCTPOCHHBIX S-0JIOKOB, MPUYEM HX Ka4eCTBO SBJICTCS CTAOMIBHBIM JUISI Pa3IUYHBIX
M30MOP(HBIX MPEICTABICHUI OCHOBHOTO TIOJISI.

OnmauM u3 Hambosee MOKa3aTeNbHBIX M TMPAKTHYECKH IICHHBIX KPUTCPUEB SBIISETCS
paccrosiHue HenumHenHHocTu. Tak, paccTosHME HEJIMHEWHOCTH i1 KOHCTpykuuu Hubepr
[TOKA3bIBACT 3HAUYMTENIbHBIA POCT C YBEJIMYEHUEM HUX JUJIMHBI, YTO JI€JA€T CPAaBHUTEIbHBIN
aHaJ13 MOJICTAHOBOYHBIX KOHCTPYKUMI HEOUYEBHUIHBIM M 3aTPyIHEHHBIM. BriepBoie, mpoBeas
OLICHKY KpUIITOrpapu4ecKuX CBONCTB S-O0JIOKOB KOHCTpyKIuu Hubepr ctomp OombIIoi
UIHBL N =2' =4096, B HacTosAmIeH paboTe aBTOpaMH IpeJyIaraeTcs BBEICHHE MOKa3aTess
YIEIBHOI'O PACCTOSIHUS HETMHEHHOCTH

_2.NS
N

2-N, (6)

977f: N ’

UBR

r€ Mg — YIEIbHOE PACCTOAHUE HENMHEHHOCTH S-O50Ka; M, — YIEIbHOE PAaCCTOSHUE
HeslmHeHocTH OyneBod (yHKuMHM; N, — paccTOSIHME HEIMHEHHOCTH HCCIeqyeMoro S-
Omoka; N, — paccTOsSHUE HENMHEWHOCTH UCCIENyeMOl OyneBoi Qynkuun; N — JuiMHa

ucclieayeMoro S-0oka i OyneBoil (yHKIHH.

Takum 00pa3oM, MO MOCTPOCHHUIO, YAENbHOE PACCTOSHUE HEIMHEHHOCTH IMOKa3bIBAeT
«KOJIMYECTBO  HEIMHEHHOCTW», CoJepXKaleecs B  OAHOM  DJIEMEHTE  KOIUPYHOIEeH
Q-1nocneoBaTeNbHOCTH WM B OJTHOM 3HaueHuU OyneBod ¢yHkuMU. Tak, HETPYJHO BUAETH,
yro g apuHHBIX OyneBbix ¢(yHkmumid n=0, B TO Bpems Kak i OeHT-QyHKIHii

2(2k—] . 2(k/2)—1) 2(2k—1 _ 2(k/2)_1)

n= N = o [7]. Herpynuo I10Ka3aTh, 4To
2(2/“1 B 2(k/2)—1) )
/lcim = 7 =5 1, Takum o00pa3oM yJeNbHOE pacCTOSTHUE HEJINHEHHOCTU

OECKOHEYHO NIMHHOU OyneBoill OeHT-QYHKLIMM IOCTHraeT 3HadeHus 1, B TO BpeMs Kak
0<ng <1, 0<n,<I.

B Buny cxoxectu kpuntorpapuueckux CBOHCTB S-O0J0k0B KOHCTpykuun Hubepr Hag
Pa3IMYHBIMU U30MOP(MHBEIMU MIPEACTABIEHUIMH OCHOBHOTO 1Mois GF(2), a Takke ¢ yueToM

pesynpTaToB [8] moCTpomM Ha pHC.
HEJIMHEWHOCTH

2 rpaduK 5SBOJIOUMU YAEIBHOTO PACCTOSHUS
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Puc. 2. OBononus yaelbHOr0 pacCTOSHUS HEMTMHEHHOCTH KOHCTpYKUuu Hubepr u 6eHT-
GyHKUIMMA

0

JleTanbHBI aHATN3 JaHHBIX pUC. 2 MIOKA3BIBACT, YTO C YBEIMYCHUEM JITTHHBI S-0JI0KOB
KOHCTpyKIMKU Hubepr ux yaenpHOE pacCTOSIHHE HETUHEHHOCTH CTPEMUTCS K PACCTOSIHHIO
HenmuHeHocTn OeHT-QyHKImiA. Tak, ams momyropabalTHBIX — S-OJIOKOB, OTCTaBaHHE
paccTosHUSL HEJIMHEHHOCTH S-0JI0KOB KOHCTpYKImu Hubper oT OeHT-GYyHKIMI cOCTaBisieT
Bcero A, =0,0156=1,56%, B TO Bpems Kak Juid OJHOOAMTHBIX S-O0JIOKOB 3Ta BEIMUYMHA

cocraBisieT Ag =0.0625=6.25% .

BriBoabI

1.  TloctpoeH mMONHBIA KjacCc MOIIHOCTH J=17837 moayTopabalTHRIX S-0JIOKOB
KOHCTpykuuu Hubepr Haag BceMH H30MOpPGHBIMU MPEJCTABICHUSAMU OCHOBHOIO TOJIS
GF(2?). TlpoBezieH BBIOOPOYHBIM aHAIW3 KPUITOIPahUUECKOr0 KadecTBa MOCTPOSHHBIX S-

0JIOKOB, KOTOPBIM TMOKa3aj, 4YTO MOJyTOpaOalTHBIE S-O0JOKHM TOJCTaHOBKH 00JIaa0T
3HAUUTENBHO JYYIIUM KaueCTBOM, YeM IpH JJIMHE BXOJHOTO cjIoBa mosibaiTta wim 6ait. [1pu
TOM KpHUNTOrpaUyecKoe KauyeCTBO SIBJISETCS OTHOCUTEIBHO CTAOMJIBHBIM B PA3IMYHBIX
U30MOP(HBIX MPEACTABICHUAX OCHOBHOI'O TOJISL.

2. BBeneH yaoOHBIN I UCCIEAOBAHUS JUIMHHBIX S-OJIOKOB KPUTEPUN YIETHHOTO
paccTOsHUS HEJTMHEWHOCTH, ITOKa3bIBAIOIINN «KOJNYECTBO HETMHEUHOCTH», COJEPIKaLIeecs B
OJIHOM DJJIEMEHTE KOJIUPYIOIIeH (-TOCIeN0BATeIbHOCTH WA B OJIHOM 3HAa4YeHUU OyJeBOM
¢byukun. [IpoBeneHHbIN CpaBHUTEIBHBIA aHANU3 S-0JIOKOB KOHCTpyKIMH Hubepr u OeHT-
(GYHKIMI TOKa3al, YTO YAEJIbHOE pACCTOSHHUE HEIMHEWMHOCTH  KOHCTpykuuu Hubepr
npuOIKaeTcss K yAeIbHOMY PACCTOSHUIO HETMHEHHOCTH OeHT-(QYHKIUN C yBeIHMYeHHUEM
JUIMHBI, TPU 3TOM JUIsl TOJYyTOpaOalTHBIX S-OJIOKOB BEIMYMHA OTCTABAHUS COCTABIISIET
A,, =0,0156=1,56% .

3. IlpoBeneHHbBIE MCCIENOBAHMS MOATBEPKIAIOT BBICOKYIO IEPCIEKTUBHOCTh
MPUMEHEHUS TONYyTOpabalTHRIX S-OJIOKOB TOJCTAHOBKM KOHCTpyKImu Hubepr kak mmns
MOJIEpPHU3AIIMN CYIIECTBYIOUIMX KpPUIITOAJITOPUTMOB, TaK M JJs pa3pabOTKU HOBBIX
KPHIITOAITOPUTMOB € OOJIBIION UTHHO# OJToKa.
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HIBTOPABAMTHI HEJIIHIMHI MIEPETBOPEHHSI KOHCTPYKIIIi HIGEPT.
J.A. IOposcrkux, A.B. Cokonos, b.C. Tpoiupkuii

Opecpkuil HalliOHATPHAN TONITEXHIYHIHA YHIBEPCHTET,
npoct. [lesuenko, 1, Onmeca, 65044, Ykpaina; e-mail: radiosquid @ gmail.com

CTaTTs NMpUCBSYEHA AaKTyalbHUM IMTaHHAM KOHCTPYIOBaHHS MiBTOpaOalTHHX S-6II0KiB
MiJACTAaHOBKH JJs MiABUINEHHA eQEeKTHBHOCTI cy4acHHX 1mudpiB. I[loOymoBaHO
niBTopabaiiTHi S-0moku kKoHCTpyKIii Hibepr Ham yciMa i30MOpGHUMHA YSIBICHHSIMH TIOJIS

12 . . . o .
GF(27), nposeneHo ix BUOIPKOBE TeCTyBaHHs Ha BiINOBIIHICTL OCHOBHMM KPHTEDiIM

KpunrorpadigyHoi SKOCTi, sSKe MoKa3ao, MO MBTOpadalTHI S-OJOKH MarOTh 3HAYHO Kpallli
KpunrorpadiuyHi XapaKTepHCTUKH y TOPIBHAHHI 3 OMHOOAWUTHUME a0o MmoryOaiTHUMHU.
BrenmeHo 3pyuHuil ans DOBrux S-OJOKIB KpUTEpi MHTOMOI BiCTaHI HENiHIHHOCTI, IIO
XapaKTepu3ye «KIUTBKICTh HENIHIHHOCTI» B eleMeHTi Q-mocmigoBHOCTI abo 3HaYeHHI
OyneBoi ¢yHKHii. Pe3ympTaté poOOTH IO3BOJSAIOTH CTBEPIHKYBATH, IO MOOyHOBaHi S-
OIIOKM MOXYTh OyTH e€(EKTHBHO BUKOPUCTAHI SIK JJI1 MOJEPHI3aLii cydacHUX MHU(PiB, TaK
1 U1 HOOYIOBH HOBHX NMEPCHEKTUBHUX KPUIITOAITOPUTMIB.

KarwuoBi ciioBa: S-610k miacTaHOBKH, KOHCTpYKIis Hibepr, mone ["anya, i3omopdizm.

NIBERG CONSTRUCTION 12 BIT NONLINEAR TRANSFORMS.
D.A. Yurovsky, A.V. Sokolov, B.S. Troitsky

Odessa National Polytechnic University,
1, Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: radiosquid @ gmail.com

The article is devoted to the actual issues of the construction of 12 bit S-boxes in order to
improve the effectiveness of modern ciphers. We built the full class of 12 bit S-boxes of

Nyberg construction over all isomorphic representations of the field GF (2'?), performed

their sample testing for compliance to the basic criteria of cryptographic quality, which
showed that 12 bit S-boxes have much better cryptographic properties than 8 bit or 4 bit
ones. We introduced new criterion of specific distance of nonlinearity for long S-boxes
which characterizes "the number of non-linearity" in item of Q-sequence or single value of
a Boolean function. The results suggest that the constructed S-boxes can be effectively used
for the modernization of existing chipers and construction of modern promising
cryptographic algorithms.

Keywords: S-box, Nyberg's construction, Galois field, isomorphism.
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