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Introduction. We live in the era of the Third Industrial (or Digital) Revolution, which began in the second half of the last century
and is characterized by the spread of information and communication technologies, but modern world leaders are already actively
preparing for a new era — the Fourth Industrial Revolution or Industry 4.0.

The purpose of the article is to study the impact of Industry 4.0 on the economic security of the enterprise.

Results. The main challenges of Industry 4.0 are:

Flexible manufacturing: many companies are involved in product manufacturing, which step by step helps create a product. With
the digital network, these steps can be better coordinated, and the use of machines is better planned.

Convertible factory: Production lines will be built in modules in the future. They can be quickly assembled to complete the task.

Customer-oriented solutions: Consumers and manufacturers are moving closer together. Customers themselves can design
products in accordance with their wishes.

Optimized logistics: algorithms calculate the ideal delivery routes, machines themselves report when they need new material —
smart grid provides optimal flow of goods.

Use of data: Progress data and product status data are aggregated and evaluated. Data analysis provides guidance on how to
make the product more effective. Circle economy with efficient resource use: Products are considered to be managed data
throughout their life cycle. Even in the construction, it is determined in what form materials can be recycled.

Personnel: the proportion of routine activity will decrease; production’s flexibilisation through industry 4.0 will require much
more skills in all workflows for all employees. Skilled workers will be more in demand in the future for making decisions that can not
be replaced by any algorithm. At the same time, employees must be trained and qualified for new jobs.

A new culture of education — the company needs strong partners. For a successful path to Industry 4.0, there are a variety of
opportunities for lifelong learning and organization of work that contributes to learning.

Conclusion. The Fourth Industrial Revolution is steadily moving. It will change the world, because there were no analogues and
Ukrainian enterprises in order to ensure their economic security need to prepare in advance.
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Bcemyn. Mu sicusemo 6 enoxy Tpemwvoi npomucnosoi (abo yugposoi) pesontoyii, ska nouanracs ¢ Opyeitl NOJOSUHI MUHYL020
cmonimms i Xapaxmepusyemvcsi NOWUPEHHAM [HOOPMAYIIHO-KOMYHIKAYIUHUX MEXHONO02IU, alle CYYacHi ceimogi nidepu 6dice
aKmugHo 20myrmucs 00 H08oi epu — Yemeepmoi npomucnogoi (indycmpianvhoi) pesontoyis abo Inoycmpis 4.0.

Memoto cmammi € suguenus enaugy Indycmpii 4.0 nHa ekoHOMIUHY Oe3neKy nIONPUEMCMad.

Pesynemamu. Ocroguumu uknuxamu Inoycmpii 4.0 e:

Tnyuxe 6upobHuymeo: bazamo Komnauii bepyms yyacme y 6upoOHUYMEI npoOyKyii, AKA KPOK 3a KPOKOM OONOMA2A€e CMEOPUMU
npooykm. 3 yugposoio mepesicero yi KpoKU MONUCHA Kpawje KOOPOUHY8amu, a GUKOPUCIAHHS MAWUH Kpauje NiaHy8aAmu.

Koneepmosana ¢habpuxa: Bupobruui ninii 6yoyme nodyoosami 6 mooynsax 6 mandymuvomy. Bowu moocymes 6ymu weuoxo
316paHi OJis BUKOHAHHS 3A80AHHSL.

Knienmoopienmosani piwennsi: cnosicugaui ma 6upobuuku 30nudicyromecs. Kiicnmu cami moacymov ogopmasmu eupobu
8i0N06iOHO 00 C60IX NOOANCAHD.

Onmumizosana n102icmuka: aneopummu po3paxogyioms i0eanbHi Mapupymu 00CmasKu, Cami MAuUHY NOGiOOMIAIOMb, KOIU iM
nompiben HOBUL Mamepian - cMapm-cimka 3abe3neuye OnmuMaIbHutl NOMIK mogapis.

Buxopucmannsa oanux: 0ani npo npoepec i 0ani npo cman nPoOYKmy azpecyiomvpcs i OYiHImMbcsa. AHAN3 0anux 0ae 6KA3i6KU
w000 Moo, siK 3p06UmU NPOOYKM OilbuL eheKmMUGHUM.

Kpyeosa exonomixa 3 epexmusnum 6UKOPUCAHHAM Decypcie. HO6A epa XapaKmepusysamumemvcs. Oinbul eKOHOMHUM
BUKOPUCTNAHHAM PECYPCIB i3 MAKCUMATLHO MOHCIUBUM OA2AMOPA30BUM SUKOPUCIIAHHAM Y 6UPOOHULUX NPOYECaX.

Ilepconan: uacmka pymuHHOI OIANbHOCMI 3MEHUUMbCA, SHYYKICMb 8UPOOHUYMEA uepes 2anysb 4.0 eumazamume Habazamo
bitbule HABUYOK Y 6Cix pobouux npoyecax Oas 6cix npayienukie. Keanighioeani npayienuku 6yoyms Oinvuie 3ampebysani 6
Matloymuvomy Ol NPUUHAMMS Piluets, AKi He MOJCymb 0ymu 3amineHi 0y0b-aKuM aneopummom. Boonouac, npayienuxu nosunmi
Oymu Hagueni ma Keanighiko8amui 0151 HOBUX POOOUUX MiClb.

Hosa xynemypa oceimu — xomnanii nompioui cunvhi napmuepu. [na ycniwnozo wnaxy oo Ilpomucnosocmi 4.0 icuye 6esniy
MOdCIUBOCHEN OISl HAGUAHHS NPOMA2OM YCbO2O0 ICUMNIA MA OP2aHi3ayii pobomu, Wo cnpusc Ha84aAHHIO.

Bucnoeok. Yemeepma npomucnosa pesonioyis HeyxuibHo pyxacmocA. Lle 3minumos ceim, momy wo He 0Oyn0 ananocig i
VKPAITHCOKUX NIONPUEMCME 0151 MO20, Wob 3abe3neuumu ix eKOHOMIUHY 6e3neKy nompioHo 2omyeamu 3a30ane2iob.
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INTRODUCTION

The world stands on the brink of technological re-
volution, which will fundamentally change the way of
life, work and attitude toward each other [1-5]. We live in
the era of the Third Industrial (or Digital) Revolution, which
began in the second half of the last century and is charac-
terized by the spread of information and communication
technologies, but modern world leaders are already acti-
vely preparing for a new era — the Fourth Industrial Revo-
lution, a term created by Klaus Schwab [1], the founder
and executive director of the World Economic Forum
Starting with Industry 4.0 (Industrie 4.0) in Germany and the
next New Strategy for American Innovation (New Strategy
for American Innovation) [6] in the United States and the
intelligence (smartization strategy) in Japan, developed
countries push national innovation strategies. Similarly,
China is pursuing 2025 (the Made in China 2025), and
Korea has announced the Innovation Strategy for manu-
facturing industry 3.0. (the Manufacturing Industry Inno-
vation 3.0). The fact that the Fourth Industrial Revolution
will lead to a redistribution of the labor market has been
actively debated in Davos for several consecutive years,
at the last, said that the analysis of the latest data suggests
that the process of substitution accelerates with the deve-
lopment of artificial intelligence.

In terms of scale and complexity, transformation will
not look like humanity has experienced before. It is not
yet possible to predict precisely how it will unfold, but
one thing is clear: the answer to it must be integrated and
comprehensive, with the participation of all actors from
the global public authorities, from the public and private
sectors to academia and civil society.

The revolution can change the way enterprises, econo-
mic sectors and even countries integrate into global value
chains, the nature of innovation and the conditions for
participation in international trade and investment flows.

THE PURPOSE OF THE WORK
The purpose of the article is to study the impact of
‘Fourth Industrial Revolution’ or ‘Industry 4.0’ in the global
industry on the economic security of the enterprise.

RESEARCH METHODS

Methodological and informational basis of work are
scientific works, materials of periodicals, Internet resources.

RESULTS

"Industry 4.0", which is considered as an industry, has
the potential to change the existing technological regime.
The universal nature of the new industrial model proposed by
Industry 4.0, opens up the opportunity for a new industrial
revolution, as a result of which "Industry 4.0" will become a
new global industrial milestone and a standard for the de-
velopment of the real sector of the economy all over the
world.

There are three reasons why today's transformations
are not just the continuation of the Third Industrial Revo-
lution but the coming of the Fourth and Clear: the speed,
scale and influence of systems. The rate of current break-
throughs has no historical precedent. Compared to the
previous industrial revolutions, the Fourth is developing
exponentially, not linearly. In addition, it violates practi-

cally every industry in each country, and the breadth and
depth of these changes predict the transformation of entire
systems of production, management and management. So
the main challenges Industry 4.0:

Flexible manufacturing: many companies are involved
in product manufacturing, which step by step helps create
a product. With the digital network, these steps can be better
coordinated, and the use of machines is better planned.

Convertible factory: Production lines will be built in
modules in the future. They can be quickly assembled to
complete the task. Improved productivity and efficiency,
individual products can be produced in small quantities at
affordable prices.

Customer-oriented solutions: Consumers and manu-
facturers are moving closer together. Customers themselves
can design products in accordance with their wishes, for
example, the sneakers themselves can be designed and
adapted to the individual shape of the foot. At the same
time, smart products that are already shipped and used
can transmit data to the manufacturer. Using usage data,
the manufacturer can improve its products and offer new
services to the client.

Optimized logistics: algorithms calculate the ideal de-
livery routes, machines themselves report when they need
new material - smart grid provides optimal flow of goods.

Use of data: Progress data and product status data are
aggregated and evaluated. Data analysis provides guidance
on how to make the product more effective. More impor-
tantly, it is the foundation for entirely new business models
and services. For example, manufacturers of elevators can
offer their customers "prognostic maintenance": lifts are
equipped with sensors, which constantly send information
about their condition. Depreciation can be detected and
corrected before it can lead to a failure of the elevator.

Circle economy with efficient resource use: Products
are considered to be managed data throughout their life
cycle. Even in the construction, it is determined in what
form materials can be recycled. The benefits are evident:
Improved networking of products and machines increases
efficiency reduces costs and at the same time saves re-
sources. Thanks to intelligent monitoring and transparent
processes, enterprises always have an overview and can
respond flexibly and quickly to market changes. If, for
example, the supplier fails or the raw material is scarce,
production and delivery volumes can be adjusted.

Personnel.

— the proportion of routine activity will decrease. They
are increasingly switching to intelligent machines. The
convergence of digital communication technologies with
automated machines increases the technological and organi-
zational complexity.

— production’s flexibilisation through industry 4.0 will
require much more skills in all workflows for all em-
ployees. Skilled workers will be more in demand in the
future for making decisions that cannot be replaced by any
algorithm. At the same time, employees must be trained
and qualified for new jobs.

Changes create problems that need to be considered
when designing future work models:

— the boundaries of working and life worlds are blurred.
Rapid rates of technical development increase the pressure
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on workers who are more responsive to the requirements
and, thus, are constantly available. This leads to an increase
in psychological stress for workers? What framework
conditions can prevent this?

— IT applications and sensors control production pro-
cesses. There is obvious concern that employees will also
be subject to this monitoring and control in the future.
What solutions ensure the security of employees and at
the same time guarantee the necessary network of infor-
mation flows?

— Work in project structures also often means work in
short-term, non-social insurance. What legal adjustments
give companies the necessary opportunities for action,
while guaranteeing workers fair labor relations and social
security?

— New skills are needed. How can employees learn
from current practice-related knowledge? How to prevent
the exclusion of low-skilled workers?

A new culture of education — the company needs
strong partners. For a successful path to Industry 4.0,
there are a variety of opportunities for lifelong learning
and organization of work that contributes to learning. Both
professional and academic training and training require a
continuous dialogue between industry, politics and society
to constantly evolve and adapt.

Klaus Schwab believes that the transition from simple
digitization (third industrial revolution) to technology-
based innovation (fourth revolution) forces companies to
rethink their attitude to how they work.

It is expected that the fourth industrial revolution will
radically transform production as a driving force for global
development.

According to a survey of 800 technology leaders held
specifically for the forum in Davos, the key drivers of
change will be cloud technologies, development methods
for collecting and analysing Big Data, crowdsourcing,
shrinking economy and biotechnology. Among other
forecasts of experts are leading "smart" clothing, Internet-
connected, unmanned cars and medicine, based on 3D-
printing. In addition, 45% of respondents believe that in
2025, the board of directors of large companies may have
an artificial mind [6]. Already only by name can be enriched
as far as these technologies are Ukrainian industrial enter-
prises. We are already so far from the world's achievements,
which has no time to catch up with traditional means —
the development of innovations, we must radically change
the approach to the functioning of the enterprise, focusing
on world achievements.

CONCLUSION

The Fourth Industrial Revolution is steadily moving.
It will change the world, because there were no analogues,
and Ukrainian enterprises in order to ensure their econo-

mic security need to prepare in advance. Nevertheless,
there are still some challenges that need to be addressed
to make the fourth industrial revolution successful: orga-
nization of work, IT security and data protection should
be discussed at an early stage with all relevant stake-
holders, such as the skills of skilled workers and the de-
velopment of common standards and standards a digitized
economy is needed.
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