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One of the most commonly used today cryptographic algorithms is the Advanced
Encryption Standard (AES), in which the Nyberg construction is used as an S-box. The
existing approach to estimating the cryptographic quality of S-boxes, in particular, the
Nyberg construction, is based on its representation using the mathematical apparatus of
Boolean functions. At the same time, one of the most important criteria of cryptographic
quality is a strict avalanche criterion of component Boolean functions. Nevertheless, the
cryptanalyst is not restricted in choosing a method for describing cipher components, which
necessitates the research of the cryptographic properties of the Nyberg construction S-
boxes represented using many-valued logic functions. This work is devoted to the research
of the avalanche characteristics of the Nyberg construction S-boxes represented by Boolean
functions, 4-functions, and 16-functions. In this case, we consider S-boxes of the Nyberg
construction of practically valid length N=256 based on the full set of irreducible
polynomials of eighth order. It has been established that the avalanche properties of the
Nyberg construction S-box depend on the particular type of irreducible polynomial used to
build it. The irreducible polynomials that provide the best avalanche characteristics of the
Nyberg construction S-boxes in the sense of Boolean functions, 4-functions, and also 16-
functions are determined. It was found that the S-box based on irreducible polynomial
fi9(x) =319 is characterized by the optimal deviation from the requirements of the strict

avalanche criterion from the point of view of any possible representation by the functions
of many-valued logic, thus, it can be recommended for practical use.
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Introduction and problem statement

Today, one of the most common block symmetric cryptographic algorithms is AES,
which is used in many information protection systems. The AES cryptographic algorithm is
characterized by a high level of cryptographic strength and the simplicity of software and
hardware implementation. Nevertheless, the continuous development of cryptanalysis
methods requires careful research of its cryptographic properties, as well as further
improvement of its structure and the cryptographic primitives of which it consists.

The most important part of a block symmetric cryptographic algorithm is an S-box,
which largely determines the general level of diffusion and confusion [1] of the cryptographic
algorithm, as well as the simplicity of its technical implementation. Currently, there are many
constructive methods for the synthesis of high-quality S-boxes, among which a special place
is occupied by the Nyberg construction [2], on the basis of which the AES [3]
cryptoalgorithm S-box is built. The Nyberg construction S-boxes are characterized by a high
level of cryptographic quality, while today the quality of any cryptographic S-box is estimated
using the following criteria [4, 5]:

¢ high nonlinearity distance;

¢ high algebraic degree of nonlinearity;

e compliance with the strict avalanche criterion (SAC);

¢ statistical independence of the output vectors of the S-box from its input vectors.
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All of the listed criteria are based on representation of the S-box as a set of Boolean
functions, and at the moment there are many researches devoted to the evaluation of these
criteria for the S-box of the AES cryptographic algorithm [6, 7]. However, a cryptoanalysis
attack can be carried out with help of any mathematical constructions used to represent the
cryptographic algorithm, for example, using the apparatus of many-valued logic functions [8].
This circumstance requires more detailed research of the cryptographic quality of the many-
valued logic functions that are part of the AES cryptographic algorithm S-box.

The purpose of this paper is to research the component g-functions of the full set of
Nyberg construction S-boxes and also to determine the S-box with the best avalanche
characteristics.

The choice of the Nyberg construction for the AES cryptographic algorithm was due to
its high compliance with the main criteria of cryptographic quality, as well as the possibility
of technical implementation both in a tabular and with help of calculations over the extended

Galois field GF(2%). The Nyberg construction is a map defined by the multiplicatively
inverse elements of Galois fields GF (2)

y = x"'modd(f(2),p), y,xeGF(2"), (1)
combined together with the affine transform
b=Ay+a,abeGF(2"), (2)

where f(z) is the irreducible over the field GF(2) polynomial of order k; 0'=0 by
definition; A is a nonsingular affine transform matrix; a is a shift vector; p=2 is the
characteristic of the extended Galois field; a,b,x,y are the elements of the extended Galois

field GF(2"), they are considered as decimal numbers, binary vectors, and polynomials of

order k-1.

It was established in [7] that the structure of the Nyberg construction S-box depends on
the type of irreducible polynomial, while the number of irreducible polynomials [9] of order
k is defined by the formula

1 k/d
W= 2 a(d)- P2, 3)

d Bk

where d are the divisors of the k, x(d) is the Mobius function, the notation d @k means

that d divides k. It is clear, that formula (3) also determines the cardinality of the Nyberg
construction S-boxes class.

Designers of various cryptographic algorithms choose various irreducible polynomials
for constructing S-boxes. For example, in the cryptographic algorithm AES the irreducible
polynomial f,(z)=2°+2z*+2z°+z+1 is used. In this case, the choice of cryptographic
constructions occurs only on the basis of the analysis of the cryptographic quality of their
component Boolean functions. This circumstance necessitates a more reasonable choice of the
irreducible polynomial f(z) used to construct the S-box, taking into account the
cryptographic properties of its component many-valued logic functions.

Avalanche characteristics of the functions of many-valued logic

We first introduce the definitions of avalanche characteristics of Boolean functions
necessary for our research and then generalize them to the case of many-valued logic
functions.
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Definition 1 [10]. The function of g-valued logic of k wvariables is a mapping
012,..,9-1* >{0,2,2,..,q-1}.

Definition 2 [11]. The derivative in the direction of u eV, of the Boolean function is
the Boolean function defined as

D,f(x)=f(X)@® f(x®u), (4)

where V, is the linear vector space of binary vectors of length k, @ is the summation
modulo 2.

Definition 3 [11]. The Boolean function f(x) satisfies the propagation criterion PC(u)
with respect to the vector u €V, if its derivative in direction of u is a balanced function, i.e.

p{f(x) = f(x®u)}=0,5. (5)

Definition 4 [11]. A Boolean function f(x) satisfies the propagation criterion PC(m)

of order m if it satisfies the propagation criterion with respect to all vectors u of Hamming
weight 1<wt(u) <m, i.e.

p{f(x)=f(x®u)}=0,5, VueV,, l<wt(u)<m. (6)

Definition 5 [11]. A Boolean function f(x) satisfies the strict avalanche criterion
(SACQ) if it satisfies the propagation criterion PC(1) of order 1

p{f(x)=f(x®u)}=0,5, VueV,, wt(u)=1. ©)

Anyhow, modern S-boxes can be represented not only by the Boolean functions, but
also by the functions of many-valued logic. So, for example, S-boxes of the commonly used
today length N =256, can be represented both using Boolean functions (q=2), and using
the 4-functions (q=4) or 16-functions (q=16). Each of the sets of these functions fully

determines the quality of the S-box used.

The definition of a strict avalanche criterion for the functions of many-valued logic was
introduced in [12]; however, a strict avalanche criterion of the functions of many-valued logic
of the AES cryptographic algorithm was not researched. For completeness, we briefly
describe the general scheme for researching the avalanche characteristics of many-valued
logic functions, which is based on the following definitions.

Consider the g-function f(x) of k variables, as well as the vector u=(u,,U,,...,U) .

Definition 6 [12]. The weight @(u) of a g-valued vector is the number of its nonzero

components.
Definition 7 [12]. The derivative of a g-function f(x) in the direction of the vector u

is the g-function

D, f ()= f (x®u)~ f (x) (modg), (8)

where @ denotes addition modulo q.
q

Definition 8 [12]. A g-valued logic function f(x) satisfies the propagation criterion
PC(u) with respect to the vector ueV, if its derivative in direction of u is a balanced
function, i.e. values 0,1,...,q—1 are taken with equal probabilities p(D, f (x) =i(modq))=1/q
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forall i=0,1,....,g—1. In other words K° =K*=...= K%, where K' is the number of sets of

variables on which the derivative takes a value i.

Definition 9 [12]. A g-valued logic function f(x) satisfies the propagation criterion
PC(m) of order m if it satisfies the propagation criterion PC(u) with respect to all vectors
u of weight 1<a@(u)<m.

Definition 10 [12]. The function f(x) of g-valued logic satisfies the strict avalanche
criterion (SAC) if it satisfies the propagation criterion PC(1) of order 1.

Research of the avalanche characteristics of Nyberg construction S-boxes of length
N =256 based on the full class of irreducible polynomials. Consider a specific example. Let
a  Nyberg  construction  S-box based on an irreducible  polynomial
f(z)=283,=2°+2"+2%+z+1 which is used in the AES cipher to be given in the form of

its coding Q-sequence

Q={0 1 141 246 203 82 123 209 232 79 41 192 176 225 229 199 116 180 170
75 153 43 96 95 88 63 253 204 255 64 238 178 58 110 90 241 85 77
168 201 193 10 152 21 48 68 162 194 44 69 146 108 243 57 102 66 242
53 32 111 119 187 89 25 29 254 55 103 45 49 245 105 167 100 171 19
84 37 233 9237 92 5202 76 36 135 191 24 62 34 240 81 236 97 23
22 94 175 211 73 166 54 67 244 71 145 223 51 147 33 59 121 183 151 133
16 181 186 60 182 112 208 6 161 250 129 130 131 126 127 128 150 115 190
86 155 158 149 217 247 2 185 164 222 106 50 109 216 138 132 114 42 20 (9)
159 136 249 220 137 154 251 124 46 195 143 184 101 72 38 200 18 74 206
231 210 98 12 224 31 239 17 117 120 113 165 142 118 61 189 188 134 87
11 40 47 163 218 212 228 15 169 39 83 4 27 252 172 230 122 7 174
99 197 219 226 234 148 139 196 213 157 248 144 107 177 13 214 235 198
14 207 173 8 78 215 227 93 80 30 179 91 35 56 52 104 70 3 140
221 156 125 160 205 26 65 28}.

As an example, we consider the process of finding avalanche characteristics of the S-
box (9) represented by four component 4-functions Ffour,i=1,2,...,4, the first of which has

the form

Ffour, ={01123231031001130023130303103022222111011201002201203122210

3331112331111303301111012003302201013223312230313331313310120200212 10

1232302322321132102221020220301012302330102022232200331101122110233 (10)
033200313303002232313220301100311232231023310233300023010101210}.

Using Definition 7, we find, for example, the derivative of the 4-function (10) in the
direction of the vector u ={0,0,0,1} which has the form

Dyoo; Ffour, =[101231223230102102112132323012010031031012
100202112021013333020211020000130010033113030120203122
010310123221022020201120202013133113130033023333003122 (11)
222312311312101133220013000301031010303212130020332011

1021131323033113303201120121210132120103211031311331].

In accordance with the requirements of Definition 8, in order for the S-box (9) to
satisfy the propagation criterion in direction of the vector u={0,0,0,1}, it is necessary that

the number of characters “07, “1”, ‘“2” and “3” be equal to each other, i.e.
K°=K'=K?*=K®=N/4=64. However, this requirement is not satisfied for the
derivative (11)
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0 1 2 3
K Dooo1 Ffour K Doooz Ffour K Dqoo1 Ffour K DoooaFfour . (12)
69 73 55 59

We find the deviation of the derivative (11) from the compliance with the requirements
of Definition 8

0 1 2 3
AK DOOOlFfour AK DgoglFfOUr AK DOOOlFfour AK D0001Ff0UI'
0 =
‘ 64 K DOOOlFfour ‘64 K D0001Ff0U" ‘64 K DOOOlFfOU" ‘64 K D0001Ff0l“' (13)
0 1 2 3
AKDoomeour AKDongfour AKD()OOlFfOUI‘ AKDgoglFfOUr
5 9 9 5

Similarly, we can find the deviations of the derivative of the 4-function (10) from the
compliance to the strict avalanche criterion in each direction of weight @ (u) =1

AKIgFfour AKlDFfour AKI%Ffour AKI%Ffouq
Dggo1 Ffour, S 9 9 5
Dgo10Ffour 10 6 2 2
Do100 Ffoury 2 9 4 7
DyoaoFfou 3 12 3 6
Dgpo2 Ffoury 0 2 4 2
Dgo20 Ffoury O 6 12 6 (14)
Dg2go Ffoury 14 6 2 6
Dygoo Ffour 2 2 2 2
Dggoz Ffour 5 5 9 9
Dgo30 Ffoury 10 2 2 6
Dy300 Ffoury 2 7 4 9
D3ggo Ffoury 3 6 3 12

It is clear that the overall quality of the component 3-function is determined by the
largest value among the deviations (14), which is equal in our case to A, Kpeq,,, =14, while
the overall quality of the S-box will be determined by the maximum among the maximum
deviations of its component functions, in our case A, Ko, =max{l4,14,16,16}=16,
1=12,..,4.

Another way to characterize the integral deviation of the derivative (11) from the

compliance with the conditions of the propagation criterion (Definition 8) is to use the
quantity
3
D0001Ff0Uf1 Z 0001Ff0ur1 =5+9+9+5=28. (15)

i=0

Similarly, we can find the sum of deviations in all directions of the weight @ (u) =1 of

the component 4-function (10) of the S-box (9), as required by Definition 10 of the strict
avalanche criterion

12 3
DFfOUI’l ZZO D FfOUI’l = 56 . (16)
=1 i=
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We can also calculate the sum of deviations from the SAC for each of the four
component 4-functions of the S-box

3

4 12
DFfour Z z Z D jFfoun 1040 * (17)

1=1 j=1i=0

In the Table 1 we represent the data on the avalanche characteristics of Nyberg
construction S-boxes built on the basis of a full set of irreducible polynomials of order k =8
represented in the form of Boolean functions, 4-functions, and 16-functions

Table 1.
Deviation from the SAC criterion values for the component functions of Nyberg construction
S-boxes
No. Polynomial Case of Boolean Case of 4-functions | Case of 16-functions
functions

A KDFbln AKDFbin Amax KDFfour AKDFfour A KDFhex AKDFhex
1 285 12 516 16 1040 11 2848
2 299 16 428 17 992 11 2836
3 301 16 488 13 764 14 2644
4 333 16 464 16 924 12 2704
5 351 16 556 18 952 11 2820
6 355 16 408 13 848 12 2724
7 357 16 404 18 896 15 2844
8 361 16 480 18 892 10 2916
9 369 12 388 14 768 13 2732
10 391 12 432 16 960 12 2992
11 397 16 456 12 960 12 2772
12 425 16 444 16 868 14 2948
13 451 12 408 12 684 15 2856
14 463 16 496 15 820 13 2924
15 487 12 360 14 964 11 2700
16 501 16 440 16 944 13 2872
17 283 12 376 12 748 12 2724
18 313 16 424 20 924 11 2836
19 319 16 376 14 760 14 2676
20 375 16 364 16 796 11 2668
21 379 16 512 20 988 10 2764
22 395 12 416 16 888 11 2920
23 415 12 416 15 796 12 2716
24 419 16 536 14 1040 15 2900
25 433 16 520 12 1028 14 2872
26 445 16 464 16 860 13 2628
27 471 12 472 18 912 13 2840
28 477 16 504 14 820 12 2556
29 499 12 440 20 976 14 2744
30 505 16 412 18 912 12 2984

It is clear that the indicator of the high quality of the cryptographic construction is the
minimal value of A, Ky — min, as well as the value AK . — min. Analysis of the data
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presented in Table 1 shows that the Nyberg construction S-box, which is built on the basis of
a polynomial f(x) =487, is characterized by the smallest deviation from the requirements
of the strict avalanche criterion of component Boolean functions. At the same time, the
Nyberg construction S-box based on a polynomial f,(x)=451 is characterized by the

smallest deviation from the requirements of the strict avalanche criterion of component 4-
functions. Moreover, Nyberg construction S-box based on polynomial f(x)=477 is

characterized by the smallest deviation from the requirements of the strict avalanche criterion
of component 16-functions.

Note that from a practical point of view, the optimal S-box should converge the SAC
requirements in the best way from the point of view of any possible representation of the
many-valued logic functions. In the case of the Nyberg construction S-boxes, the S-box built
on the basis of polynomial f,(x) =319, is the best in terms of satisfying the strict avalanche

criterion from the point of view of any possible representation by many-valued logic functions
and can be recommended for use in cryptographic applications.

References

The research of the S-boxes of AES cryptographic algorithm showed their unconformity
with the conditions of strict avalanche criterion in terms of representations in the form of
component Boolean functions, 4-functions, and 16-functions. It was established that the
various irreducible polynomials used to construct the Nyberg construction S-boxes give
different values of the deviation of the derivatives of the component g-functions from the
requirements of the strict avalanche criterion.

We determined the irreducible polynomials that lead to the formation of Nyberg
construction S-boxes, which are characterized by the smallest deviation of the derivatives of
component g-functions from the compliance with the SAC requirements, both for the case of
Boolean functions and for the case of 4-functions and 16-functions.

It has been established that the Nyberg construction S-box on the basis of the
polynomial f,(x) =319 is characterized by the smallest deviation from the requirements of

the strict avalanche criterion from the point of view of any possible representation by many-
valued logic functions. Thus, the specified S-box can be recommended for practical use.
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JJABUHHI XAPAKTEPUCTHUKMU S-bJIOKIB uKOHCTPYK[lli HIBEPT', IIPA ix
VABJIEHHI 3A JIOIIOMOTI' OO ®YHKIIIA BATATO3HAYHOI JIOT'TKA

A.B. Cokonos, B.B. Pagym

Opnecbkuii HAI[IOHAJIBHUI MOMITEXHIYHUH YHIBEPCUTET,
npocir. Illeuenka, 1, Omeca, 65044, Ykpaina; e-mail: radiosquid@gmail.com

OmHuM 3 HaWOLIBII  MOMIMPEHMX ChOTOAHI  KPUNTOrpadiyHMX  aNrOpUTMIB €
kpunroanroputm Advanced Encryption Standard (AES), B sikomy B sikocti S-Gioka
BHUKOPHCTOBYETbCSl KOHCTpyKuisi HiGepr. IcHyroumii minxin M0 OLIHKK KpUmTorpadivuHoi
SIKOCTI S-0JI0KIB, 30KpeMa, KOHCTpykiii Hibepr, 3acHOBaHMif Ha IX OMHUCI 3a JOMOMOTOO
MaTeMaTU4HOro amapary OyneBux OyHkiiit. [Ipy 1poMy, OZHMM 3 HAHBAXKIIUBIIINX
KpuTepiiB KpunrTorpadiqHoi sIKOCTI € CyBOpPHH JIABUHHHMH KpUTEpiii KOMIIOHEHTHUX
OyneBux QyHkuiid. [Iporte, KpunTOaHaNITUK HE OOMEXKEHHH y BHOOpI CIIOCOOY OIMUCY
KOHCTpYKLIN mmdpy, 110 OOYMOBIIOE HEOOXiOHICTH MOCIIKEHHS KpunrorpadidHux
BJIACTHBOCTEH S-0J0KiB KOHCTpyKuii HiGepr, mpeacTaBieHnX 3a JOMOMOror (yHKIiH
OaraTo3HavHOi Jioriku. [laHa poOoTa MpUCBAYCHA TOCTIIKEHHIO IABUHHUX XapaKTEPUCTUK
S-6mokiB koHctpykuii Hibepr, mnpencraBieHux 3a I0NOMOrow OyneBux GyHKIH, 4-
¢byakmid 1 16-pyakmiin. [Ipum mpomy posrmsagaroTees S-Omokm KoHCTpykiii Hibepr
MPAKTUYHO I[iHHOI JOBXHWHH N=256 Ha OCHOBI NOBHOI MHOXXHHH HE3BiJHUX ITOJIIHOMIB
BOCBMOTO CTEIIEHI0. BCTaHOBIIEHO, IO JIABUHHI BIACTUBOCTI S-010ka KoHCTpyKii HiGepr
3alIle)kaTh Bil KOHKPETHOTO BUAY BUKOPHUCTAHOTO [UISI HOro mMoOymOBH HE3BIAHOTO
mojgiHoMa. 3HAWAEHO HEe3BiAHI TONIHOMH, IO 3a0e3MedyloTh HaWKpaml JaBHHHI
BIIACTHUBOCTI S-01oKiB KOHCTpYKIii Hibepr B ceHci OynmeBux QyHKIH, 4-hyHKIIH, a TaKOXK
16-¢yukuiin. IIpy 1bOMY BCTaHOBJIEHO, IO S-OJOK HAa OCHOBI HE3BIJHOTO TMOJiHOMA
fig(X) =319 xapakTepu3yeThCs ONTHMAJBHHM BIIXWICHHSM BIJl BHMOT CyBOPOIO

JIABUHHOTO KPHUTEPII0 3 TOYKH 30py OYAB-IKOTO MOXJIMBOTO IOJAHHSA (YHKIIISIMU
0araTo3HAYHOI JIOTiKHM, TaKUM YWHOM, MOXe OYTH pPEKOMEHIIOBAaHWH HO TMPAKTHIHOTO
3aCTOCYBaHHS.

KawuoBi caoBa: S-6nok, koHctpykmis HibGepr, cyBopuil IaBUHHHI KpHTEpii,
OaraTo3HavHa JIOTIKa.
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JJABUHHBIE XAPAKTEPUCTHUKH S-BJIOKOB KOHCTPYKIIMX HUBEPT
IIPU UX MMPEJCTABJIEHUM C IOMOIIBIO ® YHKIIUIA MHOT' O3HAYHOM
JIOI'MKH

A.B. Cokonos, B.B. Pagym

Onecckuii HAIIMOHAJBHBIN MOIUTEXHUYECKUIA YHUBEPCUTET,
npocr. Illesuenko, 1, Onecca, 65044, Ykpauna; e-mail: radiosquid@gmail.com

OnmauMm W3 Hauboliee pacpOCTPAHEHHBIX CETOAHS KPHUNTOrpapUYeCKHX arOPUTMOB
sBisercs: kpunroaiaroputm Advanced Encryption Standard (AES), B koTopoM B KadecTBe
S-070ka uWcmonb3yeTcs KoHCTpykims Hubepr. CymiecTByrOmui TOAXOM K OICHKE
Kpunrorpaduueckoro kauecrsa S-OJIOKOB, B YaCTHOCTH, KOHCTpykuuu Hubepr, ocHOBaH
HA WX OMHCAHHWHU C MOMOIIBI0 MAaTEMATHIECKOro ammapara OyneBbiX GyHKIuA. [Ipu aToM,
OJIHUM W3 BAXHEHIIMX KPUTEPUEB KPUNTOrPaUIECKOro KauecTBa SBISETCS CTPOrHM
JIABUHHBIN KPUTEpH KOMIOHEHTHBIX OyaeBbIX GyHKImi. TeM He MeHee, KPHITOAHATUTHK
HEe CTECHEH B BbIOOpe crmocoba omucaHHs KOHCTPYKHuWil mudpa, 4to oOycnaBiuBaeT
HEOOXOJUMOCTh HCCIC/IOBAHUS KPHUITOrPAQUIECKUX CBOUCTB S-OJIOKOB KOHCTPYKIMU
Hubepr, mpencraBieHHBIX ¢ TOMOIIBI0 (GYHKINI MHOrOo3HAYHOW Joruky. JlanHas pabota
MOCBSIIICHA HCCIICMIOBAHUIO JIABUHHBIX XapaKTePUCTHK S-OJ0KOB KOHCTpykuuu Hubepr,
NPECTaBICHHBIX C TOMOIIBIO OyneBbIX (GyHKuwH, 4-pyHkuuid n 16-pynkuuit. [Ipu atom
paccMaTpuBarOTCs S-0JI0KM KOHCTpyKIuu Hubepr nmpaktuyecku reHHOW AiuHbl N=256 Ha
OCHOBE€ IMOJTHOT'O MHOXKECTBA HEMPHUBOANUMBIX IMOJIMHOMOB BOCBMOM CTEIIEHH. yCTaHOBHeHO,
YTO JIaBMHHBIE CBOWCTBAa S-0J0Ka KOHCTPYKIMM HubOepr 3aBUCAT OT KOHKPETHOI'O BUJA
HCIONB30BAHHOTO  JUISI  €r0  MOCTPOCHHS  HEMPHUBOIAMMOrO MOJHHOMA. HaiimeHsr
HETIPUBOJMMbIE TIOJIMHOMBI, 00ECIICYMBAOLINE HAWTYYIHE JTJABUHHBIE CBOWCTBA S-OJOKOB
KOHCTpyKiuu Hubepr B cmbicie OyneBbIX (GyHKIMH, 4-QyHKIMA, a Takke 16-QyHKIHIA.
IIpu 5TOM yCTaHOBIIEHO, YTO S-0JOK Ha OCHOBE HEHMPHBOAMMOro moiauHoMa fig(X) =319

XapaKTepU3yeTcsl ONTHMAJIBHBIM OTKJIOHEHHEM OT TPeOOBaHWH CTPOrOro JIABUHHOI'O
KpPUTEpUsT C TOYKM 3peHUs JII000ro BO3MOXHOIO —IIPEACTaBICHUA  (YHKLIMAMH
MHOTI'O3HAYHOH JIOTMKH, TaKMM 00pa3oM, MOXET ObITh PEKOMEHIOBAaH K IPAKTUYECKOMY
HPUMEHEHUIO.

KawueBble cioBa: S-0iiok, koHCTpykuusi Hubepr, cTporuil JaBUHHBIA KpUTEpHIi,
MHOT'O3HA4Has JIOTHKA.
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