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BEHAVIORAL VERIFICATION OF INTERNET OF THINGS SYSTEMS BY PETRI NETS

Abstract. The rapid development, implementation in all spheres of human activity and the growing responsibility of the
functions of the Internet of things systems tighten and complicate the requirements for the reliability of their design decisions at the
development stages and operability during their implementations. Well-known methods for verifying projects and implementations
rely on the means of system, structural, functional, design and technological analysis and synthesis of Internet of things systems.
However, their capabilities do not underestimate the feasibility of developing formalized models and verification methods, in
particular, their integration at the early system-functional stages, where “manual” design is inevitable and essential. This paper
presents elements of a comprehensive behavioral verification of projects at the system-functional level for Internet of Things systems
represented using input UML diagrams and designed Petri nets. Verification includes at the first stage a “manual” system analysis
of the correctness of entities and relationships for input UML diagrams and simple Petri nets, performed as their cover when
activated in visual modeling. For this stage, general estimates of the costs of redesigning in case of errors are given. At the second
stage in the verification of the system-functional level, an automated analysis of the correctness of more complex Petri nets
corresponding to real objects is performed in the CPN Tools environment with modeling of their behavior and construction of a
graph of reachable states (markups). In this case, the result allows the dynamics of the Petri net to evaluate the presence of dead
ends, hanging peaks, endless cycles, safety and liveliness properties, and, if necessary, redesign. The combined integrated use of
system “manual” and functional automated verification for input UML models and projected models of Petri nets allows reducing

the time of designing Internet of things systems by eliminating or timely eliminating design errors.
Keywords: Internet of things; behavioral verification; Petri net; coverage of verified properties

Introduction

The rapid development of the Internet has led to
the emergence of a new concept for the Internet of
Things (IoT). A feature of IoT is that the union of
computers and people is transformed into a union of
intellectual things [1-3]. Currently, a developed
concept and related technologies have been formed
in 1oT, and here they are being rapidly deepened and
expanded with the prospect of covering the 10T of
the entire global network. It can be noted that the
Internet is transforming into a significantly
sophisticated, intelligent and truly global version of
IoT. This is due, in particular, to the fact that the
number of devices that provide and use an
expanding list of Internet services is growing
exponentially, now reaching almost everyone with
the help of new communication technologies. A
powerful distributed and shared source of a wide
variety of information, computing, communication,
management, intelligent services provided to end
users has appeared and is rapidly developing. The
conceptual borrowed multi-agent IoT, involving the
use and development of the properties of autonomy,
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mobility, intelligence and cooperativeness, provides
a high level of flexibility, operational reconfigurability
of 10T to current state of hosting environment [4-7].

loT is an approach to connecting a wide variety of
services received from various sources on any virtual
platform or Internet infrastructure. In 1999, Bill Joy
defined the connections between devices in the Internet
taxonomy [8; 9], and Kevin Ashton coined the term
“Internet of Things” for related devices. The basic idea
of 10T is to provide the possibility of an autonomous
exchange of services between uniquely identifiable
devices in the real world, which are now increasingly
supporting radio frequency identification (RFID) and
wireless sensor networks (WSNSs), which allow them
to make independent decisions depending on what
action performed [7].

Many of the indicated integrable properties and
mechanisms of 10T, both borrowed and proprietary,
the responsibility, and often the criticality of the
application, place high demands on the reliability,
design and functioning of IloT. In particular,
verification of projects and realizations of loT
implementations at system-functional level seems
relevant and not trivial [9-12].
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Applied mathematical base of verification of
systems of Internet of Things (IoT) and their projects
on high functional level may be based on its formal
specifications with the use of corresponding high-level
structural and functional linguistic foundation. This
base may include automata [10] and Petri nets [13-18].

The purpose of this article

The main goal of this work is to reduce the time
required for modeling and verification. Tasks to be
solved include behavioral verification and testing of
architectural properties and processes for loT
systems on the basis of Petri nets.

System behavioral verification of 10T

The objects of behavior of 10T are taken as input
for Petri Nets and include: a) specifications of the
technical description of the architecture of components,
subsystems loT and IoE-based systems, as well as such
systems, defining the structure of topological
relationships, functions, information objects, interfaces
of topological interactions, the temporal behavior of
functions and scenarios; b) previously prepared Petri
nets, set accordingly behavioral models of process,
components, 10T systems, for which system behavior
verification are needed [19-22].

The following objects are considered as output
objects for Petri Nets: the obtained correct, verified
Petri nets, representing functional models of process,
components, subsystems of loT systems, system
verification, obtained special conditions, parameters
and scenarios of such verification, and also special
the results of the fulfillment of conditions, the
application of parameters and scenarios [23-27].

Models and methods for analyzing the
functioning of Petri Netscan are used in processes of
verification of the various aspects of behavior of the
IoT systems and their components [28; 29].

Features in verification of processes in
functioning of the loT systems, their components on
the basis of their representation by asynchronous,
multiprocessing enhanced and hierarchical Petri nets.

Simulation is the imitation of the operation of a
real-world process or system over time. The act of
simulating something first requires that a model be
developed, this model represents the key
characteristics or behaviors/functions of the selected
physical or abstract system or process. The model
represents the system itself, whereas the simulation
represents the operation of the system over time. As
before, verification are independent procedures that
are used together for checking that service or system
meets requirements and that it fulfills its intended
purpose. The behavioral online and offline testing the
conformity of the behavior of the system under check
to the behavior of the reference system, in the mode,

respectively, for the first, basic operating functioning
and, for the second, specific testing functioning.

Behavior modeling of features for functioning
of 10T systems using Petri Nets. Behavior modeling
is performed taking into scenarios and functions of
the architecture of IoT for interactions of ports and
interfaces into inter-component structure. The
functional features of 10T and also their processes
affect the classification of Petri Nets with special
functions input/output, storage, processing for loT.

Behavioral analysis of 10T systems is focused
on the modeling and verification of the basic,
component, interface and subsystem functions
presented at the system level of the loT architecture.

Thus, these tasks are defined as follows actions
correctness, verification, testing [28].

Correctness proves existence of reference
structural properties and includes the two stages.

— First stage and its steps for correctness
confirms, that the model has the preference
properties of: absence of static locks; completeness;
unambiguous correspondence of states; lack of
redundancy; limitedness; lack of dynamic locks;
self-synchronization; partial correctness; complete
correctness; security; liveliness.

— Second stage and its steps lowers the
dimension of the model of achievable states due
steps: analysis of the achievable states and markings;
structural and functional decomposition; previously
created “equivalent” states; limiting the number of
parameters and detectable errors.

Verification proves compatibility of the
specifications for the service objects of verifiable
and adjacent levels and includes the two stages.

— First stage proves that specification of the
lower level, that are used by these service objects, is
consistent with the description provided by the
verified level.

— Second stage proves that specification of the
higher level, that uses these service objects, is
consistent with the description provided by the
verified level.

Behavioral online and offline testing proves
existence of special subject functional properties and
includes four stages.

— First stage consists in verifying, that the
behavior of the system on conceptual boundary with
the environment corresponds to the intended one.

— Second stage allows to get test scenarios,
recognizing and checking experiments in terms of
service primitives and data elements of the system.

— Third stage consists in passive recognizing
experiment by behavioral on-line testing. This
experiment is based on a method of recognizing
behavioral automata check in the external flow of
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the system's operational functioning based on the
identification of reference states in the first step.
Experiment establishes the correspondence of the
reference and verified models by searching for
recognizing fragments in a fixed operational
behavior of the real system in the second step.

— Four stage executes an active checking
experiment by testing. This experiment is based on a
method of constructing behavioral checks in the
internal specially formed flow of test functioning of
the system based on the identification of reference
states in the first step. Experiment establishes the
correspondence of the reference and verified models
by the embedding of checking fragments in the test
behavior of the real system in the second step.

Realizing of behavioral verification of 10T

In paper, we apply manual/automatic method
for verification behavior of models of 10T systems
represented by input UML and main Petri net.

General objectives include familiarization with:
the fundamentals of model verification, in particular,
based on the use of intuitive — “manual”, full-
selection, and automata testing in the “promotion”
method; the principles of operation and the basics of
using the environment CPN Tools, which provides a
performs the basic functional, event-time modeling
and verification of 10T projects.

Tasks of realizing of verification includes:
constructing of models of loT system implemented
at the application level; performing verification of
10T models based on CPN Tools environment.

Realizing of verification includes: analysis
and subject optimization of the complexity of the
design, verification and redesign of the I0T systems;
assessment and subject optimization of the length,
multiplicity and completeness of verification checks
for designing of 10T systems.

Procedure for performing formal input UML
diagrams and simple Petri nets models of the
architecture of some loT system and its manual
verification scenarios include eleven realizing stage:

1. Construction behavioral models of the
architecture selected according to the 10T system
task — activity diagram and state diagram.

2. The upper estimate of the complexity of the
behavioral analysis of input UML diagram is
performed using a simplified formula for basic
entities and relations.

CUML = a*(ne+n92+3*nr), (1)

where: n. is the number of classifiers of the entities;
ne’ is the number of cells in a square matrix of
possible relationships between entities;
n, is the number of real assigned ratios of the
diagram, the multiplier “3” means the need to

consider both the relation r itself and the two entities
el and e2 incident to it; a - conditional coefficient
of abstraction level (for technical specifications — 3,
structural-functional — 2, object-component — 2,
event-time — 1, automata-algorithmic — 1).

3. Manual construction a script for behavioral
verification of properties based on a full-choice
testing method for constructing a path covering all
entities for each of the selected diagrams and
determining the path length.

4. The upper estimate of the computational
complexity of the covering path (including its
construction) using the simplified formula:

CPath = a*(ne2/2+nr). (2)

5. The upper estimate of the reduced
complexity of the construction due to the use of
behavioral verification script in comparison with the
case of re-design in case of an error, when the
complexity of the construction of input UML
diagram is doubled, using the simplified formula:

CAc = 2*Cyum. — (Cum*Cparn) =
=a*(ne+ Ne/2 +2*n,).

©)

6. Visual construction of Petri nets in the CPN
Tools according to the input UML diagrams of the
loT system based of activities and states.

7. Determination of the upper estimate of the
complexity of the analysis and the construction of
Petri nets using a simplified formula for their entities
- positions, transitions, chips and relations for them:

CPetri = a*(ne+nq+4*nr)y (4)

where: ng, is the number of position classifiers, n is
the number of transition classifiers,

Nem IS the number of chip token classifiers,
Ne=NepHNertNem; Ng=Nep™Net*Nem IS the number of cells
in the three-dimensional matrix of possible
relationships between entities; n, is the number of
real assigned ratios of the diagram, the multiplier
“4” means that it is necessary to consider both the
relation r itself and the three incident entities ey, €5,
esm; & — conditional coefficient of abstraction level
(for technical specifications — 3, structural-
functional — 2, object-component — 2, event-time —
1, automaton-algorithmic - 1).

8. Constructing of scenarios of static and
dynamic verification of selected properties of Petri
net based on CPN Tools for:

— step-by-step simulation;

— end-to-end modeling;

— constructing a graph of attainable markings;

— matrix definition of position and transition
invariants.
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9. Construction of the test, as a covering all the
positions and transitions of the Petri net based on
recurring behavioral testing, and determining the
length of this path.

10. The upper estimate of the complexity of the
covering path using the simplified formula:

CPetriPath = a*(nq/3+nr)-

®)

The upper estimate of the reduced complexity
of the construction due to the use of the behavioral
verification scenario in comparison with the case of
re-design in case of an error when the complexity of
analyzing the Petri net doubles, using the formula:

CA(;:Z*CPetri_(CPetri+CPetriPath) =
=a*(ne+2ny/3+3*n,).

(6)

Examples of verification of Petri nets
The design and verification of architecture of
the 10T selected according to the setting option using

\\

Petri nets. Two type of Petri nets demonstrate the
design and verification of 10T system.

State diagrams. State diagrams (statechart
diagrams) show the possible states of components or
the system as a whole, transitions between them in
response to any events and actions performed during
this. States can be arranged hierarchically, they can
be decomposed into parallel substrates. A subsystem
can have global (within its framework) variables
storing some data. The values of these variables are
common parts of all depicted states. The peculiarity
of the state diagram is the use of a modified
association of state transitions, not transitions —
message exchanges, as well as the possibility of
representation of all scenarios as relations. And also
in the temporal, rather than spatial, character of the
representation of transition relations.

The general logic of work is in the form of
input state diagrams (see Fig. 1).

ﬁ

Teminate lighting

Define Iightin;i/

motion sensar tripped Determining the time of day
Stant
processmg

choose selection

Mode selection

%hoose selection

Set the value of daytime Iighﬁng}

(=)

Define lighting

.0

Set the value of the lighting at nightJ

Fig. 1. Lighting system statechart diagram

Entities verification of the input state diagram:

— States: Idle, Determining the time of day,
Mode selection, Day, Night, Set the value of
daytime lighting, Set the value of the lighting at
night, StartOut, End, Startin.

— Relations of the modified association - state
transitions: ~ StartOut  —start()—system;  system
—start()—>Startln; Startin - —start()—Idle; Idle —
motion sensor tripped — Determining the time of day;
Determining the time of day — processing — Mode
selection; Mode selection — choose selection — Day;
Day — Define lighting — Set the value of daytime
lighting; Set the value of daytime lighting —
Terminate lighting — Idle; Mode selection — choose
selection — Night; Night — Define lighting — Set the
value of the lighting at night; Set the value of the

lighting at night — Terminate lighting — Idle;
StartPage —back()—system; system —back()— End.

A verification of entities of a given, relatively
simple state diagram is performed on the basis of a
complete transition coverage test — one of the possible
Eulerian paths through association relations (transitions
— calls to the corresponding methods) from the initial
Start entity to the final End, covering all verification
entities, with registration of results and their interactive
verification, in particular, of the property values against
the standards (objects and association relations).

The upper complexity estimates are the form:

Cum=a*(ne+ng’+3*n,)=3*(10+10*+3*11)=429
Cran=a*(ne"/2+n,)=3*(10%/2 +11)=183
Lpath = 1+2+9 = 12
Ac=a*(Ng+ ne?/2 +2*n,)=3*(10+10%2 +2*11)=246.
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Reducing the complexity of analysis through
the use of behavioral verification script amounted to
246 conventional units of analysis.

Petri Net. To verification of the construction

and identification of errors, we translate the

Personln

true true

rue

NoPerson(1

a true
L BOOL
true

Person

PersonOut

MotionSensorTripped

tiue

tru

MotionSensorldle PersonEnter

£ true

true

SetUpDTL

true
true

DayTimeLighting
1 true BOOL

Personexit (1)]1 true true

4
SetDownDTLEXit

T ——

diagrams into Petri net (Fig. 2). For the constructed
Petri net, the transitions correspond to the actions on
the input state diagram (Fig. 1).

SetUpNight

true true

1 e
D[ trug]
e

Day Night

BOOL

true

SetUpD ay

tidieue
ud SetDownNTLRSetUpDTL

SetDownDTLES etUpNTL

true

\

tri

true
SetUpNTL

4
NightTimeLighting

true BOOL

SetDownNTLExit

Fig. 2. Lighting system statechart diagram

Comparing the detailed graph generated using
CPN Tools; one can draw a conclusion about their
similarity and the possibility of “gluing” the graphs
(scenarios). It is possible to analyze the state graph
by examining individual scenarios obtained from the
general algorithm (input state diagram) and then
combining them if necessary. This network can be
divided into 3 parts. The first, top left (NoPerson,
Peerson, Personin, PersonOut), is responsible for
having a person as a physical object. The second one
from the top right (Day, Night, SetUpDay,
SetUpNight), is responsible for changing the time of
day. The third part, all other blocks, are responsible
for the operation of system, or rather, its reaction to
movement of chips in the first two parts. In fig. 1th
shows the initial position of the Petri net, else eight
diagrams may represent modelling stages.

A detailed Petri net with a larger dimension and
complexity of behavior, than diagrams, requires
computer construction, modeling, explicit or implicit
determination of covering ways of moving chips
(markups). This paper presents the use of CPN Tools
to obtain a graph of reachable states (fig. 3) with an
implicit definition of the set of covering paths.

The state of the network is uniquely determined
by its labeling — distribution of chips by position. The

vertices of the graph are valid markings of the Petri
net; arcs are indicated by symbol of triggered
transition.

Fig. 3. Graph of reachable states

The arc is built for each excited transition. The
construction stops when we receive a label in which
none of the transitions is excited, or a label that is
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already contained in the graph. Note that the graph
of achievable markings is an automaton.

The modeling of the Petri net and the obtained
graph of reachable states confirm the absence of
design errors, in particular, dead ends, dangling
vertices, infinite loops, that is, the correctness of
both the Petri net and the input state diagram.

Conclusions

Formalized analysis and synthesis of computer
systems is becoming an important part of the process
of training specialists in the field of computer science.
This paper presents an “early” system verification of
the basic entities and relationships of the Internet of
Things systems, performed in an interactive “manual”
mode for the corresponding input UML diagrams and
simple Petri nets. The above manual estimates make
it possible to estimate the costs of redesigning at this
level. Also, automated verification of the dynamics of
complex Petri nets representing the behavior of real
objects at the functional level in the CPN Tools
environment is presented.
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MOBEJIIHKOBA BEPU®IKAIIA CUCTEM IHTEPHETY PEYEN HA
OCHOBI MEPEX IIETPI

Anomauia. [lleudkuii po3eumox, 6nposaoddiceHHs 6 Yci chepu OisIbHOCMI JHIOOUHU | 3POCMAHH  GIONOBIOAIbHOCH
BUKOHYBAHUX (DYHKYIU cucmem [nmepHem peuetl nOCUmOOMy [ YCKIAOHIOONMb UMO2U 00 OOCMOGIPHOCIIE IX NPOEKMHUX PilleHb HA
emanax pospobku i npayezoamuocmi 8 X00i excniayamayii peanizayii. Bidomi memoou eepugpixayii npoexmie i peanizayiil
CRUPAOMbCsl HA 3ACO0U CUCMEMHO20, CIPYKMYPHOZ20, (DYHKYIOHANIbHO20, KOHCMPYKMOPCLKO-MEXHONI02IUHO20 aHANI3Y | CuHmesy
cucmem Inmeprem peuei. OOHax ixuiil pecypc He NPUMEHWYE 0OYiNbHICMb PO3GUMKY POPMATLHUX MOOenell | Memoodie eepughikayii,
30Kpema, ix KOMNIEeKCY8AHHA HA PAHHIX CUCMEMHO-(DYHKYIOHANLHUX emanax, 0e HeMuHyye i iCMOmMHO «PYYHe» NPOeKmy8aHHs. Y
OaHiti pobomi HagedeHi ereMenmu KOMIIEKCHOI n08edTHK080I epuirayii npoexmie cucmemHo-@QyHKYIOHATbHO20 PIi6HA 0 cucmem
Iumepnem peueil, axi nooaromuvca 3a donomoezoro éxionux UML-0iacpam i npoexmosanux mepedxc [lempi. Bepugixayia exirouac Ha
nepuiomMy emani «pPyYyHuil» eman CUCMEeMHO20 AHANi3y KopekmHuocmi cymuocmetl i gionocun exionux UML-diacpam i npocmux
Mmepedic Ilempi, wo 6UKOHYEMbCA AK IX NOKpUMMS NpU AKmMusizayii 6 GI3yanbHOMY MOOent08éanHti. /s ybo2o emany HageoeHo
302abHI  OYIHKU GUMpam HA NEePenpoeKkmyéanHs 6 pasi noseu nomunok. Ha opyeomy emani 6 eepugixayii cucmemHo-
DYHKYIOHALHO20 PIBHS GUKOHYEMbCA ABMOMAMU308AHUL AHANI3 KOPeKMHOCMI Oinbut cknaonux mepedic Ilempi, wo sionogioaroms
peanvHum 06'ekmam, 6 cepedosuwi CPN Tools 3 mooentosanuam ix nogedinku i noo6y006oio epagha 00CAICHUX CIAHIE (PO3MImMOK). B
YboMy GUNAOKY pe3yabmam 0036018€ OUHAMIKY pobomu mepesci I[lempi, oyinumu HAAGHICMb MYNUKIB, BUCAYUX BEPULUH,
HeCKIHYeHHUX YUKII8, 81acmusocmi 6e3nexku i oceagocmi i npu HeoOXiOHocmi 6uKoOHamu nepenpoexmyeants. CniibHe KOMNIEKCHe
3aCcMOoCy8anHsa CUCMEMHOT «pyYHUly i pyHKYyioHanbHoI agmomamuzosanoi eepugpixayii ons exionux UML-mooeneil i npoexmosanux
MmoOeneii mepedic Ilempi 00380n4€ ckopomumu uac npoekmyeanHs cucmem Inumepnem peuell 3a pPAXYHOK BUKIIOYEHHS abO
CBOEYACHO20 YCYHEHHS NPOEKIMHUX NOMUILOK.

Knrouogi cnosa: cucmemu Iumepnem peueil; nosedinkosa eepugixayis, mepedxca Ilempi;, noxpumms nepegipsiomocs
eracmugocmetl; CKIAOHicmb eepuikayii
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MOBEJIEHYECKAS BEPUOGUKALIUSA CUCTEM UHTEPHETA BEHIEN
HA OCHOBE CETEN IETPH

Annomauusn. Beicmpoe passumue, sHedpeHue 60 6ce chepbl 0esimenbHOCIU Yel08eKd U POCH OMEEMCMEEHHOCHIU BbINOTHAEMbIX
Gyuryuil cucmem HumepHem eewyeil yoicecmouaron u YCIONCHAION Mpebo8anus K 00CMOBEPHOCHIU UX NPOEKMHbIX PEUleHULl HAd IMANnax
paspabomku u pabomocnocooHocmu 6 xode IKCnayamayuu peanuzayui. Mzsecmmvie memoosl eepupurayuy nPoeKmos U peanu3ayuil
ORUPAKOMCst HA CPeOCMBA CUCMEMHO20, CHPYKNYPHO20, (QYHKYUOHATLHO20, KOHCHPYKIMOPCKO-MEXHONOSUUECKO20 AHATU3A U CUHME3d
cucmem Hnmeprem seweti. OOHAKO UX BO3MONCHOCHIU HE NPEYMEHLUUAIOM YEeNeCOOOPAHOCMb PA3BUMUS (POPMATUZ08AHHBIX MOOenell U
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Memodos eepuuKayuy, 8 HYACMHOCMU, UX KOMNIAEKCUPOBAHUS HA PAHHUX CUCTEMHO-(DYHKYUOHAIbHBIX 9MANax, 20e Heu30elcHo u
CYWeCBEHHO «PYUHOe» Npoekmuposanue. B nacmosuyeil pabome npusedenvl d1eMeHmbl KOMNIEKCHOU NOBEOEHYECKOU epuduKayuul
NPOEKMO8 CUCMEMHO-QYHKYUOHATLHOO YPOBHS 015 cucmem Mnmeprem eeuyell, npedcmasnsiemuvlx ¢ nomowvto 6xoonvix UML-duazpamm u
npoexmupyemuix cemeii Ilempu. Bepuguxayus exmouaem Ha nepeom smane «pyYHOU» dMan CUCMEMHO20 AHATU3A KOPPEKMHOCHU
cywnocmeti u omuowenuli 6xoonvix UML-ouaepamm u npocmoix cemeii Ilempu, 8binonHaemo20 Kax ux NOKpbImMus npu aKmueu3ayuu 6
BUZYATLHOM MOOETUPOBaHUl. JIis 3mo2o smana npuseoersl 0ouue OYeHKU 3ampanm Ha NepenpoeKmuposaniie 8 Ciiyiae NOABIeHUs. OUUOOK.
Ha emopom smane 6 sepuguxayuu cCucmemHo-hyHKYUOHANbHO20 YPOGHS. BbINOTHAECMCS ABMOMAMUUPOSAHHbII AHANU3 KOPPEKMHOCMU
bonee crodicnvlx cemeil Ilempu, coomeememesyiowux peanvhvim obvekmam, 6 cpede CPN Tools ¢ moodemposanuem ux nosedenus u
nocmpoenuem pagpa OOCMUNCUMBIX COCMOSHULL (PazMemok). B smom ciyuae pesynomam nosgonsiem OuHamuxy padomwl cemu Ilempu,
OlYeHUMb Hanuyue MynuKos, SUCAHUX 6epUllH, OECKOHEUHbIX YUKIOB, CBOUCMEa Oe30NACHOCIU U JICUBOCIU U NpU HeoOXOOUMOCHU
8bINOTHUMb  nepenpoekmuposanue.  CoeMecnmHoe — KOMNIEKCHOe — NPUMEHEHUe — CUCMEMHOU  «PYYHOU» U (OYHKYUOHATLHOU
asmomamusuposantol eepuguxayuu 015 6xoonvlx UML-mooeneii u npoexmupyemvix mooeneii cemeti Ilempu noseonsem coxkpamumo
8pems npoeKmuposanus cucmem Mumeprem eewell 3a cuem UCKIIOYEHUs WU CBOE6PEMEHHO20 YCIMPAHEHUS NPOEKMHbIX OUUOOK.
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