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ANALYSIS OF SMOOTH NUMBERS SEARCH METHODS FOR SOLVING THE DISCRETE
LOGARITHM PROBLEM
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Abstract. This paper describes the formulation of the discrete logarithm problem, which is an important
mathematical problem. The algorithm for computing the discrete logarithm of Silver-Pohlig-Hellman is ana-
lyzed and its drawbacks arising from the use of numbers of a special type, called smooth, are indicated. The
concept of a smooth prime number was introduced, a classification was introduced depending on the in-
crease of the successive factors on the perfectly smooth and partially smooth prime numbers. It is shown that
to search for smooth primes and analyze their properties, it is necessary to know how primes are distributed
depending on the number of simple factors. The problem of constructing a measure of smoothness is given.

Key words: discrete logarithm, prime number, smooth prime number, primitive root, chi-squared distri-
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Introduction

The problem of discrete logarithm is one of the
fundamental mathematical problems. At the moment
there are no efficient algorithms for computing the
discrete logarithm. This became the basis for creat-
ing cryptographic public-key algorithms in the early
80s, which are widely used to this day.

The basic idea of public-key algorithms is to
find some easily accomplished at the stage of en-
crypting a mathematical transformation that would
be difficult to reverse without knowledge of secret
information. Such a transformation is one-way func-
tions [1]. These functions include the function of
discrete exponentiation, and for its inversion it is
required to calculate the discrete logarithm.

For multiplicative groups of a finite field and
for groups similar to elliptic curves, there are no ef-
fective polynomial computation algorithms. Most of
the methods have an exponential or subexponential
complexity. However, in the case of the implementa-
tion of efficient algorithms for computing the dis-
crete logarithm, all cryptographic systems based on
it will become unsuitable. Until now, the existence
of such an algorithm is an open question.

In [2], [3], a fast algorithm is considered, in
which certain type of numbers, called “smooth”, are
used. This algorithm promises a polynomial com-
plexity, in the case when deductions are modulo a
simple smooth number, therefore, the question arises
about the effective finding of such numbers, and the
distribution of these numbers among prime numbers,
since in applied aspects of cryptography these are
numbers of high capacity. However, there is no clear
definition of the concept of smoothness. Another
problem is the search for numbers of this type. Fur-
ther, the paper will consider the algorithm proposed
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by Silver, Pohlig and Hellman, and also propose a
classification of smooth numbers and present their
distribution.

1. Silver-Pohlig-Hellman Discrete Logarithm
Algorithm

The discrete logarithm problem is considered in
a residue ring modulo a prime number (Z/mzZ)*.

The task is to find x,0<x < p—1, satisfying the
following comparison:

a="b*(mod p) (1),

Where a, b, p are known, and (p—1) is smooth
(all its divisors are small) and all its decompositions

k
q;into simple dividers p—lzl_qu’i are known
i=1
[5]. At the same time, Koblits assumes that b it is a
primitive root modulo p [3]. This means that to-

gether with its class of residues it generates a group
(Z 1 pZ)* [4]. However, it should be borne in mind

that with such a formulation, the algorithm is only a
special case of the discrete logarithm solution. Also,
its use requires the existence of algorithms for find-
ing smooth numbers.

The algorithm from [3] contains the following
steps:

1. For each simple divisor (, the values

i(p-1)

— Gi
rqivj _b

For the construction b of a greater degree, the
method of successive squaring is used [2].
2. It IS assumed

X=X +%0; +...+ X, ,¢;“* (mod p),

are calculated, where j=0,(q, —1).

that
where
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X, =0,0,—-1 . To find X,, it is calculated
p-1 x(p-1) % (9-1)
9 _ '] _ p _ _ 3 H
a’ =b =b =T, - Then X,=j, if
p-1
4 _
a _rq.,J
o (X +%1 ) (P1) % (p-1)
Kl — ¢ — Gi —
3. a,q"" =b =b =T, 5

for each k=L« -1, we find x,=j, if
p-1

akqikﬂ — qi’j .
4. Upon completion, the Chinese theorem on

residuals is used and is found X.

Such an algorithm can be efficient and imple-
mented with polynomial complexity O((log, p)?)
if the number (p—21) is smooth [6]. From this it
follows that if the factorization (p—1) is not known
in advance, the need for factorization does not com-
plicate the task. However, it should be borne in mind
that in cryptography are used simple numbers p of
sufficiently large digit capacity, then there is a prob-
lem in finding such numbers so that (p —1) they are
decomposed into small simple factors. A situation
may arise when it is impossible to find a smooth
number required to solve a specific problem.

At the moment, algorithms for finding smooth
numbers are not known, which greatly complicates
the use of the above algorithm. Until now, the prop-
erties of smooth numbers and their distribution have
not been investigated. However, in the case of the
emergence of effective algorithms for the search for
primes p, for which (p—1) is smooth, public-key
algorithms may become unsuitable for use. Further,
in a work of this type, a prime number p will be

called a smooth prime number.
2. The definition of the concept of smooth-
ness of numbers and their classification

We will call such a prime number p smooth
prime number, for which:

Kk
p=]]p" +1, o)

where p; are the prime numbers that are arranged in

a row in the row of prime numbers or with some gap
between them. The difference between the factors
affects the smoothness of the numbers. The solution
to the problem of constructing a measure of smooth-
ness is an unexplored area in the theory of numbers
and is a topic for further research and analysis.

Depending on the sequence of increasing sim-
ple factors, smooth numbers can be classified as fol-
lows:

1. Perfectly smooth prime numbers are numbers
such that for (2), p, =2,35...., p, . This means that

all prime factors are consecutive prime numbers.
Examples of such numbers are presented in Table 1.

Table 1
Perfectly smooth primes

k
p [1»"
i=1

172161991 | 24.3.52.7.112.13?2

172972801 | 28.33.52.7.11-13

174414241 | 25.32.5.7.11°-13

175134961 | 24.37.5 .7 .11 -13

176576401 | 24.32.52.7° .11 .13

177627451 | 2 .3 .5 .72.11 .13°

174594421 | 22 .3%.5 .7 .11 -13 -17-19

This type of smooth numbers will allow finding
the discrete logarithm according to the algorithm [3]
with polynomial complexity [6]. However, along
with the definition of a perfectly smooth number, the
guestion arises as to the number of such numbers. It
may happen that the search for a smooth number of
large dimension will have a high algorithmic com-
plexity, which in turn makes the use of the Silver-
Pohlig-Hellman algorithm impractical.

2. Partially smooth prime numbers. It is as-
sumed that for such numbers the sequence of prime
factors is not necessarily consecutive prime num-
bers, but the difference between consecutive multi-
pliers should not be too large. An example of partial-
ly smooth numbers is shown in Table 2.

Table 2
Partially smooth primes

k
p [1»"
i=1

174485741 | 22 .5.11 .13%.192

175468801 | 28.3 .52.13 .19 .37
170069761 | 25.32.5 .7 .19 .37
170301751 | 2 .3 .5%.17 .192.37

Partially smooth primes can also be used for the
algorithm [3], but its efficiency will depend on the
measure of the smoothness of such numbers.

An open problem is the effective search for
smooth numbers of large bitness. To do this, you
need to know how primes are distributed depending
on the number of factors, since when finding a dis-
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crete logarithm, you need to find smooth primes
with a sufficient number of factors. This means that
such numbers will be among the prime numbers, the
number of factors that have more than a certain
number.

Fig. 1 shows a graph depicting a sequence of
simple factors for perfectly smooth p =174594421

(solid line on the graph) and partially smooth
p =170301751 (dashed line) prime numbers. On

the vertical axis, prime multipliers p, are plotted,
on the horizontal axis — i values.

39
37 1
35 !
33 '
31 !
29 r

27 !

25

23 '
21

19 f
17 -

15 3

13 ’

1 !

9 ’

7

s

5 —
1

0 1 2 3 4 5 6 7 8 9

Fig. 1 A sequence of prime factors for perfectly
smooth and partially smooth numbers.

As a result of computer simulation used to
study the properties of primes and the solution of the
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Artin hypothesis in [7], simple factors for the first 10
million primes were found. For such a volume, the
number of simple factors does not exceed 8.

Fig. 2 shows a graph of the distribution of the
first 10 million primes depending on the number of
factors. The number of simple factors on the hori-
zontal axis is plotted, and the number of correspond-
ing primes on the vertical axis.

Based on the data obtained, it can be assumed
that prime numbers are distributed according to one
of the following laws:

1. Chi-squared distribution y* with probability

K

f(x):(%)z kK, X

density F(%)xz_ e_E, where
r'(x) = Ttx‘le‘tdt.
2. 0 Student's  distribution ~ with  density
w01 )
Jnarky) Uk

3. Lognormal distribution with density

—(Inx-a)?
1 e

f(X)=——= with parameters a
Xo~2r
and o .
2082008

5 6 7 8 9

Fig 2. The distribution of the first 10 million primes depending on the number of factors

An open question is the problem of finding
smooth primes of sufficient dimension and how they
are distributed among the simple ones. Each of the
problems previously listed in the paper is a funda-
mental problem of modern mathematics and affects
the speed of the implementation of the Silver-
Pohlig-Hellman algorithm and, accordingly, the
possibility of calculating the discrete logarithm for

polynomial time.
Conclusions

To solve the discrete logarithm problem using
the Silver-Pohlig-Hellman algorithm, an important
point is the use of smooth numbers which must satis-

fy (p—1)>10%°. However, it is still not known
how to find such numbers. This makes the task diffi-
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cult to compute. To solve this problem, a number of
fundamental problems of the theory of numbers
must be solved. One of them is the definition of the
law of distribution of primes, as well as the distribu-
tion of smooth prime numbers among primes.

When analyzing the first 10 million prime
numbers, it was found that the number of perfectly
smooth numbers is small and there is no evidence
that their number is infinite. Therefore, it is also
necessary to consider partially smooth prime num-
bers in the reduced algorithm.

The next important factor in solving the prob-
lem of discrete logarithm is a measure of the
smoothness of a prime number, since the execution
rate of the algorithm directly depends on this. The
construction of the smoothness measure and the
analysis of the algorithm depending on the smooth-
ness of the number is a topic for further study.
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AHAJII3 METOAIB TOIIYKY I'NTAAKUX YU CEJI JJ11 BUPIIHEHHS 3A TAYI
JUCKPETHOTI'O JIOTAPU®MYBAHHSA

Boctpos I'. M., Ilonomapenko O. 1O.
Odecvruii HayioHaneHul NONIMEXHIYHUL YHIGepcumem

Anomauin. Y oaniti pobomi onucana nOCMarosKa 3a0ayi OUCKPEMHO20 102apUpMy8anHsi, Kd € 8ANC-
JUBOI0 MameMamuyHoi npooremoio, saka Hapasi € nesupiuwenoro. Ilpoananizoeano aneopumm oOUUCTIEHHA
duckpemnozo nozapugma Cuneepa-lloniea-Xenmana i éxkasaui 1i020 HEOONIKY, WO SUHUKAIOMb YEPE3 BUKO-
PpUCManHs yucen cneyianbHo20 muny, 36aHux enaokumu. Brazana npobaema, aka 8UHUKAE Npu NOWYKY 2140-
KUX npocmux uucen enuxoi pospaonocmi. IIpoyec nowyky maxux uucen ynoginohioe anreopumm Cuneepa-
Tonica-Xennimana, Kpim mozo He 8i00MO YU MONCAUBO 3HAUMU 2AOKT NPOCMI YUCLA HeOOXIOHOI pO3PAOHOC-
mi, adoce ix KiibKiCmb ceped NPOCmuUX Yucen Ha036UYAtiHoO MAaid, Wo CmMasums nio NUMaHHs epexmueHicmo
sukopucmanus arcopummy. byno 6eedeno nonamms 2nadko2o npocmozo 4ucia, 3anponoHo8ana Kiacugika-
Yisl 8 3A1€AHCHOCMI 8I0 3POCAHHA NOCALIb POZMAULOBAHUX MHOICHUKIB HA [0edibHO 21a0Ki [ YacmKo80 21ao-
Ki npocmi uucna. Bynu npoananizoeari neputi decamsv MilbUOHI8 NPOCMUX YUCeN HA 2NA0KICMb, ceped SAKUX
i0eanbHO 2Na0Kux GUABIEHO KilbKa 0ecamKie. Bunukae neobxionicme y nepegipyi esinomesu npo KiHyegy Ki-
JbKicmb i0eanvHo enadkux uucen. 4acmko6o enadki npocmi 4ucia Modcymos 3HAYHO YROGIIbHUMU pobOmYy
aneopummy, aoxice HegioOMa MOYHA CMPYKMYPA YUCAA, KITbKICMb CNIBMHOICHUKIE MA PI3HUYS MIdNC HUMU.
Taxoorc 8paxo8yemvcsl, wo nPU 3pOCMAHKI NPOCMUX YUCeN, PIHUYA MIdIC HUMU medic 3pocmamume. lloxasa-
HO, W0 OJIs1 NOWYKY 2A0KUX NPOCMUX Yucen i ananizy ix eracmueocmell HeobOXIOHO 3HaAMU, SIK PO3NOOLNEeH]
NPOCMI YUCAA 8 3ANEHCHOCHI GI0 KINTLbKOCII NPOCMUX CHIGMHONCHUKIB, adice Y 6UNaodKy 3a0ayi OUCKPEemHO20
02apugMy8ants HeoOXIOHO 3HAXOOUMU 2AA0KI YUCAA 3 KIIbKICMIO CHIBMHONICHUKIG Oinbuioro 3a 5-6. Hage-
OeHi pe3yiomamu po3nooiny nepuiux 0ecsamu MilbloHi8 NPOCMUX Yucesl ma 6UOSUHYMI NPUNYULEHHS U000
MOJHCIUBUX 3AKOHI8 po3nodiny. Hasedeno npobaema nobdyoosu mipu enadkocmi, aKka mae oymu po3eisiHyma 6
3a1esCHOCI 810 PI3HUYT CYMINCHUX CRIBMHOJICHUKIB A iX CTMeneHis.

Kniouosi cnosa: ouckpemmnuil no2apughm, npocme uucio, enaoke npocme 4ucio, nepsichull KOpinb, po3-
nooin xi-keaopam, po3nodin Cmvlodenma, 102HOPMAIbHUL PO3ZNOOLN, KpUnmozpapisi.
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AHAJIN3 METOJOB ITIOUCKA I'VTAJKUX YUCEJI JIJISA PEHIEHUA 3AJAYA
JUCKPETHOI'O JIOTAPUOMUPOBAHUA

Bocrpos I'. H., Ilonomapenko E. 0.
Odecckull HAYUOHATbHBLIL NOTUMEXHUYECKUT YHUBEpCUmem

Annomauus. B daunou pabome onucana nocmaroska 3a0aiu OUCKPEmHO20 102apUu@MUposanis, Ko-
mopas SGNEeMcsl 8ANCHOU Mmamemamuyeckol npobremotl. Ilpoananuszuposan areopumm bluucieHus Ouc-
Kkpemnoeo nocapupma Cungepa-Ilonuea-Xenimana u ykazamwvl €20 HeOOCMAMKY, 803HUKAIOWUE U3-3A UC-
NOML306ANUS YUCEN CHeYUATLHO20 MUNA, HA3LIBAEMbIX 21A0KUMU. Bblio é6edeno nonsamue 21adKo2o0 npo-
CMO20 YUCAA, NPeosioNHCeHA KAACCUDUKAYUSL 8 3A8UCUMOCIIU OM POCTHA NOOPSO0 PACHONIOINCEHHBIX MHONCUTHE-
Jetl Ha UOeanbHO 21a0Kue U YACIMUYHO 21a0Kue NPOoCcnble YUcad.

Knwouesvie cnoea: ouckpemuulii 102apugm, npocmoe yucio, 2naokoe npocmoe 4ucio, nepeooopasHulii
KOpeHb, pacnpedenerue xu-keaopam, pacnpeoenetue Cmvlo0eHma, 10SHOPMATbHOE pacnpeoeienue, Kpun-
mozpagusi.
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