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Abstract. This paper describes the formulation of the discrete logarithm problem, which is an important 

mathematical problem. The algorithm for computing the discrete logarithm of Silver-Pohlig-Hellman is ana-

lyzed and its drawbacks arising from the use of numbers of a special type, called smooth, are indicated. The 

concept of a smooth prime number was introduced, a classification was introduced depending on the in-

crease of the successive factors on the perfectly smooth and partially smooth prime numbers. It is shown that 

to search for smooth primes and analyze their properties, it is necessary to know how primes are distributed 

depending on the number of simple factors. The problem of constructing a measure of smoothness is given. 
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Introduction

The problem of discrete logarithm is one of the 

fundamental mathematical problems. At the moment 

there are no efficient algorithms for computing the 

discrete logarithm. This became the basis for creat-

ing cryptographic public-key algorithms in the early 

80s, which are widely used to this day. 

The basic idea of public-key algorithms is to 

find some easily accomplished at the stage of en-

crypting a mathematical transformation that would 

be difficult to reverse without knowledge of secret 

information. Such a transformation is one-way func-

tions [1]. These functions include the function of 

discrete exponentiation, and for its inversion it is 

required to calculate the discrete logarithm. 

For multiplicative groups of a finite field and 

for groups similar to elliptic curves, there are no ef-

fective polynomial computation algorithms. Most of 

the methods have an exponential or subexponential 

complexity. However, in the case of the implementa-

tion of efficient algorithms for computing the dis-

crete logarithm, all cryptographic systems based on 

it will become unsuitable. Until now, the existence 

of such an algorithm is an open question. 

In [2], [3], a fast algorithm is considered, in 

which certain type of numbers, called “smooth”, are 

used. This algorithm promises a polynomial com-

plexity, in the case when deductions are modulo a 

simple smooth number, therefore, the question arises 

about the effective finding of such numbers, and the 

distribution of these numbers among prime numbers, 

since in applied aspects of cryptography these are 

numbers of high capacity. However, there is no clear 

definition of the concept of smoothness. Another 

problem is the search for numbers of this type. Fur-

ther, the paper will consider the algorithm proposed 

by Silver, Pohlig and Hellman, and also propose a 

classification of smooth numbers and present their 

distribution. 

1. Silver-Pohlig-Hellman Discrete Logarithm

Algorithm

The discrete logarithm problem is considered in 

a residue ring modulo a prime number *)/( mZZ . 

The task is to find x , 10  px , satisfying the 

following comparison: 

)(mod pba x    (1), 

Where a , b , p  are known, and )1( p  is smooth 

(all its divisors are small) and all its decompositions 

iq into simple dividers 



k

i

i
iqp

1

1


are known

[5]. At the same time, Koblits assumes that b  it is a 

primitive root modulo p  [3]. This means that to-

gether with its class of residues it generates a group 

*)/( pZZ  [4]. However, it should be borne in mind 

that with such a formulation, the algorithm is only a 

special case of the discrete logarithm solution. Also, 

its use requires the existence of algorithms for find-

ing smooth numbers. 

The algorithm from [3] contains the following 

steps:  

1. For each simple divisor q , the values

i

i

q

pj

jq br

)1(

,



 are calculated, where )1(,0  iqj . 

For the construction b  of a greater degree, the 

method of successive squaring is used [2]. 

2. It is assumed that 
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1,0  ii qx . To find 0x , it is calculated

0

0

,

)1()1(1

xq

p

qx

q

px

q

p

i

ii rbba 



. Then jx 0 , if 

jq

q

p

i

i ra ,

1





. 

3. 
ki

i

k

i

ikk

k
i xq

q

px

q

pqxx

q

p

k rbba ,

)1()1)((
1

1

1 








for each 1,1  ik  , we find jxk  , if

jqq

p

k i

k
i ra ,

1
1 



. 

4. Upon completion, the Chinese theorem on

residuals is used and is found x . 

Such an algorithm can be efficient and imple-

mented with polynomial complexity ))((log 2

2 pO

if the number )1( p is smooth [6]. From this it 

follows that if the factorization )1( p is not known 

in advance, the need for factorization does not com-

plicate the task. However, it should be borne in mind 

that in cryptography are used simple numbers p of 

sufficiently large digit capacity, then there is a prob-

lem in finding such numbers so that )1( p they are 

decomposed into small simple factors. A situation 

may arise when it is impossible to find a smooth 

number required to solve a specific problem.

At the moment, algorithms for finding smooth 

numbers are not known, which greatly complicates 

the use of the above algorithm. Until now, the prop-

erties of smooth numbers and their distribution have 

not been investigated. However, in the case of the 

emergence of effective algorithms for the search for 

primes p , for which )1( p  is smooth, public-key 

algorithms may become unsuitable for use. Further, 

in a work of this type, a prime number p  will be 

called a smooth prime number. 

2. The definition of the concept of smooth-

ness of numbers and their classification

We will call such a prime number p  smooth 

prime number, for which: 

1
1




k

i

i
ipp


,   (2) 

where ip are the prime numbers that are arranged in 

a row in the row of prime numbers or with some gap 

between them. The difference between the factors 

affects the smoothness of the numbers. The solution 

to the problem of constructing a measure of smooth-

ness is an unexplored area in the theory of numbers 

and is a topic for further research and analysis. 

Depending on the sequence of increasing sim-

ple factors, smooth numbers can be classified as fol-

lows: 

1. Perfectly smooth prime numbers are numbers

such that for (2), ki pp ,...,5,3,2 . This means that

all prime factors are consecutive prime numbers. 

Examples of such numbers are presented in Table 1. 

Table 1 

Perfectly smooth primes 

p 


k

i

i
ip

1



172161991 2224 13117532 
172972801 13117532 238 
174414241 13117532 325 
175134961 13117532 74 
176576401 13117532 3224 
177627451 32 13117532 
174594421 191713117532 32 

This type of smooth numbers will allow finding 

the discrete logarithm according to the algorithm [3] 

with polynomial complexity [6]. However, along 

with the definition of a perfectly smooth number, the 

question arises as to the number of such numbers. It 

may happen that the search for a smooth number of 

large dimension will have a high algorithmic com-

plexity, which in turn makes the use of the Silver-

Pohlig-Hellman algorithm impractical. 

2. Partially smooth prime numbers. It is as-

sumed that for such numbers the sequence of prime 

factors is not necessarily consecutive prime num-

bers, but the difference between consecutive multi-

pliers should not be too large. An example of partial-

ly smooth numbers is shown in Table 2. 

Table 2 

Partially smooth primes 

p 


k

i

i
ip

1



174485741 232 19131152 
175468801 371913532 28 
170069761 37197532 25 
170301751 371917532 23 

Partially smooth primes can also be used for the 

algorithm [3], but its efficiency will depend on the 

measure of the smoothness of such numbers. 

An open problem is the effective search for 

smooth numbers of large bitness. To do this, you 

need to know how primes are distributed depending 

on the number of factors, since when finding a dis-
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crete logarithm, you need to find smooth primes 

with a sufficient number of factors. This means that 

such numbers will be among the prime numbers, the 

number of factors that have more than a certain 

number. 

Fig. 1 shows a graph depicting a sequence of 

simple factors for perfectly smooth 174594421p  

(solid line on the graph) and partially smooth 

170301751p (dashed line) prime numbers. On 

the vertical axis, prime multipliers ip are plotted,

on the horizontal axis – i  values. 

Fig. 1 A sequence of prime factors for perfectly 

smooth and partially smooth numbers. 

As a result of computer simulation used to 

study the properties of primes and the solution of the  

Artin hypothesis in [7], simple factors for the first 10 

million primes were found. For such a volume, the 

number of simple factors does not exceed 8.  

Fig. 2 shows a graph of the distribution of the 

first 10 million primes depending on the number of 

factors. The number of simple factors on the hori-

zontal axis is plotted, and the number of correspond-

ing primes on the vertical axis. 

Based on the data obtained, it can be assumed 

that prime numbers are distributed according to one 

of the following laws: 

1. Chi-squared distribution
2 with probability
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2. Student's distribution with density 
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3. Lognormal    distribution    with    density
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Fig 2. The distribution of the first 10 million primes depending on the number of factors 

An open question is the problem of finding 

smooth primes of sufficient dimension and how they 

are distributed among the simple ones. Each of the 

problems previously listed in the paper is a funda-

mental problem of modern mathematics and affects 

the speed of the implementation of the Silver-

Pohlig-Hellman   algorithm  and,  accordingly,  the 

possibility  of  calculating  the discrete logarithm for  

polynomial time. 

Conclusions 

To solve the discrete logarithm problem using 

the Silver-Pohlig-Hellman algorithm, an important 

point is the use of smooth numbers which must satis-

fy 
30010)1( p . However, it is still not known 

how to find such numbers. This makes the task diffi-
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cult to compute. To solve this problem, a number of 

fundamental problems of the theory of numbers 

must be solved. One of them is the definition of the 

law of distribution of primes, as well as the distribu-

tion of smooth prime numbers among primes. 

When analyzing the first 10 million prime 

numbers, it was found that the number of perfectly 

smooth numbers is small and there is no evidence 

that their number is infinite. Therefore, it is also 

necessary to consider partially smooth prime num-

bers in the reduced algorithm. 

The next important factor in solving the prob-

lem of discrete logarithm is a measure of the 

smoothness of a prime number, since the execution 

rate of the algorithm directly depends on this. The 

construction of the smoothness measure and the 

analysis of the algorithm depending on the smooth-

ness of the number is a topic for further study.  
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АНАЛІЗ МЕТОДІВ ПОШУКУ ГЛАДКИХ ЧИСЕЛ ДЛЯ ВИРІШЕННЯ ЗАДАЧІ 

 ДИСКРЕТНОГО ЛОГАРИФМУВАННЯ 

Востров Г. М., Пономаренко О. Ю. 

Одеський національний політехнічний університет 

Анотація. У даній роботі описана постановка задачі дискретного логарифмування, яка є важ-

ливою математичної проблемою, яка наразі є невирішеною. Проаналізовано алгоритм обчислення 

дискретного логарифма Силвера-Поліга-Хеллмана і вказані його недоліки, що виникають через вико-

ристання чисел спеціального типу, званих гладкими. Вказана проблема, яка виникає при пошуку глад-

ких простих чисел великої розрядності. Процес пошуку таких чисел уповільнює алгоритм Силвера-

Поліга-Хеллмана, крім того не відомо чи можливо знайти гладкі прості числа необхідної розряднос-

ті, адже їх кількість серед простих чисел надзвичайно мала, що ставить під питання ефективність 

використання алгоритму. Було введено поняття гладкого простого числа, запропонована класифіка-

ція в залежності від зростання поспіль розташованих множників на ідеально гладкі і частково глад-

кі прості числа. Були проаналізовані перші десять мільйонів простих чисел на гладкість, серед яких 

ідеально гладких виявлено кілька десятків. Виникає необхідність у перевірці гіпотези про кінцеву кі-

лькість ідеально гладких чисел. Частково гладкі прості числа можуть значно уповільнити роботу 

алгоритму, адже невідома точна структура числа, кількість співмножників та різниця між ними. 

Також враховується, що при зростанні простих чисел, різниця між ними теж зростатиме. Показа-

но, що для пошуку гладких простих чисел і аналізу їх властивостей необхідно знати, як розподілені 

прості числа в залежності від кількості простих співмножників, адже у випадку задачі дискретного 

логарифмування необхідно знаходити гладкі числа з кількістю співмножників більшою за 5-6. Наве-

дені результати розподілу перших десяти мільйонів простих чисел та видвинуті припущення щодо 

можливих законів розподілу. Наведено проблема побудови міри гладкості, яка має бути розглянута в 

залежності від різниці суміжних співмножників та їх степенів. 

Ключові слова: дискретний логарифм, просте число, гладке просте число, первісний корінь, роз-

поділ хі-квадрат, розподіл Стьюдента, логнормальний розподіл, криптографія. 
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АНАЛИЗ МЕТОДОВ ПОИСКА ГЛАДКИХ ЧИСЕЛ ДЛЯ РЕШЕНИЯ ЗАДАЧИ 

 ДИСКРЕТНОГО ЛОГАРИФМИРОВАНИЯ  

Востров Г. Н., Пономаренко Е. Ю. 

Одесский национальный политехнический университет 

Аннотация. В данной работе описана постановка задачи дискретного логарифмирования, ко-

торая является важной математической проблемой. Проанализирован алгоритм вычисления дис-

кретного логарифма Силвера-Полига-Хеллмана и указаны его недостатки, возникающие из-за ис-

пользования чисел специального типа, называемых гладкими. Было введено понятие гладкого про-

стого числа, предложена классификация в зависимости от роста подряд расположенных множите-

лей на идеально гладкие и частично гладкие простые числа. 

Ключевые слова: дискретный логарифм, простое число, гладкое простое число, первообразный 

корень, распределение хи-квадрат, распределение Стьюдента, логнормальное распределение, крип-

тография. 
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