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B po6oti po3pobiieHo HOBUIT METO/] HAHECEHHS Ta BIITyYE€HHS IU(PPOBOrO BOASHOTO 3HAKY
JUTS 3aXHCTY KOHTeHTY QR-Koay, 1o Moke OyTH BUKOPHCTaHHHN JJIsl TIEPEBiPKH L1TiCHOCTI
Ta aBTeHTH4YHOCTI QR-KOIy mTicist foro 3UnTyBaHHS 3a JOMOMOIOI0 MOOIIEHOTO MPUCTPOIO
3 marepoBoro Hocisi. Ha ocHOBI po3po0iieHOro MeToay peasizoBaHO MPOrpaMHHUN NPOIYKT
JUTsE MOOIJTBHOTO TIPUCTPOIO Ha orepaltiiiHii cucremi Windows Phone.

KarouoBi cioBa: 1mdposuii BomsgHumit 3Hak, QR-kom, aBTeHTH(ikamis, MepeBipka
LITICHOCTI

Beryn

[TocTiiine 30unbpIIeHHS 00’€MiB iHpOpMalii, 10 HEOOXIAHO OTPUMYBATH, aHAJI3yBaTH,
00po0usiTu Ta 30epiraTv, MPU3BOJUTH /10 MOSABH HOBUX 1H(opMaliiiHuX TexHosorid. B po6oTi
Yd HAa BIIMOYMHKY, BJOMa YW 3aKOPJOHOM, JIIOJWHA 3BHUKJA IOKJIAIATHUCA HAa MOOUIBHI
npuctpoi, GPS-nasiratopu, oTpuMyBaTH 6axkany iHpopMalito y Oynb-Skuil yac 3 [HTepHerTy,
IHIIUX TPUCTPOIB UM MPOCTO 3UUTyBaTU ii MOOUIbHMM TenedoHoMm 3 QR-koxis [1]. Ha
choroHimHIM neHb QR-koau HaOynM Takoro HIMPOKOrO BUKOPHCTAHHSA, IO Mailke BCS
npykoBaHa iHopmalis (pexiamMHiI Ta iH(QOpMAIifHI TUTAKaTH, €TUKETKH PIZHOMAHITHHUX
BHPOOIB, OTOJIOMICHHS TOIIO) MyOIt0€ThCsA 3a AomoMororo QR-KomiB UM CympOBOIKYETHCS
HUMU.

[Ipote, sk BiZOMO, HOBITHI TeXHOJIOTil (0coOnuBO iHGOpPMaLiiiHI) MOXYTh OYyTH
BUKOPHUCTAaHI 1 IPOTH JIFOJIMHU Ta ii IpaB. Y CbOTOAECHHI CTaJI0 PO3MOBCIOPKEHUM TaKe SIBUILIE
couianbHOI iHXxeHepli sk ¢imuHr [2]. CyTh MaxiHalii noJsrae y 3aMmidi opurinaibHoro QR-
KOJy IHIIMM KOJIOM, SIKUHM HICIISl 3UUTYBaHHS Teae(OHOM BHJIA€ KOPUCTYBAYEeBl HENPABAUBY
iHpopMaLito (MpUKIaa HeT0OpOCOBICHOI KOHKYPEHIIll) Yd HAaBOJUTh OCTAaHHBOIO Ha web-
CTOPIHKY 3JIOBMHCHHKA, 1110 MOK€ IPU3BECTH A0 KpaJADKKU Ta/abo BTpaTu KOH(QIACHIIHHOT Ta
IepcoHaIbHOI HpOpMALlii.

Orxe, BukopucranHs TexHojorii QR-kongy mnorpeOye 3anydeHHS TEXHOJOTIH
3abe3nedyeHHs iHdopmaliiiHoi 6e3meku. OAHIEI0 3 TAKKMX TEXHOJIOTIH € HaHECEHHS ITU(POBOTO
BoJisiHOTO 3HaKy (1[B3).

Merta Ta 3a1a4i J0CTiTKeHHA

Mertoto nanoi po6oTH € po3pobOka MeToay aBTeHTU]iKaIlii Ta nmepeBipku miTicHOCTI QR-
Koy 3a nonomororo L{B3.

Jliia nocsirHeHHst MeTH poOOTH OyiM MOCTaBICHH] HACTYIIHI 3a/1a4i:

1) IIpoBectu aHami3 iICHYIOUMX METO/IB, 10 BUKOPUCTOBYIOTH 1IB3, Ta chopmyntoBatu
OCHOBHI BUMOTH JI0 M€TO/ly aBTeHTHU(iKallii Ta nepesipku nuticHocti QR-koxy;

2) Po3pobutun meton ans aBTeHTHdIKauii Ta mnepeBipku ImuticHocTi QR-xoxay, 1o
BukopucTtoBye [{B3, 3rigHO 3 0OCHOBHUMH BUMOT'aMU;
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3) PeanizyBatu nporpamMHuii MpoyKT HaHeceHHs Ta nepeBipku LIB3 s QR-kxony;

4) [IpoBect 0OUYMCITIOBAIBHUI EKCHEPUMEHT JUId BHU3HAYEHHS TOYHHX 3HAYEHb
napaMmeTpiB po3poOJIEHOro MeToay Ui 3a0e3leueHHs] BUKOHAHHS CPOpPMYIbOBAaHUX BHUMOT
JUIg opraHizauii 3axucty KoHteHTy QR-komy.

OcHoBHi BUMOrM 10 MeToay aBTeHTH(ikauii Ta nmepeBipku unigicHocri QR-koxy 3a
AOTMOMOTr 010 HU(POBOro BOASHOI0 3HAKY

QR-kox (abpesiarypa po3mudpoByeThes sk Quick Response — «IIBUAKANA BIATYK») —
1[e MaTpuyHa [BOBUMIpDHAa KapTUHKA, B SKIA 3HaXoAuThcs 3amudpoBaHa 1H(opMaliis
HabaraTo OUIBIIOrO PO3MIpY, HDK BMILIYETbCA B 3BUYAMHUN IITPUX-KOJ. 3a gornomorow QR-
KOJly MOXXKHa 3aKoJyBaTH Oynb-iKy i1H(OpMaIlilo, HANpHUKIaA: TEKCT, HOMEp TenedoHy,
MIOCWJIaHHSI Ha calT abo BI3UTHY KapTKy. HaBiBmm Ha xox kamepy TenedoHy, KOpUCTyBau
OTpUMY€ 3aKoJ0BaHy iH(popMalilo Ha ekpaHi. 3uuTyroThcsi QR-komum 3a gomomororo
MOOUTbHOTO TenedoHy, B sAKHM BOynoBaHa QoTokamMepa 1 € CHEelIaIbHE IpOrpaMHe
3a0e3neyeHHs (crenialbHUM 101aTOK A1l MOOUIbHUX pucTpoiB — QR-reader).

VY zaranpHoMy Burisal QR-kox moauisieTbCcsl HA IEKUTbKA 30H, OCHOBHI 3 SIKUX BUJUICHI
Ha puc. 1.

. 1. Kog sepcii

2. Kop macku Ta piBHs kopexuii
3, [aHi 3 kogamu kopekuil

:a: 4. HeawminHi yactunu QR-kony

E 4.1. Mowykoswit BI3EPYHOK
E 4.2, BUpiBHIOIOUMiA BI3epyHOK

[
n 4.3, Ninii curxponizaufi
n

5. bine none

Puc. 1. Cxema nanecenns inpopmairii Ha QR-xox

3 ypaxyBanusMm mnpaBui (opmyBanHHs QR-komy chopmynoemo OCHOBHI 3araibHi
BUMOTH JI0 METOJY aBTeHTH(ikalii Ta MepeBipKU ioro uugicHocTi 3a gomomororo [[B3.
[ToBimomnenus 1IB3 mae oOupaTucst 3 ypaxyBaHHSIM, III0 HOTO JOBXKHHA OOMEXKEHA 3BEPXY
3Ha4YCHHAM KiTbKOCTi 6aiiTiB B QR-koxi. Ilpu HanecenHi nmudpoBOro BOASHOTO 3HAKY Mae
OyTu 30epexkeHa (3a MOXKIMBOCTI) Bi3yaJibHa CTIHKICTh, TOOTO HMU(POBUI BOJASHUN 3HAK HE
MOBUHEH OYTH MOMITHUM JUIs oKa jroauHu. [Ipote meton Hanecenus LIB3 mae OyTu cTifikum
JI0 TIPOIIECIB APYKY Ta 3YUTyBaHHS Kameporo TenedoHy. BizyanbHOIO CTIMKICTIO MOYXHa
MOCTYIUTHCS HA KOPUCTh BHCOKOI'O BIJICOTKY BIpHO JeKojoBaHOTo moBigomiieHHs [[B3 3a
YMOBH, 1110 po3nizHaBaHHS QR-kony He Oyne nmopyiieHo. OTxe, KOpOTKO OCHOBHI BUMOTH JI0
MeToay aBTeHTH(]ikalii Ta mnepeBipku wnuticHocti QR-xomy MoxHa chopmynroBaTi
HACTYITHUM YHHOM:

1) Hosxuna nosinomienHs [{B3 He moBrHHHA nepeBUIYBaTH JAOBKHUHY MOBIIOMIIECHHS
QR-koxy;
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2) Hanecenwnii 1I1B3 He noBuHEH nepemkopkaTi 34uTyBaHHI0O QR-Kko1y cTaHmapTHUMU
3acobamu;

3) Po3poOnenunii meron, mo BukopuctoBye 1{B3, Mae OyTu cTIiKUM 10 IPOIIECIB APYKY
Ta 34UTYBaHHS Kameporo TesnedoHy Ta (3a MOXKIMBOCTI) 33J0BOJIBHSATH YMOBI Bi3yaibHOT
CTIMKOCTI.

3 ypaxyBaHHAM C(GOpPMYJbOBAaHUX OCHOBHHX BUMOT OyB NpOBEIEHUM aHaJI3 BIAOMHUX
TexHik Ta MetoiB [1B3.Haiiouipi momupenumu ta BimoMuMu podbactaumu metoaamu [[B3 €
metoau Kyrrepa-J>xopnana-boccena, Koxa 1 2Kao ta ixni moaudikanii [3-6]. IIpote Bonu He
3a0e3neuyoTh  e(pEeKTUBHOCTI  BuiydeHHs  mnoBigomiyieHHs B3 micns  apyky
CTEraHONOBIJOMJIEHHST Ha IANepoBOMY HOCII Ta 3UMTYBaHHS Kameporo Teiedony. Tomy
[IOCTAa€ 3ajJadya po3poOKM HOBOTO METOAY IJis 3axXUCTy KOHTeHTY QR-konmy, BpaxoByrouu
0COOJIMBOCTI H1Or0 MpeJCTaBICHHS 1, HAcaMIlepes, BUMOTY CTIMKOCT1 0 IMpPOLECIB IPYKY Ta
34ATYBaHHA Kameporo Tenedony. [Ipu po3poOiii HOBOro METOTy repeBara HaJaeThCcsi poOOTi B
MPOCTOPOBI  00J1acTi 300paK€HHS, OCKUIbKA poOOTa B YACTOTHIA 00JacTi BHUMarae
J0JTATKOBUX OOUYHMCIIEHb Ta HE FapaHTy€e CTIMKOCTI 10 TAKOTO 3HAYHOTO 30ypHOTO BIUIMBY SIK
IpoLec APYKY Ta 3YUTYBAaHHS KaMEpOIo.

Merton 3axucry koHTeHTY QR-Ko0ay, 1110 BUKOpUCTOBYE UG POBHUIi BOASIHUH 3HAK

byno Bu3HadeHo, 1m0 HaWOUIBII TOIUIBHUM JJIsI BUPIMICHHS TOCTAaBJICHOI B pOOOTI
3ajnaui € HaHeceHHs 1IB3 Ha QR-koxa 1UIXOM 3MIHM 3HAYEHHSI ICKPABOCTI MIKCEJIB MaTpuUIli
QR-xkony. Ilpu upomy ans migBuineHHs criiikocTi nmoBimomiieHHs LIB3 no 30ypHux niit
MIPOMOHYETHCST KOPEKIIisl 3HAUEHHS YCIX TPhOX KOMIIOHEHT 300paxeHHs QR-xomy: R —
4yepBoHOI, G — 3eneHoi, B — OnakuTHOI. Jlani HeoOX1IHO BU3HAYUTH, SIKI caMe MiKceli OyayTh
MiANafaTH KOPEKIil, Ta 3a SKUM IPaBUIIOM 1151 KOpeKIlis Oy/1e BUKOHYBATHCS.

[Ipu ¢popmyBanni QR-xoxy koxHoMy OiTy iH(OpMAaLii CTaBUTHCS y BIANOBIIHICTH
BCHOT'0 OJIMH OUTuit a00 YOpHUM MIKCENb Y 300pa)KeHH], MpoTe NMpH Apyui 300paxkeHHs QR-
KoJly MacmTabyeThest st Toro, mo0 QR-koa MoxkHa Oyiio MpOUYMTATH KaMEporo Tele(oHy.
Jliis mosxnuBocti HaHeceHHsl LIB3 npomnonyetbest micias ¢popmyBanHs QR-kony (mo npyky)
KOXKHOMY IIKCEII0 300pa)K€HHS MMOCTaBUTH Y BIAMOBIIHICTh 9 MIKCENIB TOTO K KOJILOPY SIK
MoKa3aHo Ha pucyHKy 2. Jlami cykymnHicte 3%3 mikcemiB OyaemMo Ha3uBaTu «kBaapar» QR-

KOJy.

Puc. 2. ®opmysanns kBaapaty QR-koy uis oHOTO MiKcems

I[Ticnst Takoro MacutaOyBanust QR-kony 6ynemo npoBoautu HaneceHHs 1[B3 muisixom
MoaudiIKallli cepeJHOTO MIKCENs KOXKHOTO KBaapaTy 3x3.
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3ayBa:kennsi 1. 3amiHa came cepeaHbpOTO Mmikcesns mpu 3untyBaHHi [[B3 mae meBHi
nepesaru. [lo-mepie, He3HAYHA KOPEKIIS SICKPABOCTI TUIBKH OJHOTO 3 JIEB’SITH MIKCEIIIB HE
3aBa/IuTh 3YUTYBaHHIO Oe3nocepeHbO MNoBinomieHHd QR-kody craHgapTHHUMU 3ac00aMH.
[To-npyre, HasBHICTb KOpEKLIi SCKpaBOCTI CEPEIHBOIO IIKCENsl HaBITh Micid 30ypHOIo
BILUIMBY MO>KHAa BCTAHOBUTH, IIPOAHAII3YBABILN OpPUTiHAIbHI 3HAYEHHS CYCIJIHIX IMIKCeNiB, 60
[IEPBICHO BOHU MalOTh TOM caMHi KOJIip.

3ayBa:kenHs 2. Take mpaBwiIO BU3HAYECHHS IMKCENIB, IO MIISATAIOTh KOPEKIIi CBOIX
3HAauYeHb, HAa NEPIIUH MOIJIAJ, Ja€ NPOIYCKHY 3/aTHICTh anroputMmy 1/9 OIT Ha MHIKCENb.
[IpoTe mo BigHOMIEHHIO N0 MepBicHOTO (Ie 10 MacimTadyBaHHs) 3ammudpoBaHoro y QR-kox
MOBIAOMJIEHHSI MA€EMO IIPOIYCKHY 37aTHICTh 1 OIT Ha MIKCEb.

Otxe, Oyno oTpuMaHE MPaBUJIO, 32 SIKUM BHU3HAYAIOTHCS ITIKCEN, M0 MIISITaI0Th
KOpPEeKIii CBOIX 3HaueHb. Jlani HeoOXIJHO BU3HAUYMUTHU IPABUIIO, 3a AKUM Oy/ie BUKOHYBATHUCS
Kopekirist 3HaueHsb mikceniB QR-konay. [Ipornonyerbest HacTymHE.

Hexaii HeoOxigHo HaHectH moBimomuieHHs L[B3, ske mae mocmimoBHICTH OIT {1,1,0,0}.

Hanecenns BukoHyerbcsi Ha pparmeHT QR-koamy, sikuil 10 MacmTabyBaHHS 3a KOXHOIO 3

255,0
xommonenT {R,G, B} mpuiiMae 3HaueHHs ssof Ha puc. 3 npencrasieHa cxema Takoro
HaHeceHHs 1[B3.
1 [reeeemnnnfanees > 1

Puc. 3. Kopekuist 3Hauens kBaapaty QR-kony B 3anexHocTi Bij 6ity nosinomienss LIB3, mo
BOYJIOBY€ThCS

Takum yMHOM, KOPEKIIiS 3HAYCHHS CepeAHBOro mikcens kBaapaty QR-koay Ha mesike
3HaueHHs + A HeoOXiJHa TUIbKHU y JBOX BHUIIaJIKaxX 3 YOTUPbOX: MPU BOYJAOBYBAaHHI OJIMHULIL B
KBajapaT 4yopHUX mikceniB (+A) Ta Hynas B kBagpar Outux mikceniB (—A). Kopekiis
3HAYEHHS CEPEAHBOTO MmiKceNs kBaapary QR-komy i KOKHOT 3 KOMIIOHEHT {R,G,B} B LIMX
BUIIAJIKaX BUKOHYETHCS 32 HACTYTHOIO (JOPMYJIOL0:

P = (1)

e
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p;; Ta p,; — 3HAYCHHs SCKPABOCTI CEPEeJHBOro mikcens KBaapary QR-koxy mo Ta
TiCTIsl KOPEKIIii BIAMOBITHO;

A — 3HauYeHHS KOPEKIIii, IeIKe HEB1I €MHE 3HAYCHHS 3 IHTEPBATY (0,127).

Burydenns koxnoro 6ity 1{1B3 BuKkoHyeTbCs y BIIMOBIAHOCTI 3 popMyliaMu:

— Pt Py TP TPt Pija TPt P T Pivjn
A= _

8 pl’];
, A<-AA+p,, <127 @)
0, A>-A,A+p, <127
m, = — — i
Colo, AzAA+p >127

L, A<AA+p,;>127,

ne
p;; — 3HAYCHHS SCKPaBOCTI CepeiHbOro mikcens keaapary QR-koxy micis

3UUTYBAHHS;

A — 3HaueHHs Kopekii 3 popmynu (1);

m, — BUIIy4eHUH k- 61t 11B3.

OTxe, MOXEMO BU3HAYUTH OCHOBHI KPOKM aJrOPUTMIB HAHECEHHSI Ta BUJIYYCHHS
uudpoBoro BOAIHOTO 3HAKY st QR-KkoIy.

OcHOBHI Kpoku anroputMmy HaneceHHs 1[B3:

1) BU3HAUMTHU MTOCITIIOBHICTH Ta JIOBXUHY MoBinomieHHs [[B3;

2) BU3HAUYMUTHU NOCIIOBHICTh MIKCENIB, B 5IKI Oy/Jie BUKOHYBaTHCh BOyyBaHHs 1[B3;

3) mocHiIOBHO BUKOHATH KOPEKIIII0 3HAYCeHb MikceniB QR-komy, SKIIo 11e HeoOXiaHO, 32
dbopmymoro (1).

OcHOBHI Kpoku ainroputMy Buitydenns L{B3:

1) BU3HAUUTH NOCIIIOBHICTh IIKCENIB 300paxeHHs Ui BurydeHHs [[B3;

2) oOuucnuTH 3HaYeHHs 01Ty BOymoBaHoi iHpopMmarii 3a popmynamu (2).

B nanomy pozaini mpencraBiena po3podka merony LIB3 mis 3axucty xonTeHTy QR-
KOJy Ta HaBeJCHI OCHOBHI KPOKHM QJITOPUTMIB HAHECEHHS Ta BUJIYYEHHS IOBIIOMIICHHS
upoBOTrO BOASHOTO 3HAKY. JlJIT MOMKIIMBOCTI MPAKTUYHOT peaiizallii po3po0I€HOT0 METOLY
HEOOX1IHO BU3HAUNUTHU TaKe 3HAUEHHS KOPEKIli A, sKe 33J0BOJIbHSIIO0 OU cPOPMYIHOBAHUM Y
MepioMy po3auii BumoraM: HaneceHuil 1[B3 He moBuHeH mepemkopkat 3unTtyBanHi0 QR-
KOJly cTaHgapTHUMHU 3acobamu; meton [[B3 mae OyTu CTifikuM 10 TpOIECIB IPYKy Ta
3UATYBaHHA KaMmepor TenedoHy Ta (3a MOXKIMBOCTI) 3aJ0BOJIBHATH YMOBI Bi3yalbHOI
CTIMKOCTI. Y HacTyIHOMY pO3UIl ONMCAaHa IpOrpaMHa peaizallis alropuTMIB HaHECEHHS Ta
BunydeHHs 1IB3 nans QR-kony, onucanuil oGuncioBalbHUM €KCIEPUMEHT Ta MPECTaBIICH]
Horo pe3ynpTaTH JUIsi BHM3HAUYEHHS 3HA4YeHHS KOpeKUii A Ta MepeBIpKH CTIHKOCTI
PO3p00JIEHOTO METOAY /10 3a3HaYEHUX 30ypHUX Mii.

IIporpamumii npoayKT 1J1s 3aXucTy KOHTeHTY QR-Kkoxy

Jlst mporpamMHoi peasizailii po3poOIeHNX aNropuTMIB HaHECEHHs Ta BuiIydeHHs (B3
st QR-xoxy Oynmo oOpaHo MoOUTbHY omepaniiiHy cucreMy Windows Phone, BpaxoByroun
PO3MOBCIO/KEHICTh Ta NEPCHEKTUBH PO3BUTKY MOOUIBHMX MPUCTPOIB camMe 3 UIEI0
OTEpaIlifHOI CcHCTeMOlo. Peamizaiis mnporpaMHOro MpPOAYKTY Oynaa TpoBeaeHa 3
BUKOPUCTaHHIM Habopy iHcTpyMeHTIB Microsoft Visual Studio 2010 Express for Windows
Phone. ®opmyBanns Ta 3untyBanHsa QR-Kko1y IpoBOIMIIOCS 32 TOIOMOT'O0 CTaHIApTHOT ISt
1iei 3amayi 616mioTexku ZXing [7].
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Hwx4ve HaBeneHui pukian poOoTH Ta iHTepQEiic CTBOPEHOTO MPOTPAMHOTO TTPOIYKTY
(mmB. puc. 4, 5).

|

QR kog reHep

Baegute Tekct QR koaa:

Eto podlennyj QR-kod. Eto podlennyj

11101101001011010100110000001000111
011010000110011101101111011011001110

RS | e |

T
|
[

m

1

TekcT BOARHOID 3HAKA

Ego zashchitil tsifrovoj vodianoj znak.

10100010001011101111011000000100110

011101111011011110110010001101100111 Coxpanuts QR kop,

« & o0

Puc. 4. Hanecenns 1IB3 na cdpopmoBanumii QR ko1 3 mogansimmM Horo 30epekeHHIM

SI?{FM;(OA Obpas: P QMRKOA g

Bribepwre doTo M3 cnucka:

Qr-code 2014.01.14 114.29M.04cek.png

TM=CHAN, | =S

R-kod pravilnuj. Ego
itil tsifrovoj vodianoj znak.

Puc. 5. Binkpurtst QR-koxy Ta BrirydeHHs nosigomienss 1[B3
[Ipn mpoBeneHHI OOYHCIIOBAIBLHOTO EKCIIEPUMEHTY BHUKOPHCTOBYBAIUCS — Pi3HI

3HaYeHHS Kopekiii A 3 mpomikky Big 1 mo 127. Ilpu npomy QikcyBammcs MOKIUBICTh
3untyBaHHd QR-KOIy cTaHgapTHUMH 3aco0amMu 1 BIICOTOK BIPHO BHWIy4eHOI iHdopmariii
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noBitomieHHss 1IB3, a Takoxx ouiHIOBanacs Bi3yaslbHa CTiikicTh. [Ipu mnpoBeneHH1
O0YHCITIOBAIEHOTO EKCIIEPUMEHTY OyJI0 BH3HA4YEHO, IO Ui KOPEKTHOI Ta e(peKTUBHOI
poOOTH MPOTPAMHOTO MPOJYKTY Ha MOOUTEHOMY MPHUCTPOi HEOOXiAHA KaMepa 3 PO3JLUILHOIO
3natHicTio He MeHue 8.0 MeramikceniB. OCHOBHI pe3yiabTaTH OOUYMCIIIOBAIBHOIO
€KCIIEPUMEHTY MpeCcTaBlieH1 B Tabm. 1.

Taoaunsa 1.
Pe3ynbratu 004HCIIIOBATILHOTO €KCIIEPUMEHTY 3 BUKOPUCTAHHS KaMepH 3 PO3IUTHHOI0
3/IATHICTIO 8.7 MeramikceliB

Jiana3on MOo>KIUBICTh 3UYUTYBaHHS BincoTok BipHO JloTpuMaHHs
3HA4YEHb QR-koay cTaHIapTHUMHU BUJTy4eHO1 iHopmallii | BUMOIH Bi3yaJlbHOT
Kopekii A 3aco0amMu noBigomieHus [IB3, % CTIMKOCTI
1+9 + [IB3 He orpumaHo +
10+90 + 100 —
91+127 — 100 —

3a TpeACTAaBICHUMHU pe3yJlbTaTaMu 3HA4YeHHS Kopekmii A =10 Oymno oOpaHe s
BUKOPUCTAHHS B allfOpUTMaxX HaHeceHHs Ta BwiIydeHHs L[B3 sk Take, mo meHie 3a Bci
MOPYIIY€E BI3yalbHY CTIMKICTh 1 NMPU LIbOMY 3aJ0BOJIbHSE BUMOraMm 3uuTyBaHHA QR-kxonmy
cTangapTHUMH 3acobamiu 1 1ae 100% BipHO BrutydeHoi iHpopmarlii mosimomienus [[B3.

BucHoBxku

B poGoTi po3pobiieH0 HOBUI METOJ HAHECEHHS Ta BHJIyYEHHS IU(PPOBOrO BOISHOIO
3HaKy JUIsl 3axucTy KOHTeHTY QR-kony, 1o no3Bosisie MepeBIpsATH LUTICHICT Ta
aBTeHTUYHICTh QR-KkOmy micist Ooro 34uMTyBaHHSA 3a JOTIOMOTOI0 MOOUIBHOTO TPHUCTPOIO 3
[arepoBOTO HOCIS.

B mnpoueci po3pobku Meroay Ta HPOrpaMHOrO MPOAYKTY Ha MOro OCHOBI Oyiu
BpaxoBaH1 0co0auBOCTI hopmyBaHHs Ta 3MicTy QR-KOIIB, a TaKOK HACTYITHI BUMOTH:

1) MoxnuBicts 3unTyBaHHi QR-komy cranmaptHuMHu 3aco0amu  0€3 HasBHOTO
CHeIianai30BaHOTO MPOTPAMHOTO JI0JATKY, PO3pO0JICHOr0 B AaHiid poOOTIi,

2) EdexruBnicts BunydenHs [{B3 micis 3uuTyBaHHS pO3apyKOBAaHOTO HA MAepoOBOMY
Hocli QR-koxy kameporo MOOUTFHOTO TTPUCTPOIO;

3) He3nauyni mnopymieHHs Bi3yajdbHO1 CTiMKOCTI micis HaHeceHHs LIB3, mo e
NPUHHATHUM Uit poOacTHOro Metoay LIB3.

Po3po6nennii B poboTi mporpaMHM TPOIYKT i TeHepairii QR-ko1y Ta HaHeCeHHs Ha
Heoro [IB3 moxke OyTM pEeKOMEHIIOBAHUM JUIsl BUKOPUCTAHHS BIIACHUMH Ta YacHUMU
MIANPUEMCTBAMH, JIEP’KaBHUMU YCTaHOBaMM Ta OaHKaMU, sIKi BUKOPUCTOBYIOTh QR-konu B
Oyab-sikux 1uiax. Ilpu 1npomy JOUUIBHUM MOXe OYTHM BUKOPUCTAHHS aCHUMETPUYHHX
KpunTorpagiuHux anroputmis ajis mwudpyBanss nosigomiaeHHs IB3 no iioro HaneceHHs Ha
QR-kony. IIporpaMHuii NpoAyKT JUIsl 3UMTYBAHHS 1 NEPEBIPKU aBTEHTUYHOCTI Ta I[LUIICHOCTI
QR-xkony Moke OyTM pPO3NOBCIOJKEHUH Y BUIBHOMY JOCTYN1 THUM HIiANPHUEMCTBOM, IO
3aI[IKaBJICHUH Y 3aXUIIEHOCTI CBO€ET iH(PopMaIlii abo MpoaAyKIIii 1, IK HACTIIOK, CBOIX KIII€HTIB.
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METO/J 3AIUTHI QR-KOJA C UCITIOJIb30BAHUEM TU®POBOI'O BOASAHOI'O 3HAKA

E.B. Hapumanoga, JI.M. CemeHueHKO

Opnecckuii HAIMOHANIBHBIN MOJUTEXHUYECKUN YHUBEPCUTET,
mpocr. Ilesuenko, 1, Onecca, 65044, Ykpauna; e-mail: semejka@ua.fm

B pabore mpesicraBieH HOBBI METOJ HAHECEHWS W M3BIEYEHUS IUPPOBOrO BOASHOIO
3HaKa Iy 3aIUThl KoHTeHTa QR-K0/Ma, KOTOPBIA MOXET OBITh UCTIOIB30BaH ISl IIPOBEPKU
LEJIOCTHOCTH W ayreHTHUHOocTH QR-Koma mocie ero CcyuThIBaHHWS TIPH  OMOIIX
MOOHJIBHOTO YCTpO#cTBa ¢ OymMakHOro Hocutensi. Ha ocHoBe paspaboraHHOro Mmerona
peau30BaH NPOrPaMMHBINA IPOAYKT JUIi MOOWMJIBHOTO YCTpOMCTBA Ha OIEPAI[MOHHOM
cucreme Windows Phone.

KnarwueBble caoBa: mudpoBoii BoasHOH 3Hak, QR-kon, ayreHTnuKanus, NpoBepka
LEITOCTHOCTH

DIGITAL WATERMARKING APPROACH FOR QR-CODE PROTECTION

Olena V. Narimanova, Daria M. Semenchenko

Odessa National Polytechnic University,
1 Shevchenko Ave., Odessa, 65044, Ukraine; e-mail: semejka@ua.fm

In this paper a new approach of digital watermarking for QR-code protection is developed.
This approach can be used for authentication and integrity checking of QR-code after its
reading with mobile device from paper. On the basis of proposed approach a software
application for mobile device on Windows Phone is implemented.

Key words: digital watermarking, QR-code, authentication, integrity checking
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