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B po06oTi mpomoHy€eThCS, TOJATKOBO 10 iCHYIOUHX, MEXaHi3M 3aXUCTy NPOTPaMHOTO KOy
BiJl HECAHKI[IOHOBAHOTO 3MiHIOBaHHSI. Ha I1bOMY NpHKIaIi BIOCKOHATIOETHCS 3arajbHa
MOJIC/Ib OIIHKA C(PEKTHUBHOCTI CHUCTEMH 3aXHCTy. AJTOPUTM 3aXUCTy 3aCHOBaHHM Ha
creranorpadiuHux miaxoaax. OniHka epeKTUBHOCTI 3aXHCTy HPOBOIUTHCS 32 JIOIOMOTOI0
MoJieJli BHOOPY ONTHUMAJBHOTO PIBHS 3aXHUIEHOCTI 32 MPHHILUIIOM «BUTPAaTH Ha 3aXHCT —
eexTuBHicTHY. [Ipu 11bOMY (HOPMaTI3yIOTHCS THITOBI 3aJIE)KHOCTI BiJIIIKO{yBaHHS 30UTKIB
BiJl PIBHS 3aXHIIEHOCTI Ta 3aJEXKHOCTI BUTPAT Ha MOOYAOBY CHCTEMH OE3NEKH BiJ| TOrO X
piBHS 3axHIIEHOCTI. JJOBOOUTECS, IO B 3arajlbHOMY BHITAJKY AOIUIEHO OOMpaTH (PYHKIIIO
Hunda s 3amexHOCTI BiOIIKOAYBAaHHA 30MTKIB Bil pIBHA 3aXHIICHOCTI Ta OOHY 3
rimepOomivHuX (QYHKIIH I 3a]IeKHOCTI BUTPAT HAa MOOYJOBY CHCTEMH O€3IEKH Bifl TOTO
K pIBHS 3aXHWIICHOCTi. BBeneHHS Ha3BaHWX (YHKIH B MOIENb BHOOPY ONTHMAaIbHOTO
piBHS 3aXUIIEHOCTI JO3BONMJIA TEPEHTH BiA SAKICHUX OIIIHOK BHUTPAT Ha OpTraHi3alliio
CHCTeMH O€3MeKH 10 KOHKPETHHX OOYHCICHb INPH MAaTeMaTHYHOMY EKCIEePHMEHTI.
Bnockonanena Mozenb 3aXHCTy Ta 3arajbHOi OLIHKM €(EeKTHBHOCTI CHCTEMH 3aXHCTY
JI03BOJIUTH OOIPYHTOBYBATH NOIUIbHICTh MiJBHIIEHHS PIBHS 3aXHUIIEHOCTI NPOrPaMHOTO
KOLY.

KuarouoBi ciaoBa: 3aXWCT TpOrpaMHOTO KOy, HECAHKIIOHOBaHI 3MiHH, OIliHKa
e(eKTHUBHOCTI, PIBEHb 3aXHUIIIEHOCTI, MOJCIIOBAHHS, MATEMATHYHHH CKCIICPUMEHT.

Beryn

Jana poGora BigHOCUTBCS 10 cdepu 3a0e3NedeHHs] aBTOPCHKUX IpaB Ha KOPUCHI
MOJIeNII — TporpamMHe 3a0e3MedeHHs 1 pO3TJIAgae MPoOJIEeMU 3aCTOCYBAaHHS Ta OLIHKH
e(EeKTUBHOCTI AITOPUTMIYHMX 1 CTEraHorpaiyHMX METOJIB Yy KOMIUIEKCAaX 3aXUCTY
IPOrPaMHOTr0 KOy BiJl HECAaHKIL[IOHOBAHUX 3MIH.

3aranpHi METOIM Ta MPUHIUIM 33aXMCTy MPOrpaMHOIO KOy PO3IVISIHYTI Yy BilOMii
moHorpadii [1]. TIlutaHHd 3axucTy mporpaM BiJI HECAHKI[IOHOBAHOTO THpPa)KyBaHHS,
3acTocyBaHHA creraHorpadii, aHaizy 3aco0iB 3aXUCTy Ta IHCTPYMEHTIB, K1 3aCTOCOBYIOThCS
MPU JOCII/DKEHHSAX, @ TaKOXX METOJIU OIlIHKK e()EKTUBHOCTI 3aXHUCTy, pO3TJISHYTI y [2].
CrioctepiraeTbcsi Bajl HayKOBO-TEXHIUHMX MaTepialiB Ta IPOMNOHOBAaHMX 3aCTOCYBaHb
3aXMCTy TPOTPAMHOTO KOAY. 3 OCTaHHIX poOIT BigMmiTUMO [3; 4], 1€ PpO3TIAATAETHCS
KOMOIHOBaHMH 3aXUCT MPOTPaAMHOTO 3a0e3MeueHHs BiJl HECAHKI[IOHOBAHMX BIUIMBIB Ta
METOJM 3aXHCTy MPOrpamMHOTO KOAy. MeTonu aHajizy mporpaM, 3aXHCTy BiJl aHATI3y Ta
IHCTpyMeHTapii BHSBIEHHS 3MiH BHKIQJEHI y HaB4YaJbHOMY mociOHuMKY [5]. HaBuku
JIOCJTIJDKEHHS KOy 3JIOBMHCHOTO IPOTPAMHOTO 3a0e3MeYeHHs, HEOOXIHI ISl pO3pOOKH
MPOTHU/IT, pO3TIAAAIOTECS B [6].

KnacuuHoro po60Tor0 1o ympasiiHHIO 1HQOpPMALIHHUMU PU3HKAMHU Ta 3HAXOKEHHIO
€KOHOMIYHO BHUIIPaBIaHOI Oe3neku € KHUra [7]. Aje 3alexHOCTI BUTpaT Ha IMOOYIOBY
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cucTeMH O€3MeKn Ta 3aJeKHOCTI BIAIIKOMYBaHHA 30MTKIB BiJg JOCATHYTOTO piBHS
3aXUINEHOCTI JOCII/DKEHI HEeIOCTaTHhO. Hampukian, BUTpaTH Ha KOMIIEHCAIII0 MOPYIICHBb
MOJIITUKA  O€3MeKH BBAKAIOTHCS JIHIWHO 3aJCKHUMHU BiJ PIBHS 3aXHIIEHOCTi. Tomy
dbopmartizallisi BKa3aHUX 3aJISKHOCTEH € aKTyalbHOIO 33/1a4€HO0.

Memoio pobomu € po3pobIeHHS cTeraHorpadigyHOro, 10AaTKOBOTO 10 aITOPUTMIYHUX,
MEXaHI3My 3aXHUCTy MPOTPAMHOTO KOJy BiJl HECAHKI[IOHOBAHMX 3MiH 1 BJIOCKOHAJICHHS MOJIEII
OLIHKA HOTO e(QEKTUBHOCTI 3a NPUHIMIIOM OINTHUMI3alii BUTPAT HA 3aXHUCT IUISIXOM
dhopmatizallii TUITOBUX 3aJCKHOCTEH BUTPAT Ha 3aMO0IXKHI 3aX0/JM 3aXHCTY Ta 3aJeKHOCTI
BUTPAT HA BITHOBJICHHS BTPAT Bi/l PiBHS 3aXHUIIEHOCTI.

Creranorpagiunuii cnociod 3axucTy NporpaMHoro Koay

JUns miIBUIIEHHS pPIiBHS 3aXHUINEHOCTI MPOrPAaMHOTO KOJY B KOMIUIEKCI CHCTEMH
3aXMCTY BIiJl HECAHKIIOHOBAHWX 3MiH, JOJATKOBO JIO ICHYKOYHMX 3aco0IB 3aXHCTY,
MIPONOHYETHCSI MEXaHI3M 3aXHUCTy, 3aCHOBAaHMU Ha cTeraHorpadidyHux merojgax. OCHOBHOIO
METOI0 TYT € SIK 3aXUCT BIJl HECAaHKLIOHOBAaHMX 3MIHEHb, TaK 1 3aXUCT CaMOIo KOJY.
Hanpuknan, Mu BHHAWIIIM NEBHUH aJTOPUTM 1 XOYEMO BHITYCKAaTH IMpOrpamy, sKa HOro
BUKOPUCTOBYE. AJle MpU IIbOMY MU XOUY€MO, 1100 caM aJrOpUTM 3aJUIIUBCS cekpeToM. [lis
BOTO0 HaM HEOOXITHO el aJTOPUTM NMPUXOBATH BCEPEAMHI HAmIoi mporpamu. BupimeHHs
i€l mpoOaemMu, y CBOIO Yepry, TaKOXk BeJle 10 3aXUCTY BiJ HECAaHKIIIOHOBaHUX 3MiHeHb. Llei
HACIIIZIOK BHUTIKA€E i3 (akTy, M0 caM AOCTYI A0 KOy Ta, BIAMOBIAHO, 3MiHEHHS YTPYIHEHI.
CyTb MeTOAY MOJIATa€ B HACTYIIHOMY.

JIUISIHKY KOJTy, 110 CTAHOBJIATH ITiIBUIICHY I[IHHICTH, OyJIeMO BOYIOBYBaTH Yy CTEraHO-
KOHTEWHep. Y poJii cTeraHOKOHTEHHEpY MOXKYTh BUCTYIATH 3BUYaliHI 300payKeHHs, K1 y Halll
yac € y OaratboXx mporpamMHUX mpoaykrax. IlpuxoBanuii kox Oyne TUHAMIYHO BUIMATHCH,
KOMITUTIOBATUCS Ta BUKOHYBATHUCS MiJ yac poOOTH mporpamMu. TakuMm 4MHOM, Takuil kox Oyne
iCHyBaTH B HOT0 TMOYAaTKOBOMY BUTJISI JIMIIE ITiJ] YaC BUKOHAHHS MPOTPaMHU y JWHAMIYHIN
nam’srti.

VY sikocTi cTeraHorpagivHOro MeTo1a 100pe MiJXOAUTh METO HAHMEHIIIOT0 3HAYYIIIOTO
01Ty, 4epe3 Horo BUCOKY NMPOIYCKHY CIIPOMOKHICTb.

Mopeas onTuMmizamii cucreMH 3aXMCTy 3a NPUHUMIIOM «MiHiMi3aliss BUTpatr -—
e(peKTHUBHICTH»

SAxicHy Mozenb OnTUMIZAIli CHCTEMH 3aXHUCTy 1H(GOPMAIIIHOTO CepeaoBHINA
HiANPUEMCTBA 32 MPUHLUIIOM «MiHIMi3allisi BUTpAT — €(EeKTUBHICTb» OINMUCAaB y CBOIM KHHU3I
[lerpenko [7]: «B3aeM03B’s130K MK yciMa BUTpaTaMH Ha Oe3MeKy, CIUIbHUMU BUTpaTaMH Ha
0e3neKky Ta piBHEM 3aXUILEHOCTI 1HPOPMAaLIHHOrO CepeoBUIA MiANPHEMCTBA MOXe OyTH
MpEeJICTaBIIeHa TaK, K I1e 300paskeHo Ha puc. 1.

3aranpHl BUTpaTH Ha Oe3leKy CKJIaJaroThCsl 13 BUTpAT Ha 3amoODKHI 3aXOAM, Ha
KOHTPOJIb Ta B1IHOBJIIOBAHHS BTPAT (BHYTPILIHIX 1 30BHIMIHIX). [3 3MiHOIO piBHA 3aXUIIEHOCTI
iH(pOpMaLIIHHOTO CEepeqOBHINA 3MIHIOIOTHCS BEIWYMHHU CKJIQJ0BUX CIUIBHUX BUTpAT |,
BIJIMOBIAHO, IX CyMa — CIIUIbHI BUTPATH Ha O€3MeKy».

I'padiku mobOynoBaHi 13 BpaxyBaHHSM HACTYIHHUX JONYIIEHb: IO-Ieplie, IpH
BUKOHAHHI po0IT Mo momnepemkeHHio nopyuensb nomtuku Oesneku (I111b) y mepmry uepry
BUKOHYIOTBCS poOOTH, $KI Jal0Th HaHOUIbIIUK edekT Mo 3axucry iH(opMauiiHOro
CEpeNIOBHUINA; TO-JIpyre, 3aJeKHOCTI W aKTHUBHICTh aTaK HE 3MIHIOIOTBCS Yy daci, TOi
eKOHOMIUHUI OalaHC HE MIHIEThCS.

3acTocyeMo JaHy SKICHY MOJENb sl OLIHKA €(QEeKTUBHOCTI MEXaHI3MY 3aXHUCTy
nporpamMHoro koxy. s mporo mposenemMo 1 OOIpyHTyeMmo (opmaiizamiio CKIaZ0BUX
3QJIEKHOCTEN IS TEeBHUX THUIIOBUX BHUIAIKIB. KpiM TOro, HEoOXiqHO MaTH BiAMOBIIHY
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iHTeprpeTarito Moaeni. «byneMo po3risaaTé 3aJIeKHOCTI BUTPAT BiJ BIAHOCHOTO PIBHS
3axXHILEHOCT] X, KU 3MiHIoeThes Big 0 no 1. I[Ipu mpomy, x =0 BianoBigae He3axXHUILEHIN
cucteMi; x =1 BIJMOBiJIa€ BUCOKOMY PIBHIO 3aXMINEHOCTI CHCTEMH; x <1 O3Ha4Jae, IO
a0COTFOTHO 3aXUIICHUX CHCTEM Yy MIPHUPOJIi HE iCHYE.

Benuumnaa BUTpaT — y TaKOX € BiIHOCHOIO, IO 3MiHIOEThCS y iHTepBaii Big 0 mo 1.
[Ipn BU3HAYCHHI BIAHOIICHHS 3aTpaT Ha OE3MEKy BUKOPUCTOBYIOTH SKy-HEOyab 0asy
BUMIpIOBaHb. THUIOBMMH 0a3aMy BUMIPIOBaHHS MOXKYTh OyTH: 0OCAT NMPOJAHOI MPOAYKIIII,
SKIIO BIH HE 3QJIEXKHUTh BiJ CE30HHUX (aKTOpiB ab0 IHIIUX UKIIYHUX 3MiH; O0O0CsT
BUPOOHHUIITBA; TPYIAOEMHICTh, IO MPEACTABISETbCA SK BEJIWYMHA OIUIATH  TIpalli,
0e3mocepeIHbO BUTPAUCHOI HA BHPOOHUIITBO TMPOMAYKINi, SKIIO BOHA Mae CTaOiIbHUI
xXapakrep; o0csAr pecypciB iH(OpPMAIIHHOTO CEpeloBHINA MiAIPHUEMCTBA, TOOTO CYKYyITHa
BapTICTh BIIACHHUX PECYPCIB, SKI BUAUIAIOTHCS 1HPOPMALIHHOMY CEPEIOBUIILY ITiITPUEMCTBA,
ab0 BeIMYMHA BUTpAT HA 3aMiHy a00 BIAHOBJICHHS IMpalle3AaTHOCTI Toimo. baza BUMiproBaHb
HE MOBHMHHA 3aJISKaTH BiJ MOJIMNIIEHHS TEXHOJOTIH, aBToMarn3anii BUpOOHUYNX IPOIECIB,
3MiHH 0OCITyroByro4oro mepcoHany. IlopiBHIOBaHI BETWYMHU TOBMHHI OpaTHCh y ix
BapTICHOMY BHpa)KeHHI [7]».
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Benukuit Rep. ) PUauk BigcyTHIR
PUaKNKE JoCcArHYTHIA piBeHE (OOoCKOHaNWA 3axucT)
3AXMIWEHOCTI

Puc.1. Moniens onTuManbHUX BUTPAT Ha 3aXKCT 1HGOPMALIIIHOTO cepeIoBUILA MIANPUEMCTBA
(Mogens 3ano3uyena i3 [7, puc. [17.4]

Bumpamu na xomnencayito Hacniokie HecaHKYioHo8anoi 3minu npozpamnozo kody. Ilo
CyTi IIl BUTPAaTH MOXKHA OI[IHIOBATH BEJIWYMHOI 30WMTKIB BI1J] HECAHKI[IOHOBAHOI 3MIHH
nporpamHoro koay. Ha puc. 1 1s 3anexuicte (BuTpatu Ha komneHcarito [II1b Bix piBHs
3axuuieHocTl) jdiHiiHa. lle gocute rpybe HaOmmxeHHs. B Hamomy Bumanky B peamizanii
3arpo3 HaiOinbllle 3HaUYeHHS Mae JIOJChKUN (akTop. B3aemomis MOJUHM 3 HABKOJIMIIHIM
CepeoBHILEM Mae HeNiHIWHUN xapaktep. Peakuis moaunu (ii 30py, cliyXy, HIOXY TOLIO)
nponopuiiHa jorapudgmy noapazHeHHs. Ckopille 3a Bce, CIPUIMAaHHS JIOJWHOIO PiBHS
3arpo3 a0o piBHS BUTpAT TeX € HeNHIHHUM. ToMy MaTeMaTH4HI (OPMYIH Ui THIIOBUX
3aJIe)KHOCTEH HEOOXITHO IIyKAaTH cepell CTIMKUX CTAaTUCTHYHUX PO3MOIUIIB 1 3aJeKHOCTEH.
Taki po3noJiK 103BOJSIOTH NepeadavaTi pe3yabTaTH MailOyTHIX BUNPOOYBaHb y MAacOBUX
BUIA/IKOBUX SBUIIAX.

KnacuunuM € «HOpMalibHUN PO3MOAUD», IO BUIUIMBAE 13 3aKOHY BEIUKHUX YHCET. Y
Teopii KWMOBIpHOCTEH ICHYe LEHTpalbHa TpaHWYHA Teopema (Teopema JlsmyHoBa), w10
CTOCYETbCS TPAHUYHUX 3aKOHIB PO3MOJLITY CYMHU BHUIAJKOBHX BEJIMYHMH. 3T1HO LI€T TEOpEMU
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CyMa HE3aJEeXKHHUX BUIAJKOBUX BenuuuH Xx; (i =1,2,...,n), sSKi MaloTb Oy[b-SIKUH pO3MOLL,

HAOIMXKAIOTBCSA 7O HOPMAaJbHOTO MPU HEOOMEXKEHOMY 30UIbIIEHHI BEIMYUHU 71, SKIIO
BHUKOHYIOTBCSI HACTYIHI YMOBHU: 1) BCl BEIMYMHHM MalOTh CKIHUEHI MaTeMaTHYHI OYiKyBaHHS

m; Ta aucnepcii M ((x; —ml-)z):Di =Gl-2; 2) Hi OfHA 3 BEIMYMH IO 3HAYCHHIO PI3KO HE

BiIpi3HAETHCA Bij iHIMX. OCTaHHE MOPOJKYE MPABHIO OOPOOKH CTATUCTHYHHMX JaHUX, 3a
SIKOTO HaWOUIBIIIE Ta HaWMEHIIIE 3HAUYEeHHS BiakuaaroTeesd. Cka3aHe o3Hayae, M0 KaHIUIaTOM
Uit popMatizariii 3aJIe)KHOCTI Mi>K HOPMOBAaHOIO BETTUYMHOIO 30MTKIB IPH HECAHKI[IOHOBaHIH
3MiHI MPOTPAMHOTO KOJy Ta PIBHEM 3aXHUIIEHOCTI MOXKE CIY)XHUTH HOPMAaJIbHHH (TayciB)
posnonin npu m=0:

_ __k 2/ 2)
Y —(p(x)—o_\/ﬂexp( X /20 ),x 0,1, (1)

ne k — HopMylouni KoedilieHT; o — CepeHbOKBAAPATUYHE BiIXMIICHHS.

Are, He3BaXKalO4YM Ha MIMPOKE PO3MOBCIOJKEHHS HOPMAJIBHOTO PO3MOAUTY Y Hayli U
TEXHIlli, el PO3MOAUT HE MiJXOAUTh O OMUCY 3rajaHux 3anexHocreid. [lo-nepre, npsma
niHiA Ha puc.l OublIe MIIXOAWUTH JO OMUCY 3aJEKHOCTI MK HOPMOBAHOKO BEITUYHUHOIO
30UTKIB Ta piBHEM 3aXUIIEHOCTI, HiXk KpuBa ["ayca. [lo-apyre, 1151 KpuBa He MOXKE OMHCYBAaTH
COIIaJIbHI SIBUIIIA B CHITY iX «HEraycoBoCTi». Lleii (heHOMEH MOsICHIOETHCS TaTi.

Hpyrum kanaugatoM uist dopManmizamii 3aJeXHOCTI MK HOPMOBAHOK BEJIIMYHMHOIO
30MTKIB Ta pIBHEM 3aXHIIEHOCTI MOKE CITY)KUTH €KCITOHEHITIabHa (QYHKITis

Yo (a, x) =exp (— ax), x=0,1, )

1€ a — napamerp.

ExcnonenmianpHa  (QyHKIisE Mae BaXIUBY  BIAacTUBICT. IIIBUAKICTE  3MiHH
eKCIOHeHIanbHo1 (DyHKIII MpomopiiioHaTbHa 3HAYEHHIO (GYHKINT y Wi ToYIli. 3aBAsSKU
IIbOMY, BOHA 3aCTOCOBHa JUIA OINHKCY O0araThOX MPUPOIHHMX IPOIECiB. Y ITaHOMY pasi
eKCIIOHeHIllalbHa (YHKIIA TMOKa3ye, IO 31 30UIbIIEHHSM piBHSA 3aXUIIEHOCTI BTpaTH
smeHmyThes. [Ipu x=1, y(x)>0. Ile meBHOIO Mipor0 BIANOBiae peanbHIN CHUTYyaIli.
AOCOIOTHO 3aXMIEHUX CHCTeM He OyBae. I mpu BHCOKOMY piBHI 3aXHMIIEHOCTI MOMKJIHMBI
BTpAaTH.

TeopeTnuHo MOXIIMBI CHUTyallii, KOJM MO HAcTymHae, aje Iie BiIOYBa€Tbca PiJKo,
MOTEHIIIHA IIKOJa HEeBEeNMKa 1 TOAl NPUHMAEThCS pIIIEHHS HE 3aXUUIaTHCh BiJ TaKoi
3arpo3u. MOXIIMBI TaKOX 3arpo3d HemepeOOpHOi CHIIM — CTUXIMHI JIMXa, TEPaKTH TOIIO.
ExcrioneHmianbHy  (QyHKLIIO  BIIOMpaeMo Ui MHOJANBIIOTO  €KCIIEPUMEHTAILHOTO
JOCIIKEHHS.

OcTaHHIM YacoM pO3BHUHYTI TE€OPii HETayCOBUX MPOLECIB, K1 MOXYTh OyTH KpaluMu
KaHaunaTamMu Uit popmanizanii 3anexxnocted. CtamioHapHi po3MOJAUIM 3HaYeHb 3MIHHUX, Y
CBOill Maci, € He rayCOBUMH, TOOTO HE MOXKYTh OyTH omucaHi po3nojuioM ["ayca Ta iHIIMMHU
rayCOBUMH pPO3MOALIAMH, IO MiANOPSIKOBYIOTCS LEHTPAJIBHOIO TPAHUYHOIO TEOPEMOIO
Teopii KWMOBIpHOCTEH. 3a BEIMKUX 3HAUEHHSAX 3MIHHOI BOHO Mae€ rinepOoiiiuyHy (opmy
posnoainy Lunda, a B 1orapudmiunux koopauHatax posnonin Lumnda mae Bug npsmoi miHii.
[MundoBuMHU HA3WMBAIOTh BCSIKI PO3MOJUIM, K1 MalOTh IPU BETUKUX 3HAYEHHSAX 3MIHHOI BUJ
posnoainy Lunda [9].

HeraycoBicTh € 3arajJpHOI0  BIACTHBICTIO TPOCTOPOBHX Ta  HEMPOCTOPOBUX
¢bpakTanbHUX CTPYKTyp. HeraycoBuMu € 4acoBi CTPYKTYpH, sIKi yYTBOPIOIOTHCS BiJJHOCHO
pLAKMMU TOAISIMU, HeoOMexxeHuMH y 4Yaci. [lonii, oOMexeH1 y yaci, HaBIaKH, pO3MOALIEH]
Oinbmr raycoBo. Tam, ne He iCHye OOMEXEHb 3HAY€Hb 3MIHHOi, PO3MOMALT BHUSBISETHCS
HeraycoBuM. HeraycoBi po3mojaiid € OuUThI MOMMPEHWMH, HDK TraycoBi. HaBememo meski
TeopeTuyHi BigomocTi [ 10].
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«KinpKicHI mIKamyM MOAIMSIOTh HA BIKPUTI Ta 3aKPHUTI Yy 3aJ€KHOCTI BiJ TOTO, Yd
00MEKeHI1 3BepXy BIJHOCHI 3HaUEHHS BUMIPIOBAHOI BEJIMUYMHU. Y BUIAAKY OOMEKEHHUX KA,
3TiHO IIEHTPAJbHOI TpPaHWYHOI Teopemu JIAIMyHOBa, OTPUMYIOTH TaycOBi (HOpPMaJbHi)
posmoaim. OOMexeHHs MOke OyTH 13-3a MpOIEAYpPH BUMIPIOBAHHS, HANPHUKIAA, IPH
BU3HAYEHHI TecToBUX OamiB. I'pannuna teopema I'Henenko — Jlebnina BU3HAYae yMOBH IS
HAOJVDKEHHS  PO3MOJUTy HOPMOBAaHHUX CYM OJHAKOBOTO DO3IMOJUICHUX HE3aJCKHUX
BUIMAJKOBUX BEJIMYMH JI0 CTIHKHX HEraycoBUX po3nofiumiB. CTaTHCTUYHI CTaIliOHapHi
pO3MOAUIH, SKI OTPMMaHI 3a JIOMOMOTOI BIAKPUTHX (HEOOMEXKECHHX) IIKaJ, 31eO1IBIIOr0
MAalOTh JOBT1 XBOCTH, 110 OMUCYIOThCs posnozaiuiom Lunda ([Tapero):

y3(a,x):%,0<xoSxSJ,0<a<oo, 3)
X

ne y;(Xx) —4acTiCTh; o — Moka3sHUK posnonuty Lunda, skuil Bu3Havae iforo Gpopmy: uuM o

MEHIIIe, TUM OUIbII JOBrOXBOCTUH JaHui posnoait; C — mapaMeTp, SIKUil 3abe3nedye
HOPMYBAaHHS BIJTHOCHO 00csiry BUOIpKH; X, Ta J — MiHIMaJbHE Ta MaKCHMajbHE BUOIPKOBE

3HAYeHHS X . 3HAUEHHS MapaMeTpa « , IK MPaBUIIO, HEBEIHKI».

Hns posmoainy Ilunda xapakrepHOo BiACYTHICTP MaTEMaTHYHOTO OYIKYBAaHHS, M
HAOMMKAETbCA 10 HECKIHUEHHOCTI. KpHuTepieM raycoBOCTI 4M HErayCoOBOCTI IIMX PO3MOILTIB
CIIY’)KHTh 3MiHA BEIMYMHM JUCIIepCii. SIKII0 Ha JaHii TeHepallbHIA CYKYITHOCTI qucrepcis (Ta
MOMEHTH BHUIIMX TMOPSAKIB) CYTTEBO 3pocTae 3 00’eéMOM BHOIPKH, TO TaKy CYKYIHICTh
HA3WBAIOTh HETAYCIBCHKOIO, y IHIIOMY BUIAJIKY — I'ayCiBCHKOIO.

Ha ocnoBi teopemu ['nenenko-/lebnina MokHa TOBOPUTH, IO MMOBIPHICHI HEraycosi
po3noAuM € MUII(POBUMH PO3MOAUIAMH 3 ¢ <2, TOAl SK HUNGOBUNA PO3MOIIT 3 X >2 €
raycoBuM. BukopucranHs TUNGOBOro po3moaury s QopMamizaiii 3aJekKHOCTI Mix
HOPMOBAHOIO BEITMYMHOIO 30MTKIB Ta PIBHEM 3aXMILIEHOCTI JOLUIBHO MO TaKUM MPUYUHAM.
[{undoBuii po3moain XapakTepu3yeThes Pi3KUM CIaaoM (OLTbII KPYTHM HIXK Y €KCIIOHEHTH) 1
JTOBrUM XBOoCcTOM. KpyTuii cmaj BiOmoBiae peaqpHUM JaHUM IO BEIUYHMHI 30HUTKIB.
HeBenukuii moOYaTKOBHH TPUPICT 3aXMIICHOCTI BHUKIUKAE 3HAHWN CMaJ] aKTHBHOCTI
3JI0BMUCHUKIB. ABTOpaMH JI0OBEJIEHO, 110 JiHlIe 00’ siBa Mpo 3a0e3MeUeHICTh 3aXUCTy 00’ eKTa
3MEHIITy€e YUCiIo 3JI0BMUCHHKIB Ha 80% [8]. BimomocTi 11040 HasBHOCTI 3aXHUCTy BiJICIKa€e
3HAUHY YaCTHHY 3aKOHOCIYXHSHUX CIOXHBadiB Bifl cMpo0 HE3aKOHHOTO BUKOPUCTAHHS
TPOIYKTY.

Bumpamu na 3anobidxcni 3ax00u 3axucmy 6i0 HecaHKYiOHO8AHOI 3MIHU NPOCPAMHO20
K0Oy. AHAJOTIYHUM CIIOCOOOM PpO3IJISHEMO 3aCTOCYBAaHHSI MOKA3HHWKOBOI Ta MapabOJivyHOi
bynkuii. Jns popmanizarii 3a1€KHOCTI MK HOPMOBAHOIO BEJTMYMHOIO BUTPAT Ha 3alO01KHI
3aXO0JIU Ta PIBHEM 3aXHUIIEHOCTI MOXE CIIY)KUTH €KCIIOHEHTA

(b, x)=exp(b(x-1)), x=0.1, 4)

e b — mapamerp.

Psin mpoueciB y npuponi (palioakTUBHUN poO3Majl, 3pOCTaHHS KUIBKOCTI OakTepid 3a
NEBHUM NPOMDKOK Yacy TOILIO) ONHCYIOTbCS eKcroHeHTor. DyHkiis (4) 3pydHa s
¢dopmamizanii tomy, mo npu x=0 Bona: y,(b,0)>0. PiBeHb 3aXUILEHOCTI MOYUHAE
3pocTaTH TpU TEBHUX IOYATKOBUX BHUTparax, KOJM 3aJisHa TEeBHAa MiHIMaJbHa
(GyHKIIIOHaTPHO TOBHA MHOXKHMHA 3axojiB 3axucTy. Hampuknaa Tozl, KOJIW MOBHICTIO
3MOHTOBAaHI BC1 €IEMEHTH OrOpPOXki 00’ €KTAa.

Hpyrum kanaupatoMm Ui ¢opmaiizaiii 3aJIeXXHOCTI MK HOPMOBAHOIO BEIMUYHMHOIO
BUTpAT Ha 3ar001Hi1 3aX0/1 Ta PIBHEM 3aXHUIIEHOCTI MOXe CIIY)KUTHU MapaboiiyHa (QyHKIis

293



A.€. Kinin, B.I'. Kononosuy, [.B. Kononosuu, B.B. be33yoenko

Vs (b,x)=bx2, x=(T1, %)

ne b — mapamerp.

[Tapabona mpencrasisie coOOK HAWUMPOCTINTY HENiHIAHY (YHKIIIO 1 Mae MIMpOKe
3aCTOCYBaHHS y Pi3HHX cdepax, 30Kpema, y cuHepreTHili. it octatouHoro BUOOPY THUIIOBUX
GbyHKLINA po3moairy BUTpAT Ha Oe3meKy HeoOXiaHI CTaTUCTHYHI JaHi moao nux Burpar. 1o
CTOCY€ETbCS BHOOpPY TakuX (YHKII CTOCOBHO 1O KOHKpPETHHX OO0’€KTiB iH(OpMAIiiHOT
JUSTTBHOCTI, TO BOHU MOXXYTh MaTH BEJIbMH CIICIH(IIHUN XapaKTep.

MaTtemaTH4HI eKCIIEPUMEHTH i3 PO3NOAiIaMHu

BusiBiIeHHS TPUYUH HAHECEHHS BTPAT, MPUHHATTS IMONEPEIHIX 3aIOODKHUX 3aXOJIiB
3aXHMCTy, 3aXOAW TIiJBUIIECHHS pIBHS 3aXUIIEHOCTI iHpOpMamiiHOI CHUCTEeMH MOBHHHI
MepecIiyBaTd METy — 3 HaWMEHIIMMH BUTPAaTaMHU JOCIITH HAWOUIBIIUX pe3y/abTaTiB. Mae
CCHC JOCTINTH, K BUTJSIAIOTH ONTHMAJIbHI BUTPATH HA ONTUMAIBHY CHCTEMY 3aXHUCTy Yy
BUIAJKY, KOJU PO3IJISIHYTI PO3MOIIM MaTUMYTh Micle y peaibHocTi. [locranoBka 3amadyi
bopmymroeTbes Tak. Tpeda moOymyBaTi y TpPhOXMipHOMY IPOCTOPI 3AIEKHICTD

Y(a,b) =min (yi (a,x)+ Y; (b,x)) 6)

I3 miei moOynoBM MOKHA CYAMTH TPO MOMJIMBHN MIHIMyM BUTpAaT Ha iHpOpMamiiHy
Oe3neky. [HTepBanu 3MiH mapameTpiB a i b MiAOUPAIOTHCS EKCIIEPUMEHTAIBHO.

Ha puc. 2 npencrarieHi pe3yinbTaTd MaTeMaTHYHOTO €KCIIEPUMEHTY, BIATIOBIIHO, JUIS
byHkuiit y,(a,x) 1a y,(b,x). Ilo oci z Binknagaerbcs 3HaYeHHs QyHKUil (6), M0 ocsM a i
b BinkiazaeHi, BIANOBIAHO, MapameTpu GyHKIIiH (2) 1 (4).

Y(ah)

Puc.2. Po3mozin onTUManbHUX BUTpPAaT Ha 3aXUCT NpU EKCIOHEHIATbHUX (DYHKIIISAX
3aJIe)KHOCTEH pU3UKIB BiJ] BUTPAT Ta 3aTpaT Ha 3aXUCT
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Puc. 3. Po3noail onTUMalbHUX BHTpPAT Ha 3aXHCT MPH HAn(OBUX Ta E€KCIIOHEHI[ATbHHUX
GYHKISX 3aJIeKHOCTEN pU3HKIB, BIIOBIIHO, Bil BUTPAT Ta 3aTPaT Ha 3aXUCT

Ha puc. 3 npezacraBieHi pe3yibTaTd MaTEMaTHYHOTO €KCIIEPUMEHTY, BiAMOBIIHO, IS
GyHkuiit y;(a,x) —uundosuit posnogin ta y,(b,x) — excnoHeHuianbHuit posnoxin. Io oci

Z BIJIKIIala€Thes 3HaUeHHs QYHKUIT (6), M0 ocsAiM a 1 b BIAKIAJeHI, BIANOBIIHO, TapaMeTpu
bynkuiii (3) 1 (4).

Kpurepiem BuGopy ¢yHKIINA, npuaaTHUX i dopMaiizaiii 3ajJexHOCTI MK
HOPMOBAHOIO BEJIMYMHOIO 30MTKIB (a00 BUTpAT Ha CUCTEMY 3aXMCTy) Ta PIBHEM 3aXHUIIEHOCTI
MOJK€ CITYXUTH HACTYMHHH 10CTOBIpHUM (akT. [IpakTHKOIO 1OBENEHO, 110 pallioHaIbHA OIS
BUTpAT Ha iH(popMalliiiHy 6e3neKy MoXKyTh cKiagaTH BiJ 2% 10 20% Bix oOcsry mpoaax (abo
obopory). binpma momst BuTpar HeepekTHBHA, 0O 3HUXKYE MPOIYKTHBHICTH OCHOBHHUX
BUPOOHUYMX (YHKIIIH.

BucnoBku

B naniif poGoti po3poOieHo creraHorpadiuHuii, TOJATKOBMHA 10 aIrOPUTMIUHUX,
MeXaHi3M 3aXHUCTy IPOrpaMHOro KOy BiJ] HECAaHKIIIOHOBaHMUX 3MiH. BiockoHaneHa 3arajibHa
MOJIe]h OIIIHKK €(EeKTUBHOCTI CHCTEMH 3aXHCTy 3a NPUHIMIIOM ONTHUMI3allii BUTpaT Ha
3axuct. [lpoBenena Qopmamizailisi THUMIOBUX 3aJ€KHOCTEH BHUTPAT Ha 3amoODKHI 3aXOIu
3aXMCTy Ta 3aJIEKHOCTI BUTPAT HA BITHOBIICHHS BTpaT BiJ PiBHS 3aXUIICHOCTI. Hampsmkom
MOJAJBIINX JTOCHIPKEHbh TIOBHHHI OYTH €KCIIEpUMEHTAaJIbHI JOCTIPKEHHS CTAaTHCTUKHU
peasbHUX BUTpAT Ha iHPOpMaLliiiHy Oe3neKy.
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MOJEJIb OHEHKH 3®PEKTUBHHOCTHU 3AIUTHI TIPOTPAMMHOI'O KOJA OT
HECAHKIIMOHUPOBAHHBIX U3MEHEHU

A.E. Kunun'!, B.I'. Kononosuu', 1.B. Kononosuu?, B.B. Be33y6enko’

! Onecckuit HAMOHABHBIN ONTUTEXHUYECKUM YHUBEPCHUTET,
npocr. [leBuenko, 1, Onecca, 65044, Ykpaunna; e-mail: vl_kononovich@ukr.net
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B manHO# pabote mpemiaraercs, JOMOJHUTEIBHO K CYIISCTBYIOUIMM, MEXaHU3M 3aIlUTHI
MPOTPAMMHOTO KOJa OT HECAaHKIIMOHHPOBAaHHOTO W3MeHeHWss Ta. Ha 3TomM mpumepe,
YCOBEPIICHCTBYETCS 00IIIas MOJIENb OICHKH Y(P()EKTUBHOCTH CHCTEMBI 3aIIATHL. AJITOPUTM
3alIMTBI OCHOBaH Ha CTeraHorpaduuecknx momaxonax. OmeHka 3(pQGEKTHBHOCTH 3allUTHI
MPOBOIUTCA C TOMOIIbI0 MOJETH BbIOOpa ONTHMAJIbHOTO YPOBHS 3aIIMIIEHHOCTH 3a
MIPUHIUIIOM «3aTpaThl Ha 3atuTy — 3¢ dextuBHOCTHY. [Ipn 3TOM QopMaIu3yroTCs THIIOBBIE
3aBHCUMOCTH KOMIIEHCAIIUU YOBITKOB OT YPOBHA 3aLIHIIEHHOCTH U 3aBUCUMOCTH 3aTpaTr Ha
MOCTPOCHHE CHUCTEMBI 0€30MacCHOCTH OT TOTO K€ YPOBHS 3alUIIEHHOCTH. Jloka3bIBaeTcs,
410 B O0IIEM cCilydae IesiecooOpa3Ho BbiOMpaTh (yHkiuio [{unda mns 3aBUCUMOCTH
KOMIICHCAIlMH YOBITKOB OT VpPOBHS 3aIIMIIEHHOCTH W HKCIOHCHIMAIBHYIO JHOO
TUIepOOIMIECKYI0 (YHKIUIO s 3aBUCHMOCTH 3aTpaT Ha TIIOCTPOCHHE CHCTEMBI
0e30MMacHOCTH OT TOTO K€ YPOBHS 3alWIICHHOCTH. BBeneHue Ha3BaHBIX (YHKIHH B
MOJIeTb  BBIOOpa ONTHMAJbHOTO YPOBHS 3allMIIEHHOCTH II03BOJIMJIA TEpedTH OT
KaueCTBEHHBIX OIEHOK 3aTpaT Ha OPraHM3alMI0 CHUCTEMBbl O€30MacHOCTH K KOHKPETHBIM
BBIUUCICHUSM MpPH MaTeMaTHYECKOM JKCIEPUMEHTUPOBAHUU. Y COBEPIICHCTBOBAHHAS
MOJIENb 3alIUTBl W OOmed OIeHKH d3PQPEKTUBHOCTH CHUCTEMBI 3allUTHl TO3BOJUT
00OCHOBBIBATh I1€J1IECO00OPA3HOCT MOBBIMIEHHUSI YPOBHSA 3aIIUIIEHHOCTH MPOTPAMMHOTO
Koja.

KioueBble cioBa: 3ammTa IPOTrpaMHOTO KOJA, HECAHKIIMOHUPOBAHHBIE H3MEHEHUS,
omeHka 3¢ (EKTUBHOCTH, YPOBEHb 3aIIMIICHHOCTH, MOAEIHPOBAHHE, MaTeMaTHYECKUil
HKCHEPUMEHT.
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MODEL EVALUATION OF THE EFFECTIVENESS OF PROTECTION CODE FROM
UNAUTHORIZED CHANGES

A.E. Kilin', V.G. Kononovich!, I.V. Kononovich?, V.V. Bezzubenko?
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The additional mechanism of protection of programmatic code from the unauthorized
change is offered in this work. The algorithm is based on steganographic techniques.
Improving overall model of evaluation efficiency of the system protection. A model of
choice of an optimum level of protection for the principle of "protection costs — efficiency."
This formalized depending on the level of compensation for losses and security costs
depending on the construction of the security system on the level of security. It proved the
expediency of the function according to Cypf for compensation of losses from the level of
protection and an exponential or hyperbolic function for the dependence of the cost of
protection. Using these functions allowed to pass from qualitative assessments of the cost
of protection to computing in mathematical experimentation. Advanced security model and
an overall assessment of the effectiveness of the protection system allows you to
substantiate the expediency of improving the security code.

Keywords: protection of software code, unauthorized modifications, performance
evaluation, the level of security, modeling, mathematical experiment.
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