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The new method of detection the fact of compression in color digital images, allowing
separate images, initially stored in lossless formats, from images, resaved into lossless
format from losses formats, which analyzes spatial domain of digital contents, that allows
avoid additional accumulation of a computing errors, is presented. The developed method is
based on the accounting sequential color triads of triplets in the matrix of unique colors,
and can be used to define the format of the original container in steganalysis.
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Introduction

Nowadays developments in the field of steganography are widely used, providing
transmission of confidential information via open channels of communication, hiding at the
same time the fact of its presence at a container, that can be used by criminals. Digital images
both in losses formats and in lossless formats can be used as containers (cover images) in
steganography. After embedding of additional information into spatial domain of the
container by LSB method the stego, that is the result of embedding of additional information
into container, is saved in lossless format, so in the process of steganalysis, aimed at the
detecting the fact of the presence/absence of hidden information in any digital content [1], as
a rule, there is digital content in lossless format in the absence of an original container. The
possibility of separating digital images, stored in lossless formats initially, from digital
imaged, resaved into lossless format from losses formats, can increase efficiency of
steganalysis, having specified the action which is carried out with digital image.

The problem of determining the format of the original container is essential in different
sources: for method developed in [2-4] selection of different thresholds depending on the
container format is required; proposed in [5-6] method is designed for containers in losses
formats [7]; different conditions for digital images in losses/lossless formats are applied in
method proposed in [8]. In [9] an approach for separation of digital images, stored in lossless
formats initially, from digital imaged, resaved into lossless format from losses formats, is
proposed, however, as a computational experiment conducted by the author showed, opposite
results are received for various technical devices with different matrixes of quantization, what
requires availability of data on matrixes of quantization of various devices and the ratios
corresponding to them for ensuring effective work of the algorithm, that implements this
approach. Besides, the approach proposed in [8] implies the transfer of a digital content to
transformation domain that leads to the additional accumulation of computational errors, so
the development of a similar method, that carry out the analysis of the spatial domain, is an
actual problem.
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The aim of the paper is development of the method that uses spatial domain of digital
content for the analysis and allows separate digital images, stored in lossless formats initially,
from digital imaged, resaved into lossless format from losses formats, which is a component
of steganalysis.

Main part

In [5-6] was proposed steganalytic method, aimed to detect the presence/absence of the
additional information in digital images stored in losses format initially, based on the

accounting of sequential color triads of triplets in the matrix of unique colors UCT of size
U x 3, containing unique color triplets (rl., g,.,b,.), i =1,U, which at least once occur in the
analyzed digital image, where r - brightness value of red color component, g - brightness

value of green color component, b - brightness value of blue color component, U - number
of unique color triplets.

Under a sequential Red- (Green-, Blue-) triad of triplets in the matrix of unique colors
we will call triads:

(r.,g,,b,)e UCT & (r. +1,g,,b,)e UCT & (1, —1,g,,b ) UCT, i = 1,U; (1)
(r.,g,,b,)e UCT & (r., g, +1,b,)e UCT & (r;,, g, —1,b,) UCT, i =1,U; )
(r.,g,,b,)e UCT & (., g,,b, +1)e UCT & (r;,g,,b, ~ 1) UCT, i =1,U; 3)

respectively. When counting the sequential triads of triplets we will associate sequential triad
with (rl., gi,bl.)e UCT , for which execution of the conditions (1), (2) or (3) depending on the

type of triad is carried out. Triplet (r;,g,,5, )e UCT we will call middle if there is a sequential

triad for him.

The basic triad is a sequential triad corresponding to that color component of the
container, into which embedding of additional information was carried out.

Concomitant triads are that sequential triads that corresponds to unfilled color
components of the container.

In [7] the computational experiment, aimed to analyze the quantity of Red-, Green- and
Blue-triads in unfilled digital containers stored in losses/lossless formats, was carried out. In
computational experiments digital image database is used, which includes:

1. Set 1: 200 color digital images from [10] in TIFF format;

2. Set 2: 200 images received by non-professional photo cameras in TIFF format;

3. Set 3: 203 color digital images from [10] in JPG format;

4. Set 4: 215 images received by non-professional photo cameras in JPG format.

As a result of computational experiment the characteristic difference between losses and
lossless formats was revealed. As computational experiments showed, the matrix of unique
colors of the unfilled containers stored in losses format contains insignificant quantity of
middle triplets (generally up to 3%), containers stored in lossless format are characterized by
high quantity of middle triplets in the matrix of unique colors (on average 40-60%) due to the
lack of compression and, consequently, a large variety of unique colors, wherein percentage
of Red-, Green-, Blue-triads of triplets differ slightly from each other.

Figure 1 shows the distribution of the quantity of sequential triads of triplets in the
matrix of unique colors for digital images from Set 1 (TIFF) and 3 (JPG) from the NRCS
Base [10] (Fig. 1a), and digital images from Set2 (TIFF) and 4 (JPG) received by non-
professional cameras (Fig. 1b).
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Fig. 1. Comparison of the distribution of the quantity of sequential triads of triplets in the
matrix of unique colors of original digital images: a — from Set 1 and 3; b — from Set 2 and 4

As can be seen from Fig. 1 the approach based on the analysis of sequential triads of
triplets in the matrix of unique colors allows separate digital images, stored in lossless formats
initially, from digital images, resaved into lossless format from losses formats. Especially
significantly digital images from Set2 and 4 differ, where there are practically no
intersections.

However there is a question: is it possible separate containers stored in losses format
from containers stored in lossless format in case when the analyzed content is not original, but
stego, formed by embedding of additional information by LSB method. To answer this
question computational experiment on the basis of digital images from Set 1-4 was carried out
that analyzes the percentage of sequential triads of triplets in the matrices of unique colors of
stego, formed by embedding of additional information with varying degrees of filling and
different values of hidden capacity: into one color component, into two color components,
into all three color components. The comparative characteristic of quantity of sequential triads
of triplets for the JPG and TIFF formats is provided in table 1.

An illustration of change of quantity of sequential triads in a matrix of unique colors
serves Figure 2, where additional information embeds only into red color component (for
example) of digital image with different values of hidden capacity. The bar charts (Fig. 2, b,
d) reflects the change in the percentage of Red-, Green, Blue-triads of triplets in the matrix of
unique colors of stego compared to unfilled containers (hidden capacity 0 bpp).
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Table 1.

The comparative characteristic of quantity of sequential triads of triplets in the matrix of
unique colors of original digital images and stego, formed with varying degrees of filling

TIFF

JPG

Unfilled containers

High percentage (=20-70%)
of sequential triads of
triplets, quantity of Red-,
Green-, Blue-triads is
comparable by values

Low percentage (up to
5%) of sequential triads of
triplets, quantity of Red-,
Green-, Blue-triads 1is
comparable by values

Stego, formed by
embedding of
additional
information into:

one color
component

Quantity of Red-, Green-,
Blue-triads is comparable by
values and  numerically
practically does not differs
from containers (not more
than 1-2%)

Quantity of Red-, Green-,
Blue-triads  of triplets
unevenly increases in
comparison with a
container (basic triads of
~20-50%, concomitant
triads — up to 15%)

two color
components

Quantity of Red-, Green-,
Blue-triads is comparable by
values and  numerically
practically does not differs
from containers (not more
than 1-2%)

Quantity of Red-, Green-,
Blue-triads  of triplets
unevenly increases in
comparison with a
container (basic triads of
~5-50%, concomitant
triads — up to 35%)

three color
components

Quantity of Red-, Green-,
Blue-triads is comparable by
values and  numerically
practically does not differs
from containers (not more
than 1-2%)

Quantity of Red-, Green-,
Blue-triads of triplets
unevenly increases in
comparison with a
container (all triads are
basic, their percentage
varies from 5 to 50%)
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in the matrix of unique colors, %
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Fig. 2. The quantity of sequential triads of triplets in the matrix of unique colors of digital
images: a — digital image stored in lossless format from Set 1; b — quantity of triads in the
container and stego, formed by embedding of additional information into red color component
of digital image from Set 1; ¢ — digital image stored in losses format from Set 4; d — quantity
of triads in the container and stego, formed by embedding of additional information into red
color component of digital image from Set 4

From Table 1 and Fig. 2 implies that the embedding of additional information into
containers initially stored in losses formats leads to unevenly increase of quantity of
sequential triads of triplets, such stego are characterized by large differences of quantity
values of sequential triads, even in cases when additional information was embedded into two
or three color components. Stego, formed on the basis of containers in lossless formats, are
characterized by stable, practically unchanged, high quantity of sequential triads of triplets
regardless of the degree of filling, what is feature of digital images in a lossless format, which
can be used to identify the format of the original digital content-container.

According to the results of the experiments we will formulate main steps of the method
aimed to detect the fact of compression in digital images, which allows separate color images,
stored in lossless formats initially, from digital imaged, resaved into lossless format from
losses formats. For color digital image / of size M x N with color components R, G, B:

Step 1. Forming of the matrix UCT of size U x3 of unique colors (r,., g,.,b,.), i=LU

for digital image 7 .
Step 2. Counting of Red-, Green-, Blue-triads.

2.1. If for the current triplet (7, g,,b,), i=1,U in the UCT at the same time there
are triplets (r,. +1, gi,bi) and (r,. -1, g,.,b,.),
then countR = countR +1, countR — quantity of Red-triads in UCT ;

2.2. If for the current triplet (1, g,,b,), i = LU in the UCT at the same time there
are triplets (r,.,gi + l,bi) and (r,.,gi —l,b,.),
then countG = countG +1, countG — quantity of Green-triads in UCT ;

2.3. If for the current triplet (r;,g,.b,), i=1,U B UCT in the UCT at the same
time there are triplets (ri, g.b + 1) and (r,., g.b— 1) ,
then countB = countB +1, countB — quantity of Blue-triads in UCT .
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Step 3. To compute the percentage of middle triplets in relation to total number of
unique colors (%):

pRZCOLmtR-IOO, G = countG.IOO’ B = countB‘loo.

Step 4. Determining of format of original digital content:
If (pR>T,,,) & (pG>T,,) & (pB>T;,)) when pR= pG =~ pB,
then original format of / is lossless format,
else original format of / is losses format,

where T

lim

— threshold separating the digital content in a lossless format from digital content
in a losses format. From Fig. 1, we can take the value 7. from the range[5,10].

The algorithm that implements the proposed method can be used as an integral part of
steganalytic methods and independently. It should be noted that the method of detection the
fact of compression in digital images is intended to detect the original format of only color
digital content, for grayscale images its use is impossible.

Analyze efficiency of the developed method performing the analysis of spatial domain
of digital contents by determination of type I errors (False Negative FN ) — the pass of the
fact of compression in case of its presence and type II errors (False Positive FP) — false
determination of uncompressed digital content as undergone to compression.

In the computational experiment aimed at efficiency analysis of the proposed
steganalytic algorithm, 400 digital images from Set 1-4 (200 images in losses format, resaved
as lossless format, and 200 images in lossless format), of which %4 of all the images is unfilled
containers, 72 - stego formed by embedding of additional information into one arbitrary color
component with different values of hidden capacity, % - stego, formed by embedding of
additional information into two or three color components with different values of hidden
capacity. As a threshold 7|~ separating digital content in lossless format from digital content

in losses format, accept the 7}, = 7.5, under condition pR = pG = pB we will understand the
case when max(pR, pG, pB) —min(pR, pG, pB)<6.

By results of experiment type I errors are FN=3%, type Il errors are FP=4.5%,
which allows to speak about high efficiency of the proposed method. It is noted that type I
errors has been observed only in case of stego formed by embedding of additional information
into all three color components of digital images initially stored in losses format. In the case
when the fact of compression was detected in digital images initially stored in lossless format
embedding of additional information into one arbitrary color component leads to similar
perturbations of the matrix of unique colors as when using as containers digital images in
losses format, that allows to determine the fact of presence/absence of additional information
in such digital contents.

Conclusions

In this article the method of detection the fact of compression in color digital images
analyzing spatial domain of digital contents, that allows avoid additional accumulation of a
computing error, is proposed. The developed method is based on the accounting sequential
color triads in the matrix of unique colors, and can be used to define the format of the original
container in steganalysis.

As a results of computational experiments that conducted on the basis of both unfilled
containers and stego formed under different conditions of embedding of additional
information, the type I errors are 3%, the type II errors - 4.5%, indicating the high efficiency
of this method.
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The computational complexity of the algorithmic realization of proposed method of
detection the fact of compression in digital image of size M x M is defined as O(M*).
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METO/ BUSIBJIEHHSA ®AKTY CTUCKY Y HU®POBUX 30BPAKEHHAX AK CKJIAJJOBA
YACTUHA CTET'AHOAHAJII3Y

I".B. AxmameTneBa

Onechkuii HaIiOHATBHUH MOMITEXHIYHUNA YHIBEPCUTET,
npoct. [lesuenka, 1, Oneca, 65044, Ykpaina; e-mail: anna-odessitka@mail.ru

3anporIOHOBAaHO HOBHH METOA BHABJICHHS (aKTy CTHUCKY y KOJBOPOBHX IH(POBUX
300paXCHHIX, IO JO3BOJISIE BIIOKPEMJIIOBaTH HU(PPOBI 300pa)keHHS, I10YaTKOBO
30epesxeni B popmari 6e3 BTpar, Bijg HuppoBHX 300pakeHb, epe3depekeHnx 3 popMaTty 3
BTpaTtamu B (popmat 0e3 BTpar, KWl aHali3ye MPOCTOPOBY 00JIaCTh HUPPOBUX KOHTEHTIB,
IO JI03BOJIIE YHWKHYTH JIOJATKOBOTO HAKONMWYEHHS OOYMCIIIOBAIBHOI MOXHOKH.
Po3poOiiennii MeTo1 OCHOBaHHMH Ha BpaxyBaHHI MOCIIIOBHUX KOJIPHUX Tpiaj TPHUILIETIB Yy
MaTpHlli YHIKaJbHUX KOJBOPIB Ta MOXKEe OyTH BHKOPHCTaHUH Ul BH3HAUCHHS (OpMaTy
OpPHUTIHAILHOTO KOHTEHHEPY MPH CTEraHOaHATI3i.

KurouoBi ciaoBa: nmudpose 300paxkeHHs, CTHCK, ¢popMaT 3 BTparaMu, ¢popmar 6e3 BTpar,
MIPOCTOPOBA 00JIACTH, TIOCTIIOBHI KOJIPHi TpiaJy TPUILIETIB

METO/ BBIABJIEHUSA ®AKTA CKATHUA B HIUPPOBBIX U30BPAKKEHUAX KAK COCTABHASA
YACTb CTETAHOAHAJIN3A

A.B. AXxmamMeTheBa

Onecckuii HAITMOHATBHBIN TTOJTUTEXHUIECKUH YHUBEPCHUTET,
mpoct. HleBuenko, 1, Oxecca, 65044, Ykpanna; e-mail: anna-odessitka@mail.ru

IpeanoxkeH HOBBIA MeToJ BbisiBIeHHs (akTa CXKaTHs B LBETHBIX IH(POBBIX
M300paXeHMIX, IMO3BOJISIIONIMKA  OTACNATh [U(GPOBBIE H300paKeHUS, HW3HAYAIBLHO
xpansmecs B ¢popmare 0e3 moTeph, OT IMUPPOBEIX M300paKEHUH, MePECOXPaHESHHBIX H3
(dopmata ¢ morepsimu B popMaT 06e3 mMOTEeph, KOTOPBIH aHAIM3HPYET MPOCTPAHCTBEHHYIO
001acTh IUQPPOBBIX KOHTCHTOB, YTO MO3BOJSICT M30€KATh JOMOIHUTEIEHOTO HAKOILICHHS
BBIYUCITUTCIPHON  MOTPEIIHOCTH.  Pa3paOoTaHHBI  METON  OCHOBaH Ha  ydeTe
MOCJIEIOBATENBHBIX [[BETOBBIX TPUAJ TPHUILICTOB B MATPUIC YHUKAIBHBIX [[BETOB, U MOKET
UCTIONB30BaThCS  JUIL  OmIpenelicHus  (opMaTa  OpPUTHHANBHOTO  KOHTEifHepa B
CTeraHOAHAJU3E.

KuroueBble cjioBa: udpoBoe M300paxkeHue, cxarne, popmar ¢ morepsmu, Gopmar 6e3
MOTEPb, IPOCTPAHCTBEHHAsI 00JIACTh, MTOCIIEI0BATEIbHBIE [IBETOBBIE TPUA/IbI TPUILIICTOB
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