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Due to the growth of computer crime, an important and urgent problem is the development
of methods for detecting the integrity violations of a digital image. In particular, the
detection of different types of the image post-processing after their possible forgery is a
grey area of information security, and the detection of processing by the Sharpen Filter is
an issue practically not covered in open scientific literature. The artificial sharpening of a
digital image is the reverse procedure to the blurring. Previously, the authors of the paper
developed the method for detecting blur of a digital image based on an analysis of the
growth rate of singular values. When blurring, the growth rate of singular values is an order
of magnitude smaller than before the blurring, which makes it possible to reveal a threshold
value for detecting blurred images. The singular values increase accordingly to the
artificially sharpening. But it is not possible to reveal the threshold value in this case. The
aim of this paper is to identify the parameters of the digital image matrix, which indicate an
artificial sharpening, and to develop a method for detecting sharpness as a digital image
post-processing. If the contour is considered as a change in the brightness function of a
digital image, then the change in the brightness function will be faster when the contours
are sharpened. If two adjacent pixels had the close sharpness values before sharpening, then
applying this filter will increase the difference between them. In this paper, the
investigation of the close color pairs of an image is carried out when the Sharpness Filter
was applied to it. It is revealed that the number of close color pairs during processing
decreases. The threshold value which allows separating the processed image from the raw
one is empirically established. The method of detecting sharpness as a digital image post-
processing is developed based on the results obtained.

Keywords: analysis of color pairs, sharpness, digital image, image processing, image
forgery.

Introduction

The use of digital images occurs in all spheres of human activity. Modern means of
image processing, both in order to improve their perception, and to conceal possible
unauthorized interference (forging, using a digital image (DI) as a steganographic container,
etc.) are widely available and easy to use. This fact leads to the need to improve existing
methods for detecting integrity violations of the digital images, as well as to create the new
methods. Sharpening is one of the possible tools for a digital image post-processing in case of
the image integrity violation. There are many articles on how to estimate the degree of
sharpness of a digital image [1...3], but there are no any researches on how to identify an
artificial increase in sharpness with a graphic editor. Along with such a tool as image blur,
which was previously studied in [4 ... 5], sharpness affects mainly the contours of a digital
image. At the moment, the problem of detecting sharpening by means of graphic editors is
practically not covered in the sources available in the open scientific literature. In [6], a
computing experiment, where the singular values of blocks of digital image matrices are used
as the analyzed parameters, is carried out. This tool was chosen for the reasons described in
[7], as well as in many other papers of the author. As a result of the experiment, it was
established that the application of Sharpen Tool to an image, like the application of Blur Tool,
affects the growth rate of singular values, namely, it is established that the growth rate
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increases. However, studies have led to the fact that the analysis of the growth rate of the
corresponding image parameters, which gave positive results for detecting blurring, did not
lead to success in detecting sharpness since it is in principle not possible to identify the
threshold value that allows separating the processed image from the raw one. This indicates
the need to search for a tool the sensitivity of which would allow developing a method for
detecting sharpness as a forged image post-processing.

The aim of the paper is to identify the parameters of the digital image matrix, which
indicate an artificial increase in the sharpness of an image, and to develop a method for
detecting sharpness as a digital image post-processing.

Related works

As already noted, the sharpness affects mainly the high-frequency component of the
digital image signal. In fact, sharpness is nothing more than an increase in the difference
between the brightness values of adjacent pixels. This means that if adjacent pixels (color
pairs) could be close to or equal in brightness values before processing, then the number of
such pairs will be much less after processing. Earlier, color pairs were studied for images for
steganographic analysis, where an image was considered as a steganographic container [8]. In
this paper, such terms as “close color pairs” and “unique color pairs” are used.

In the context of the problem addressed, the definition of a close color pair is introduced
by analogy with [8]. The two colors (R1, Gi1, B1) and (Rz2, G2, B2) will be considered close
color pair if they belong to the pixels which sequentially arranged vertically or horizontally,
and satisfy the following condition:

(Rl_R2)+(Gl_G2)+(Bl_BZ)S3' (1)

An experiment in which the effect of sharpness on the change in the number of close
color pairs in the analyzed images was conduct. For the experiment, 300 jpeg images of
different sizes from the NRSC image database were used [9]. Each image was processed
using Adobe Photoshop graphic editor, namely, the Gaussian Sharpen Filter with a radius of 1
pixel. This corresponds to the least noticeable sharpening and, accordingly, the most difficult
to detect situation. The result was saved in jpeg format with a maximum quality factor, that is,
with minimal compression. For convenience, the image was split into a standard 16 x 16
block size. The number of close color pairs (CCPs) was found before and after processing for
each block. Some of the experimental results are presented in table 1, where all the blocks
taken belong to different images.

As you can see, the assumption about the reduction of close color pairs under the
effect of the Gaussian Sharpen Filter is confirmed by a computing experiment. Consider these
indicators relative to the total number of color pairs in the block, which we define as follows.
Let F be an nxn-block of the DI matrix. Then the total number of color pairs S in the block is
determined by the formula:

S=2n(n-1).

Also the ratio (K) of the number of close color pairs (P) to the total number of color
pairs in the block:

P
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Table 1.
The Effect of Sharpening on the Number of Close Color Pairs in the DI Blocks

DI No. | Block size Number of CCPs before Number of CCPs after
processing processing
1 16x16 232 79
2 16x16 227 75
3 16x16 252 55
4 16x16 97 33
5 16x16 209 47
6 16x16 276 80
7 16x16 232 67
8 16x16 297 73
9 16x16 181 38
10 16x16 118 29
11 16x16 388 216
12 16x16 373 217
13 16x16 66 22
14 16x16 450 324
15 16x16 189 77
16 16x16 212 96
17 16x16 112 42
18 16x16 239 114
19 16x16 164 58
20 16x16 102 30

The results of the calculations are shown in the table 2.

By analyzing the obtained ratios before and after processing, it was established that the
average value of the ratios of the number of close color pairs before processing to the total
number of color pairs in a block is K, =0,5, in turn, the average value of these relations after

processing is K, =0,2. Consider the threshold value of 0.35 as the median for the average

values obtained. The number of errors of the first kind (skipping the processed image) is 20%.
But at the same time the number of errors of the second kind (false alarm) reaches 32%. It
was established experimentally that the optimal value is a threshold value of 0.3.In this case,
the errors of the first kind do not increase, and the errors of the second kind decrease and
amount to 20%.

The method for detecting sharpness as a digital image processing is proposed based on
the research data. The main steps of the method are presented below.

Let A be the analyzed color digital image, where R, G, B are the m x n matrices of the
red, green, and blue components of the image, respectively.

Step 1. The matrices R, G, B is split into 16 x 16 blocks in a standard manner.

Step 2. For the each block, the number of close color pairs P is found by expression (1).

Step 3. For the each block, the ratio of the number of close color pairs to the total
number of color pairs is found by expression (2).
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Step 4. The average value of the coefficients Kay obtained at the previous stage is

founded.
Step 5. Ifa

Kavg <0,3, then
The image is considered a processed by Gaussian Sharpen Filter, Otherwise, the image
IS not processed by the Gaussian Sharpen Filter.

Table 2.
Calculation Results
No Block Total Number of | Ratio of CCPs | The number | Ratio of CCPs
size number | CCPs before to S before of CCPs colors to S after
of pairs | processing | processing (Kp) after processing (Ka)
processing
1 16x16 480 232 0.48333333 79 0.16458333
2 16x16 480 227 0.47291667 75 0.15625000
3 16x16 480 252 0.52500000 55 0.11458333
4 16x16 480 97 0.20208333 33 0.06875000
5 16x16 480 209 0.43541667 47 0.09791667
6 16x16 480 276 0.57500000 80 0.16666667
7 16x16 480 232 0.48333333 67 0.13958333
8 16x16 480 297 0.61875000 73 0.15208333
9 16x16 480 181 0.37708333 38 0.07916667
10 16x16 480 118 0.24583333 29 0.06041667
11 16x16 480 388 0.80833333 216 0.45000000
12 16x16 480 373 0.77708333 217 0.45208333
13 16x16 480 66 0.13750000 22 0.04583333
14 16x16 480 450 0.93750000 325 0.67708333
15 16x16 480 189 0.39375000 77 0.16041667
16 16x16 480 212 0.44166667 96 0.20000000
17 16x16 480 112 0.23333333 42 0.08750000
18 16x16 480 239 0.49791667 114 0.23750000
19 16x16 480 164 0.34166667 58 0.12083333
20 16x16 480 102 0.21250000 30 0.06250000
Conclusions

In this paper, the question of the behavior of close pair pairs of image is investigated in
a situation when an image is processed by means of a graphic editor. The Gaussian Sharpen
Filter was selected as an impact on the image. In the course of research it was revealed that
the number of close color pairs decreases during the processing of the said filter. And also the
threshold value which allows separating the processed image from the raw one is empirically
revealed. Based on the results, the method for detecting sharpness as a post-processing of a
digital image is developed .The developed method has following features: images before and
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after processing must be saved in jpeg format, otherwise it is extremely difficult to reveal a
threshold value. The number of errors of the first kind, as well as the number of errors of the
second kind, is 20%.

The efforts of the authors are currently aimed at conducting additional research in
order to improve the developed method.
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Po3pobka MeToIiB BHSIBJICHHs NOPYIIEHb LIJTICHOCTI HU(PPOBUX 300pakeHb € BAXJIMBOIO 1
aKTyaJIbHOIO 3aJla4ei0 y 3B'A3Ky 3 POCTOM KOMI'IOTEPHOI 3JIOYMHHOCTI. 30Kpema,
BUSIBJICHHSI PI3HUX BHJIB MOCTOOPAaOOTKH 300paxkeHb Mmicisi X MOXIIMBOI (anbeudikarii —
MaJlo pPO3KpUTa 00nacTh 3axucTy iHGoOpMalii, a BUsBIEHHS OOpOOKH (iIbTpOM
«pPI3KICTh» — TPAKTHYHO HEOCBITICHEe NWTaHHA Yy miteparypi. LlTydune migBumeHHs
pi3kocTi nU(pPOBOrO 300payKeHHST — TMpoIeaypa, 3BOPOTHA PO3MUTTIO. Panime aBTopamu
cTarTi Oyno po3poOJeHO MEeTOJ| BHSIBICHHS PO3MHUTTS IHM(POBOTO  300pa)KeHHs,
3aCHOBaHMI Ha aHaNi31 MIBHIKOCTI POCTY CHHTYISpHHUX uuceld. IIpum po3MuTTI MIBHAKICTH
POCTY CHHTYJISIPHUX YHCEN Ha MOPSI0K MEHINA, HDK JI0 PO3MUTTS, 10 J03BOJISIE BUIUINTH
MIOPOTOBE 3HAYECHHS Ul BHSBJICHHS PO3MHUTHX 300paskeHb. [Ipy IITy4HOMY MiJBHUILECHHI
PI3KOCTI CHHTYJSpHI YHCIA, BIJAINOBIAHO, 30LIBLIYIOTBCSA. AJie BHIUIMTH TOPOTOBE
3HAYEHHS B IIbOMY BHIIAJIKy HE € MOXIMBUM. MeTa JlaHoT poOOTH — BUSBJICHHS [TapaMeTpiB
Matpuii nudpoBoro 300pakeHHs, sIKi BKa3ylOTh Ha MITYYHE IMiJBUIICHHS HOTO Pi3KOCTI, i
po3pobka MeToxy BHUSABICHHS Pi3KOCTI SIK MOCTOOpaboTKH IdpoBoro 300paxeHHs. Ko
pO3TIIIATH KOHTYP K 3MiHY (DYHKIII SICKpaBOCTi 300paskeHHs y IudpoBoMy dopmari, TO
P MiABHUINEHHI PI3KOCTI KOHTYPIiB (PYHKIIiS SICKpaBOCTI Oy[e 3MiHIOBATHCH IIBUAIIE.
Sxmo mBa miKceni, 10 PO3TaIlOBaHi OAWH OUTA OZHOTO, A0 MiABHINEHHS PI3KOCTI Maiu
ONM3bKI 3HAYCHHS, TO 3aCTOCYBAHHS JAHOTO (UIBTPY 30LIBIIMTH PI3HUIO MK HUMH. B
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po0OOTI MpoBeleHi IOCTIPKEHHsT OJIM3BKUX Iap KOJILOPIB 300pakeHHs MiJ BIUIMBOM Ha
HbOrO OinbTpy «Pi3kicTh». BuUsBIGHO, 10 KUIBKICTh OJHM3BKHX Map KOJLOPIB MICIIs
00poOKM 3MEHIIyeTbCA. EMITIPUYHO BCTAHOBJICHO IOPOTOBE 3HAYEHHS, IIO JO3BOJISIE
BIJOKpeMHTH 00poOieHe 300paxkeHHsA BiA HeoOpoOieHoro. Ha ocHOBI oTpuMaHUX
pe3ysbTaTiB  po3po0JIEHO METOJ| BHSBIEHHS PI3KOCTI SK IOCTOOPOOKH LU(pPOBOro
300pakeHHSI.

KawouoBi ciaoBa: anamiz map KOmbOpiB, pi3KicTh, mHdpoBe 300pa)keHHS, 00poOKa
300paxkeHHs, hanbcudikaris 300paKeHHS.
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Pa3zpaboTka METOZOB BBISBICHHSA HapyIICHHH LEIOCTHOCTH IHM(QPOBBIX H300paKeHUH
ABJISIETCS BaYKHOW M aKTyalbHOHN 3a/1aueii B CBS3M C POCTOM KOMITBIOTEPHOM MPECTYITHOCTH.
B uacTtHOCTH, BBIABIEHHE pa3HBIX BHIOB MOCTOOPaOOTKM H300pakeHWH TmoOCiIe UX
BO3MOXXKHOH (anbcudukanmmyu — Majao packpblTas 00JacTh 3alUTHl WHPOpMAaIWH, a
BbISIBJIEHHE 00pabOTKM (PUIBTPOM «PE3KOCTh)» — MPAKTUYECKH HEOCBELICHHBII BOIPOC B
OTKpBITOM JuTepatype. MckyccTBEHHOE MOBBIIIEHHE PE3KOCTH HU(PPOBOro N300pakeHHs —
nponenypa, obpaTHas pa3MbITHIO. PaHee aBTopamu cTaThbu OBUI Pa3paboTaH MeETO.
BBISIBJICHUSI Pa3MbITHS IU(BPOBOT0 M300pakeH!sl, OCHOBAaHHBII Ha aHaJIM3€ CKOPOCTH POCTa
CHHTYJISIpHBIX 4Hcell. [Ipy pasMBITUM CKOPOCTh POCTa CHHIYJSIPHBIX YHCET Ha IOPSI0K
MEHbIIE, Ye€M J0 pPa3MBITHs, 4YTO II0O3BOJSIET BBIJEIUTH IIOPOrOBOE 3HAUCHHE IS
BBIBJICHUS Pa3MbITBIX n300paxkeHHH. Ilpm HCKYCCTBEHHOM TIOBBIMICHHH PE3KOCTH
CHHTYJISIDHBIC YHCJA, COOTBETCTBEHHO, YyBEIMYMBAIOTCA. HO BBIIENWTH MOpPOTOBOE
3HAa4YeHHE B JTOM Cilydae HE IPEICTaBIsACTCS BO3MOXHBIM. llenb maHHOW paboTel —
BBISBJICHHE [apaMETPOB MaTpuibl IHU(POBOrO H300paKEHMs, YKa3bIBAIOIIMX Ha
HCKYCCTBEHHOE TOBBILIEHHE €r0 PE3KOCTH, U pa3padoTKa METO/1a BBISIBICHHS PE3KOCTH KaK
nocToopaboTku 1HppoBoro nzodpaxenus. Ecim paccmarpuBaTth KOHTYp Kak W3MEHEHHE
(yHKIMK SIPKOCTH IM(POBOTO HM300pakeHHUs, TO NPHU IMOBBIIIEHUH PE3KOCTH KOHTYPOB
n3MeHeHne (GyHKIMU SpKOCTH OyJeT MpPOUCXOAMTh ObicTpee. Eciu 1Ba psaoM CTOSIIMX
MUKCENs A0 IMOBBILIEHNUST PE3KOCTH MMeNU OJIM3KUE 3HAa4YeHUsl, TO NPHUMEHEHUE JaHHOTO
(GunbTpa YBEIMUYMT pa3HUIy MEXIY HUMHU. B paboTe mpoBeleHbl MCCIEOBAaHUS OIM3KHX
nap LBETOB M300pakeHHs 10| Bo3leiicTBieM Ha Hero (uibTpoM «Pe3kocTb». BrisiBieHo,
YTO KOJMYECTBO OJIM3KMX Map LBETOB INpH 00paboTke yMEHBIIAETCA. OMIHUPUYECKU
YCTaHOBIICHO TTOPOTOBOE 3HAa4YCHHE, MO3BOJIIONIEE OTACINUTh 00paboTaHHOEe N300pakeHne
oT HeoOpaboTanHOTO. Ha OCHOBE IOTyYEHHBIX pe3yIbTaTOB Pa3pabOTaH METO]| BBHISIBICHHS
PE3KOCTH KaK MOCTOOPabOTKH U(PPOBOTO H300PAKCHHUS.

KaroueBble ci1oBa: aHanu3 map IBETOB, Pe3KOCTh, IHppoBoe m300paxkeHne, oOpaboTka
n300pakeHus, GparbCu(UKaUs H300paKCHHU.
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